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Jucepmayuonnuam mpyo e 06cvOeH u npeonod’ceH 3a 3auuma Ha 3acedanue Ha Kameopa
., @Qunancu u cuemosoocmeo“ kom Cmonancku paxyimem na O3V ,, Heogpum Puncku“, ep.
bnazoesepao na........................... 2025 2.

B cvovporcanuemo cu oucepmayusama y8oo, mpu enasu, 3akioueHue, eOHo NPUIodiceHue u
npeeied Ha Iumepamypama.

Texcmvm e ¢ obem om 153 cmpanuyu, exmougawu 22 mabauyu u 30 gueypu.

Lumupanama rumepamypa ooxeawa 111 usmoynuka.

3awumama na oucepmayuOHHUsA MPYO We C€ NPOBEOE HA ............cceueeeerueereerrenieannen.
200UHa OM ....... Y. 8 3ANA........ue..n.... , 8-u xopnyc na FO3Y “Heogpum Puncku” - bnazoesepao,
npeo HAYYHO JHCYPU.

Mamepuanume no 3awumama ce Hamupam 6 Kanyeiapuama Ha kameopa ,, Qunancu u
cuemogoocmao “ Ha nvpsus emaoic, cepaoa 8 na FOzo3anaonus ynusepcumem ,, Heoghum

Puncku* — Brazoesepao.
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YBOJI

YMecTHOCT HA TEMATa

AHanu3upaHeTo Ha TMOCIEIUIUTE OT KHOepaTakuTe CcTaBa BCE II0-3HAYMMO TIpe3
MOCJIEAHNTE TOAMHHU, OCOOEHO ciex Karo Hu(pOBH3AaLUATa MPOIB/DKaBa aa o(opMs KakTo
myOIUYHYS, TaKa U YaCTHUS CEKTOP B CBETOBEH Mamal. B I'bprus 3HaueHneTo Ha pa3dupaHeTo u
CMEKYaBaHETO Ha KUOEppHCKa € MO-TOJISIMO TOpaaM HapacTBallaTa 3aBUCHMOCT Ha pa3iu4HU
MHIYCTPUH M HapacTBallaTa 3aBUCUMOCT OT u¢poBaTa nHppacTpykrypa. Kubep uHnmaeHrure,
BapHpaiy OT NMPOOMBH HA JAHHH JIO CJIOKHHU (UIIUHT aTakd, UMAT MOTECHIMANA Ja MPUYUHAT
3HAUNTETHN (PUHAHCOBHU IIETH, J]a HApyIIaT OCHOBHHUTE YCIYTH M Jla HAKBPHAT OOLIECTBEHOTO
JoBepHe. YMECTHOCTTA Ha Ta3W JHCepTaLus ce Kpue B HEHHUS (OKYC BbPXY KOJINYECTBEHOTO
orpeJensHe Ha (PUHAHCOBOTO BB3JCHCTBHE HAa KUOEppUCKAa B TPBIKUS OM3HEC W MyOIUYHHS
CEKTOp, 00JacT, KOSATO HE € MpoydeHa 3aJbJ00YEHO BBIPEKH KPUTHYHATA CH BaXHOCT.
Pa3bupaneTo Ha Te3W pa3xoau € OT PEllaBallo 3HAYCHHE 3a pa3padOTBaHETO HAa e(EKTHBHU
CTpaTeruy 3a MPOTHUBOACHCTBHE Ha KHOSPCUTYPHOCTTA, HACOYBAHETO HA MOJTUTUIECKUTE PELICHUS
Y TapaHTHPAHETO HA YCTOMYMBOCTTAa Ha MKOHOMMKATa Ha ['bplLius Mpe JUIETO Ha HapacTBaIIH

KnOep3ariaxm.

IIpenmer, nejin 1 OCHOBHM 32/1a4H HA U3CJI€BAHETO

OcHoBHaTa LieJ Ha TOBa W3CIEABAHE € J1a C€ ONpEAENAT KOJIMYECTBEHO (PMHAHCOBUTE
pa3xoqu, CBbp3aHU C KHOEppUCKa KaKTO B YAaCTHHUSA, Taka U B MyOnuuHus cektop B ['bpius, c
aKIEHT BBPXY pa30MpaHeTO Kak Te3u pa3xoqu BIUSAAT HaA TMO-IIMPOKATa HKOHOMUKA.
Jucepranusara uMa 3a el Ja OCTUTHE HAKOJIKO KOHKPETHU LICIIN:

1. Hnentuduuupane Ha d¢uHaHcoBUTe pa3xoau: Jla ce wuneHtudummpar u

KaTeropusupar pa3uyHUTEe BHAOBE (UHAHCOBU pa3xoAau (MpeKd, HENmpeKu u

aNTepHATUBHU PA3X0/i1), KOUTO OpTraHU3AIUUTE TIOHACAT B PE3yNITaT Ha KHOep UHITUICHTH.

2. Kopenaumonen anamum3: Jla ce wu3cienBa Bpb3KaTa MEXAYy 4YeECTOoTara Ha

KHGGPHHHI/IHGHTI/ITG n q)HHaHCOBI/ITC pasxoau, MoCTu OT PA3JIMYHU UHAYCTPUH, KATO IIO



TO31 HAYHH CC OIIPCACIIN BB3JICHICTBUETO HA KI/I6eppI/ICKa BBpPXY CUCTCMHHA HHAYCTPUAJICH

pHCK.

3. Ounenka Ha BB3aeiicTBHeTo: [[a ce omeHu 00mOTO (PUHAHCOBO BB3ACHCTBHE HA
KUOCPHUHIIMICHTUTE BBPXY TPBIIKaTa UKOHOMHKA, KaTO C€ MpeAocTaBu WH(popmanus 3a
TOBa KaK TE3W PUCKOBE BIHSAT BBPXY KOHKYPEHTOCIIOCOOHOCTTAa M yCTOMYMBOCTTAa Ha

KJIITOYOBH MHAYCTpPUH.

4. IIporno3no Moaeaupane: Jla ce pa3paboTH NMPOTrHO3EH MOJIEIN, KOMTO MOXe J1a OLIEHU
(uHAHCOBHUTE Pa3X0/Iu 3a KMOEp MHIMICHTH Bb3 OCHOBA Ha CIICU(PUYHU 32 UHAYCTPUSATA

IMPOMCHJIMBHU KAaTO MPUXOAH, ITPOLUCHT HAa HHIIUACHTHU U 6pOI\/JI CIIYKUTCIIN.

5. llpenopbku 3a noIUTHKHU: J[a ce IpeoCTaBsAT NPUIOKUMU MPEHOPBKU 3a MOJIUTUIH
1 OU3HEC JIUJEPU OTHOCHO MOA0OPSBAHETO HA MEPKUTE 32 KHOEPCUTYPHOCT U HaMaJlsiBaHE

Ha (pMHAHCOBUTE 3ary0Ou BCIIEJICTBUE Ha KUOEp 3aIuIaxu.

MeToau Ha u3cjaeaBaHe

N3cnepoBarenckaTta METOJAOJOTUS, W3MOJI3BaHA B Ta3d AUCEpTalUs, € €MIMpPUYHA U
KOJIMYECTBEHA I10 CBOSITA CHIIHOCT U CE OCHOBaBa Ha COJUAECH HAaOOp OT JaHHU, U3BJIEYEH OT
paznuuHu u3TouHulM B ['bpiust 1 EBponeiickus cb103. OCHOBHUTE METOIM BKJIFOYBAT:

1. CbOupane Ha naHHM: [laHHUTE ca chOpaHM OT HAJICKTHU U3TOYHUIU KaTO ATEHLIUATA

Ha EBpomneiickus cbio3 3a kubepcurypraoct (ENISA), ['pbukust exun 3a pearupase rnpu
uHIUAeHTH ¢ KoMmoTbpHa curypHocT (CSIRT) u ropumuute otduern Ha IBM 3a
pa3xoAuTe 3a HapylllaBaHe Ha JaHHUTE. Te3M JaHHU BKJIIOYBAT HH(pOpMaIUs 3a Kuoep

HWHINACHTH, (I)I/IHEIHCOBI/I pa3xoau u CHCI_II/IQ)I/I‘IHI/I 34 UHAYCTpHUATA IPOMCHIIUBU.

2. H3uucasiBaHe HA MpoueHTa HAa UHIUAeHTH: [IpoueHTsT Ha uHIMAeHTH (IR) Geme
M3YHUCIICH KaTo MApKa 3a YecToTaTa Ha KuOep MHIUACHTUTE CIPSMO Oposi Ha UTpaduTe
BBB BCsAKa MHAYCTpHs. T03u Moka3aTeln Oellie U3MO0I3BaH 3a U3MEPBAaHE HA M3JIaraHeTo

Ha pa3jIMYHHU CEKTOPU Ha KnOep3aruiaxi.



3. JlorapuTMu4YeH perpecMoHeH aHaam3: beile U3M0N3BaH  JIOTapUTMHUYEH
perpecroHeH MOJIeN 3a aHAJIN3 Ha Bpbh3KaTa MeXly (PMHAHCOBHUTE Pa3XxoAH U Pa3IHIHU
cnenu(puUHA 3a HHAYCTpHUATa (AKTOpPH, BKIIOYUTETHO MPUXOIHU, MPOLEHT Ha
WHIUACHTH W Opoil ciuyxurenu. To3n Moaen TO3BOJNsBa H3CIEABAaHE Ha
CKCIIOHCHIIMAJIHU 3aBHCHMOCTH, KOUTO MOXC da HC 6’L,Z[aT 06XBaHaTI/I OT JUHEWHA

perpecus.

4. AHajau3 Ha cucTeMHHUs] puck: CHCTEMHHUAT pUCK Oellle OLIEHEH Ype3 U3Ccie/IBaHe Ha
CHOTHOIIIEHUETO JBJIT/IPUXOAM Ha KIIOYOBH HMHIYCTPUM, BKIIOUBAWKH KHOEp
MHIUACHTUTE KaTo (aKkTop, BIMSEL] BbPXY TO3U pucK. To3u aHaiu3 momara Jia ce

pazbepar mo-mMpPOKUTE HKOHOMUYECKH MOCIEeINIHU OT KUOeppHucKa.

5. iBymepeH anaim3: TectoBeTe 3a Kopenaiws, BKIIOUUTENHO tau Ha Pearson u Kendall,
0sixa W3MOJ3BAaHU 33 HM3CJICJIBAHE HA BPB3KUTE MEXKIY PA3IMYHU TPOMEHIIMBH, KaTO

MPOLEHT Ha UHUUICHTH, (PMHAHCOBH PA3XO0JIU U CUCTEMEH PUCK.

O0eKT Ha U3caeIBAHETO

OOekThT Ha W3CIIeABAHETO OOXBalla (PMHAHCOBOTO BB3JCHCTBHE HAa KHOEPPHUCKA BHPXY
KJIFOYOBU MHJIyCTPUM B YaCTHUS U MyOau4Hus cextop Ha ['bpuus. [To-koHKpeTHO, U3cieBaHeTo
ce (oKycupa BbPXY CEJeM OCHOBHU MHIYCTPUHU: €HEpreTuka, KOMyHHUKAIMH, 3/IpaBeona3BaHe,
THProBusi Ha ApeOHO, OaHkHpaHe U (PuHAHCH, TUPpPOoBa HHOPACTPYKTYypa U AbPKABHH YCIIyTH.
Te3u mHAycTpUM Osixa M30paHM MOpaAW KPUTHYHATA MM POJIE B MKOHOMHKATa Ha ['bprus u
pa3MYHUTE UM HMBA Ha M3/araHe Ha kuoOep3aruiaxu. [IpoyuBaHeTo chlno Taka pasriexnja mo-
IIMPOKHS €BPONEHCKM KOHTEKCT, KaTO M3I0J3Ba JAHHU OT MOAOOHM UHIYCTPUM B CTPAHH KaTo
I'epmanus, Utanus, @pannms 1 OOeJMHEHOTO KPAJICTBO, 3a /1a HAIIPaBU CPABHEHHUS U J1a TO100pH

YCTOfIqHBOCTTa Ha KOHCTaTalluuTeE.

CTpykTypa Ha U3C/IeIBAHETO



HHCGpTaHI/IHTa € CTPYKTYpHpPAHA B HAKOJIKO KJIFOYOBH TJIaBH, BCJAKA OT KOHUTO pa3rjIciKia

Pa3jIndHU aCliCKTHU Ha U3CIICABAHCTO!:

1.

VYBona: IIpengocrass oOuy nperyeq Ha TeMaTa Ha U3CJIEIBAHETO, HEHHOTO 3HAUYEHUE U

OCHOBHHUTEC LICJIN HA U3CIICABAHECTO.

IIpernen Ha aureparypara: Ilpernen Ha chliecTByBallara JMTeparypa OTHOCHO
KuOeppucka, GUHAHCOBHUTE PAa3XOIU U CUCTEMHUS PUCK, ITOYEPTaBANKH MPa3HIUHUTE,

KOUTO HACTOSAILIOTO M3CJIEABAHE MMa 3a L€ Ja 3allbIHH.

M360p Ha naHHU 1 MeToao iorusi: [TopoOHOCTH 32 N3TOUHUIIMTE HA TAHHMU, TIpoLIeca
Ha chOMpaHe Ha JaHHU U eMIIMPUYHUTE METO/IU, U3MI0JI3BaHU B aHAJIN3a, BKIIOUUTETHO
M3YHCISBAHETO HA IPOLEHTA HAa MHIUJIEHTH W HACTpOMKaTa Ha PErpecUOHHUTE

MOJEIIH.

Emnupuyen anamms: [IpencraBs pe3yinTaTUTe OT JIOTapUTMUYHUS PErPECHOHEH
aHalu3, JIByMEPHM TECTOBE M OLIEHKA Ha CUCTEMHHUS PHUCK, KaTo ce OOCHKAAT

MOCJICAUIUTC OT TC3U OTKPUTHUS.

Juckycus u 3akiaouyenne: O6001aBa OCHOBHUTE KOHCTATAIlMU, 00CHKIA TAXHOTO
3HAYCHHE KAaKTO 32 aKaJeMHUYHaTa OOITHOCT, TaKa W 3a JINIATa, B3EMAIlX PEIICHUS B

UHAYCTPUSITA, U MPEJOCTaBs MPETOPHKH 3a MOJTUTUKH.

6. llpunosxkenus: Brioua noapoOHU TaObIUIM, TPAPUKU U JOBIHUTEITHH JaHHHU, KOUTO

MOAKPCIAT EMIIMPUIHHNA aHAJIA3.

I'nmasa 1: Konuenuusra 3a kudep pucK u 001112 XapaKTePUCTHKA



IIpe3 mocnenHNUTE TOAMHY HAPACTBALIOTO PA3BUTHE HA HOBU TEXHOJIOTMH U U3IOJI3BAHETO
Ha HH(GOPMAIIMOHHU CHCTEMH, KOMTO C€ MPHUIUCBAT IN1aBHO Ha VIHTepHeT, HABOAHMXA )KUBOTA HU.
W3znon3BaneTo Ha MHTEpHET ce cumTa 3a HEOOXOAWMOCT W CTOWHOCTTA My 3a BCEKH OHM3HEC B
YacTHUS M IyONMYHMSI CEKTOp, HE3aBHCHMO OT HEroBUs BHJ, pa3Mep MM reorpagcko
MECTONOJI0XKEHUE, € Oe3CIopHa.

Wutepner uma cBoure kopeHu B ARPANET (Mpexa Ha AreHnusTa 3a NepCHEKTUBHU
W3CIIEIOBATEIICKU TIPOEKTH) W TpeACTaBisiBa HeroBara eBomtonusa Ha ARPA wmpexa, kosTo
3al04yHa Ja C€ pa3BHBa EKCIHEPUMEHTAIHO B Kpas Ha 60-te roguHu B ChEeIWHEHUTE UIATH.
[Tuonepute Ha untepuHer Jlapu Pobwspre u Ixoy3ed Kapn Pobuer Jluknaiiasp B omut 3a mo-
HATaThIIHO IPOYYBAaHE Ha pa3BUTHETO Ha nporpamute Ha Ilenraroma ARPA (AreHuus 3a
HaIpeIHaIN U3CIIEI0BATENICKU MMPOEKTH), 3all0YHA /1a €KCIIEPUMEHTHPA C B3aUMHO CBbp3BaHE Ha
OTJQJICYEHU KOMIIOTPH €IMH C APYT U IbpBOHayanHo cb3aaae Mpexxkata ARPANET. B nepBara
cu (pa3a mporpamara uMaile 3a LeJ Aa €KCIEepUMEHTHpa ¢ HOBa TEXHOJOIMs, U3BECTHA KaTo
NPEBKIIIOYBAHE HA MAKETH, KOSATO II€ IMO3BOJIM HA MHOTO MOTPEOUTEH Aa MPEeAaBaT U CIOACIAT
JAHHU, pa3/ieJIeHN Ha TTAKeTH Tpe3 eHa U chia auHus. [Ipe3 1973 r. yuenure mpoBenoxa HOBO
EKCIIEPUMEHTAIHO H3CJIE[BAaHE, KOCTO 3aKJIIOYM B HOBAa TEXHHMKA, WU3BECTHA Karto MHTepHeT
npotokoi (IP), copen KosITO pa3aIuuHu MpEeXH, KOUTO M3MOI3BaT M CINOAEIAT €JUH U cbil IP
MIPOTOKOJI, MOTaT Aa ObJIaT CBhP3aHM U Ja KOMYHUKHPAT OT €Ha eAMHCTBeHa Mpexka. [Ipe3 1983
r. ARPANET e okoHuaTelHO BHEIpEHA 3a aKaJIieMUYHA U U3CIIE0BATEIICKa YIIOTpeda, MpueTa OT
yHUBepcuteTu 1 opranuzauuu. [Ipes3 1990 r. ce npeumenysa na MUHTEPHET.

B cpBpeMeHHaTa pealHOCT ChbBMECTHATA M105IBA HA UHTEPHET, UHPOPMALIMOHHUTE CUCTEMHU
1 4OBEUIKH (PaKTOp € U3BECTHA KaTO KMOEPIPOCTPaHCTBO, KOETO MIPECTABIsIBA BUPTyallHa Cpea
¢ rnobanHo Bw3zAeiicTBue. KubepnpocrpanctBoro n MHbopManmoHHUTE M KOMYHHUKAIIHOHHH
texHoiorun (MKT) ynecHsBaT KOMyHUKauusaTa, ChTPYJHUYECTBOTO, OOMEHa Ha W[EH,
He3a0aBHHUS TOCTHII JI0 TOJISIMO KOJIMYECTBO MH(OPMAIHs U KaTo pa3lrpeHue GyHJaMeHTalHaTa
TpaHchopMalys U pa3BUTHE Ha rioOanHaTa MKOHOMHUKA. COLMAJIHUTE MPEXHU, €IeKTPOHHATa
THPrOBUs, OOJAUHUTE W3YUCICHHS, aBTOMATH3HPAHUTE INPOLECH, HOBHUTE TEXHOJOTHMH U
€JIEKTPOHHUTE YCIYTU ca HarJIeqHU IPUMEPU, KOUTO MpeodiaaaBar B €XKeITHEBUETO Ha MHAUBH 1A
U TOCTUraHeToO Ha OM3HecC IenuTe Ha eaHa kommnaHus. OCBeH TOBa, KMOEPIPOCTPAHCTBOTO U

TFOpCCIIOMCHATUTC TCEXHOJIOTUHU OCUTypsBAT HE CaMo HO,I[O6peHI/I$I B CCKTOpHU KaToO



3[IpaBeona3BaHe, 00pa3oBaHKe, HO ChIIO TaKa U 3a MPOU3BOAMTEIHOCTTA U PEHTAOMIHOCTTA Ha
(UHAHCOBHUTE CEKTOPH.

Nupopmannonnure texnosnoruu (UT) ce npeBbpHaxa B KpUTHUYEH KOMIIOHEHT Ha 100pe
(GYHKIMOHMpAIUTE WKOHOMHUKH, IOJAKPEISHKH HMKOHOMUYECKHS PACTeX Mpe3 MOCIEeIHUTE
necerwietus. OpraHu3aliuTe KakTo B MyONMYHMS, Taka M B YaCTHUS CEKTOp CTaBaT Bce IO-
B3aUMOCBBP3aHU U pasuuramiy Ha WT mpoaykTu v yCiyru, ThH KaTro ONACEHUSATAa OTHOCHO
KHOeppHcKa ce 3acuiinxa, Thil KaTO NKOHOMHUKAaTa M (PMHAHCOBATa CHUCTEMa Ce€ IH(PPOBHU3HUPAT.
IIpe3 nocnenHUTE rOAMHN HAPACTBAHETO HA LIEJIEHACOYEHNUTE KHOepaTaKky CpeLLy NpaBUTEICTBA U
¢bupMu moxyepTaBa HEOOXOIUMOCTTA OT MoJ0OpsBaHe Ha 3ammrara. OpraHuzanuuTe TpsOBa aa
ce CIpaBAT ¢ KUOGPUHUUACHTUTE, Thil KaTO HalaJaTeInTe CTapaTeIHO MPOYyYBAT CBOUTE LIENH,
aHamM3upaT caaboCcTUTE UM | M3ION3BAT Ta3W MHQOPMALKS, 3a Ja MPUCTOCOOAT CBOUTE aTaKH.
Crnen HEOTaBHAITHUTE HAIIyMeTu kKuOepaTaku, kaTo nHnuaeHta ¢ WannaCry npes mait 2017 .,
o0111ecTBEHaTa OCBEOMEHOCT 3a T€3HU 3aIUIaxH HapacTBa.

B I'spumsa, cnopen ckopomHo npoyuBane, npoBeneHo oT Check Point Software
Technologies?, enHa opranuzanus € aTaKkyBaHa cpeHO 479 MbTH CEAMHYHO CaMO TIpe3 IIbpBaTa
MOJIOBUHA Ha roauHaTa. B cpaBhHenuwe c¢ maii 2020 r. mma 52% yBenuueHue Ha Opost Ha
kubeparakute B crpaHata. Ot camo cebe cu ce pa3dmpa, 4e WMa MHOTO (aKTOpH, KOUTO
JIONPUHACAT 3a TOsBaTa HAa KHOEp PHUCK BBB (UHAHCOBUTE WHCTHTYIHH, BKIIOYHUTEITHO
BHEIPSABAHETO M H3MOJI3BAHETO Ha OBP30 pa3BUBAILM CE€ TEXHOJOTHM, HapacTBallaTa
B3aMMO3aBUCHUMOCT MEXJy (hrHaHCOBaTa cUCTeMa U MH(pacTpyKTypaTa Ha MHPOPMALMOHHUTE
TEXHOJIOTUH, HapacTBallaTa CJI0XHOCT Ha KUOEPHPECTHIHUIUTE W MpPUCHINATa MPUPOAA Ha
Ou3Heca u ycayruTe Ha GPMHAHCOBUTE MHCTUTYIMH. KaTo B3exa nmpenBu HapacTBamaTa CI0KHOCT
Ha KUOEpPPUCKOBUTE WHIUAEHTH, HAA30PHUTE U PpEryJaTOpPHUTE OpraHM 3aroyvyHaxa Ja
npeanpuemMar CTBIIKM cpelly KuOeppucka BbB (DMHAHCOBUTE WHCTUTYLMH, BKJIFOUHUTEIIHO
o 00psiBaHe Ha CITIOCOOHOCTHUTE 332 YCTOHYMBOCT U IPUJIaraHe Ha IJIaHOBE 33 €(PEeKTUBEH OTTOBOP
Y B3CTAHOBSIBaHE OT KMOEpaTaKy.

IIpe3 mocneanuTe roAUHU (GUHAHCOBHAT CEKTOP BB3IpHEMa OJOKYEHH TEXHOJIOTHATa U
KpUNTOBaTyTUTE. Te31 MHOBALMM MpeajgaraT HOBH, JELEHTPATU3UPaHH, IPO3PAYHU U CUTYPHH

MeToau 3a TpaHzakuuu. Ilpunoxenunero Ha Blockchain BBB (uHaHCOBHTE yCIyrm Moxe

! “Check Point Software Technologies Ltd. (www.checkpoint.com) e Bojient JocTaBUMK Ha pelIeHus 3a
KHOEpCUTypHOCT 32 MPAaBUTEJICTBA M KOPIIOPATHBHY NPEANIPUSATHS B CBETOBEH Mamiad”.
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JNOMBIHUTETHO Ja JAEMOKpaTH3upa JOCThlla 10 (HUHAHCOBaTa CHCTeMa, OCOOEHO 3a
TpaHCTPAaHUYHU TPaH3aKIUHU M MapuuHu npeBoau (www.searchmyexpert.com, 2024 r.). OcBeH
TOBAa, MHOBaTMBHOTO M3IOJI3BaHE HAa U3KYyCTBEH MHTENEKT (Al) u MmamuuHo oO0yuyeHue (ML) BbB
¢unancoBuTe ycayru TpaHchopmupa mHayctpusata. Al m ML moamomarar cb3mgaBaHeTO Ha
nepcoHaNM3upann (UHAHCOBU MPOAYKTH, MOJOOPSIBAT OIICHKATa HA PUCKA, OTKPUBAT U3MaMU U
noao0psBaT OOCIY)XBaHETO Ha KJIHWEHTHTE, MNpaBAT (PUHAHCOBUTE YCIYI'M MO-IAOCTHIIHH,
e(EKTHUBHH M CUTYPHH, KaTO 110 TO3W HAYUH JOTPUHACSIT 3HAYUTEITHO 32 (MHAHCOBOTO BKIIFOYBAHE
(CetoBHa Oanka, 2022 1.).

[Ipe3 mocnepnute TOAMHM B oOOiacTTa Ha (PUHAHCUTE MOKEM Ja CIIOMEHEM, ue
nepUHUIUATa HA PUCK HE € sICHAa, HO MOXe Ja ce (opMmysmpa KaTo BEpOSITHOCT KpaiHaTa
BB3BpaniaeMocT (rmeyanba u 3ary6a) Ja ce pa3imdaBa OT OYaKBaHATA.

Karo 151510, puckbsT u3passBa HECUTYPHOCT OTHOCHO OBJICUIN CUTYaI[H, PA3BUTHS, YUUTO
pe3ynTaTu MoraT Jia TOBIUSSAT Ha MOCTUTAHETO Ha KPATKOCPOUHHUTE M IBJITOCPOYHUTE LIETTU Ha
KoMmmaHusATa. MokeM J1a uAeHTH(PHIMpaMe PUCKa KaTo MApKa 3a HECUT'YPHOCT, KOSITO TOKa3Ba
HECUTYPHOCT OTHOCHO pe3yJjTara OT pe3yJITaTUTE, KOUTO MOTaT /1a c€ pa3jinyaBaT OT OYaKBaHOTO
0 TOJIOXKUTEJICH WM OoTpulaTesieH HaunH. KoanuecTBeHOTO omnpenessiHe Ha HECUTYPHOCTTA Ce
M3MepBa C TIOMOIITA HA CTATUCTUYECKH BEIMYMHH KaTO CTaHAApTHO oTkKiIoHeHHe. C IpyTrH TyMH,
HHUE Ce ONMUTBAME Jia Ch3/1aJleM U3MEpBaHE HA BEPOATHOCTTA PEATM3UPAHOTO MPEACTABSIHE Ja ce
pas3nuyaBa OT OYaKBaHOTO.

I'bpums mMa akTyalM3upaHa HallMOHAJHA CTPATErus 3a KHOepcurypHoct, 0azupaHa Ha 5
001y ocH, 15 KOHKpPETHH 11eH U moBeue oT 50 1eicTBusI.

Ot permraBaiio 3Ha4eHHe € OpraHU3aluUTe J1a MpearnprueMar MepKy, 3a Ja ce 3allUTAT T0-
no6pe ot kubepartaku. [lo-criernanto, opranuzanuuTe TpsiOBa Jja Ch31aAaT ISUIOCTHU MIPOTPaMH
3a ynpaBJIeHHE Ha pUCKa U KHOEPCUTYPHOCT ITO/1 PhKOBOACTBOTO Ha oTxena 3a UT prkoBomuTeNy,
TJIaBHUS M3IBJIHUTENECH JUPEKTOpP WM TJIABEH CIY>KUTEN MO pUCKa, JOKJIaaBall Ha TJIaBHUA
U3MBIHUTENICH TUPEKTOP.

HezaBucumo oT posAta Ha MyOJIMYHHUS M YacTHUS CEKTOP B YIPABICHHETO CpeEIly
3aIUIaxUTe 32 KHOEPCUTYPHOCTTA, UMa APYTH (HaKTOPH, KOUTO MOTAT Ja TOAKPEIST TOBAa BAXKHO
HayMHAaHWe. Bceku oTneneH WHAMBUA KAaTo €IWHHIA HOCH OTIOBOPHOCTTa Jia 3allUTaBa
coOCTBeHaTa CH CHCTeMa M JaHHM M KaTo IsU0 Ipuiata obmuoct. He e moctarbyHO

MIPAaBUTEJICTBATA J]a OCUTYPSAT UH(OPMHUPAHOCT HA TPAXKIAHUTE, aKO T€ HE JKeJNasT Aa mpujaraT
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3HAHUATA, KOUTO ca noay4yuiau. C Apyru AyMu, B CbOTBETCTBUE C IPABUITHUTE HHCTPYKLIUH JIMLIATA

TpsiOBa /1a mpeAnprueMaT TEXHUUECKH MEPKH 32 CUTYPHOCT, TIOBEJCHUYECKH MEPKH 32 CUTYPHOCT U

Jla TOKJIaIBaT 32 KHOep MHIIUICHTH.

Tabmuua 1: YacteH u myOiauuyeH CEKTOp M TSIXHOTO MpeACTaBsiHE B KHMOEPHETHYHOTO

yIpaBJIEeHUE

YacTeH cekTop

1. Texunuecka CUTYPHOCT

2. [TonuTtuku 3a CUTYPHOCT

3. [IloBumaBane Ha oOcCBeIOMEHOCTTa (HMeiH,
yebcaiiToBe)

4. OauTH U OLIEHKH

5. [InanoBe 3a kuOEpKpHU3U

6. [logkpenere npaBonpuiaraiuTe Opranu

7. HacbpuaBaHe Ha MEXAYHApOJAHUTE HOPMU

8. IlpoTuBonocTaBsiHE Ha TEPOPUCTHUUHUTE AKTOBE U

ne3uHbopMaImsITa

IIpaBUTEACTBO

3aKoHH

2. U3BbpuiBane Ha NEPUOJUYHU JOKIAAM 34
CBCTOSTHUETO Ha KHOCPCUTYPHOCTTA

3. VYmpaxHeHMss M OJWTH 3a CBOTBETCTBUE Ha
KHOEpCUTypHOCTTA

4. HayuHou3scnenoBaTescka U pa3BoiiHa AeiHOCT

5. PabGotHu rpynu

6. Ilonkpenere CciyXuTenu, TpaXJAaHd W MAJIKU U
CpPEeIHU MPEaIPUATUS

7. TexHudecka oxpaHa

8. IloBuiraBane Ha OCBEJOMEHOCTTA (00y4eHNs)

N3Tounuk: ABTopcku Tpyn (2023)
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Ha mbpBO MsCTO MMa MPOCTH TEXHUYECKU U MOBEJCHYECKH MTPEBAHTUBHU MEPKH, KOUTO
MOXKEM Ja IpealpUeEMEM, KaTo 3aKI0YBaHE HAa €KpaHa, KOraro KOMIIIOTHPBHT € JI€aKTUBHUpPaAH,
KPUNTHpaHe Ha YyBCTBUTENTHA WH(GOpMAIWs, NPEar Ja s WU3IMPAaTUM Ha BBHHIIHH IOJydaTelu,
CHOZEJISTHE Ha YyBCTBUTEIHA MH(OPMAIMs caMO ¢ OTOPU3MPaHH CYOEKTH M IPOBEpKa Ha UMEMI
ajZipecuTe Ha NoJydvareiaure, npeau aa uznparure umeitnu. (Reveron D.S. & Savage J.E. 2020).

OcBeH TOBa MMa MHOTO KBaJIM(UIMPAaHH 0Opa30BATEIHU MHCTHTYIIMH, KOUTO MOTaT Ja
MIPEIOCTABAT HA CIYKUTEIUTE B MyOJUYHUS M YACTHMSI CEKTOP M HA BCEKH KeJlaell WHIUBUJ
JUTUTAIHU 3HaHUS U YMEHUS 32 BCUYKO, CBBP3aHO ChC 3allUTAaTa HAa TEXHUS JUTUTAJIEH CBAT U

0CO0EHO KaK Aa IpeaoTBparaBaT KI/I6ep 3arrjaaxu.
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I'nmaa 2: U3caeaBane Ha nnpoBuTe GUHAHCOBY YCJIYTH B CTPATerMUTE 32

kubdepcurypHoct B I'bpuus

Kubepcuryprocrra B ['bprinst o6xBaria mmpok Habop OT ACHHOCTH U areHIIUH, HACOYCHHU
KbM 3alllMTa KaKTO Ha YacTHUS, Taka M Ha MyOJWYHHS CEKTOop OT kubep3aruiaxu. EnHa rogmHa
clieql BhBEeXKAaHEeTo oT cTpaHa Ha EC Ha HeroBaTa mbpBOHAYANIHA CTPATETHsl 32 KHOSPCUTYPHOCT,
OTIIETBT 32 KHOEPIPECTHIUICHUS Oellie Ch3aJeH B paMKUTe Ha rpblikaTa noymnus (IIpesuaenTcku
yka3 Ne 178/2014). To3u oTaen uma 3a 11eJ1 1a IPe0TBpaTsABA, pa3ciie/IBa U CIIUpPa MPECTHIUICHHS
Y aHTHCOIMAIHO TOBEJCHUE, U3BBPIIBAHN OHJIAMH WM 4Ype3 APYTH ENEeKTPOHHU IIaT(hOpMH.
EnnoBpemMeHHO ¢ TOBa, ciel MbpBOHaYamHaTa qupektuBa 3a NIS, 6emre cp3ganen Hanmonanaust
oprar 3a kubepcuryproct (NCSA) (IIpesumentcku yka3z Ne 82/2017) m ompemeneH KaTo
HallMOHAJIEH KOMIIETEHTEH OpraH Ha cTpaHaTa 3a kubepcurypHoct (N. 4577/2018). OceH ToBa
mpe3 2019 r. I'bpiius 3aMenu cBoeTo MUHUCTEPCTBO Ha I pOBaTa MOJUTHKA, KOMyHUKAIUATA U
meauute ot 2016 1. ¢ akTyanu3upaHoTo MUHHMCTEPCTBO Ha LU(POBOTO yIpaBlICHUE
(ITpesunmentckn yka3z Ne 81/2019), koero ce ¢okycupa BBpPXYy YCKOpsiBaHe Ha Iu(poBara
TpaHcpopMmalsi Ha MyOJUYHHS CEKTOp, HaMmalsBaHe Ha OIOPOKpATHYHUTE MPEHSTCTBUS,
MpUBEXKJAaHE Ha IU(PPOBUTE TOJUTUKA B CHOTBETCTBHE C E€JIEKTPOHHOTO YMpaBICHHE H
OOIIECTBeHH YCIIyTU U TMOJO0OpsiIBAHE Ha ONepaTUBHATa ChbBMECTUMOCT HAa BCHUYKH HHBA. Ta3u
mpoMsiHa, ckueTana ¢ manaemusara Covid-19, noseae 10 moBuIlleHa 3aBUCUMOCT OT UHTEPHET 3a
pa3IuYHU IEHHOCTH, HAChPUaBaHE HA TUTUTAITHATA TPAMOTHOCT U MOJEPHU3UPAHETO HA YCIYTUTE
B TrpbukoTo oOmecTBo. OcBeH TOBa ['bpuUMS aKTUBHO YyyacTBa B MEXIyHapOAHOTO
CBHTPYJHUYECTBO B o0jacTTa Ha KuOepoTOpaHara, BKIOUNTEeNHO MHHULMAaTUBUTE HA HATO 3a
kubeporOpana u mporpamure Ha EBponeiickus cbhro3 3a KUOEPCUTYPHOCT.

HammonanmuaTta pasy3naBatenna cinyx0a (EYP) cwmio wrpae kirodoBa poiis, KaTto ce
¢dokycupa BBpPXY 3allldTaTa HAa HalMOHAJHATA CHUTYPHOCT OT IIMHUOHAX, TEPOPU3BM U
KUOEpIpEeCThIUICHUS, NEHCTBAlKM KaTO HAIMOHAJEH €KWUIl 3a pearupaHe MpH KOMIIOTHPHU
cnemHn cutyaruu - CERT (NCERT-GR, RFC2350). Benpeku ue He e akpemutupan ot TI,
GRNET-CERT - HanmoHanmHaTa OpraHM3allds 3a pearupaHe Ha HHIMACHTH B cdepata Ha
kubepcurypaoctra B I'sprus, cw3mageHa mnpe3 2003 1. u xoctBaH oT HanwmonamHuTe
MH(GPACTPYKTYPH 3a U3CIEIBAHUS U TEXHOIOTUH, € equHCTBeHHT akpeautupad CERT. Hackopo

EYP mnpumoOu H3BECTHOCT MOpaad NPEAINOJIaraeMOTO M3IMOJI3BAaHE Ha IIMHOHCKH coQTyep
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Predator 3a nabntogeHue Ha MOOWIHU TeneOHU HA TOTUTHIIM, KYPHATUCTA U OU3HEC JHUIEPU
(politico.eu). Bbrnpeku 4e T03M MHIUACHT UMa KUOEPHETUYHHU €JIEMEHTH, TOH 0CTaBa BbTPELICH
po0JieM, KOMTO ce pa3ciie/iBa U CJIEI0BATEIHO HE € B LIEHThpPa Ha Ta3u Te3a. Brnpeku ToBa Tazu
CUTYyallusl TIOBJIMS HA HEOTAABHAIIHOTO JOIM'BJIHEHHUE KbM TPbIKaTa KOHCTUTYLIHS ChC 3aKoH No
5002/2022, kolTO ce OTHacs 1O Pa3CEKPETSIBAHETO HAa KOMYHHKAIMHUTE, MOJ0OpsSBaHETO Ha
omeparuute Ha EYP, 3ammrara Ha MOBEpUTETHOCTTa HA KOMYHHUKAIUATA Cpeury codTyep 3a
HaOJI0IeHNE, YKPETIBAHETO Ha HAIMOHAIHATA KHOEPCUTYPHOCT U 3aIMTaTa Ha MMOBEPUTEITHOCTTA
Ha JaHHUTE Ha TpaxaanuTe (Sotiropoulou, 2023).

Ha mpaktudecko HHBO ATHHA Oelle MACTOTO Ha €JUH OT IMIBPBUTE MET MOATOTBUTEIHU
CeMHMHapa 3a BCTBHIUTEIHOTO OOHIOEBPONEHCKO yueHHE M0 KHUOEpPCUTYpPHOCT 3a 3alluTa Ha
KputnyHata nHpopmanmonHa uadpactpykrypa (CIIP), mapeueno ,,Kubep EBpoma 2010 mpe3
centemBpu 2010 1.

ToBa cwOutne, mnomkpeneHo oT ENISA (Arenuus Ha EBpomelickus cbio3 3a
kubepcuryproct) 1 CbBMECTHUS M3CJIEOBATEIICKA LEHTHP, Oclie MpeaHa3sHauYeHO Ja HaChpUH
ChTPYIHUYECTBOTO MEXYy E€BpPONEHCKUTE HAIMM 3a CIpPaBsHE C €KCIIAH3UBHU KHOEp 3ariaxi.
OcBen ToBa, I'spums pwprkoBoauM u ABa mpoekra Ha PESCO (IOCTOSIHHO CTPYKTypUpaHO
ChTPYJIHUYECTBO B pamMKuTre Ha EBpomeickus cbi03), CBbpP3aHU C KHOEPCUTYpPHOCTTA!
[Tnardopmara 3a ciopesnstHe Ha nHGopManus 3a KuOep3armiaxyu U pearupale Mpu UHIUICHTU U
koMmanHus nyHKT (CP) 3a manku cbBMecTHU omnepauud (SJO) Ha TaKTUYECKOTO KOMaHABAaHE U
koHTpoJ (C2) Ha pa3noniaraemMute cuiu 3a crienuanuu oneparuu (SOF) — u3zBecthun kato SOCC
3a SJO. I[Ipe3 2022 r. yBennuaBaHETO Ha KHOEpaTaKUTE Cpely KpUTHIHA HHPPACTPYKTypa U TE3H,
CBBbp3aHH ¢ KOHGINKTa B YKpaliHa, BbBe/Ie HOBU CTpaTeTHu 3a yIpaBJieHHe Ha KUOep PUCKOBETE.
Te BkiouBaT pa3paboTBaHETO HA HE3aBHCHMA OIlepaTHBHA crcTeMa, HapedeHa Thorax, kodTo e
ce mHTerpupa B Tpetn otnen Ha ['eHepanams mad Ha HaroHaHaTa oTOpana Ha ['sprwms. Thorax
MMa 3a IeJl Ja HU3IMO0JI3Ba TOJeMH JAaHHU, W3KYCTBEH MHTEJEKT W Pa3jIMyHU ajJrOpUTMHU 3a
yhnpaBlIeHUEe Ha OTPOMHHUS €KEAHEBEH NMPUTOK Ha MH(OpMamus 3a OTKpUBaHE Ha 3aljaxu |
aBTOMaTH3HMpaHe Ha oTroBopute. OcBeH ToBa HCTPYMEHTHT 32 TEXHHYECKa MTOMOIIl U OOMEH Ha
nHpopmanus Ha EBpomeiickaTa KOMHCHS, B ChTPYJHHYECTBO C TIPBLUKUTE MUHHCTEPCTBA HA
BBHIITHUTE pab0OTH U IM(POBOTO ympaBiieHue, mposene cemuuap B ConyH npe3 1oHu 2022 1. Ha
teMa ,,Ponsara Ha kubep exocucremara Ha EC B riobanHaTta cTaOUIHOCT Ha KHOEpCUTYpPHOCTTA

(ENISA, 2022a). Uaunuupana ot EBponeiickust konex mo curypHoct u otopana u ENISA, ¢
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y4acTHETO Ha MapTHhOpU OT 3amajgHute bankanu, Ta3u KoH(pEpeHLUs yJIeCHM LIEHEH OOMEeH
MEX/1y PErMOHAIHU €KCIIEPTH U MOJIUTULIN, TOBUILIABAHKN JOBEPUETO U YCTOMYMBOCTTA. TOBa € B
CBHOTBETCTBUE C JBe cTparerndecku nenn Ha EC u ['bpums: kuGepcurypHoCcTTa 1 HHTETPUPAHETO
Ha 3anaguurte bankanu B Te3u paMku. OcBeH ToBa MexayHapoauusT nanaup B Conyn npe3 2022
r. npuserctBa ENISA 3a nmepBu nbT B nojkpena Ha AeiHOcTUTE Ha EBponeiickaTa roguHa Ha
mitagexra 2022 ., Hensy HachbpuaBaHe Ha MO-MproOIaBanio MuppoBo ObeIIe U MOBUILIABAHE
Ha OCBEJJOMEHOCTTa OTHOCHO YMEHHSATA 32 KHOEPCUTYPHOCT. Te31 yCHITUS BKITIOYBAT Ch3JaBAaHETO
Ha IuaropMa 3a YBEJOMsBAaHE 3a WHLUMICHTH, pa3paboTeHa B MapTHBOPCTBO C H3BECTHA
MeXJIyHapoaHa opraHu3auusi, u3BecTHa karo CSIRT (Exun 3a pearupaHe npu MHUUACHTH C
KoMItoTbpHata curypHoct). CSIRT BCBIHOCT € MoApa3ieleHle Ha BOEHHOTO pa3y3HaBaHE U 110
TO3M HAYMH OTroBaps 3a pa3padOTBAHETO Ha pasnopendH, CUCTEMHU 3a cepTUHUIHMpAHE U
JOIIPUHACS 3a NIPEIOTBPATIBAHETO U pEarnpaHeTo Ha KMOepaTaky B LisjIaTa CTpaHa.

Ta3u ychBBbpIIEHCTBaHA paMKa 3a KHOEPCUTYPHOCT U3UIPa KIIF0YOBa poJist 3a ToBa ["bp1ius
na ce Hapenu Ha 7-Mo mscto B Hanmonamuust uaaekc 3a kubdepcurypnoct (NCSI), cpaBHsBaiiku
HEHHUTE MEPKH 3a KMOEpPCUTYpHOCT C JPYrd Haluu B cBeToBeH Mamad ot 2016 r. mo 2023 r.
Nunexec NCSI. Ilpuabpikaiiku ce KbM CUCTEMaTUYHA CTPATETHs 3a pa3BUTHE, [ 'bpIus HanpeaHa
3HAUUTEIIHO, 32 J1a CH OCUTypH 4desiHa no3unus cpen 160 abpkaBu npe3 2019 r. To3u uHaekc
OLICHABA MEPKUTE, NPUJIOKEHU OT DPA3NIMUYHU CHOTBETHU TIPBLKM OpraHd, KaTo OTAejla 3a
kubeporOpana, otnena 3a KubeprnpectbrnHocT, HammoHanHuss CERT, rpbukus opran 3a
KOMYHMKAI[MOHHA CUTYPHOCT UM IPBLKHS OpraH 3a 3alliTa Ha JaHHUTE, U JIp.

ITonxoasT Ha IPBIKOTO MPABUTEICTBO KbM KHOEPCHUTI'YPHOCTTa CBIIO TaKa BKJIIOYBA
o0pa3oBaTeHM WHHUIMATHBH 32 TPaXJIaHUTe M MOJUTUKUTE HAa OAHKOBHUS CEKTOP OTHOCHO
00pa3oBaHUETO MO KUOEPCUTYPHOCT, 3a€AHO C pOJsATa HAa W3KycTBeHUs uHTenekT (Al) 3a
nogoOpsiBaHe Ha KHOEpCHUTypHOCTTa. ['PBLIKOTO TMPAaBUTEICTBO NpPHU3HA BAXKHOCTTa Ha
KHOEpCUTYpHOCTTAa U PAbOTH aKTUBHO 3a TOIOOpsBaHE Ha CIIOCOOHOCTUTE HA HaIMATA 3a
knbeporOpana. ToBa BKIIOUBA Ch3/JaBAaHETO HA HALIMOHAJIHA CTPATErus 3a KHOEPCUTYPHOCT, KOSTO
ouepTaBa BHU3MATA W IUIAaHA 3a JACHCTBHE Ha TNPABUTEICTBOTO 3a MOJOOpsiBaHE Ha
KHOCPCUTYpHOCTTa BBB BCHUKU cekTopH. CTparerusra HaOisra Ha 3amuTara Ha KPUTHYHATA
HallMOHalIHA MH(PACTPyKTypa, MOAOOpSBAaHETO Ha CHTPYAHUYECTBOTO MEXIY MyONHUHMS U
YAaCTHUS CEKTOpP M MPUBEXIAHETO B ChOTBETCTBHE C MEXIYHAPOJHHUTE CTaHAAPTH U Hail-100pH

NPAaKTUKA 3a KUOEpPCUTYpHOCT. 3a Ja o0pa3oBa Tpa)<IaHUTE OTHOCHO KHOEpCUTYpHOCTTA,
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IPBLUKOTO MPABUTEICTBO, YECTO B CHTPYIHUUECTBO ¢ EBpomeickus cbro3, cTapTUpa pa3iuyHU
KaMIIaHUM 32 OCBEIOMsBaHE. Te3UM WHHUIMATUBU MMAT 3a Led Ja IOBHUIIAT OOIIECTBEHOTO
pa3zbupaHe 3a KHOCPPUCKOBETE M JIa HachpyaT Oe30mMacHO OHJIaliH moBeacHue. OOpa3oBaTeTHU
IIporpamMM M PecypcH, KaTO ChBETH 3a OHJIAliH 0€30MacHOCT, pabOTHHU CPELIM U CEMHHApH, Ce
IPEJOCTaBAT Ha OOILECTBEHOCTTA, 3a Ja MOMOrHAT Ha XOpaTta Jia ce 3alUTAT OT Kubep3aruiaxu
(boiiko, Bacunenko u Kyxapenko, 2019).

busnec neizaxbT B ['bprust pearupa Ha HapacTBammrTe kuOep3amaxu. C HapacTBaIIATE
KuOepaTaky, HACOUEHU KbM OM3HECA — OT MAJIKU M CPEAHU MPEANPUATHUS O TOJIEMH NPEAIPUATHS
— IPBLKHUTE KOMIAHUM WHBECTHpAT MOBEYE B pEIICHHUs 3a KMOepcurypHocT. Ta3u MHBECTUIUS
HaAXBBPIISL IPOCTOTO cria3BaHe Ha OOImus peraameHt 3a 3amuTa Ha qanaute Ha EC (GDPR) u ce
MPUIBUKBA KBM MO-XOJIMCTHYEH MTOAX0]] KbM KHOEepYCTOWYMBOCTTA. TOBa BKIIIOUYBA MpUEMaHe Ha
YCBBBPIICHCTBAHU TEXHOJIOIMH 32 KMOEpCUTYypHOCT, 00yueHHE Ha CIIy>)KUTENIM U MNpUilaraHe Ha
CTaOWJIHU CTpAaTeruu 3a peakuus npu uHuaeHTH. OT camoTo cu ch3faBaHe rpblkata NCSA e
OPWIOXKHUIA PA3TUYHUA 3aKOHH W Pa3nopendu, KOUTO ca O(GOpPMMIM TPBUKUS Med3ax Ha
KHOepCUTypHOCTTa Ha OM3HEC HUBO. Te3M MHUIIMATUBY CITYKaT KaTo 00pa30BH MOEIH 33 IPYTH
HallMM, OCUTYPSIBaKH COJIMJIHA OCHOBA 3a IPEIU3BUKATEIIHUTE MOCIeABAIIM (pa31 HA U3ITbIHEHHE
u mpunaraHe. Cpen pesyiTaTuTe € paMKa 3a OLIGHKAa Ha 3pesoCTTa, KOATO IO3BOJISIBA Ha
OpraHU3aIMHTE MPOTPECUBHO J1a TIOBUIIIABAT 3PEJIOCTTA CH MO0 OTHOIIECHHE HA KUOSPCUTYPHOCTTA.

To3u npotiec BKIIIOYBA CTAOMIN3UpPAHE HA TEKYIIOTO HUBO, IPEIH Ja CE MPEMUHE KbM T10-
BHCOKH HHMBA Ype3 TEKYIIM OPTaHW3alMOHHU MonoOpeHus. ToBa ce MOoCTHra 4pe3 M3IOI3BaHe
KaKTO Ha KOJMYECTBEHM, TaKa U Ha KA4eCTBEHM JAHHU 3a B3eMaHe Ha peuieHus. Hampumep, Ha
HUBO Ha 3psUIOCT 2, opranu3anuute npemuHaBaT oT "ad hoc" moaxox kM "ympaBnsiBaHo" HHBO
Yype3 yCTaHOBSIBAHE HA CTAOMJIHM KOHTPOJIM W MpoIiecu 3a curypHocT. OCBeH TOBa Ta3H pamka
MOJKe J1a ObJIe IpHeTa Ha eBPOIIEHCKO HUBO, 32 J1a PHKOBOIU MIPHOPUTU3NPAHETO HA TUIAHOBETE 32
CMeK4YaBaHe U (pMHAHCHPAHETO Ha KUOepCUrypHocTTa. B clieHapuu, Ipy KOUTO ITbJIEH Mperjen Ha
CUTYpHOCTTa HE € OCBIIECTBUM, NPOBEKIAHETO Ha €(QEKTUBHM OIEHKM Ha pHUCKa 3a
KHOEPCUTYPHOCTTA U MPHJIAraHeTO Ha CMEKYaBaHE B TOJIEMH KPUTUYHH UHPPACTPYKTYPU MOXKE
71a TIOCITY KM KaTo BpeMeHeH noaxon (Maglaras et al., 2020 r.)

Ot cpenara Ha 90-Te rpbIKKUTE OAaHKH pabOTAT 3a YKPEIBaHE HA Ma3apHaTa CH MO3UIUS U
MOBMIIIABaHE Ha ONepaTHBHATa CU eeKTUBHOCT. ToBa ycuiue 10 rojsiMa CTeTeH € MOTHBUPAHO

OT IMPOMEHU B €BPOINEHCKUS OaHKOB CEKTOP M WHBECTHLMOHHU NepcHekTHBH B FOromstouna
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EBpomna. Beripeku ToBa 6aHKOBHST CEKTOp Ha ["bpIIHis B MOMEHTA € U3IIpaBeH NMpe/l M3KITIOUUTETHH
MPEIU3BUKATENICTBA, BKIIOYUTEIHO MPOOJIEMH, CBBP3aHU C JIMKBUJHOCTTa U PEHTAOMIHOCTTA.
Te3u mpean3BUKATENCTBA CE IBJDKAT OCHOBHO Ha (PHCKATHUS M MaKpOMKOHOMHYECKHUS CHal B
I"'bp1iusi, KakKTO U HAa MHOTOOPOMHNTE MOHUKEHHSI HA CYBEPEHHHUS KPeIUTEH PEUTHHT Ha CTpaHaTa.
[Ipe3 mocneanute roauHu obade KuOepaTakUTe ce€ MpPEeBbpHaXa B CEpUO3HA M HapacTBalla
3arpmkeHocT. Yecrorata Ha KubepaTakure cpemly (pUHAHCOBM MHCTUTYLHH B I'bpLius ocTaBa
HECHTYpHA, Thil KaTO YeTHPUTE OCHOBHHM CHCTEMHH OaHKW HE IMyOJIMKyBaT OQHUIIMATHA TOKIAIH
nny 3anucu. Cmsita ce, 4e JeCeTKH XWIAAN MHIUACHTH C€ CIIy4BaT FOAMIIHO, KaTO YCIYTUTE 3a
€JIEKTPOHHO OaHKUpaHE ca OCHOBHUAT (OKyC Ha Te3u KuOep Hamajaareid, mopaau ¢akra, ue
(UIIMHTBT M HApYIICHUATAa HAa JaHHUTE MOTAT J1a JOBEJAT /IO 3HAYUTEIHN (PMHAHCOBH 3aryou 3a
MHCTUTYLMUTE, KaTO ChIIEBPEMEHHO T'€HEPUPAT 3HAUUTENHU TeuaaOn 3a HanaJaaTeauTe.

Toit kaTo OaHKOBaTa CMCTEMa Ha ['BPIMS € HAITBJIHO BKJIIOYEHA B PEryJiaTOpHATA pamMKa
Ha EBpomneiickaTa neHTpanHa 0aHKa, TPBHIKUTE UHCTUTYLIUU CE MPUABPKAT KbM TaKa HApEUCHHUTE
JupexTuBu 3a miatesxnu yciyru (PSD), kouto ce m3nasar ot EBporneiickara nieHTpanHa 6aHka
(ELIB) ma romumua Oa3a. llenTa Ha Te3W IUPEKTHBU € Ja HM3TPAAIT 3AIIUTEH IIHUT BBPXY
IUIATeKHUTE YCIYyTU U GUHAHCOBUTE TpaH3aKIUK B EBpOneiickoTo MKOHOMUYECKO MPOCTPAHCTBO.
Hackopo peBusupanoro 3akoHonatenctBo 3a PSD2 mpue texHonorusra APl (unrepdeiic 3a
nporpaMMpaHe Ha TPHIOKEHUs), I03BOJsABAIlA Ha OaHKUTE Ja HaMaliAT PHUCKOBETE 3a
CUTYPHOCTTA NpU IUIATEKHUTE TpaH3aKLUMU upe3 apxuTekrtypeH mozaen Ha APIL. Tosu mopen
BKJIFOYBA JIOITBIIHUTEIIHH CJIOEBE 3a 3aIlMTa OT U3MaMU M yAOCTOBEPSIBAHE, ThI KaTO MO3BOJISBA
MHTETPUPAHETO Ha (YHKIMH 32 CUTYPHOCT KaTO KOHTPOJ Ha JOCTHIIA U OTKPUBAHE HA 3aIrljlaXxu
JTUPEKTHO B YCIYTUTE 3a CHOJENsAHE HA AaHHU. T0O3M MPOAaKTUBEH MOJXO] MO3BOJSBA 3aCUICHU
MEpKH 3a curypHocT. OCBEH TOBa, ¢ KOHCEHCYC OTHOCHO €IMHHA TEXHHYeCKa Creuu(uKaius,
Bcnuku cuctemu B EC Onxa MOTIIM MOTEHIIMATHO Ja ce COJIMXKAT ¢ €UH WM OTpaHH4YeH Opoii
texuundecku crannapTy Ha API (Gounari et al., 2024).

He na mocnenno msicto, 6ankute B ['bpIus ChIO UTpasT BakHA POJisl B 00yYEHHETO Ha
rpaXJaHUTe OTHOCHO kuOepcurypHoctra. Ilpu3HaBaiiku, 4e (pMHAHCOBHTE YCIyTHM Ca OCHOBHA
e 32 KHOepaTaky, TPhIKUTe OAHKOBH MHCTHTYIIMH Ca TPWIIOKWIM MEPKH 3a TOBUIIABaHE Ha
ocBegoMeHocTTa cpepi cBoute kinmeHtu (boiiko, Bacunenko u Kyxapenko, 2019). Hanpumep
Harnmonannara 6anka Ha ['spuus, eHa OT BoJeIINTEe OAaHKOBU HHCTUTYIIMH B CTpaHaTa, pPeIOBHO

pasmpocTpaHsBa WH(GOPMALMOHHHM JIMCTOBKMA 3a KHOEPCHTYpHOCT, 3a Ja 00pa3oBa CBOHUTE
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KOPIOPAaTUBHY KJIUEHTH U KIMEHTH Ha JpeOHo. Te BKItoYBaT MpeaocTaBsiHe Ha HHPOpMAIUS 3a
TOBa KakK Ja pa3no3HaBarTe (UIIMHT MMEWIM, CUTYpHU NPAKTUKU 3a OHJANH OaHKUpaHE U
3HAYEHUETO Ha 3allMTaTa Ha JUYHaTa U (QuHaHcoBa MH(opmanus. MHoro OaHKM mpeziarat
pecypcu Ha yeOcaiiToBeTe CH M NHPOBEXKAAT Pa3sICHUTETHU KaMIIaHWW, 3a Ja WHGOpMUpaT
KIIMEHTHUTE 32 Hall-HOBHUTE KHOEp 3ariaxy U Kak Ja ru u3bernar (nbg.gr).

Cnen HeornmaBHamieH mojno0eH MaHAaT Ha AcomnuanusaTa Ha OW3HECAa W WHAYCTpUSATA
(BSE), Bcska KoMmaHusi € JUIbKHA Ja HA3HAUYM TJIaBEH CIYXKUTEN MO CUTYPHOCTTa Ha
nnpopmanusara (CISO) u na cwh3mane ekur, OTTOBOPEH 3a pa3paboTBaHETO M HAOJIOJEHUETO Ha
CTpaTerusra 3a KuOepcUrypHocT. Ako Mama0bT Ha OM3HEeca He TapaHTHpa MOAOOHH poiu, Ou
OUJIO MOJIE3HO J1a c€ KOOPAMHUPAT YCUIIUATA 32 OCUTYpsABaHE Ha Oe30macHu MU(pPOBH onepariu
U ocurypsiBaHe Ha oOydeHwe 3a ydactBamure. Criopen cbiiata oOpa3oBaTeilHa IUPEKTHBA
OTTrOBOPHOCTHUTE 3a KHOepcUrypHocT ce npoctupat u3BbH UT otaena; Beuuku ciryxurenu TpsOBa
1a ca OUTENHU, ThI KaTo IO -rojiiMaTa yacT OT HapyIIEHUITa ce CIy4Bat 4pe3 (PUITUHT uMenu
WIN CIIaM, Y€ BCEKH CIIy)KUTENl MOXKE 0 HEBHHUMAaHHE Aa OTBOpH. ETO 3amio e )H3HEeHOBa)KHO
MIOCTICIOBATETHO IPOBEXKIAHETO HA IMpOrpaMu 3a o0ydeHne W MH(POPMAIMOHHU KaMITaHUH
(oOxBamamy Hai -100pH MPaKTUKH, Ka3yCH | T.H.), 33 Ja C€ TMOATOTBU MEPCOHATBT Ja pearupa
edeKTUBHO Ha HU(POBH 3arlIaxH.

N3kyctBenust natenekt (Al) ce mpeBspHA B MOIIIEH MHCTPYMEHT B Oopbara cperry kudep
3aIUIaxuTe, NpeUlaralki HOBH Bb3MOXKHOCTH 32 3aCHUJIBaHE Ha KUOEPCUTypHOCTTa B ['bpIus u
M3BBH Hero. Al Moske J1a aHam3upa OrpOMHH KOJIMYECTBA JaHHH, 32 J]a WACHTHQHUIIIPA MOJIEIN H
Jla OTKpY€ aHOMAaJIN1, KOUTO MOTaT Jia MoKa3BaT kubepartaka. ToBa M03BOJIsSIBa pAHHOTO OTKPHUBAHE
Ha 3ariaxyl U Obp3 OTTOBOP HA MOTEHIMAIHU HapYIIEHUS Ha curypHoctTa. Al-3aaBMkKBaHHTE
CHCTEMH 3a CHUTYPHOCT MOTaT Ja aBTOMAaTH3UpaT MOHUTOPHHra Ha MpEXOBUS Tpaduk, aa
UACHTUPUIHPAT YSI3BUMOCTUTE U AOPH Ja MPEICKakaT ObICIIN BEKTOPH 32 aTaka Bb3 OCHOBA Ha
Tekymure TeHaeHunu. Ocsen ToBa Al Moxe J1a TOMOTHE 3a ClpaBsHe C pa3jiuKaTa B yMEHHUATA 3a
KHOEPCUTYPHOCT Ype3 aBTOMATU3MpaHE Ha PYTUHHUTE 3a/la4yM, KOETO MO3BOJISIBA HA YOBEIKHUTE
eKCIEepPTH J]a C€ ChCPE0TOYAT BBPXY IO -CJIOXKHH MPEIU3BUKATENICTBA. Ba)XXHO € ChIo Taka Jia ce
OTOENe)XKH, Y€ C HaANpeABaHETO Ha TexHosorusata Al KuOepnpecThIHHIMTE MOTaT ChIIO Ja
usnons3BaT Al 3a 37M0HaMepeHH 1ieNid, KOETO Hajlara HEeNpeKbCHATH WHOBAIMHM U aJalTHpaHE B

crpateruute 3a kuobepcurypoct (Citictel-CPC.com, 2023).
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Bb3 ocHoBa Ha EBpomneiickara arennus 3a oropana (EDA) ['bpuins akTHBHO MHBECTHpPA B
TEXHOJIOTMH 3a U3KYCTBEH MHTENEKT (Al) 32 BOeHHU 1Ie/id ¥ € YYaCTHUK B HSKOJIKO €BPOIMEHCKHU
MHULMATUBU 3a oTOpaHa. ['pbhukuTe OTOpAaHUTENHM WHAYCTPUHU, BKIIOYUTENTHO XeJeHcKaTa
aepoKocMHYecKa MHIycTpus, Intracom otOpanutenna enekrponuka 1 EFASSYS, ca kmodoBu
urpadu B pa3paboTBaHeTO Ha Al-ynpaBiisiBaHU CHCTEMH, CIIEHUATU3UPAaHU B €JIEKTPOHUKATA,
KOMYHUKAIIUUTE W OC3NMJIOTHUTE CUCTEMH. ['bpIMS y4acTBa B MHOXKECTBO (DMHAHCHpPAHU OT
EBpona nporpamu 3a Al, HacoueHN KbM MO00pSIBAHE HA BOSHHUTE Bb3MOKHOCTH H OTIECPALIUH.
Te BxmouBat mporpamara LOTUS 3a pa3paboTBaHe Ha HHCKO HaOJIOIaBaHU TAKTUYECKU
0e3nuI0THY Bb3aylHU cuctemH, nporpamata SMOTANET, ¢okycupana BbpXy TaKTHUECKUTE
MpEXOBH YCTpoucTBa, U npoekra INDY, kolTo u3y4yaBa CbXpaHEHHUETO U Pa3lpeEICHUETO Ha
eHeprusTa 3a BOeHHHU 3BeHa. Jlonmbinaurennure npoektu BkimouBat COMMANDS 3a onepanuu ¢
yIpaBiIsiBaHU U OE3MMIIOTHU cUcTeMH, EBpormeiickata maunmatuba 3a natpyial CORVETTE U
ACHILLES, xoaTo uMa 3a 11eJ1 a pa3Bue posiy oT OE3MUIOTHHU MPEBO3HU CPEJICTBA 3a OTOpaHa.
Hpyru 3a6enexxutenau nHuUaTuBy BkitoyBaT AVICOM 3a nogoOpsiBaHe Ha KOMyHHUKALIUUTE B
cueHapuu 3a Oencteus u Agile 4.0, mpoekra 3a mogoOpsiBaHe Ha TUGPOBUTE WHOBALUHU H
IBPTaBOTO TMPOM3BOACTBO B CEKTOpa Ha wuHAYycTpusata (eda.europa.eu). Ha ¢ona Ha
TEONOJINTUYECKUTE IPEAU3BUKATEICTBA, MOPOAECHU OT pETrHOHAlHATa AWHamMuka u Typrwus,
I'bpuus ¥Ma 3a 1e Aa 3aCUIM CBOUTE OTOPAaHUTEIHHM BB3MOXKHOCTH upe3 Al, koeTo Moxe na
OCUTYpH CTPaTETMYECKH MPEIUMCTBA IIPE] YUCIECHOTO MPEBB3XOACTBO. 3a 1a Moxe ['bpus na
u3non3Ba HambJHO Al B oTOpanara, TS TpsOBa Ja Mpeojosiee BHTPEIIHUTE OTPAHUYCHUS U 14
00XBaHE TO -IIMPOKA BHU3HWA, KOSTO BKIIOYBA KYyJITYPHO HACJIEACTBO, oOpa3oBarenHa pedopma,
ora3BaHe Ha OMOPa3HOOOPa3UeTO U 3aCUIICHU ChIO3U B CPEIM3EMHOMOPHETO U U3BBH Hero. To3u
ISUTOCTEH MOAXO/]I € OT ChIIECTBEHO 3HAUCHHUE 3a MOJ00PSIBaHE HA T€OMOIMTHYECKATa O3NS Ha

I'bpuns 1 Hackp4aBaHEe HA IPOJYKTUBEH U MHOBATHBEH HALMOHAJIEH €TOC.

19



I'maBa 3: Anayim3 Ha puHAHCOBHUTE pa3XxoaM 32 KuOep pucK B OM3Heca U MyOTHYHHA

cekTop B I'bpuns

Kato msu10 € TpyaHO na ce ompenemnsaT KOJIWYECTBEHO TOYHUTE (PUHAHCOBM pa3xonau 3a
KHOEppUCK, ThI KaTO TE€3M Pa3XOAM MOraTr Jia Bapupar B LIMPOKH I'PAHUIM B 3aBUCHUMOCT OT
pasMepa U BuAa Ha OW3HECa WM OpraHu3alysTa, KakTo M OT CHeUM(PUYHOTO €CTECTBO M
Bb3/IeiicTBUE HAa KHOEpUHIIUIEHTA. BBhIpeku ToBa, BCe O1e MOKEM J]a OLIEHUM CPETHHUTE Pa3XOaH
3a KHOGPHUHIIUICHT, KaTO M3II0JI3BaM€E BHHITHH HAJICKTHH (PMHAHCOBH OTYETH U J]a TH M3II0JI3BaMe
3a LEeJUTe Ha Ta3u aucepranus. Te3u mapuyHM NPEeKH WIM KOCBEHM CPEIHM Pa3XOau ILe HU
MO3BOJIAT Jja TeCTBaMe KOpeNalMoHHHUs e(eKT, KAaKTO U CTENEHTa Ha Bb3ACHCTBUETO UM BBPXY
KOMIIOHEHTa Ha CUCTEMHHUsI pUCK Ha ChOTBETHATa OM3HEC MHIyCTpHs, OT €Ha CTpaHa, U o0IaTa
Bpb3Ka MEXKIY pa3XxoJIuTe W TUIOBETE KUOep MHIMAEHTH, oT apyra. CienoBaTesHO, HAIIETO
u3cieBaHe Oelle NMPOBEJIEHO Bb3 OCHOBA Ha XUMoTes3aTa, ye: Kubep puckoBeTe Karo LsI0 B
rpbliKaTa UKOHOMHUKA MPEJICTABIIsABAT peajHa u3MepuMa (PMHAHCOBA OMACHOCT, HO He ca (aKTop
3a yBeJIMYaBaHE HAa CUCTEMHUS PUCK. BeposTHOCTTa OT OTJeTHU KHOSPPUCKOBU CHOUTHS C TOJIEMH
[IETH € 3HAYUTENHA U € CBbp3aHa He CaMO C HACTHIIBAHETO HA IMO-TOJIeMH (PMHAHCOBU IETH H
pa3xo/u 3a KOMIIAHUUTE, HO U C BEPOATHOCTTA 3a Bb3/I€HICTBHE BBPXY CUCTEMHHMSI PUCK KaTO LSIO.

Hakpas me HanpaBuM ONUT Ja OTTOBOPMM Ha €IUH >KU3HEHOBAXXEH BBIIPOC, KOMTO
OyKBaJHO MHTEpeCyBa MOJUTHULUTE, HE3aBUCUMO [ OMEpPHUpPAT B YACTHUS WIN MyOITHYHHS
CEKTOp: 10 KaKBa CTEMEH ca NMpobiieM KHOepHHIUACHTUTE?

C npyru nymu, 1€ ce onuTaMe J1a U3MEpUM 3aryouTe, IpUUYMHEHH OT KHOEppHUCKa, KaTo
IPOLEHT OT NMPHUXOJIUTE HAa MHAYCTPUATA, BbPXY KOATO ce (pokycupame, M MO TO3M HAUUH Ja
IPEJOCTaBUM IOJIE3HM HACOKH Ha B3EMAIlUTE PELICHHUsS OTHOCHO KMOEPUHBECTHLIUHUTE, KOUTO
TpsiOBa Ja mpeanpueMar, 3a Jia MOBHIIAT KHOEPCUTYPHOCTTa HAa OpraHM3aluATa U Ja CMeKdYaT

nocCiacaACTBUATA OT KI/I6epaTaKI/IT€.

O000menne Ha eMIIMPUYHHATE Pe3yJITaTH

Onucare/ieH aHAJIU3 HA KNOEPUHUMIECHTH

1. Knacudukanusta Ha KuOGEppUCKOBETE BH3 OCHOBA HA YECTOTATa Ha Bb3HUKBAHETO
MM KaTo MPOLIEHT OT OOIMs Opoil KNOSPUHIIMICHTH TTOKa3Ba, 4e JOKJIAUTE 3a HapylllaBaHEe HA

JaHHHUTE MpeICcTaBIsIBaT MHO3HUHCTBOTO (32%) cpen 171 nabnrogenus npe3 roguaute 2014-2021
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BbB BCHUUKH WHAYCTPHUH, CIEIBAHU OT aTaku CbC 370BpeneH copryep (25%), dummnr (23%) u
HaKpas HapyleHus Ha noBepurennoctra (20%).

2. JloknanuTe 3a HapylIaBaHe Ha TaHHUTE Ca CE YBEIMUMIA TPUKPATHO OT MAJIKO HaJl
15000 mpe3 2017 r. mo Hag 45 000 mpe3 2021 r., aHATOTUYHO, TIOIO0OHO HA HIEATA 32 HApPYIIaBaHE
Ha JaHHHUTE, HapyIIEHUSATAa Ha TMOBEPUTEIHOCTTa Ca CE YBEIWYWIM PSA3KO B TOBA BPEMEBO
IIPOCTPAHCTBO OT CaMO HSKOJIKO Xwisaau ciaydas npe3 2014 r. no nax 40 000 nniuaenTa npes 2021
T.

3. Hamnpotus, 3moBpeaeH codryep u ¢umuHr ataku npe3 mnepuoma 2014-2021 r.
MOKa3BaT OTHOCUTEIHO MOCTOSIHHA TUHAMHKA, KOraTo cTaBa AyMa 3a abconroTeH Opoii 3amucu Ha
WHITUACHTH.

4. IIlo ce oTHacs no0 abcomtoTHUSI Opoil HAOJIOEHUS, CBbP3aHU C BCUYKH BHUJIOBE
KHUOEPHUHIIMIEHTH TI0 CEKTOPH U 10 MPOLIEHT Ha UHIUICHTH, MOKEM J]a IOCOUYHM, Y€ CEKTOPBT Ha
THPrOBHTA HAa IPEOHO Ce OTKPOsIBA OT OCTAHAIUTE MO pa3Mep (MOBEYE YYACTHHUIIM U MO-BUCOKHU
MIPUXOJIH), TOPATH KOETO MTOBEUYETO OT HAIIUTE HAOIIOACHUS U TIOCIIEIBAIIM 3aUCH Ha HHIUACHTH
UIBAT OT TO3H KOHKpPETEH CEKTOp - 32% OT BCUUKU HAOJIIOICHUS.

5. JIbpKaBHUTE CIIyKOHW, 1O OTHOIICHHE Ha aOCoMOTHHUS Opoil HaOIIOACHMS,
CBBP3aHH C BCUYKH BUIOBE KHOEPCHOUTHS, M3MUTBAT OTHOCUTEIIHO MHOTO KHOSpUHIIUACHTH —27%
OT BCUYKHU HAOIIOICHUS.

6. ITo abcomtoreH Opoil MHIMIEHTH, CBbP3aHH C BCHUKU BHJIOBE KUOSPCHOUTHS, Haii-

MAaJIKO Ca WHIMICHTHTE B CHEPTreTHKATa, 3APaBEONa3BaHeTO U TUTUTAIHATA HHPPACTPYKTYpa.

7. [To orHOMIEHWE HA MOKa3aTens ,,l [pOIIEeHT HA HHIIUJEHTH 110 CEKTOPHU ' — CEKTOPUTE
HAa KOMYHHKAIIMHTE, €HepreTukata u ImdpoBata HUHPPACTPYKTypa MOeMaT MO-TOJISIMO
BB3/IeHiCTBHE HAa KHOEppHUCKa Opau MO-BUCOK NPOIICHT HAa WHIUICHTH.

8. Illo ce orHacs A0 KHUOEPPUCKOBETE OT MPOOWBM Ha JAHHU M 3JIOHAMEPEHU
copTyepHH aTak, CEKTOpUTE Ha OaHKoOBaTa W IMdpoBaTa MHPPACTPYKTypa MOKa3BaT BHUCOKA
BoJaTHIIHOCT B niepuoza 2014-2021 r. mo oTHOILIEHHE Ha Cpe/lHaTa 1IeHa Ha MHIuAeHT. OT apyra
CTpaHa, KaKTO IbP)KABHUTE YCIYTH, Taka W Ta3apHUAT CEKTOp Ha JAPEOHO HE MPETHPISBAT
3HAYUTETHA TIPOMEHJIMBH TIPOMEHU Tpe3 M3CIEeNBaHUS MEPHOJ 10 OTHONICHHWE Ha CPEIHUTE
pasxonu 3a kuOepchOUTHE HAa WHUUICHT;, HapyIICHUE HAa JAaHHWUTE B MPABUTEIICTBEHUS CEKTOP

MOZKC 1a 1O0BCAC N0 CPpCAHU pa3xogu OT 3 MJIH. €, AOKAaTO aTaka ChbC 3JIOBPpECACH coQ)Tyep B CCKTOpa
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Ha ThproBUsATa HA z[pe6Ho MOXE Ja JOBECAC A0 IIO-MaJIKO OT 1 maH. € (bHHaHCOBH " KOPIIOpaTUBHU

3aryom.

Onucare/iHA CTATHCTHKA

1.  TIpoOuBBT Ha JAaHHM CE CUMTA 32 HAM-CEPHO3HUAT MHIMICHT CPEeJ BCUYKU BHJIOBE,
HE3aBUCHMO OT oOxBaTa Ha OM3HeEca, CpeJHaTa CTOMHOCT Ha CpeaHHTE (PUHAHCOBU DPa3XO[H,
MPUYMHEHU OT HAapyIlIeHUE Ha JaHHUTE, € 2,43 MuinoHa eBpo. HapyieHnusta Ha JaHHUTE BOIST
10 moJ00HM (MHAHCOBU M KOPIOPATHBHHU Pa3XOAy BbB BCUUKM MHIYCTPUH, MPEICTaBISABAIIN
UHTEpEC.

2. Bb3 ocHOBa Ha MHIMKaToOpa 3a cpeaHa 1eHa Ha nHuuaeHT (ACC), kiacupaHeTo Ha
BHJIOBETE KHOEPPUCK € KAKTO CIIeBa: HApYIICHUE HA TaHHUTE C 2,43 MUJTMOHA €BPO HA UHIIUJICHT;
HapyIIeHUs] Ha TMOBEPUTETHOCTTA ¢ 2,34 MUJIMOHA €BPO HA MHIMACHT;, (PUIIUHT chOUTHSA C €2
MUJIMOHA Ha MHIIUJCHT; 31TI0HaMepeHa copTyepHa ataka ¢ 1,80 MuinroHa eBpo Ha MHIIUJCHT.

3.  Bwb3 ocHOBa Ha omucaTenHaTa CTATUCTHKA 32 PA3TUUYHUTE BUJOBE KHOCPUHIIUICHTH
U pa3fensHeTOo Ha HaONIoJaBaHWTE CIy4yad Ha OTICIHM KBapTWIM CIOpEN pa3Mepa Ha
MPETHPIICHUTE IIETH, MOXKEM J1a IOCOYUM, Y€ CpPEIHUTE CTOWHOCTH Ha mIbpBUTE 25% OT
Habmonenusita (Kpaptun 4) moka3BaT 1Ba MbTU TMO-BUCOKA CpElHA IIeHA HA WHIUICHT B
CpaBHEHHE C Te3H 3a Is1aTa rpyna HaOMIoAeHUs: HapyIeHus Ha qanHuTe € 5,26 munnona 3a Q4
cpewyy € 2,43 munmona 3a Q4 LAI0TO HAaCEJIEHNE; HapyILIeHUs Ha moBepuTenHoctra 5,01 Munmona
eBpo 3a Q4 cpemty 2,34 MUIMOHA €BPO 32 ISJIOTO HacesleHue; coPpTyepHu aTaku 4,93 MuiInoHa
eBpo 3a Q4 cpenry 1,80 MunmoHa eBpo 3a ChbBKYMHOCTTA; (GUIIUHT cHOUTHS 4,90 MUIHOHA €BPO
3a Q4 cpemty 2,00 MuIMOHa €BpO 3a ChbBKYIHOCTTA.

Te3u maHHM MoOKa3Bat, 4e JOKATO CpelHAaTa LIEHAa HAa MHIMAEHT 32 BCUYKU UHAYCTPUU €
OTHOCHUTEITHO HHCKa, B 25% oT cirydante (Q4) 3aryoute OoT KHOEp WHIUACHTA MOTAaT jJa OBbaar
MHOTOKPaTHO MO-TOJIEMU OT CPEAHOTO OYaKBaHE KaTo Is10. ToBa MOBAUra HE caMo BbIIpoca 3a
3HaYEHUETO Ha KHOEPCUTYPHOCTTA KAaTo LSAJI0, HO U BBIIPOCA 32 3HAUUTEIHATA BH3MOKHOCT MIPU
25% OT MWHUMAECHTUTE pa3sMEPBT HAa WIETUTE OT pPEATU3UPAHETO HA pa3jIMYHU BUAOBE
KHOEeppHCKOBE J1a OBb/Ie IBOMHO MO-TOJSM OT CPEIHOTO 32 HHAYCTpUATA O4akBaHe. To3u mpobdiem
€ 0COOCHO Ba)KEH 3a TOJIEMUTE KOPIOPALMU, KbJETO MOpaau MO-rojieMusi Mamad MoXeM Ja
OYaKBaMe Jla pealiu3upame MO-TOoJEeMH IIEeTH OT BH3HUKBAHETO Ha HAKOM OT KHMOep pHCKOBETe.

BwnpochkT npuiodrBa JOMBIHUTEIHO 3HAUEHHE, KaTO Ce UMa MpeBU] (PaKThT, ye HAalH-BUCOKUTE
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cpeaHu cToiHoCTH npe3 Q4 ca perucTpupaHu CHEeHUaIHo 32 KHOep CbOUTHS ¢ Hali-BUCOK 3alMcC
Ha PETUCTPHUPAHU CHOUTHUS - MpoOuBHU Ha nanHu (32%) (Q4 - €5,26 MuIMOHA), aTaKu HA 37I0BPEICH
codryep (25%) (Q4 - €4,93 mwmona), dummar (23%) (Q4 - €4,90 mmmmona) W Hakpas
HapyuieHus Ha noBeputenHoctTa (20%) (Q4 - 5,01 munuona eBpo).

Axo B 25% ot cnywaute (xBaptun Q4) cpegHaTta IieHa Ha WHIUACHT HAa/BHIIABA
NpUOJIM3UTENHO BA ITBTH Ta3u peepeHTHa CTOMHOCT, TUITMYHA B OCTaHaiIuTe 75% OT ciay4awure,
BB3HUKBA BBIIPOCHT KOMIIAHUUTE OT KOU CEKTOPYU ca Half-3aCTPALLIEH! OT T€3U MO-BUCOKH 3aryOHu.
Karo ce mumar npenBuj naHHWTE, NPEACTaBEHH 3a MHIUKATOpa ,,IIpOLEHT Ha MHIMIEHTH IO
orpacau’ (Purypa 14), 6uxme MOriIM Aa NPeaNoNoKUM, Y€ MOTEHLUAIHO TOBAa ca KOMIIAHUH
IJIABHO B CEKTOpUTE Ha IUdpoBata HHPPACTPYKTYpa, KOMYHUKALMUTE, CHEpreTuKaTa H
O0ankupanero. Ortumraiikm Apyrusi mokaszaren ,,CpemgHH pa3xogud MO OTpaciu’ MOXKEM Ja
IPEIIOI0KHUM, Y€ OCHOBHATA 3aIljaxa uaBa oT 0aHKOBMS M IPAaBUTEICTBEHUs CEKTOp. Brrpeku
Yye TEeXHUST MPOLIEHT Ha MHIMJIEHTH € MO-HUCHK B cpaBHeHuUe ¢ IR Ha cexropute Ha nudpoBaTa
UHPPACTPYKTYpa, KOMYHHKAIIUUTE, CHEpPreTUKaTa, CpPeAHUTE pasXxoAd IO OTpaciu 3a
MIPABUTEJICTBEHUS U OAHKOBUS CEKTOP ca MPUOIIM3UTEIHO /1B TbTU MTO-BUCOKU: a) OaHKOB 44,93
(MunroHa eBpo) W TpaBUTEICTBeH (myOnmuyeH) cexktop 39,58 (MunmoHa eBpo), cpemry O)
eHepreTuka 22,34 (MuiaroHa eBpo) u uudpos 19,84 (munmona) epo).

CexTopbT Ha KOMYHUKALIMUTE MOXKE J1a C€ pasIJIexk/1a KaTo Mo100eH Ha MPaBUTEIICTBEHHS
1 OaHKOBHSI CEKTOp - IMa MHOTO CXOJIEH MPOIEHT Ha MHIMACHTH (mpubmusurenno 0,22 cpeury
0,21 3a OaHKOBHSI M TMYOJWYHHS CEKTOp) W CPABHUTEIHO BUCOKM CpeIHHU pa3xomu oT 29,29
MUWJIMOHA €BPO.

CekTopbT Ha THPrOBUATA Ha APeOHO, BBIIPEKH Y€ MMa Hal-BUCOKU CPEIHM pa3xoau, UMa
NPUOJIM3UTEIHO MET IBTH MO-HUCHK ,,[IPOIIEHT Ha MHIIUACHTH 110 OTPACIIn®.

4. Ilo oTHomenue Ha moxazarens ,,Cpeanu pasxoau no otpaciau” (ACI) manHuTe
mokas3Bar cienHara kiacudukamnus: CekTopu TbproBusi Ha ape6Ho 16 985,46 MiH. eBpo;
3npaBeonas3BaHe 114,18 mwunuona eBpo; OaHkoBo geno 44,93 MuiHoHa €BpO; ABPIKaBEH
(my6mmueH) cekrop 39,58 MiH. eBpo; KOMyHUKaruu 29,29 MiH. eBpo; eHepreTuka 22,34 MIH.
eBpo; uudpoBu TexHonoruu 19,84 miaH. eBpo;

CexkTopbT Ha TBHProBHsTa Ha JpeOHO, MOpagu €CTECTBOTO M Mamada cu, oOXBalia
NeMHOCTUTE Ha MHOIO KOMITAHMM, KAaKTO I'OJEMH MYJITHHAIMOHAJIHHU, TaKa U MaJKH CeMEiHM

¢upmu, Taka ye € pa3dbupaeMo, 4e TO3U CEKTOp OTOeNs3Ba HAH-BHCOKUTE CPEIHU Pa3XOH,
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CBBp3aHH ¢ KuOeparaku. ['oneMusaT mMamabd Ha cekTopa, 00yCIOBEH OT rojemus Opoil padoTemu
KOMITIAaHUH, TIPEOTPEACIis U Ha-BUCOKUTE 0O 00eMU Ha MHIUJCHTH M CJIEIOBATEIHO Haii-
BHCOKUTE 0OIM (DMHAHCOBHM DPA3XOAHW TIOpPaJHM HETOBHS pa3mep. TpsOBa ma ce orOeiexu, e
BBIIPEKU Y€ IMOpagd CBOS pa3Mep CEKTOPBHT Ha THProBUSATAa Ha JPeOHO IMOKa3Ba Hal-BHCOKa
CTOMHOCT Ha Mokasareds ,,CpeH! pa3xo/Iu Mo OTPaCIH‘’, TO3H CEKTOP CE€ XapaKTepu3upa u ¢ Haii-
HHUCKa CTOMHOCT Ha moKa3arens ,,IHuneHT no orpacnu’. Ot apyra crpaHa, myOJIUIHUAT CEKTOP
1 OAHKOBUSAT CEKTOp perucTpupar OajmaHCc Ha mokasarenurte ,,CpeIHd pa3xoau MO OTPaCciid’ H
,IIporieHT Ha uHIMAeHTH 1o oTpacau™ (IR), moka3Bamu cpeqHu HHUBa W 3a JABaTa MOKa3aTels,
BOJICIIM JI0 U3BOJIa 32 HAJIMYKE HA PUCKOBA €KCIO3UIIMS, MIpeIoiaraiia OTHOCUTETHO BUcoka IR,
MpHUIPYKEHA OT 3HAYUTEIHU CPEIHU Pa3XOoJ, CBbP3aHH C MPHJIATaHETO Ha KHOEp PHCKOBE.
OcrananuTe WHAYCTPUHM MOKa3BaT wiu BUCOK IR, mpuapyxkeH oT HuCKa cpeaHa IeHa IO
WHIYCTPUS U OOPATHO.

Komnanuute 3a nudposa uHppactpyktypa B ['bpuivs uMar Hail-HUCKHTE (UHAHCOBU
pa3xou KaTo LSO B CPAaBHEHHUE C OCTaHAIUTE MHAYCTpuu. Moxke OM TOBa ce CiydyBa, 3ali0TO
TE3W KOMIIAaHUU HE C€ 3aHMMAaBAT C YyBCTBUTEIIHU NMOTPEOUTEIICKU JaHHHM, a IMO-CKOPO MpHJiaraT
HOBM TEXHOJIOTHH, 32 J1a MOAIBbPKAT U MOA0OPABAT CHIIECTBYBAIIUTE HU(POBH MPEKU B UMETO
HA NKOHOMHUKATa KaTo ILIsLI0.

5. Koraro craBa BBIpOC 3a pasriiekiaHe Ha BBH3JICHCTBUETO HA KUOCPPUCKOBETE B
KOHTEKCTAa Ha BIUSHUETO, KOETO T€ MOTaT J]a OKAXKAT BbPXY FOJIEMUTE KOMITAHUU OT TUIA ,,TBbPIE
rojemu, 3a 1a ¢panupat (Too Big to Fail - TBTF) u cb0TBETHO BBpXY CUCTEMHHUS PUCK KATO L5110,
cienBa ga ce otoenexu, ye npe3 nepuoaa 2014-2021 r. yacTHUTE KOMIAHWU OT KaTETOpUSATA
TBTF, u mno-cnemuamHo Te3u B OaHKOBHUS CEKTOp, IMOKa3BaT CTa0WJIIHO HaMalsgBaHE Ha
eKCIo3UIusATa KbM puck. O0paTHO, MyOIHYHUSAT CEKTOP HE CaMO 3ama3Ba MOCTOsIHHA €KCITO3UITUS
KbM PHUCK 32 LIENUs U3CJEIBAH MEPHUOJl, HO U PErUCTPUpPa BUCOKH CTOMHOCTH Ha IMOKa3aTes
,CpenHa IleHa Ha HWHIUACHT, KOETO IOKa3Ba BHCOKA BEPOSITHOCT YCICIIHWTE W MallaOHH
kuOeparaky Jda TmomaaHat B ropHus kBaptuin (Q4) Ha BpPEJOHOCHUTE HHIIMICHTH,
XapakTepU3upalix ce ¢ rojsiMa CpellHa LeHa Ha MHIUACHT. B pe3ynTaT Ha TOBa €IMHUYHUTE
KHOCPHUHIIMICHTH UMAT 3HAYUTEITHO BB3ICUCTBHE BHPXY CHCTEMHUS PUCK KaTO IISUIO.

6.  Hanuunero Ha scHa BEpOSTHOCT KHOEPPUCKOBH CHOUTHS J1a JOBEIAT 1O 3HAUUTEITHU

IIETH Ce MOCOYBa OT OMHCATeTHAaTa CTATHCTUKA HA MOKaszaTeiauTe ,,YecToTa Ha WHIUACHTUTE U

»IIpuxoau Ha uHAYCcTpUsATa® 3a Bcuuku cexkrtopH (Tabmuna 11). HaGmonaBanure pasnpenencHus
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Ha Te3M JBa TIOKa3aTels pEerucTpupar HaJIWYMETO Ha ,Je0eiy Omamku', KOeTo IOKa3Ba
BB3MOKHOCTTA 32 BB3HHUKBAHE Ha KHOCPPHCKOBU CHOUTHA C TOJIAIM Mamad Ha pealu3upaHuTe
uietd. CpeTHUTE U MEIUAaHHUTE CTOMHOCTU codart, ye rnmoHe 15% OoT MHAyCcTpHaTHUTE yYaCTHULU
NIPEXUBSABAT €IUH WM MOBEYE MHIMIEHTH roguinHo. I'openocoueHute (pakTu AONPUHACAT 3a
XapaKTepu3WpaHe Ha PUCKAa B TPbLUKUSA IMyOJIMUYEH CEKTOp, Thil KaTo Te HE caMoO IOCOYBaT
CTaTUCTHYECKATa BEPOSTHOCT 32 BBH3HHUKBAHE HAa KHMOEPPUCKOBH CHOUTHSA KaTO ISUIO, HO U IIO-
MPOIMOPLIMOHAIIHO — BEPOSITHOCTTA OT LETH, KOUTO HAJABHUILIABAT CTOWHOCTTA HAa OT/AEIHUTE TaKUBa
crouTHs. ToBa, Hapen ¢ dakTa, 4e MyOTMIHHUIT CEKTOP CHIIO JEMOHCTPUPA MO-BUCOKH CTOHHOCTH
Ha mokasarens ,,CpeqHa LeHa MO MHAYCTPUHU 3a €AMHUYEH KUOEpPHCKOB HMHIUIEHT, OTHOBO
nogyepraBa mpobjemMa ¢ TOBHUIIEHATa EKCIO3MIMA Ha TPBIKUS IyOJUYeH CEeKTOp KbM
KHOEppHUCKOBE.

Pe3ysratn oT AByBApHMAHTHHS aHAJIN3

1.  ColuecTByBa NOJOXKHUTEIHA CTATUCTUYECKH 3HAYMMa Kopenauus Mexny ,,CpenHu
pasxoau 3a uHIMAEHT — ACI* (ckajlapHa IpOMEHIINBA) U ,,YecTOTa Ha MHIIUJAEHTUTE 110 UHTyCTPUHU
3a cpoTBeTHATa roanHa — IR (opamnanHa npomennusa). KoeguuueHThT Ha KOpenanus MoKa3Ba
cnaba 10 yMepeHa MoJIOKHUTEIIHA Bpb3Ka Mex Ay BeTe nmpomerneH (0.23).

2.  V3mepBaHeTO Ha Bpb3KaTa MEXIy ,,UecToTa Ha MHUUICHTUTE MO UHAYyCcTpuH — IR”
n ,,CucreMeH puck — SR” moka3za HaaMuuMeTO HAa OTpHULIATEIHA KOpENalus MEXIy ABETE
npomenynBy ot -0.20, kosiTo € cratuctuyecku 3Haunma Ha HuBo 0.01 (0.007).

3. HaOmomaBa ce u oTpuuaTesIHa Kopeialus Mexay MoKa3aTeauTe 3a ,,decrora Ha
uHIuaeHTuTe u ,,[Ipuxonu B MHAyCTpHUATA® — KOPETAUOHHUAT KOS(HUIIMEHT € OTpUIaTeNeH (-
0,48) mpu kputnuHo HHMBO Ha 3HauuMmocT (0,01. Pesynratute mokas3BaT, ye KoraTo o0eMbT Ha
KUOCPUHIMICHTUTE B JaJieHa MHIYCTPUS CE yBeIW4YaBa, OOLIUTE NPUXOAM HA HMHAYCTpUSATA
HamassiBaT. Ta3u oOpaTHa Bpb3Ka € CUIIHO U3pa3eHa, KaTo MPU BCSIKO €AMHUYHO YBEJIMYEHHE Ha
KUOEpUHIMJICHTUTE IPUXOANUTE HaMansaBar ¢ 0,5 eIuHULM.

4. KopenaunoHHUSAT aHAIN3 HAa Bpb3KaTa MEXAY ,, [ un uHuuaeHt  u ,,CpeaHu pa3xoaun‘
OT e/1Ha cTpaHa u ,,CUCTEMEH PUCK" OT Jipyra IoKa3Ba: Korarto ,,CpeJHUTe pa3Xxoau Ha MHIUACHT
Ce pas3riiexJaT KaTo 3aBUCHMa MPOMEHJIMBA, c€ HaOJ0JaBa MHOro ciaba, HO MOJIOXKUTENIHA
kopenarus ¢ ,,Tun uanuaeHt (0,165); kakTo u ciabda, HO CTATUCTHYECKH 3HaYNMa TTOJIOKHUTEITHA

Kopenamus Mexnuy ,,Cucremer puck u ,,Tun uamuaest (0.176).
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JloraputmudeH ananu3 — YpaBpHeHnue (4)
Pesynrature oT perpecHOHHUS aHAIH3 Ha YpaBHEHHE (4), U3MON3BAKK JTaHHU OT BCUYKU
u3cieABaHU UHIYCTPHUH, TOKA3BaT:

1. CemectByBa cnaba oTpuiatesHa Bpb3ka Mexay uHaycTpuanaute npuxoad (IREV) u

cpennute pazxonu Ha kubOepuHIuaeHT (ACC), T.e. yBeIHMUYaBaHETO HA MPUXOJHUTE KBOTH MOXE
MOTEHIMATHO Ja Hamaiu (PMHAHCOBOTO BB3JEHCTBHE (CpeqHO) Ha KuOeparaka. Pesynrature ot
JorapuTMUYHaTa perpecus nokassat (koedunueHt ot -0,0005, @urypa 18), ue 10% yBenuuenue
Ha MHIYCTpPUATHUTE MPUX0U ce oyakBa aa gosene a0 0,005% HamaneHue Ha CpeIHUTE pa3xoIu
Ha kubepuHImAeHT. OT apyra cTpaHa, KOrato ce pasriiexaa O4YakBaHaTa CTOMHOCT Ha Pa3XoJIuTe
3a equH kuOepunuaeHT (wiu IR=1) = 0,0032 (Purypa 18), koprnopanunre, KOUTO IPUHAIIESKAT
KbM UHIYCTPHsI ¢ 000poT oT | Munmmapa eBpo, 6uxa noneciu cpeaau pazxoau ot 0,0032 mupa. €
unu 3,2 munroHna € Ha KHOCPHUHITHICHT.
2. CrpiiecTByBa ciaba MONOXKHUTENHA Bpbh3ka MexAy decrtorara Ha uHuuaeHture (IR) u
cpenuute pazxoau Ha kubepuHuaeHT (ACC), T.e. yBeITHM4aBaHETO HA OpOst Ha UHITUICHTUTE MOXKE
MOTEHIIMAITHO J1a IOBEJIe /10 MO-BUCOKH CpeHH (PMHAHCOBH 3ary0ou oT kubepataka. C Ipyru Aymu,
KOJIKOTO IMOBEYe KMOCPUHIUACHTH C€ CIy4yBaT, TOJKOBA IMO-TOJISIMO € CPEIHOTO UM (PMHAHCOBO
BB3aeicTBUE. ToBa MOXKe /1a ce IBKU Ha (DakTa, ye YecTUTe aTaku U3UCKBAT MOBEYE PECypcH 3a
CIpaBsHE C TAX WIX Y€ HATPYIBAIIUTE CE MHIMIECHTH BOJAT JI0 MO-TOJIEMH HIETH:

- Pesynrature oT noraputMuuHata perpecus nokassat (koedurment 0,0005, durypa 19),
ye 10% yBenuueHne Ha YecToTara Ha HHIUACHTHTE € cBBp3aHo ¢ 0,0005% yBenuueHue Ha
pasxonute. B unayctpuanen mamabd To3u eekT MoXKe a U3rIeK1a He3HAUUTENeH, HO OT IJIeHa
TOUYKA Ha OTJEJTHA KOMIIAaHUS BB3JCHCTBHUETO MOXKE /1a ObJie 3HAYUTEITHO.

- [lo ce oTHacs 10 OYaKBaHAaTa CTOWHOCT Ha pa3XxoAuTe 3a eAuH KubepuHImaeHT (i IR=1)
=0,0033 (durypa 19), pesyaraTuTe ChIIO Taka MOKA3BaT, Y€ aKO BCUYKH UHTyCTPUAIHUA YYACTHUIIN
npeTbprAaT none eauH uHuaeHT (IR = 1), Te me TpsOBa ma ce crpaBsAT ChC CPeAHH (PUHAHCOBU
paszxoau ot 0,0033 mupa. € unm 3,3 munnoHa €.

3acoyxaBa Ja ce orOenexu, ye mocokara Ha BiausgHue Ha IREV m IR Bepxy ACC
CHOTBETCTBA HA OYAKBAHHSATA — YBEIMYABAHETO HA CPETHHUTE PA3XOM HAa KHOCPHHIUACHT BOIH /10
oTpuIlaTesHa Kopekuus Ha uaaycrpuaaaute npuxoau (IREV), a monoxxurennarta Bpb3ka ¢ Opost Ha
kubepunnuaeHTure (IR) mokassa, ue yBennuaBaneto Ha IR e cpnpoBoneHo ¢ HapactBane Ha ACC.

TpsbBa na ce oTOenexu, 4e BIPEKH MPOTHBOIMOIOXKHUS 3HAK, BaussHUeTOo HAa IREV u IR BBpXY
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ACC e moutu egHAKBO MO roseMuHa (koeuiueHt B abcomoTHa croitHocT oT 0,0005). TlogoOHa
OJIM30CT HA CTETIEHTa Ha OTTOBOP c€ HAOII01aBa M MTPH OYaKBaHATa CTOWHOCT HA Pa3XOJIUTE 32 eIUH
KHOSPHHIIUICHT, Kb1eTO KoepurueHTsT cupsimo IREV (0.0032) e nmpubnu3uteTHO paBeH Ha TO3H,
cepp3an ¢ IR (0.0033). Teil kKaro MpW HW3UYMCISABAHETO HAa TE3W KOC(PHUIIMEHTH C€ H3MOJ3BAT
arperupaHu JaHHU 32 BCUYKU UHIYCTPUH U TUTIOBE KHOSPUHIIUICHTH, MOKEM J1a PEATIOI0KUM, e
MOJIyYEHUTE CTOMHOCTH TMPEJCTABISABAT CPEAHHM OLEHKH 3a BCUUKH PETUCTPUPAHU UHIUJCHTU B
U3CJICIBAHETO, HE3aBUCUMO OT TeXHHs Mamad. ToBa Boau 10 popMupaHeTo HA yCpEHEHA OIICHKA,
KOSITO MOX€E CBIIECTBEHO J]a CE pa3jiMyaBa OT ChllaTa METpUKa Ha B3aumojaeictere mexay ACC,
IREV u IR, korato craBa BBIOPOC 3a MHIUACHTH C IO-3HAYUTENHU IIeTH. OChb3HaBaHETO Ha
MOCIEAHOTO € TPSIKO CBBP3aHO KAaKTO C OOINIOTO HHMBO HAa HAalMOHAIHA EKCIIO3WIHS Ha
KHOEpPHUCKOBE, TaKa U C BpeMeBaTa IMHAMHUKA Ha BEPOATHOCTTA OT KMOCPUHIIUICHTH, XapaKTepHa
3a OTJCITHUTE UH]TyCTPHH.

3. CepiiecTByBa ciaba OTpUIIaTeTHA BpPb3KAa MEXIy OOIIMsS Opoil CIIyKUTETH B
MHAYCTpUTA U cpeiHuTe pa3xonu Ha kubepuniuaeHT (ACC) (durypa 20), T.e. yBenuyaBaHEeTO Ha
Oposi Ha CITYXKUTEIUTE MOXKE MOTSHITMATHO Ja HaMalld cpeHUs PUHAHCOB e€PeKT OT KnOeparaka.
Pesynarature oT perpecuoHHUs aHanu3 nokaspar, 4e 10% yBennyeHue Ha Opos Ha 3aeTUTE B
uHOycTpusta ce ovakBa naa josene Ao 0.003% HamaneHue Ha CpeaHHUTE pa3Xxodud Ha
kubepunaImaeHT. [1{o ce oTHacs M0 oyakBaHATa CTOMHOCT Ha PAa3XOAMTE 32 €AWH KUOCPUHITUACHT
(IR=1) =0.0036 (Purypa 20), B napu4HO U3paKEHUE, UHAYCTPUH U KOMIIAHUH, KOUTO OTIEPHpAT B
cexrop ¢ 100 000 3aeTn, 6uxa monecu cpeaan pazxoau ot 0.0036 mupa. € wiu 3,6 munmona € Ha

KHUOCPUHIIU/ICHT.

JlorapuTmMuueH aHaaus — YpasHenue (5)

1. ChbILecTBYBa CUIIHA MOJIOXKUTEIIHA Bpb3Ka MEXAy cucTeMHus puck (SR) u pazmepa
Ha UHAycTpusTa 1o otHomeHue Ha npuxoaute (IREV) (Purypa 21), T.e. yBenuuaBaHeTo Ha
INPUXOJHUTE KBOTU MOTEHIIMATHO MOKE J1a YBEJIUYM HUBOTO HA CUCTEMHUS pUCK. Pe3ynTarsT oT
JorapuTMHYHATa perpecus nokassa (koedunuent 1,8752, durypa 21), ye 1% yBenuuenue Ha
MHAYCTPUAJIHUTE NMPUXOAN MOXKE MOTEHLMAIHO Ja YBEIMYU CUCTEMHMs puck ¢ 1,875%.. Ot
JpyTa CTpaHa, 10 € OTHAcA A0 OYaKBaHATa CTOMHOCT Ha Pa3XOAMTE 32 €IUH KHOCPUHIMICHT
(wmu IR=1) = -1,8088 (durypa 21), pe3ynrature 1moka3Bar, 4e IpH OCHIIECCTBIBAHE HA BCEKU

CANHNYCH KI/I6epI/IHHI/II[eHT, KOHTO AOIpHUHACA 3a CUCTEMHHA PUCK, C€ IIOCTUI'a HAMAJICHHUEC Ha
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OuaKkBaHaTa CTOMHOCT Ha Pa3XxoAuTe 3a enuH kubepuHiuaeHt ¢ 1.80, ako ce enmuMuHupa eeKThT
Ha pacTeka Ha IPUXOJUTE BbPXY YBEIMUABAHETO HA CUCTEMHMSI PUCK, U3PA3€H UPE3 YCPEIHEHUS
koedurueHT 1.8752 (durypa 21), T.e. ako IPUXOIUTE HA WHIYCTPHITA OCTAHAT MMOCTOSTHHU U
HamanesT. [lo To3u Ha4MH ce MocTHUra B3aMMHO KOMIIEHCHpAall e(peKT — ako H3CJeIBaHUTE
WHAYCTPUM peanu3upaT WKOHOMHYECKH W (PUHAHCOB pAcTeX, BOJEII IO yBelWYaBaHE Ha
MPUXOJIUTE UM U CHOTBETHO Ha cucTeMHUS puck (1.8752), To eTHOBPEMEHHO C TOBa TO3HU €eKT
OT pacTeXxa ce KOMIIEHCHpa OT HaMaJlsiBaHE Ha O4YaKBaHaTa CTOMHOCT Ha pa3XOAMTE 3a €IUH
kubepuHnuaeHt (-1.8088) (durypa 21). [IpoTrBomeHCTBHETO HA TO3W KOMIICHCHpAIl €(PEeKT
npeAnojara, 4e YBEJIMYAaBAHETO HA CUCTEMHHUS PHUCK HAa MaKpOpPaBHUINE, BCJIEACTBHE Ha
HApaCcTBAHETO HA MPUXOANTE HA UHAYCTPUATA, OOMKHOBEHO € MPUIPYKEHO OT yBEIMYaBaHE Ha
yecToTara Ha KuOepuHIMIeHTUTE. AKO TakoBa yBenudeHwe Ha IR He e Hamume, Torasa
BB3JICHCTBUETO HA OTICIIHUTE MPOSBH Ha KMOEPPUCKOBE MOXKeE Ja He JOBeJe 10 HapacTBaHE Ha
CHUCTEMHHSI PUCK 32 U3CJIEBAHUTE UHIyCTPHUH KATO LISLIO.
2. ChbInecTByBa CpaBHUTEIHO ciada OTpHUIIATENIHA BPbh3Ka MEXKAY CUCTEMHHUS PUCK
(SR) u uvecrorara Ha mHiuaeHtute (IR) (Purypa 22), T.e. yBennyaBaHETO Ha 4YecTOTaTa Ha
WMHIWJEHTUTE TOTEHIIMAIHO MOXE J1a JOBEJE /10 HaMaJsiBaHE HA HUBAaTa Ha CUCTEMHUS PHCK.
PesynraThT OT norapuTMu4HaTa perpecus nokasna (koeuuueHt -0.541, @urypa 22), ue 1%
yBEIUYEHUE Ha YeCcTOTaTa Ha MHUUIAEHTUTE € cBbp3aHo ¢ 0.54% HamareHue Ha HUBaTa Ha
cucteMHus puck. O4akBaHaTa CTOMHOCT Ha pa3xoJuTe 3a enuH kubepuHiuaeHt (wim [R=1) =
1.298 (durypa 22) nmokaspa, 4e €IMHUYHO NPOSBICHHE HAa KUOEpPpUCK MMa MOTEHLHUaNa Ja
YBEJIMYU OYaKBaHATa CTOMHOCT Ha pa3XxoJauTe 3a OTACTHU KUOCPUHLIUICHTH, KOUTO ONPEACIIAT
HUBOTO Ha CUCTEMHUS PUCK, ¢ mpubausutenno 1.30 mynkra. C Apyru IymMH, akO YCPEIHEHUST
KoeuuueHT Ha perpecus ot -0,541 npeanonara, ye yBenuuenueto Ha IR mo-ckopo Boau 10
HamassiBaHe Ha SR 3a mHAyCTpHsTA KaTO 11510, TO Ha 0a3aTa Ha €IUHUYHA MPOSIBA HA KHOEPPHCK,
BKJItoUeH B SR, cpeiHaTa ouakBaHa CTOMHOCT Ha Pa3XxOUTe 3a €AUH KUOSPUHIIUEHT yBelInyaBna
kubep3aryoure, onpenensmu HuUBoTo Ha SR, ¢ 1.30 mynkra. Taka, 10KaTo HA MaKpOpaBHHUILE
yBenuueHaTa yectora Ha uHuueHTure (IR) He Boau npsiko 10 yBennyaBaHe Ha CUCTEMHHUSI PUCK
(SR), Ha MUKpOpABHMUIIIE CTONHOCTTA HAa €AMHUYCH UHIIUCHT, (hopmupair SR, Moxe na mosezae
0 TO-3HAYUTETHU OYakBaHM 3aryou. Mnm ka3aHo MHaye, Ha MHMKPOPAaBHMILIE HUBOTO Ha
3aryoute OT €eAMH KUOEPUHIIMACHT MOXKe Jda OBJe MO-ChIIECTBEHO, OTKOJIKOTO oO0IIara

MakpoolieHka Ha SR 3a unaycTpusiTa 6M MpeanoaoKuia.
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Ta3u mocoka Ha BB3ACHCTBHE HAa EIUHUYHUTE NPOSBU Ha KuoOeppuckoBe oT IR kbM
npubnusutenHo 1.30 myHKTa yBelMYeHHME Ha OYaKBaHAaTa CTOMHOCT Ha pa3XxOAMTE 3a €IUH
KUOEpUHLIUJEHT, 00XBaHAT OT cUCTEMHHUS pUCK (SR), Moske ChII0 Ja ce pasriekia B KOHTEKCTa
Ha KOMOWHHPAHO WA BEPHXKHO MPOSIBICHHUE.

KakTo Genre 06¢chieHO TO-TOpe M0 OTHOLICHHE Ha BIMSHUETO HAa pacTe a Ha MPUXOAUTE
B M3CJIE[IBAHUTE MHIYCTPUM BBPXY pacTeka Ha cUCTeMHHus puck (SR), ToBa yBennueHue Ha
CUCTEMHMSI PUCK Ha HUBO MHIYCTPHUS MOXKE /1a CE CIIyYH CaMO aKo € ChbIITbTCTBAHO OT YBEJIMUEHUE
Ha IR. CrnemoBarenHo, OT enHa cCTpaHa, yBeiauyeHHeto Ha IR nupekTHO mie mpenu3BukKa
yBenuueHue Ha SR upe3 moBuiaBaHe Ha KUOEPUIETUTE OT €IUHUYCH WHIUACHT (KoepHUIneHT
Ha perpecust 1.298) (Purypa 22), HO OT Japyra cTpaHa, B KOHTEKCTa Ha OW3HEC pacTexa U
YBEJIMYEHUTE MPUXOJAHM, IlI€ JAOBEJE /10 TOMBIHUTEIHO HapacTBaHe Ha SR, KakTo IMojcka3Ba
Koe(puIMeHTHT Ha JorapuTMudHaTa perpecus (durypa 21) ot 1.8752.

3. CrIiecTByBa CUITHA TIOJIOKUTENNHA BpBh3Kka MEXy cucTeMHus puck (SR) u o6mus
Opoii ciyxutenu B uHIycTpuara (Purypa 23), T.e. yBeIuyaBaHEeTO Ha 001 OpO CITy>KUTEIH,
paboTemu B JajieHa HHAYCTPUSL, MOKE MTOTEHLIMATHO Ja YBEINYU CUCTEMHHUS PUCK:

- Pe3ynrarsT OT TorapuTMudHaTa perpecus mokassa (koedunuent 1.3076, durypa
23), ye yBenudeHue Ha oOuus 6poit cioykutenu ¢ 1% e cBbp3aHo ¢ yBEIHUEHUE Ha CHCTEMHUS
puck ¢ 1.30%.

- OuakBaHaTa CTOMHOCT Ha pa3XoJuTe 3a eauH kuOep mHIMACHT (uam IR=1) = -
3.2006 (®urypa 23) npeamnosiara, 4e €THOKPATHO BH3HUKBAHE HA KMOEp PUCK UMa MOTEHITMAaa
Jla HaMaJIii OYaKBaHaTa CTOMHOCT Ha Pa3XxoAUTe Ha EAMHUYHU KUOEep HHLIUICHTH, ONpeesaIu
HUBOTO Ha cucteMeH pucK ¢ 3.20 myHKTa, ako e€(peKThT OT yBeIW4yaBaHETO Ha Opos Ha
CIIy)KUTEJIUTE BbpPXY YBEIMYEHHUETO HAa CUCTEMHHUS PHUCK CE€ OTCTPAHM KaToO 3aMECTUTEN Ha
ocpeanenust koedumueHt Ha 1.3076 (durypa 23). ToBa, koeTo npaBu BIIEYATICHUE TYK €, Ue
OCPETHCHUSIT KOS(PUITMEHT Ha BB3/ICHCTBHE HA CITY)KUTEIUTE BHPXY cucTeMHus puck (1.3076)
€ MPUOIU3UTETTHO 1BA U TIOJIOBHHA ITBTH MO-HUCHK OT KOSePUIIUEHTAa Ha OYaKBaHATa CTOMHOCT
Ha pasxoauTte 3a eauH kuOep mHHMACHT (-3.2006). ToBa mpeamonara, 4e KaTo LSO, aKo
YBEIIMYaBAHETO HA CITY>KUTEIUTE BOH 10 YBEINYaBaHE HA CHCTEMHHSI PUCK, TOTAaBa aKo OposT
Ha CIIY’)KHTEJIUTE OCTaHe MOCTOSIHEH, TOBA Iie JOBEIe 0 MO-HUCKH IIETH OT MOosiBaTa Ha eIUH
KHUOEPHUHIIUJEHT, OTKOJKOTO OM TMpeABHAWIA OCpPEJHEHATa IUIOCTHA MAaKpOOIleHKa 3a

B'LSIIGI\/'ICTBI/IGTO Ha 3aCTOCTTA BbPXY CUCTCMHUS PUCK.
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4. AHanu3bT Ha Bpb3KaTa MEXAY UHIYCTpHAHUsA cucTeMeH puck (SR) u uectorarta
Ha uHIycTpuanaute uHIuIeHTH (IR) B KOHTeKkcTa Ha U3cneaBaHUTe KuOeppuckoBe (MpoOuBH B
CUTYPHOCTTa Ha JAaHHWUTE, MPOOMBHM B IOBEPUTETHOCTTAa HAa JAHHUTE, aTaKu CbC 3JIOBPEIEH
codTyep 1 (HUIIMHT aTaKkW) TOKa3Ba CJIECIHOTO:

PesynTaturte oT perpecMoOHHOTO ypaBHeHHE 3a GuiuHT aTakute (DOurypa 27) moka3BaT Hail-
BHCOKAaTa CTOMHOCT Ha KOSPUIIMEHTA, OTpa3siBalll Bb3ICHCTBUETO HA YECTOTATa HA MHIIUJCHTHUTE
(IR) or To3m puck BbpXxy cucreMHuss puck (SR) Ha wuscnensanute unayctpuum (-1.261).
Koedunuenture Ha perpecMOHHOTO YpaBHEHHE 3a JpPYTUTe W3CIIEBAaHU KUOEPPHUCKOBE,
MOJIPE/ICHU TI0 TOJIEMUHA, TTOKA3BAaT CJeHaTa KIacuPpUKaIus:

e [Ipo6uBu B curyprocrtra Ha gaHHuTe (-0.797) (Ourypa 24);

e [IpobuBu B moBepurennoctra Ha ganHuTe (-0.434) (Ourypa 25);

e Araku cbe 310BpeaeH copryep (-0.115) (Durypa 26);

Ho mo oTHomieHne Ha oyakBaHaTa CTOMHOCT Ha Pa3XOJUTE 3a €IWH KUOCPHUHIIMICHT, Hail-
BHUCOKHUAT KHOEPPHUCKOB TOKa3aTesl IEMOHCTPUPAT aTaKUTe ChC 310BpeneH copryep (2.0733)
(®Purypa 26), cinenBaHu oT:

e [IpoOuBu B curyproctta Ha ganuure (1.0564) (durypa 24);

o @ummunr ataku (0.683) (durypa 27);

e [Ipo6uBu B moBepurennoctTa Ha qanauTe (0.5591) (durypa 25).

OTtpunatenHara Kopenanus MeXay cucTeMHus puck (SR) u yectoraTa Ha MHIUACHTUTE
(IR), ycraHOBeHa OT PErpECMOHHHTE YpaBHEHHUS 3a OTICITHHUTE H3CJICIBAHH KHOEPPUCKOBE
(Durypu 22 u ot 24 1o 27), moxe aa ce o0sicHH ¢ (akTa, ue KubepnpecTbIIHATA JEHHOCT € MPSKO
CBBbp3aHa C UKOHOMHUYECKHUS PACTEXK.

5. B cpenma na mapactBany bBII cuctemMHuAT puck OOMKHOBEHO HaMajsiBa, HO
MKOHOMHMYECKHUAT PACTeX MPOBOKMpA MO-TojisiMa KHOepHpecThIIHA aKTUBHOCT M CTUMYIUpA
yBEIMYaBaHETO Ha KubOeprpecThmHUs puck. OT apyra cTpaHa, IpU HKOHOMHUYECKH PaCTEX
MPUXOJUTE B MKOHOMHKATa CE€ YBEJIMYaBaT, a NMPH OTHOCUTEIHO IMOCTOSHHM HHBA Ha IbHJTa,
KOe(PUITMEHTHT HA CHCTEMHHS PUCK HaMmajsiBa ChIIacHO YpaBHeHHE (2), MPHIOKEHO B TOBA
uscneasane: % SRi,t = Debti,t / Revenuej,t

B chiioto Bpeme, mpu CHITUTE YCIOBUS HA MKOHOMUYECKH PACTEX U MPH OTHOCHUTEITHO
MIOCTOSTHEH OpOil y9aCTHHIIM B Jla/IeHa WHAYCTPHS, yBEITMUAaBAHETO HA YECTOTATA HA MHIUACHTUTE

Mopajy 3acuiieHaTa KHOeppuCKOBa aKTUBHOCT BOJM MPSAKO O HapacTBaHe Ha Koe(dUIMEeHTa Ha
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yecrotata Ha uHImaeHTuTe (IR) cbrimacno Ypasuenue (1): % IR =bpoii unuuaentu / bpoii
YYaCTHULM U B UHYCTPUSATA).

CnenoBaTenHo, Thi KaTO OTPULIATENHUAT 3HAK HA KOEPUIIMEHTUTE HAa ONPECIISIHE MEXKIY
SR u IR Moxe na ce 00SCHH ¢ JIOTMYECKaTa IIOCIEeI0BATEIHOCT: MKOHOMUYECKA JeHHOCT--> SR
(dbar/Ilpuxonn) --> IR --> Kubep pazxoau (ACC, ACI), Te TpsabBa 1a ce aHaIU3UpAT IJIaBHO
KaTo abCOJIIOTHA CTOMHOCT.

6. OTtpuraTenHaTta perpecMoHHa Bpbh3Ka MeXIy cucteMHus puck (SR) u wecrorara
Ha uHuaentute (IR) Moxe cbio 1a ce IbKK Ha PakTa, ye B KOHTEKCTa Ha MAJIKU M0 CTOWHOCT
€IMHUYHU 3aryOH OT KHOEppHUCKOBE, yBEINYaBAaHETO Ha Opos HAa MHIMIECHTUTE KaTo ISUI0 M Ha
TSAXHATa 0011a CTOHHOCT N30CTaBa CIIPsIMO 0OII0TO OJOOpEHUEe Ha MKOHOMUYecKaTa cpena. Toa
BOIM [0 HaMajsiBaHe Ha cucTeMHHA pUCK (SR), KOiTO KOMIEHcHpa IMo-decTHTe Ha Opoii
nanugaeHTy (IR). Ta3u cutyanus Ha ,,MacKupaHe ‘Ha HapacTBaIMs OTPUIIATENICH MOTEHIIMAT HA
yBelIMYeHaTa 4ectoTa Ha kubeppuckoBere (IR), BciencTBue Ha MKOHOMUYECKHS PACTeX H
YBEJIMUEHUTE NPUXOAM HA W3CIEIBAHUTE HHAYCTPUM, MOXKE Ja JOBEIE IO HATPYNBAaHE Ha
paspyluTeneH noTeHuuan. ToBa HaTpynmBaHe ce TMposBsiBAa B TIOsfBa HA EAMHUYHHU
KHOEpHUHIIMJEHTH C ITO-rojisiM 06eM Ha 1metute. Hanmpumep, koraro ce cirydBaT HHIIHIEHTH ¢ 00eM
Ha IETUTE, Monajamy B Hail-ropaute 25% ot HabmoneHusTa (UeTBbpTH KBapTHII) Bb3 OCHOBA HA
cpennute croiiHocT Ha ACC, € Bp3MOXKHO yBenudaBaHeTo Ha IR na noBeae 10 HapacTBaHE Ha
SR. PerpecuonHute pesynratd 3a SR, cBbp3aHUM C dYecToTaTa Ha WHIMJIEHTUTE B JaJ€Ha
unayctpust (Purypa 22), mokasBaT, Y€ OYaKBaHaTa CTOMHOCT Ha pa3XOAWTE 3a €AMH
kubepunnuaeHt (IR=1) e 1.298, npu cToHOCT Ha OCpPETHEHHS PETPECHOHEH KOC(PHUIIMEHT 3a
BB31eicTBUETO Ha IR BBpxy SR 0T -0.541. JlonbaHuTENHA OAKpENa 3a Te3aTa, Y€ arperupaHu v
OCpPEIHEHH pe3ynTaTu (PerpecHoHHU KOe(UIIMEHTH), OCHOBAaHM Ha OOIus Opod WHIUICHTH,
dopmupamu IR, Morar nga moBemaT A0 3aKJIFOYCHHUS, Y€ BB3IACHCTBHETO HA OTICITHHUTE
JNETEPMUHAHTH € MO-cJ1ab0 KaTo OcpelHeH KOe(PHUIMEeHT, HO B CBHIIOTO BpeMe Ja MpeAu3BUKBAT
MO-CUJTHO BB3JICHCTBUE TPU €IUHUYHA MPOsSBa HA WHIUBUAYATHHS (akTop, Moxe Aa Obae
HaMepeHa M B PEerpecHOHHaTa Bpb3Ka Mexay cpeanute kubeppasxonu (ACC) u yecroraTa Ha
namaeHtute (IR) (durypa 19). CroitHocTTa Ha KOe(UITMEHTa, TIOKA3BaIl] OCPETHEHUS e(eKT Ha
IR Bbpxy ACC, e 0.0005, HO CTOMHOCTTAa Ha OYaKBaHATa CTOMHOCT Ha Pa3XOJHUTE 3a €IUH

kubepunuaeHT (IR=1) e npubnuzurenHo 6 mpTH no-romsimMa, win koedunueHt ot 0.0033.
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7. AHanu3upaikyu TOPHUTE Pe3yiITaTH B KOHTEKCTa Ha PE3YJITAaTUTE OT NPHJIaraHeTo
Ha TecTa 3a NPUYMHHOCT Ha ['pelHIKbp, MOXKEM Ja IOCOYUM, Y€ KOraTo pasIiiexaame
pesyiaratute oT Bpb3kaTa mMexay SR, REV u IR, uamepenu camo npe3 roamHuTe, B KOUTO ca
PETUCTPUPAHU BPEIOHOCHU KHUOECPUHIIMACHTH OT CHOTBETHHSI THI, U CamMoO 3a JaHHUTE OT
UHAYCTPUUTE, KOUTO OTYUTAT TE€3U MHIUACHTH, MOYKEM /1a HAIIPABUM CJIEAHUTE 3aKJIFOUEHUS:

- Korato craBa BbIpoC 3a (GUIIMHT aTaKUTE — MPUIUHHO-CIIEACTBEHATa BPb3Ka Ha
I'peitnxsp mexnay SR4, REV4 u IR4 cpuiectByBa caMO MNpU IMBPBHS Jiar, KOETO IMOKa3Ba
CPaBHHUTEITHO KPaTKOTPalHO B3aWMOJEHCTBHE MEXAY TECTBAaHUTE MPOMEHIUBU. [Ipu TupekTHO
CpPaBHEHHE Ha PE3yJITaTUTE OT TECTA 32 IPUUMHHOCT Ha ['peliHIXbp 32 TE3U NPOMEHIINBY B LIEIUS
HA0Op OT TECTBAHU JIATOBE M TUTIOBE KMOSPPHUCKOBE MOKEM JIa OTOCIICIKUM, Y€ CaMO NP (PUIITUHT
aTaKUTe ce HaOJI0J]aBa TOJIKOBA KPATKOTpPAHO B3aMMOJIEHCTBHE — CaMO MPH €IuH Jjar (jar 2).
ToBa HM aBa OCHOBaHHE J1a MPEANONIOKHUM MO-CHIIECTBEHOTO BIUSHUE HA CIy4YalHOCTTa MpHU
IPOSIBJICHUETO Ha (UIIMHT aTaKUTe M TSAXHOTO BB3ACHUCTBHE BBPXY MPUUMHHO-CIIEICTBEHUTE
Bpb3ku Mexay SR, REV wu IR. Cebumio taka moxem naa 3a0enexuM BIUSHUETO Ha Tasu
KpaTKOCpOYHA CIy4YallHOCT, KOTaTO aHalu3upaMme IMOCOoKaTa Ha BIIMSHHUE MEXAYy TECTBAHHTE
npoMennnBy: ipu SR4 u REV4 1o e nBynocouno, noxaro mexay SR4 n IR4 npuunHHOCTTA € OT
CUCTEMHMsSI PHUCK KbM UECTOTaTa HAa MHIMAEHTUTE — TOECT, WHTEH3UBHOCTTa Ha
KUOCPUHIMICHTUTE, CBBP3aHU C (UIIMHT aTakd, C€ OMpeAeNsi MPSKO OT CHCTOSIHUETO Ha
CUCTEMHHUSI PUCK B JaJIeHa UHIYCTPUS.

- [Ilo ce oTtHacst n0 aTakuTe Cbe 3M0BpencH codryep (Malware), Te peructpupar
Hal-BUCOKHMS KOe(HIIMEHT Ha perpecHsi 3a OuakBaHaTa CTOWHOCT Ha pa3XoJWTe 3a €IuH
kubepunmuaeHt (IR=1) (durypa 26). HabmiogaBanata NpUYMHHO-CIEACTBEHA BpB3Ka Ha
I'peiinmxep Mexay SR3, REV3 u IR3 e ¢ mo-Bucoka creneH Ha yCTOMYMBOCT BbB BPEMETO B
cpaBHeHHE ¢ (GUIIMHT aTakuTe. OTHOCHO BIMSIHMETO HA HHUBOTO HA CHCTEMHHUS PHUCK BBPXY
MPOSIBIICHUETO HAa KUOCPUHLUICHTHTE, CBbp3aHU ¢ Malware araku, BbpXy NPUXOAHWTE Ha
ChOTBETHATa HWHAYCTpHs, TpsOBa na OTOENEKUM, Y€ Ta3u MPUYUHHO-CIEICTBEHA BpPB3KA Ce
MpOosBsIBA IIPU BCUUKH M3cleaABaHM jarose (2, 4, 6 u 8), kaTo nocokara Ha MPUYMHHOCT € BUHAru
oT SR3 xeMm REV3. Korato pazrnexaame npuunHHocTTa Mexkay SR3 u IR3, kateropuunoctra Ha

TOpPCIIOCOYCHUTEC PC3yJITaTU oTciabBa — MNPUYIUHHOCTTA Ha FpeﬁHszBp MCXKAY CUCTCMHUA PUCK U
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YecToTaTa Ha WHIUACHTUTE ce HaONIoJaBa caMo MpH JiaroBe 2 W 4, a Bpb3KaTa MEXIY TIX €
JIBYIIOCOYHA.

- 3a pasnuka OoT Hail-cunHOTO Bb3AeiicTBue Ha IR BBpxy SR mo crarucruyecka
texecT (-1.261), nabmogaBano npu ¢umuHr atakure (durypa 27), MoxxkeMm aa pasriename
kubeppucka, CBbp3aH ¢ u3tnyane Ha ganHu (Data breaches). To3u puck He caMo MoKa3Ba BTOPOTO
Haii-rojisiMo Bb3aelcTBHe 10 cwia (-0.797) (Purypa 24), HO U 3HAUYUTETHO BB3ACHCTBUE Ha
nHueHTHO HUBO (1.0564). [lpuunnHO-ciencTBeHaTa Bph3ka Ha ['peitnmxbp Mexay SR, REV u
IR 3a TO31 THUIT KHOEPUHITUACHTH IEMOHCTPUPA Hali-BUCOKA YCTOMYMBOCT CPEJT BCUYKH U3CIICIBAHI
kubOeppuckoBe u JjaroBe. MIMeHHO mpu M3THUaHUATA HA JAHHU C€ PErHCTPUpPAT HAKW-MHOTO
IIPUYMHHO-CJIEACTBEHU BpBb3KH Ha 'peitnxbp — Mexy SR1 u REV1 (narose 2, 4, 6 u 8) u mexy
SR1 u IR1 (;aroBe 2, 4 u 6). C yBeJMuaBaHETO Ha JIAarOBETE MPH TECTBAHETO HA MPUUYUHHOCTTA
Mexay SR1 u REV1 ce HabGmionaBa nmpomsiHa B MocokaTa Ha BIMsiHUE: TipH Jiar 2 151 € oT SR1 kbM
REV1, HO npu ocTaHanuTte jaroBe Bpb3Kara cTaBa ABYyNnocoyHa. OTHOCHO NPUYMHHOCTTA MEXIY
SR1 u IR1 ce nabmonaBa oOpaTeH MO/EN: TpH JIar 2 Bpb3KaTa € IBYINOCOYHA, HO MPH JIaroBe 4 u
6 mpuunHHOCTTA € eHonocouna — ot SR1 kpm IR 1. ToBa moka3Ba, ue B CpaBHUTEITHO ABJITOCPOUCH
IJIaH UHTEH3UBHOCTTA Ha MPOSIBICHUE HA TO3H KUOEPPUCK, M3pa3eHa upe3 Oposi Ha MHIIUJIEHTHUTE
(IR), ce ompenens NpsAKO OT ChCTOSHUETO HAa CUCTEMHHSI PUCK.

- KomOunupaiiku pe3yaTatute oT TeCTa 3a MPUYMHHOCT Ha ['pelHmxbp Mexay SR
u IR, KakTo U Te3u OT perpecuoHHUTE 3aBUcUMOCTH (Purypu 24 u 27), 3a 1BaTa KuOEppUcKa ¢ Hai-
rojasiMo Bb3feicTBUE (PUIIMHT aTaku UM M3THyaHe Ha JaHHU), MOKEM Jia OIpPEAEIUM TAXHOTO
KOMOWHMpaHO BiUsHUE. B KpaTkocpodeH 1uiaH (Jar 2) BbpXy HUBOTO Ha CUCTEeMHHUs puckK (SR)
Hal-ChHIIECTBEHO BB3/ACHCTBHE OKa3Ba WHTEH3WBHOCTTa Ha mposBieHue (IR) Ha kubeppucka
®umuHr ataku. Berpeku ToBa, mo-ycTroilunBaTa BbB BPEMETO MPUUMHHOCT U JAETEPMUHUPAHOCT
mexay SR u IR ce mposBsiBa upe3 Bb3lelcTBUETO Ha KuOeppucka M3ThuaHe Ha JaHHHU.
JlomrbiHUTENIEH apryMeHT 3a ¢(uHaHCOBaTa 3HAUMMOCT Ha M3TnuyaneTro Ha JaHHMU KaTO KUOEpPHUCK
€ (hakThT, ye cpel BCHUKH U3CIIeIBaHU PUCKOBE HIMEHHO TO3H MMOKa3Ba HAl-BUCOKHUTE CPETHU HICTH
Ha uHuAeHT (ACC) — 2.43 MiH. €Bpo 3a 1sJ1aTa U3caeABaHa Nomyaanus u 5.26 MIIH. €Bpo 3a Hali-

3acerHature 25% ot HabmoaeHusaTa (YeTBbpTH KBapTHII).
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3aKiIrouYeHue

Bspeame, ue aHanu3bT, MPEACTaBEH B Ta3M JAWCEpTalUd, 1Ie ObJie MHOTO IOJIE3EH IO
pa3IMYHM HAYMHMU 3a OBbJAeliaTa JIUTEpaTypa, KOPIOpalUUTE, MOJUTHINTE, JAOCTAaBUYMIIUTE HA
codryep 3a kubepcurypHoct u, pasbupa ce, morpeburenure B I'spumst u EBpomna. Bumnpeku
SHaAYUTCIHATa JUIICa Ha JaHHU OTHOCHO MHIUJACHTH, CBBP3aHU C KI/I6€ppI/ICKOB€ nu (1)I/IHaHCOBI/IT€
pasxonu, ycmsaxMme naa cbbepeM HHQOpMaius He caMO OT ['bpuMs, HO MU OT €BPONEICKOTO
BBTPEIIHOMKOHOMHUYECKO MTPOCTPAHCTRO.

B 3axnrodenue, nmepcrnekTuBUTe 32 (PMHAHCOBOTO JAUTUTAIHO BKJIIOYBAHE ca OOeIaBalllH,
OeJIsi3aHM OT 3HAYUTEJIEH HanmpeaAbK U MHOBAIIUH. I/IHTel"paHI/IflTa Ha HOBOBB3HHUKBAIIIU TEXHOJIOTHUH,
YKpENBAaHETO Ha PETyJaTOPHUTE pPaMKH, HAaChPYaBaHETO Ha MAapTHHOPCTBA MEXKIY IMyOJIUYHUS U
YaCTHHS CEKTOP, KaKTO U (OKYCHT BbPXY U3TPAKIAHETO HA JOBEpUE U MPUOOIIaBaHE ca KIIFOUYOBU
CTBIIKM KbM IIOCTUTAHETO HA Ta3u Led. BbOpeku ue mpeau3BUKATEICTBA KAaTO PHUCKOBETE 3a
KHOEPCUTYPHOCTTA M AWTUTATHOTO pa3feliCHHe MpoJIbKaBaT Ja ChIIECTByBar, oOmaTa
TeHACHIUS B ['bpIIMs ¥ TIO CBETa € KbM MO-UHKIY3MBHA (PMHAHCOBA eKOcHcTeMa. Ta3u eBONIOIHS
oOerraBa fa ch3aaae GuUHAHCOBA Cpefa, KOSTO € MO-J0CThITHA, e(h)eKTUBHA U CUTYpHA 32 BCUYKH,
0c00eHO 3a HeAOCTaTh4YHO 00CIyXBaHuTe rpynu. C pa3BUTHETO HA IUTUTAIHUSA MeH3ax B [ 'bpius,
HCTIPCKBCHATOTO CBHTPYAHUUYCCTBO, HWHOBALIUHUTC U AHTA)KUMCHTHT KbM CIHPABAHCTO C TC3U
MPEIU3BUKATEIICTBA e OBJAT OT CHINECTBEHO 3HA4YeHHWE 3a (HOPMHUPAHETO HA TMO-WHKIY3UBHO
(buHaHCOBO OBACIIIE.

U He Ha mocneHO MACTO, BKITIOYMXME MPOIICHTA Ha 3aTryOUTe 10 HHIYCTPUU KaTo (pyHKINS
Ha rOAUIIHUTC NPUXOIH. yCTaHOBI/IXMC, Y€ ThPTOBCKUAT CCKTOP B F"bp].[I/I}I U3npeBapBa OCTAHAIIUTC
WHIYCTPUU TIO OTHOIICHHE HA (PMHAHCOBUTE 3ary0u M MpeIoKuXxMe 000CHOBaHA METOJI0JIOTHS,
KOSITO OIKCBAa BCUUKH HEOOXOAMMHM CTBIIKU 3a OINpeAesisiHe Ha MOAXOJAI] TOAMIIEH OIOKET 3a
KkuOepcurypHocT. Tazu MeToI0JIOTHs MOXKe J1a ObJIe U3MOI3BaHa OT KOPIIOPATUBHUTE TOJUTHIIH B
I'bpuus 3a HamMamnsiBaHe HAa (PMHAHCOBUTE PA3XOH, CBbP3aHU ChC ChBPEMEHHUTE KUOSPPHCKOBE.

B KpaﬁHa CMCTKA, HAIIWAT CMIIMPUYCH aHAJIM3 NIOTBBPIKAaBa XHUIIOTE3aTa, Y€ YBCIIMYCHUTC
WHIUACHTH, CBbP3aHU C KUOEppUCKOBE B I'bplins, KOpeaupar ¢ Mo-BUCOKU (PMHAHCOBH Pa3XxoH 3a
Ou3HEeca U OKa3BaT BIUSHUE BbPXY CUCTEMHUS MHAYCTPHUANIEH PUCK, TOJYepTaBAKU KpUTHIHATA

HEOO0XOAUMOCT OT ISIIOCTHHU CTPATErHu 32 KHOEPCUTYPHOCT.
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Hay4en npunoc

W3BbpiieH e ananus U kiacudukanys Ha akTyajaHaTa KuOep pucKoBa eKcro3uuus B I'bpuus
B neproga 2014 — 2021 r. Ha 0a3a moka3aTeiau 3a YeCTOTa Ha BH3HMKBAHE U CTEICH Ha
peanu3upanuTe ImeTH. JluHamMuKaTa Ha HampaBeHaTa pHCKOBa Kilacudukaius e
aHaJU3MpaHa B KOHTEKCTAa HA MPOSBICHUE B OCHOBHUTE MKOHOMHYECKU CEKTOPH, KaToO IO
TO3U HAYMH € U3rOTBEHA aKTyaJHa OIEHKAa Ha CTENEHTa Ha OMAcHOCT OT KHOEp PUCKOBETE
crienuuIMpana MO OTACIHM CTOMAHCKH CeKTopu. M3BbprieHa e kimacudukanus Ha
OTJICTHUTE HKOHOMUYECKHUSI CEKTOPH, KaKTO MO 00Ia cTeneH Ha Kubep ysS3BUMOCT, Taka U

10 OTHOLICHHUEC HAa BIUAHHUECTO HA OTACTIHUTC BUAOBEC U3CICABAHNU KI/I6ep PUCKOBC BBPXY TiX.

W3non3Baiiku moka3arenute Average cost per incident, Average cost by industry u Incident
rate by industry e HampaBeHa KOJMYECTBEHa OIIEHKA Ha BIMSHUETO Ha KuOep pUCKoBaTa
€KCIIO3ULUS CIPSAMO CUCTEMHHUS PUCK KaTo LisAa0. ChIIo Taka, pa3riielaHo € Bb3JIEHCTBUETO
Ha TIPOSBIICHHETO Ha KubOep puckoBere cupsmo roiemure "Too Big to Fail (TBTF)"
KOMIIAaHUUTE, @ OTTaM U Ha CUCTEMHHUS pUCK KaTto 1su10. HampaBeH e aHanu3 Ha IMHaMUKaTa
Ha BJIMSHUETO HA KHOEp PUCKOBETE BHPXY CUCTEMHHS PUCK CBBP3aH C TE3U KOMITAHUH, KaTO
SICHO € OYepPTaHO KAKTO aKTYaJlHOTO ChCTOSIHME, TaKa U BpeMeBaTa JUHAMUKa OTpa3sBalla
npeamnpuerure Mmepku or TBTF xoMnaHuuTe mo OTHEIHUTE CEKTOPH 3a OrPaHUYABAHE Ha

KHOEp PUCKOBETE.

Y cTaHOBEHO € BIMSHUETO Ha KUOEp PUCKOBETE BbPXY CHCTEMHHUS PHUCK, KaTO U3I0JI3BaHATa
METOJIOJIOTHS TTO3BOJIM Ja CE OMpeAeNd, KaTo O0IMI0TO BB3ACHCTBUE HA KHOEpP PHCKOBETE
BbPXY CHCTEMHHS DPHUCK, Taka U Ja ce oueprac audepeHinHanus Ha YCTAaHOBEHUTE

B3aUMOBPB3KHU OIIPEACITICHA OT IOJIEMHHAaTAa CAMHUYHUTC KI/I6ep WHIOUJOCHTU.
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Introduction

Relevance of the Topic

Analyzing the implications of cyber-attacks has become
more and more significant the past recent years, particularly as
digitalization continues to shape both the public and private sectors
globally. In Greece, the importance of understanding and mitigating
cyber risk is greater due to the growing dependence of various
industries and the increasing reliance on digital infrastructure.
Cyber incidents, ranging from data breaches to sophisticated
phishing attacks, have the potential to cause substantial financial
damage, disrupt essential services, and damage public trust. This
dissertation's relevance lies in its focus on quantifying the financial
impact of cyber risk within Greece's business and public sectors, an
area that has not been extensively studied despite its critical
importance. Understanding these costs is crucial for developing
effective counter cybersecurity strategies, guiding policy decisions,
and ensuring the resilience of Greece's economy in the face of
growing cyber threats.

Subject, Goals, and Main Tasks of the Research

The primary objective of this research is to quantify the
financial costs associated with cyber risk in both private and public

sectors in Greece, with an emphasis on understanding how these



costs affect the broader economy. The dissertation aims to achieve

several specific goals:

1.

Identification of Financial Costs: To identify and
categorize the various types of financial costs (direct,
indirect, and opportunity costs) that organizations incur as a
result of cyber incidents.

Correlation Analysis: To investigate the correlation
between the frequency of cyber incidents and the financial
costs borne by different industries, thereby determining the
impact of cyber risk on systemic industrial risk.

Impact Assessment: To assess the overall financial impact
of cyber incidents on the Greek economy, providing insights
into how these risks influence the competitiveness and
sustainability of key industries.

Predictive Modeling: To develop a predictive model that
can estimate the financial costs of cyber incidents based on
industry-specific variables such as revenue, incident rate,
and the number of employees.

Policy Recommendations: To provide actionable
recommendations for policymakers and business leaders on
how to enhance cybersecurity measures and mitigate

financial losses due to cyber threats.



Research Methods

The research methodology employed in this dissertation is

empirical and quantitative in nature, relying on a robust dataset

derived from various sources across Greece and the European

Union. The primary methods include:

1.

Data Collection: Data was gathered from credible sources
such as the European Union Agency for Cybersecurity
(ENISA), the Hellenic Computer Security Incident
Response Team (CSIRT), and IBM’s Cost of Data Breach
annual reports. This data includes information on cyber
incidents, financial costs, and industry-specific variables.
Incident Rate Calculation: The incident rate (IR) was
calculated as a measure of the frequency of cyber incidents
relative to the number of players in each industry. This
metric was used to measure the exposure of different sectors
to cyber threats.

Logarithmic Regression Analysis: A logarithmic
regression model was employed to analyze the relationship
between financial costs and various industry-specific
factors, including revenue, incident rate, and employee
numbers. This model allows for the examination of
exponential relationships that may not be captured by linear

regression.



4. Systemic Risk Analysis: Systemic risk was assessed by
examining the debt-to-revenue ratio of key industries,
incorporating cyber incidents as a factor influencing this
risk. This analysis helps to understand the broader economic
implications of cyber risk.

5. Bivariate Analysis: Correlation tests, including Pearson
and Kendall's tau, were used to explore the relationships
between different variables, such as incident rates, financial
costs, and systemic risk.

Object of the Study

The object of the study encompasses the financial impact of
cyber risk on key industries within Greece’s private and public
sectors. Specifically, the research focuses on seven main industries:
energy, communications, healthcare, retail, banking and finance,
digital infrastructure, and government services. These industries
were chosen due to their critical role in Greece’s economy and their
varying levels of exposure to cyber threats. The study also considers
the broader European context, using data from similar industries in
countries like Germany, Italy, France, and the UK to draw
comparisons and enhance the robustness of the findings.

Structure of the Study

The dissertation is structured into several key chapters, each

addressing different aspects of the research:



Introduction: Provides an overview of the research topic,
its relevance, and the primary objectives of the study.
Literature Review: Reviews existing literature on cyber
risk, financial costs, and systemic risk, highlighting gaps that
the current research aims to fill.

Data Selection and Methodology: Details the data sources,
the process of data collection, and the empirical methods
used in the analysis, including the calculation of incident
rates and the setup of the regression models.

Empirical Analysis: Presents the results of the logarithmic
regression analysis, bivariate tests, and systemic risk
assessment, discussing the implications of these findings.
Discussion and Conclusion: Summarizes the key findings,
discusses their relevance to both the academic community
and industry decision makers, and provides policy
recommendations.

Appendices: Includes detailed tables, graphs, and additional

data that support the empirical analysis.



Chapter 1: The cyber risk concept and general

characteristics

In recent years the increasing development of new
technologies and use of information systems that are mainly
attributed to Internet have inundated our lives. The use of the
Internet is considered as a necessity and its value for any business
in private and public sector regardless of its type, size or
geographical placement is unquestionable.

The Internet has its roots in ARPANET (Advanced Research
Projects Agency Network) and constitutes its evolution of ARPA
network that began to grow experimentally in the late 1960s in the
United States. The pioneers of internet Larry Roberts and J.C.R.
Licklider in an effort of further researching on development of the
Pentagon programs ARPA (Advanced Research Project Agency),
started experimenting with remote computers interconnection with
each other and initially created the ARPANET network. At its first
phase the program aimed to experiment with a new technology
known as packet switching which would allow many users transmit
and share data separated into packets through the same line. In 1973,
scientists conducted a new experimental research which concluded
in a new technique known as Internet Protocol (IP) according to
which different networks that use and share the same IP protocol

can be connected and communicate form one and only network. In
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1983, ARPANET is conclusively implemented for academically
and research use being adopted by universities and organizations. In
1990, 1s renamed into INTERNET.

In modern reality, the co-occurrence of the Internet,
information systems and human factor is commonly known as
Cyberspace that constitutes a virtual environment with global
impact. Cyber space and ICTs facilitates communication,
collaboration, exchange of ideas, instant access to a great amount of
information and by extension the fundamental transformation and
development of the global economy. Social networking, e-
commerce, cloud computing, automated processes, new
technologies and e-services are illustrative examples that prevail in
every day life of an individual and the achievement of business
goals of a company. Additionally, cyberspace and the
aforementioned technologies provide not only improvements in
sectors such as healthcare, education but also to financial sectors
productivity and profitability.

Information technology (IT) has become a critical
component of well-functioning economies, underpinning economic
growth over the past decades. Organizations in both the public and
private sector are becoming more and more interconnected and
reliant on IT products and services since concerns about cyber risk

have intensified as the economy and financial system is getting
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digitalized. In recent years, the rise of targeted cyber-attacks against
governments and businesses underscores the need to improve
defense. Organizations need to address cyber incidents, since
attackers diligently investigate their targets, analyze their
weaknesses, and use this information to tailor their attacks. In the
wake of recent high-profile cyber-attacks such as the WannaCry
incident in May 2017, public awareness of these threats is on the
rise.

In Greece, in accordance with a recent research conducted
by Check Point Software Technologies' an organization is attacked
an average of 479 times a week only the first half of the year.
Compared to May 2020, there has been a 52% increase in the
number of cyber-attacks in the country. It goes without saying that
there are many factors that contribute to appearance of cyber risk at
financial institutions, including the incorporation and use of quickly
evolving technology, the increasing interdependence relation
between the financial system and information technology
infrastructure the growing sophistication of cyber criminals, and the
intrinsic nature of financial institutions’ business and services.
Having taken into account the increase of sophistication of cyber

risk incidents, supervisors and regulators have started taking steps

! “Check Point Software Technologies Ltd. (www.checkpoint.com) is a leading
provider of cyber security solutions to governments and corporate enterprises
globally”.

11



against cyber risk at financial institutions, including enhancing
resiliency capabilities and implementing plans for effective
response to and recovery from cyber-attacks.

Recent years have seen the financial sector embrace
blockchain technology and cryptocurrencies. These innovations
offer novel, decentralized, transparent, and secure transaction
methods. Blockchain's application in financial services could
further democratize financial system access, particularly for cross-
border transactions and remittances (wWww.searchmyexpert.com,
2024). Moreover, the innovative use of artificial intelligence (Al)
and machine learning (ML) in financial services is transforming the
industry. Al and ML aid in creating personalized financial products,
enhancing risk assessment, detecting fraud, and improving customer
service, making financial services more accessible, efficient, and
secure, thereby contributing significantly to financial inclusion
(World Bank, 2022).

In recent years, in the field of finance we can mention that
the definition of risk is not clear but can be formulated as the
probability that the final returns (profit & loss) will differ from the
expected.

In general risk expresses uncertainty about future situations,
developments, whose results could affect their achievement of

short-term and long-term goals of the company. We can identify risk
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as a measure of uncertainty which indicates uncertainty about the
outcome of the results which may be divergent than the expected in
a positive or a negative way. Quantification of uncertainty is
measured using statistical quantities such as standard deviation. In
other words, we try to create a measurement of it probability that
the realized performance will differ from the expected one.

Greece has an updated National Cyber Security Strategy,
basen on 5 general axes, 15 specific targets and more than 50
actions.

It is crucial for organizations to take measures to better
protect themselves from cyber attacks. In particular, organizations
need to establish enterprise wide risk management programs and
cyber security under the supervision of IT executives department,
chief executive officer or a chief risk officer reporting to the CEO.

Regardless of the role of public and private sector take on in
governance against cyber security threats there are other factors that
can advocate this important endeavour.Every single individual as a
unit has the responsibility to protect his own system and data and by
extension the whole community. Is not enough for Governments to
provide awareness to citizens if they are not willing to apply the
knowledge they have received. In other words, in accordance with
the correct instructions individuals have to take technical security

measures, behavioral security measures and report cyber incidents.
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Tablel: Private and Public Sector and their cyber governance

performances
Private sector 1. Technical Security

2. Security policies

3. Awareness raising (e-mails,
websites)

4. Audits and assessments

5. Cyber crisis plans

6. Support law enforcement
agencies

7. Promote international
norms

8. Confrontation of terrorism
acts and misinformation

Government 1. Laws

2. Performing periodic cyber
security status reports

3. Cyber security compliance
exercises and audits

4. Research and development

5. Working groups

6. Support employees, citizens
and SME’s

7. Technical security

8. Awareness raising
(trainings)

Source: Author’s work

(2023)
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First of all there are simple technical and behavioral
prevention measures that we can take such as locking the screen
when the computer is inactivate, encrypt sensitive information
before mailing it to external recipients, share sensitive information
only with authorized entities and verify recipient e-mail addresses
before sending e-mails. (Reveron D.S. & Savage J.E. 2020).

Moreover the are many qualified educational institutions
that can provide public and private sector’s employees and every
willing individual with digital knowledge and skills on everything
concerning the protection of their digital world and especially how

to prevent cyber threats.
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Chapter 2: Exploring digital financial services in
cybersecurity strategies in Greece

Cybersecurity in Greece encompasses a broad range of
activities and agencies aimed at protecting both the private and
public sectors from cyber threats. One year following the EU's
introduction of its initial Cybersecurity Strategy, the Cyber Crime
Division was established within the Hellenic Police (P.D.
178/2014). This division aims to prevent, investigate, and halt
crimes and antisocial behaviour occurring online or via other
electronic platforms. Concurrently, following the original NIS
Directive, the National Cyber Security Authority (NCSA) was
formed (P.D. 82/2017) and designated as the country's National
Competent  Authority for cybersecurity (N. 4577/2018).
Additionally, in 2019, Greece replaced its 2016 Ministry of Digital
Policy, Communication and Media with the updated Ministry of
Digital Governance (P.D. 81/2019), which focuses on accelerating
the digital transformation of the public sector, reducing bureaucratic
hurdles, aligning digital policies with e-governance and public
services, and enhancing interoperability across all levels. This shift,
combined with the Covid-19 pandemic, led to an increased reliance
on the internet for various activities, promoting digital literacy and
the modernization of services in Greek society. Moreover, Greece
actively participates in international cyber defence collaborations,

16



including NATO’s cyber defence initiatives and the European
Union's cybersecurity programs.

The National Intelligence Service (EYP) also plays a pivotal
role, focusing on protecting national security from espionage,
terrorism, and cybercrimes, operating as the national CERT
(NCERT-GR, RFC2350). Despite not being accredited by the TI,
GRNET-CERT, established in 2003 and hosted by the National
Infrastructures for Research and Technology, is the only accredited
CERT. Recently, EYP gained notoriety due to its alleged use of
Predator spyware to monitor mobile phones of politicians,
journalists, and business leaders (politico.eu). Although this
incident has cyber elements, it remains a domestic issue under
ongoing investigation and is thus not the focus of this thesis.
Nevertheless, this situation influenced the recent addition to the
Greek constitution with Law N. 5002/2022, which addresses the
declassification of communications, enhancement of EYP’s
operations, protection of communication privacy against
surveillance software, strengthening national cyber security, and
safeguarding citizens’ data privacy (Sotiropoulou, 2023).

On a practical level, Athens was the venue for one of the
initial five preparatory workshops for the inaugural Pan-European
Cyber Security Exercise on Critical Information Infrastructure

Protection (CIIP) named “Cyber Europe 2010” in September 2010.
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This event, supported by ENISA and the Joint Research Centre, was
designed to foster collaboration among European nations to address
expansive cyber threats. Beyond this, Greece also leads two PESCO
Projects related to cybersecurity: the Cyber Threats and Incident
Response Information Sharing Platform, and the Deployable
Special Operations Forces (SOF) Tactical Command and Control
(C2) Command Post (CP) for Small Joint Operations (SJO) —known
as SOCC for SJO. In 2022, the increase in cyber-attacks on critical
infrastructure and those associated with the conflict in Ukraine
introduced new strategies for managing cyber risks. These include
the development of an independent operational system named
Thorax, which will integrate into the Third Division of the Hellenic
National Defence General Staff. Thorax aims to leverage big data,
artificial intelligence, and various algorithms to manage the vast
daily information influx to detect threats and automate responses.
Additionally, the Technical Assistance and Information Exchange
Instrument of the European Commission, in collaboration with the
Greek Ministries of Foreign Affairs and Digital Governance, held a
workshop in Thessaloniki in June 2022 on "The role of the EU’s
Cyber Ecosystem in the global cyber security stability" (ENISA,
2022a). Initiated by the European Security and Defence College and
ENISA, with participation from Western Balkans partners, this

conference facilitated valuable exchanges among regional experts
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and policymakers, enhancing trust and resilience. This aligns with
two strategic EU and Greek goals: cybersecurity and the integration
of the Western Balkans into these frameworks. Furthermore, the
International Fair of Thessaloniki in 2022 welcomed ENISA for the
first time to support the European Year of Youth 2022 activities,
aiming to foster a more inclusive digital future and heighten
awareness of cybersecurity skills. These efforts included the
establishment of an incident notification platform, developed in
partnership with a prominent international entity known as CSIRT
(Computer Security Incident Response Team). CSIRT is actually a
sub-branch of military intelligence and thus responsible for
developing regulations, certification systems and contribute to the
prevention and response to cyberattacks across the country.

This enhanced cybersecurity framework played a key role in
Greece achieving the 7th rank on the National Cyber Security Index
(NCSI), comparing its cyber security measures with other nations
globally from 2016 to 2023. NCSI Index. By adhering to a
systematic development strategy, Greece advanced significantly to
secure the top position among 160 countries in 2019. This index
evaluates the measures implemented by various relevant Greek
authorities, such as the Cyber Defence Unit, the Cybercrime Unit,
the National CERT, the Hellenic Authority for Communication

Security, and the Hellenic Data Protection Authority, among others.
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The Greek government's approach to cybersecurity also
includes educational initiatives for citizens, and the banking sector's
policies on cybersecurity education, along with the role of Artificial
Intelligence (AI) in enhancing cybersecurity. The Greek
government has recognized the importance of cybersecurity and has
been actively working to enhance the nation's cyber defence
capabilities. This includes the establishment of a national
cybersecurity strategy that outlines the government's vision and
action plan to improve cybersecurity across all sectors. The strategy
emphasizes the protection of critical national infrastructure, the
enhancement of public and private sector collaboration, and the
alignment with international cybersecurity standards and best
practices. To educate citizens on cybersecurity, the Greek
government, often in collaboration with the European Union, has
launched various awareness campaigns. These initiatives aim to
increase public understanding of cyber risks and promote safe
online behaviors. Educational programs and resources, such as
online safety tips, workshops, and seminars, are made available to
the public to help individuals protect themselves against cyber
threats (Boiko, Vasylenko and Kukharenko, 2019).

The business landscape in Greece has been responsive to the
growing cyber threats. With increasing cyber-attacks targeting

businesses—ranging from SMEs to large enterprises—Greek
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companies are investing more in cybersecurity solutions. This
investment goes beyond mere compliance with the EU’s General
Data Protection Regulation (GDPR) and moves towards a more
holistic approach to cyber resilience. This includes adopting
advanced cybersecurity technologies, training employees, and
implementing robust incident response strategies. Since its
inception, the Greek NCSA has implemented various laws and
regulations that have shaped the Greek cybersecurity landscape on
a business level. These initiatives serve as exemplary models for
other nations, providing a solid foundation for the challenging
subsequent phases of execution and enforcement. Among the
outcomes is a maturity assessment framework that enables
organizations to progressively enhance their cybersecurity maturity.
This process involves stabilizing at the current level before
advancing to higher levels through ongoing organizational
improvements. This is achieved by utilizing both quantitative and
qualitative data for decision-making. For example, at maturity level
2, organizations transition from an "ad hoc" approach to a
"managed" level by establishing robust security controls and
processes. Additionally, this framework could be adopted at a
European level to guide the prioritization of mitigation plans and
cybersecurity funding. In scenarios where a full security review is

not feasible, conducting effective cybersecurity risk assessments
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and implementing mitigations in large, critical infrastructures could
serve as a provisional approach (Maglaras et al., 2020)

Since the mid-1990s, Greek banks have been working to
fortify their market position and enhance their operational
efficiency. This effort has been largely motivated by shifts within
the European banking sector and investment prospects in
Southeastern Europe. Nevertheless, Greece's banking sector is
currently experiencing extraordinary challenges, including issues
related to liquidity and profitability. These challenges are primarily
due to the fiscal and macroeconomic decline in Greece, as well as
the numerous downgrades of the country's sovereign credit rating.
However, in recent years, cyber-attacks have become a significant
and growing concern. The frequency of cyber-attacks on financial
institutions in Greece remains uncertain, as the four major systemic
banks do not publish official reports or records. It is believed that
tens of thousands of incidents occur annually, with e-banking
services being the primary focus of these cyber attackers due to the
fact that phishing and data breaches can result in significant
financial losses for the institutions while generating substantial
profits for the attackers.

Since Greece’s banking system in completely incorporated
to the European Central Bank’s regulatory framework, Greek

institutions adhere to the so-called Payment Service Directives
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(PSD) that are issued by the ECB on an annual basis. The objective
of these directives is to build a protective shield over payments
services and financial transactions across the European Economic
Area. Recently, the revised PSD2 legislation has adopted API
(Application Programming Interface) technology, allowing banks to
mitigate security risks in payment transactions through an API
architectural model. This model incorporates additional fraud
protection and authentication layers because it enables the
integration of security features such as access control and threat
detection directly into data-sharing services. This proactive
approach allows for enhanced security measures. Furthermore, with
a consensus on a unified technical specification, all systems across
the EU could potentially converge on a single or a limited number
of API technical standards (Gounari et al., 2024). Last but not least,
banks in Greece also play a significant role in educating citizens
about cybersecurity. Recognizing that financial services are prime
targets for cyberattacks, Greek banking institutions have
implemented measures to raise awareness among their customers
(Boiko, Vasylenko and Kukharenko, 2019). For instance, the
National Bank of Greece, one of the country’s leading banking
institutions, regularly distributes cybersecurity awareness flyers to
educate both its corporate and retail clients. These include providing

information on how to recognize phishing emails, secure online
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banking practices, and the importance of protecting personal and
financial information. Many banks offer resources on their websites
and conduct awareness campaigns to inform customers about the
latest cyber threats and how to avoid them (nbg.gr).

Following a recent similar mandate from the Association of
Business and Industry (BSE), each company is required to appoint
a Chief Information Security Officer (CISO) and establish a team
responsible for developing and overseeing the cybersecurity
strategy. If the scale of a business does not warrant such roles, it
would be beneficial to coordinate efforts to ensure safe digital
operations and provide training for those involved. According to the
same educational directive, cybersecurity responsibilities extend
beyond the IT department; all employees must be vigilant, as the
majority of breaches occur through phishing emails or spam that any
staff member might inadvertently open. Therefore, it's vital to
consistently conduct training programs and informational
campaigns (covering best practices, case studies, etc.) to prepare
staff to effectively respond to digital threats.

Artificial Intelligence (Al) has emerged as a powerful tool
in the fight against cyber threats, offering new possibilities for
enhancing cybersecurity in Greece and beyond. Al can analyse vast
amounts of data to identify patterns and detect anomalies that may

indicate a cyberattack. This allows for the early detection of threats
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and swift response to potential security breaches. Al-driven security
systems can automate the monitoring of network traffic, identify
vulnerabilities, and even predict future attack vectors based on
current trends. Furthermore, Al can help address the cybersecurity
skills gap by automating routine tasks, allowing human experts to
focus on more complex challenges. However, it is also important to
note that as Al technology advances, cybercriminals may also utilize
Al for malicious purposes, necessitating continuous innovation and
adaptation in cybersecurity strategies (Citictel-cpc.com, 2023).
Based on the European Defense Agency (EDA) Greece is
actively investing in artificial intelligence (Al) technologies for
military purposes and is a participant in several European defense
initiatives. Greek defense industries, including the Hellenic
Aerospace Industry, Intracom Defense Electronics, and EFASSYS,
are key players in developing Al-driven systems, specializing in
electronics, communications, and unmanned systems. Greece is
involved in multiple European-funded AI programs aimed at
enhancing military capabilities and operations. These include the
LOTUS program for developing low observable tactical unmanned
air systems, the SMOTANET program focusing on tactical network
devices, and the INDY project which studies energy storage and
distribution for military units. Additional projects include

COMMANDS for manned-unmanned systems operations, the
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European Patrol Corvette initiative, and ACHILLES, which aims to
advance unmanned vehicle swarms for defense. Other notable
initiatives include AVICOM for improving communications in
disaster scenarios and Agile 4.0, a project enhancing digital
innovation and agile manufacturing in the industry sector
(eda.europa.cu). Amid geopolitical challenges posed by regional
dynamics and Turkey, Greece aims to bolster its defense capabilities
through Al which can provide strategic advantages over numerical
superiority. For Greece to fully leverage Al in defense, it must
overcome internal limitations and embrace a broader vision that
includes cultural heritage, educational reform, biodiversity
conservation, and strengthened alliances within the Mediterranean
and beyond. This comprehensive approach is essential for
improving Greece's geopolitical stance and fostering a productive

and innovative national ethos.
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Chapter 3: Analysis of the financial costs of cyber risk in the
business and public sector in Greece

In general, it is difficult to quantify the exact financial costs
of cyber risk, as these costs can vary widely depending on the size
and type of business or organization, as well as the specific nature
and impact of the cyber incident. Nevertheless, we can still estimate
the average costs per cyber incident by using external reliable
financial reports and utilize them for the purposes of this
dissertation. Those monetary direct or indirect average costs will
allow us to test the correlation effect as well as the impact magnitude
of them on the systemic risk component of the respective business
industry on the one side and the generic relationship between costs
and cyber incident types on the other. Therefore, our research was
conducted based on the hypothesis that: Cyber risks, in general, in
the Greek economy pose a real measurable financial danger, but are
not a factor in increasing systemic risk. The likelihood of individual
high-damage cyber risk events is significant and is associated not
only with the occurrence of greater financial damage and costs to
companies, but also the likelihood of impacting systemic risk as a
whole.

At the end, we will make a stab at answering a vital question
that literally interests policy makers regardless operating in the

private or public sector; how much of a problem are cyber incidents?
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In other words, we will try to measure the losses driven by cyber
risk as a percentage of the revenue of the industry we focus on and
hence provide useful insights to decision makers regarding the cyber
risk investments they should undertake in order to increase
organization’s cyber security and mitigate the consequences of
cyber-attacks.

Summary of the empirical results

Descriptive analysis of cyber incidents

1. The classification of cyber risks based on the
frequency of their occurrence as a percentage of the total number of
cyber incidents shows that Data breach reports represent the
majority (32%) among the 171 observations throughout the years
2014-2021 in all industries, followed by malware attacks (25%),
phishing (23%) and finally privacy breaches (20%).

2. Data breach reports have seen a three-fold increase
from just over 15000 in 2017 to over 45000 in 2021, analogously,
similar to data breach notion, privacy violations have sharply
increased in this time space from just few thousand cases in 2014 to
over 40000 incidents in 2021.

3. On the contrary, malware and phishing attacks
during 2014-2021 period show relativly constant dynamic when it

comes to absolute number of incident records.
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4. When it comes to the absolute number of
observations related to all types of cyber incidents by sector and by
the percentage of incidents, we can point out that the retail sector
stands out from the rest in terms of size (more participants and
higher revenues), which is why most of our observations and
subsequently incident records come from this particular sector -
32% of all observations.

5. Government services, in terms of the absolute
number of observations related to all types of cyber events
experience relatively a lot of cyber incidents - 27% of all
observations.

6. In terms of absolute number of incidents related to
all types of cyber events, incidents in energy, healthcare, and digital
infrastructure are the lowest in number.

7. Regarding the indicator "Incident rate by sector" -
the sectors of communications, energy and digital infrastructure
absorb a larger cyber risk impact due to a higher incident rate.

8. When it comes to cyber risks of data breaches and
malicious software attacks the banking and digital infrastructure
sectors exhibit high volatility in the period 2014-2021concerning
the average cost per incident. On the other hand, both government
services and retail market sector undergo no significant volatile

changes in the studied period regarding cyber event average costs
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per incident; a data breach in the government sector can yield an
average cost of 3 Mio. €, while a malware attack in the retail sector
can yield less than 1 Mio. € in financial and corporate losses.

Descriptive statistics

1. A data breach is considered to be the most serious
incident among all types, regardless the scope of business the mean
value of the average financial costs caused by a data breach is €2.43
million. The data breaches yield similar financial and corporate
costs across all industries of interest.

2. Based on the average cost per incident indicator
(ACC), the ranking of cyber risk types is as follows: data breach
with €2.43 million per incident; privacy breaches with €2.34 million
per incident; phishing events with €2 million per incident; malicious
software attack with €1.80 million per incident.

3. Based on the descriptive statistics for the different types
of cyber incidents and the division of the observed cases into
separate quartiles according to the amount of damage suffered, we
can point out that the average values of the top 25% of observations
(Quartile 4) show twice as large an average cost per incident
compared to those for the whole group of observations: data
breaches € 5.26m for Q4 vs € 2.43m for the whole population;
privacy breaches € 5.01 million for Q4 vs. €2.34 million for the
whole population; software attacks € 4.93 million for Q4 vs. € 1.80
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million for the aggregate; phishing events € 4.90 million for Q4 vs
€ 2.00 million for the aggregate;

This data shows that while the average cost per incident for
all industries is relatively low, in 25% of cases (Q4) losses from
cyber incidents can be many times greater than the average
expectation overall. This raises not only the question of the
importance of cyber security in general, but also the question of the
significant possibility that in 25% of incidents the amount of
damage from the realisation of different types of cyber risks could
be double the industry average expectation. This issue is particularly
significant for large corporations where, due to the larger scale, we
can expect to realise greater damage from the occurrence of any of
the cyber risks. The issue takes on added significance given the fact
the highest average values in Q4 are recorded specifically for cyber
events with the highest record of recorded occurrences - data
breaches (32%) (Q4 - €5.26 mil.) malware attacks (25%) (Q4 -
€4.93 mil.), phishing (23%)(Q4 - €4.90 mil.) and finally privacy
breaches (20%) (Q4 - €5.01 mil.).

If in 25% of cases (quartile Q4) the average cost per incident
exceeds approximately twice this benchmark typical in the
remaining 75% of cases, the question arises as to which sectors
companies are most at risk of these higher losses. Considering the

data presented for the "Incident rate by industry" indicator (Figure
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14), we could assume that it is potentially companies mainly in the
Digital Infrastructure, Communications, Energy and Banking
sectors. Considering the other indicator "Average cost by industry"
we could assume that the main threat comes from the Banking and
Government sectors. While their incident rate is lower compared to
the IR of the Digital Infrastructure, Communications, Energy
sectors, the average cost by industry for the Government and
Banking sectors is roughly twice as high: a) banking 44.93(million
euros) and government (public) sector 39.58(million euros), vs. b)
energy 22.34(million euros) and digital 19.84(million euros).

The communications sector can be seen as similar to the
government and banking sectors - there is a very similar Incident
rate (approximately 0.22 vs. 0.21 for the banking and public sectors)
and a relatively high average cost of €29.29 million.

The retail sector although having the highest average cost

has approximately five times lower "Incident rate by industry".

4. Regarding the indicator “Average cost by industry”
(ACI), the data show the following classification: Retail trade
sectors EUR 16 985,46 million; health 114,18 million euro; banking
44,93 million euro; government (public) sector EUR 39.58 million;
communications EUR 29.29 million; energy EUR 22.34 million;
digital technologies EUR 19.84 million;
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The retail sector, due to its nature and scale, encompasses
the activities of many companies, both large multinationals and
small family-owned businesses, so it is understandable that this
sector records the highest average costs associated with cyber-
attacks. The large scale of the sector determined by the large number
of operating companies predetermines also the highest total incident
volumes and thus the highest total financial costs due to its size. It
should be noted that although due to its size the retail sector shows
the highest value of the indicator 'Average cost by industry', this
sector is also characterised by the lowest value of the indicator
'Incident rate by industry'. On the other hand, the public sector and
the banking sector register a balance of the indicators "Average cost
by industry" and ,,Incident rate by industry" (IR) showing average
levels for both indicators leading to the conclusion of the presence
of risk exposure implying a relatively high IR accompanied by
significant Average costs associated with the implementation of
cyber risks. The remaining industries show either high IR
accompanied by low Average cost by industry and vice versa.

Digital infrastructure companies in Greece experience the
lowest financial costs overall compared to the rest industries.
Perhaps, this happens because those companies do not engage with

sensitive consumer data, rather applying new tech in order to
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maintain and improve existing digital networks for the sake of the
economy as a whole.

5. When it comes to considering the impact of cyber
risks in the context of the impact they can have on large Too Big to
Fail (TBTF) companies and hence on systemic risk in general, it
should be noted that over the period 2014-2021 TBTF private sector
companies, and in particular those in the banking sector, show a
steady reduction in risk exposure. On the contrary, the public sector
not only maintains a constant risk exposure for the overall study
period, but also registers the high values of the indicator "Average
cost per incident" marking a high possibility for successful and
large-scale cyber-attacks to have their damage in terms of size fall
into the upper quartile (Q4) of damaging incidents characterized by
a large average cost per incident with the result that single cyber
incidents have a significant impact on systemic risk as a whole.

6. The presence of a distinct possibility of cyber risk
events leading to the formation of more significant damages is
indicated by the descriptive statistics of indicators Incident rates and
Industrial revenues across all industries (Table 11). The observed
distributions of these two indicators register the presence of "fat
tails" marking the possibility of occurrence of cyber risk events with
large magnitude of realized damages. While the mean and median

values indicate that at least 15% of the industrial players experiences
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one or multiple incidents per year. The above facts add to the risk
characterization of the Greek public sector insofar as they not only
indicate the statistical possibility of cyber risk events occurring, in
general, but also, more proportionally, the possibility of damages
larger in value than single such events. This, relative to the fact that
the public sector also demonstrates higher values of the "Average
cost by industry" indicator for a single cyber risk incident, again
highlights the issue of increased cyber risk exposure of the Greek
public sector.

Bivariate analysis results

1. There is a the positive statistically significant
correlation between “Average costs per incident - ACI” (scale
variable) and “Incident rates per industry per year of interest — IR”
(ordinal variable). The correlation coefficient indicates a low to
moderate positive relationship between the two variables (0.23).

2. The measuring of the relationship between “Incident
rates per industry — IR” and the “Systemic risk — SR” shown the
presence of a negative correlation between the two variables of -
0.20, which is statistically significant at the 0.01 level (0.007).

3. A negative correlation is also observed between the
indicators for "Incident rates" and "Industrial revenue" - the
correlation coefficient is found to be negative (-0.48) at a critical

significance level of 0.01. The results show that whenever the
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volume of cyber incidents increases within an industry, the total
industry revenue decreases. This inverse relationship is very
pronounced, as for every unit increase in cyber incidents there is a
0.5 unit decrease in revenue.

4. The correlation testing of the relationship between
“Incident type” and “Average costs” from one side and “Systemic
risk” on the other, shows: that when “Average costs per incident” is
considered as a dependent variable, there’s a very weak but positive
correlation with the “Incident type” - (0.165); a weak but
statistically significant positive correlation between “Systemic risk”
and “Incident type”(0,176).

Logarithmic analysis — Equation (4)

The regression results of equation (4) using data from all
industries studied show:

1. There’s a weak negative relationship between
Industrial revenue (IREV) and Average costs per cyber incident
(ACCQ), i.e., an increase in revenue quotas could potentially decrease
the financial impact (on average) of a cyber event: The logarithmic
regression outcome suggests (coefficient of -0,0005, Figure 18) that
a 10% increase in industrial revenues is estimated to result in a
0.005% decrease in the average costs per cyber-attack incident. On
the other hand, when it comes to the expected value cost for one

cyber incident (or IR=1) =0,0032 (Figure 18), then the corporations
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that belong to a 1 billion € industry, would experience 0.0032 Bn. €
or 3.2 Mio. € in average costs per cyber event.

2. There’s a weak positive relationship between
Incident rate (IR) and Average costs per cyber event (ACC), i.e., an
increase in the incident rates could potentially increase the financial
impact (on average) of a cyber event:

- The logarithmic regression outcome suggests (coefficient
of 0,0005, Figure 19) that a 10% increase in the incident rate is
associated with a 0.0005% increase in costs. Once again, this impact
might appear to be insignificant in industrial terms, however, from
a firm’s point of view this impact might be huge.

- When it comes to the expected value cost for one cyber
incident (or IR=1)=0,0033 (Figure 19), the result also indicates that
even if all industrial players experienced at least one incident (IR =
1), they would have to tackle 0.0033 Bn. € or 3.3 Mio. € in average
financial costs.

It is noteworthy that the directionality of the impact on ACC
from IREV and IR has the expected direction and sign of influence
- an increase in the average cost per cyber incident leads to a
negative industry revenue adjustment (IREV), and the positive
relationship with the number of cyber incidents (IR) determines that
an increase in IR is accompanied by an increase in ACC. It should

be noted that, even with opposite sign, the impact of IREV and IR
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on ACC is of almost the same magnitude (coefficient in absolute
value of 0.0005). We see a similar closeness of response rates when
it comes to the expected value cost for one cyber incident. The
response rate of AAC relative to IREV (0.0032) is approximately
the same value as that associated with IR (0.0033). Since aggregated
data for all industries and types of cyber incidents are used to
calculate these coefficients, we can assume that the resulting
coefficients are averaged over all incidents recorded and used in the
study, regardless of size. This leads to the formation of an averaged
estimate that can significantly differ from the same interaction
metric between ACC, IREV and IR when it comes to more
significant in terms of the size of damage from a single incident.
The realization of the latter is directly related to both the overall
level of national cyber risk exposure and the temporal dynamics of
the probability of cyber incidents characteristic of individual
industries.

3. There’s a weak negative relationship between the
Total number of industry’s employees and ACC (Figure 20), i.e., an
increase in employee quotas could potentially decrease the financial
impact (on average) of a cyber event: The regression outcome
indicates that a 10% increase in the industry’s headcount is
estimated to result in a 0.003% decrease in the average costs per

cyber-attack incident. When it comes to the expected value cost for
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one cyber incident (or IR=1) = 0,0036 (Figure 20), in monetary
terms, industries and corporations that belong to a 100K headcount
industry, would experience 0.0036 Bn. € or 3.6 Mio. € in average
costs per cyber event.

Logarithmic analysis — Equation (5)

1. There’s a strong positive relationship between
Systemic risk (SR) and the size of the industry in revenue (IREV)
(Figure 21), i.e., an increase in revenue quotas could potentially
increase the level of the systemic risk: The logarithmic regression
outcome suggests (coefficient of 1,8752, Figure 21) that a 1%
increase of industrial revenues could potentially increase systemic
risk by 1.875%. On the other hand, when it comes to the expected
value cost for one cyber incident (or IR=1) = - 1,8088 (Figure 21)
the results suggest that with the realization of each single cyber
incident constituting the systemic risk a reduction of the expected
value cost for one cyber incident by 1.80 will be achieved if the
effect of revenue growth on the increase in systemic risk is removed
as expressed by the averaged coefficient of 1.8752 (Figure 21), i.e.
if industry revenues remain constant or decline. In this way, a
mutually offsetting effect is achieved, if the studied industries
realize economic and financial growth leading to an increase in their
revenues and as a consequence in their systemic risk (1,8752), then

at the same time this growth effect is offset by a decrease in the
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expected value cost for one cyber incident (-1,8088)(Figure 21).
Counteracting the effect of this offsetting effect implies that the
increase in systemic risk at the macro level due to the increase in
industry revenue is generally accompanied by an increase in the
incident rate of cyber risk. If such an increase in IR is not present,
then the impact of single manifestations of cyber risks may not lead
to an increase in systemic risk for the industries studied as a whole.

2. There’s a relatively weak negative relationship
between Systemic risk (SR) and Incident rate (IR)(Figure 22), i.e.,
an increase in the incident rates could potentially decrease in the
levels of systemic risk: The logarithmic regression outcome
suggests (coefficient of -0,541, Figure 22) that a 1% increase in
incident rates is related with a 0,54% decrease in the systemic risk
rates. The expected value cost for one cyber incident (or IR=1) =
1.298 (Figure 22) suggests that a single occurrence of a cyber risk
has the potential to increase the expected value cost of single cyber
incidents that determine the level of systemic risk by approximately
1.30 points, i.e. if the averaged regression coefficient of -0.541
implies that an increase in IR rather leads to a decrease in SR for the
industry as a whole, then on the basis of a single manifestation of a
cyber risk included in the SR, the average expected value cost for
one cyber incident increases the cyber losses determining the level

of SR by 1.30 points. Thus, while at the macro level increased IR
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does not directly increase SR, at the micro level the value of a single
incident forming SR can lead to more significant expected losses.
Or, at the micro level, the level of losses from a single cyber incident
may be more significant than the overall macro estimate of SR for
the industry would suggest.

This direction of impact of single manifestations of cyber
risks from IR to an approximate 1.30 point increase in expected
value cost for one cyber incident covered by SR can also be viewed
in the context of a combined or chained manifestation. As discussed
above with respect to the impact of revenue growth in the industries
studied relative to SR growth, this increase in systemic risk on an
industry-wide basis can only occur if accompanied by an increase
in IR. Hence, on the one hand the increase in IR will directly
provoke an increase in SR by increasing cyber damage from a single
incident (regression coefficient of 1.298) (Figure 22), but on the
other hand in the context of business growth and increased revenues
will lead to a further increase in SR, as the logarithmic regression
(Figure 21) coefficient of 1.8752 suggests.

3. There’s a strong positive relationship between
Systemic risk (SR) and the Total number of industry’s employees
(Figure 23), i.e., an increase in the total number of employees
working in a specific industry could potentially increase the

systemic risk:
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- The logarithmic regression outcome suggests
(coefficient of 1,3076, Figure 23) that a 1% increase in the total
number of employees is related with a 1,30% incrise in the systemic
risk rates.

- The expected value cost for one cyber incident (or
IR=1) = -3.2006 (Figure 23) suggests that a single occurrence of a
cyber risk has the potential to reduce the expected value cost of
single cyber incidents determining the level of systemic risk by 3.20
points if the effect of the increase in the number of employees on
the increase in systemic risk is removed as proxied by the averaged
coefficient of 1.3076 (Figure 23). What is striking here is that the
averaged coefficient of the impact of employees on systemic risk
(1.3076) in approximately two and a half times lower than the
coefficient of expected value cost for one cyber incident (-3.2006).
This suggests that overall, if an increase in employees leads to an
increase in systemic risk, then if the number of employees remains
constant this would induce lower damage from the occurrence of
one cyber incident than the averaged overall macro estimate of the
employment impact for SR would predict.

4. The analysis of the relationship between industrial
systemic risk (SR) and industrial incident rates (IR) in the context
of the studied cyber risks (Data breaches, Privacy data breaches,
Malware attacks and Phishing attacks) shows the following:
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The results of the regression equation of Phishing attacks
(Figure 27) shows the highest value of the coefficient reflecting the
impact of the incident rate (IR) of this risk on the systemic risk SR
of the industries studied (-1.261). The coefficients of the regression
equation for the other cyber risks studied, subsequent in magnitude,
show the following classification: Data breaches (-0.797) (Figure
24); Privacy breaches (-0.434) (Figure 25); Malware attacks (-
0.115) (Figure 26);

but in terms of expected value cost per cyber incident, the
highest cyber risk score demonstrates Malware attacks (2.0733)
(Figure 26) followed by: Data breaches (1.0564) (Figure 24);
Phishing attacks (0.683) (Figure 27); Privacy breaches (0.5591)
(Figure 25);

5. The negative correlation between systemic risk (SR)
and incident rate (IR) found from the regression equations of the
individual cyber risks studied (Figures 22 and from 24 to 27) can be
explained by the fact that cybercrime activity is directly related to
economic growth. In an environment of rising GDP, systemic risk
generally decreases, but economic growth provokes greater
cybercriminal activity and stimulates an increase in cybercriminal
risk. On the other hand, in an environment of economic growth,
revenues in the economy are rising, and with a relatively constant

level of debt, the coefficient of systemic risk decreases according to
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Equation (2) applied in this study - % SRi,t = Debti,t / Revenuej,t .
At the same time, under the same conditions of economic growth
with a relatively constant number of participants in an industry, an
increase in the incident rate due to increased cyber risk activity leads
directly to an increase in the IR coefficient (Equation (1) - % IR =
No. of incidents / No. of industry's players).

Therefore, since the negative sign of the coefficients of
determination between SR and IR can be explained by the logical
sequence: economic activity--> SR (Debt/Revenue) --> IR -->
Cyber cost (ACC, ACI), they should be analyzed mainly as an
absolute value.

6. The negative regression relationship between SR and
IR may also be due to the fact that in the context of small in value
single cyber risk losses, the increase in the number of incidents
overall and in their aggregate value is outpaced by a general
improvement in the environment leading to an improvement in SR
which offsets the more frequent in number IR. This situation of
"masking" the increased negative capacity of the increase in the IR
of cyber risks consequent to the increase in economic growth and
revenues of the studied industries may lead to an accumulation of
disruptive potential that manifests itself in the occurrence of single
cyber incidents with a larger volume of damage. For example, when

incidents with damage volumes falling in the top 25% of
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observations (Quartile 4) based on average values of ACC occur, it
is possible that an increase in IR could cause an increase in SR -
regression results for SR related to incident rates of an industry
(Figure 22) show the expected value cost for one cyber incident
(IR=1) = 1.298 with a -0.541 value of the averaged regression
coefficient for the impact of IR on SR. Further support for the thesis
that aggregated and averaged results (regression coefficients) based
on the total number of incidents forming the IR, may lead to
conclusions about the impact of individual determinants being
weaker as an averaged coefficient based on all observations, but at
the same time provoking a stronger impact based on a single
manifestation of the individual factor, can also be found in the
regression relationship between average cyber costs (ACC) related
to the incident rate (IR) (Figure 19). The value of the coefficient
showing the averaged impact of IR on ACC is 0.0005, but the value
of the expected value cost for one cyber incident (IR=1) is
approximately 6 times larger, or a coefficient of 0.0033.

7. Analyzing the above results in the context of the
results of the application of the Granger Causality test, we can point
out that when we consider the results of the relationship between
SR, REV and IR measured only in the years when damaging cyber

incidents of the respective type are recorded and only for the data
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from the industries that record these incidents, we can draw the
following conclusions:

- Regarding Phishing attacks - Granger Causality
between SR4 REV 4 and IR4 respectively is only found at first lag,
indicating a relatively short-lived interaction between the tested
variables. In a direct comparison between the Granger Causality test
results for these tested variables across the entire set of tested lags
and cyber risk types, we can poin out that only for Phishing attacks
such a short-lasting interaction between them is observed - it's only
in one lag (lag 2). This gives us reason to assume the more
significant impact of contingency in the manifestation of Phishing
attacks and their impact on causality between SR, REV and IR. We
can also see the impact of this short-term contingency when we
analyze the direction of influence between the variables tested: for
SR4 and REV 4, it is bidirectional, while between SR4 and IR4 the
causality is from systemic risk to incident rate - that is, the intensity
of cyber incidents related to Phishing attacks is directly determined
by the state of systemic risk in a given industry.

- In terms of Malware attacks, recorded the highest
regression coefficient of expected value cost for one cyber incident
(IR=1) (Figure 26) - observed Granger Causality between SR3
REV3 and IR3 respectively, is with a higher degree of persistence

over time compared to Phishing attacks. As the impact of the level
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of systemic risk in the manifestation of Malware attacks cyber
incidents on the revenue of the industry concerned, we should note
the manifestation of this causality is in all lags studied (2, 4, 6 and
8), and the direction of causality is always from SR3 to REV3.
When the causality between SR3 and IR3 is considered, the
aforementioned categorical strength of the results weakens -
Granger causality between systemic risk and incident rate is only
recorded at lags 2 and 4, and the relationship is bidirectional.

- In contrast to the largest, in terms of statistical
weight, impact of IR on SR (-1.261) recorded for Phishing attacks
(Figure 27), we can examine the cyber risk Data breaches. Not only
does it show the second highest impact in terms of impact strength,
not only in terms of average weight (-0.797) (Figure 24), but also in
terms of impact per incident (1.0564). The Granger causality
between SR, REV and IR for this cyber incident shows the highest
persistence in its manifestation, among all the cyber risks and lags
studied, it is Data breaches that register the most Granger causalities
- for SR1 and REV1 (lags 2,4,6 and 8), and between SR1 and IR1
(lags 2,4 and 6). As the lags of causality testing increased between
SR1 and REV1, there was a directionality of impact at lag 2 from
SR1 to REV1 that became bilateral at the remaining lags of testing.
With respect to causality between SR1 and IR 1, the opposite pattern

of manifestation is observed: at lag 2 the relationship between the
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two variables is bidirectional, but at lags 4 and 6 causality is in the
direction from SR1 to IR1. This shows that in the relatively long
term, the intensity of manifestation of this cyber risk expressed as
the number of incidents (IR) is directly determined by the state of
systemic risk.

- Combining the Granger causality results between SR
and IR, as well as those from the regression dependencies (Figures
24 and 27), for the two cyber risks with the highest impact (Phishing
attacks and Data breaches) we could determine their combined
impact - in the short term (lag 2) for the systemic risk level (SR) the
most significant impact is the impact of the intensity of
manifestation (IR) of the cyber risk Phishing attacks, but the more
persistent causality and determinacy over time between SR and IR
is through the manifestation and impact of the cyber risk Data
breaches. An additional argument in the financial significance of
Data breaches as a cyber risk can be found in the fact that of all the
risks studied it is Data breaches that show the highest average
damage per incident (ACC) scores - €2.43m for the whole
population of observations, and €5.26m for the top 25% of

observations (Quartile 4).
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Conclusion

We believe the analysis provided in this dissertation will be
very useful in a number of different ways to future literature,
corporations, policy makers, cyber security software providers and
of course consumers in Greece and Europe. Despite the significant
lack of data regarding cyber risk incidents and financial costs, we
achieved to collect information not only from Greece but also from
the European domestic economic area.

In conclusion, the future of financial digital inclusion is
indeed bright, characterized by significant growth and innovation.
The integration of emerging technologies, the strengthening of
regulatory frameworks, the fostering of public-private partnerships,
and a focus on building trust and inclusivity are key steps toward
achieving this goal. While challenges like cybersecurity risks and
the digital divide persist, the overall trend in Greece and the world
is towards a more inclusive financial ecosystem. This evolution
promises to bring about a financial landscape that is more
accessible, efficient, and secure for everyone, especially
underserved populations. As the digital landscape continues to
evolve in Greece, ongoing collaboration, innovation, and a
commitment to addressing these challenges will be crucial in

shaping a more inclusive financial future.
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Last but not least, we incorporated the loss rates per industry
as a function of annual revenues. We concluded that the retail sector
in Greece outpaces the rest of the industries in terms of financial
losses and offered a plausible methodology, which describes all
necessary steps defining a suitable annual cyber security budget,
that can be used by corporate policy makers in Greece to mitigate
financial costs related to modern cyber risk.

Ultimately, our empirical analysis confirms the hypothesis
that increased cyber risk incidents in Greece correlate with higher
financial costs for businesses and influence systemic industrial risk,
highlighting the critical need for comprehensive cyber security

strategies.
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Scientific Contributions

1. An analysis and classification of the current cyber
risk exposure in Greece in the period 2014 - 2021 is performed
based on indicators of frequency of occurrence and extent of
realized damage. The dynamics of the risk classification made is
analyzed in the context of manifestation in the main economic
sectors, thus producing an up-to-date assessment of the degree of
cyber risk exposure specified by individual economic sectors. A
classification of individual economic sectors is made, both in terms
of the overall degree of cyber vulnerability and in terms of the

impact of the individual types of cyber risks studied on them.

2. Using the metrics Average cost per incident,
Average cost by industry and Incident rate by industry, a
quantitative assessment of the impact of cyber risk exposure relative
to systemic risk as a whole is made. Also, the impact of cyber risk
exposure relative to large "Too Big to Fail (TBTF)" companies and
hence on systemic risk in general is examined. An analysis of the
dynamics of the impact of cyber risks on the systemic risk
associated with these companies is made, clearly outlining both the
current state and the temporal dynamics reflecting the measures

taken by TBTF companies by sector to mitigate cyber risks.
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3. The impact of cyber risks on systemic risk has been
identified, and the methodology used has made it possible to outline
both the overall impact of cyber risks on systemic risk and to
identify a differentiation of the identified relationships determined

by the size of single cyber incidents.
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