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L Kpamku 6uoepaguunu oannu 3a xanouoama

Mapus Kyuapu e ponena Ha 18 auyapu 1969 r. [IpunoOua OakanaBbpcka
creneH 1o CueToBoACTBO M (pMHAHCHM B MeEXIyHapOIHUS YHUBEPCUTET Ha
['bprus. B chimst yHUBEpCUTET 3alIMTaBa MarucTbpcka crerneH no [TyOnmuna
anmunuctpanus. [lonacrosimem padotu B Hellenic  Electricity  Distribution

Network Operator.

IL Xapaxmepucmuka HA HaydYHama u Hay4YHo-npuioasicrama

npoOYKYUs Ha KaHouoama

JlucepTalluOHHUAT TPYJI C€ CHCTOW OT TPH TJIaBH, U3BOAM U CIIMCHK HA
u3Mno3BaHaTa naureparypa. Oomusar odem e 153 crpanunu. M3non3sanu ca
111 m3TouHmka Ha aHrIMCKU e3uk. lIpeacraBenu ca 22 Ttabmuuu u 30
dburypu. Uma npumnoxxeHue, CBbp3aHo CbC cTpaTerusta Ha ['spiius B o6acTra
Ha kuOepcurypHoctta. Heobxomumo O6m Ouno nga ce 100aBM CIHCHK ChC
3arjlaBusiTa Ha TaOJUIIUTE U rpadUKHUTE.

[Ipunoxennute MaTepuanu, TUCEPTAIIMOHEH TPy, aBTOpUdUpaT U TpU
CTaTUH, OTIOBapSAT HAa MHUHUMAJIHWATE HAIMOHAJIHW W3UCKBaHUS 32
npuckxkaane Ha OHC noxrop.

[IspBa r71aBa Ha TUCEPTAIMOHHUS TPYJ € TIOCBETEHA HAa M3SCHIBAHE
Ha TIOHSATHETO KUOEp PHCK, ChCTaBsHE Ha MaTpHUIla Ha KUOEp PUCKOBETE U
U3SICHSBAHE Ha POJIATA HA KHOEPCUTYPHOCTTA, 3allMTaTa U YIIPaBJICHUETO Ha

KHOeppUCKOBETE.



Bropa rnaBa ce 3aHMMaBa ¢ TakuBa MpoOJieMH, KaTo Ipoleca Ha
(MHAHCOBO BKIIIOYBAHE M KUOEPCUTYPHOCTTA, NPEIU3BUKATEIICTBATA,
CBBpP3aHH C KUOEPCUTYPHOCTTA MPH MpeIaraHeTo Ha (MHAHCOBU YCIyTH Ha
yS3BUMUTE COLMAIHM OOLIHOCTM MW CTpaTermure B o0Oiactra Ha
KHOEPCUTYpHOCTTA Ha TPBIIKOTO MPABUTEJICTBO M OM3HECA, KAKTO U Ha POJIsATa
Ha V3KycTBeHUsI MHTENEKT B 00J1aCTTa Ha KHOEPCUTYPHOCTTA.

[lenTpanHO MSCTO B H3CJIEIBAHETO 3aeMa TpeTa IiaBa. Ts e
MOCBETEHA Ha aHajKn3a Ha (MHAHCOBUTE Pa3XxOJH, CBbP3aHU C KHOEp pHucKa B
Ou3HeC ceKkTopa u mybiuuHara cdepa.

B wacTtHOCT, pasriegaHu ca TakuBa BBIPOCH, KaTo mMoadopa u
M3TOYHHKA HAa JAHHU 3a M3CJIEIBAHETO, METOAOJOTHS M IUIAaHUPAaHE Ha
EMITMPUYHOTO NMPOYYBAHE, PE3YyJITaTH U CyMUPAHE HAa U3BOJUTE U MTPENOPHKH.

Pa3paboTkara HaOnsira Ha WHOYKTMBHHUTE, 3a CMETKa Ha
JIeAYKTUBHUTE MeToAu. ToBa € /10 rojisiMa CTeNeH Taka Mopagud OTChbCTBUETO
Ha UKOHOMHMYECKa TEOpHsl Ha KUOEPPHUCKOBETE.

KonnenTyanHure BbIpOCH B EMIUPUYHATA YaCT ca TPHU- pa3iuKara
MEXIY CUCTEMEH M CUCTEMATUYEeH PUCK, U3BMEPBAHETO Ha CUCTEMHHUS PUCK U
MHTEPIIPETAINS] Ha CTATUCTUYECKUTE TaHHHU.

ABTOpKaTa HE MPEeACTaBs SICHO pa3rpaHMYaBaHe MEXKIY CHCTEMHUS
Y CUCTEMATUYHUS PUCK, KOETO CEPUO3HO NMPEYN HAa EeMITMPUYHOTO U3CIIC/IBAHE.
B nutepatypata nmoja cucteMeH puck ce pa3dupa puck, CBbp3aH ChC ChOUTHS,
KOUTO MOTAT Jia MOBJUSAT BbPXY ISIJ1 CETMEHT MJIM CEKTOP HA MKOHOMHKATA.
Hampumep, OnokupaHeTo Ha caiiTa Ha e€lHa JIbp’KaBHA HHCTUTYLHUS Ce
OTpa3siBa MPSKO HAa BCUYKUA HEWHU KIMEeHTH. CUCTEMATHUEH € PUCKBT, KOUTO
3acsra MOBEJCHMETO Ha IsilaTa Tyio0ajHa WM HalMOHajlHA WMKOHOMHKa-

HaIrpuMep mojieM, cnai, aedaanus 1 T.H..



PazOupanero, 4e kubep pPHUCKBT € CHCTEMEH [0 MPHHIHUI €
NPaBHJIHO, HO HE € JOCTaThYHO 000CHOBaHO. Kubep pUCKBT OmMpeneneHo e
CBBpP3aH C TOBA, KaK OTAEIHH CHOUTHS MOTaT Ja MOBIUSAT HA LS CEKTOP,
HampuMep OaHKOBHUS WJIM KamuTajoBHTe ma3apu. He OuBa ma ce 3abpaBs
obauye, ye KUOEPPHUCKOBETE B €AHA INI0OaIHA MHTETpUpaHa AUTHTATU3UpaHa
MKOHOMMKA BIIUSAT U BHPXY CUCTEMATHUHUS PUCK.

M3mepBaHeTo Ha CUCTEMHHsI KHOEp PUCK 4Ype3 CHOTHOIIECHHETO
MPUXOIN/3aITTBKHAIIOCT CHILO MO MPUHIUI € IPUEMIIMBO, HO C€ HyXkJae OT
JOITBTHATETHA 00OOCHOBKA.

[Ipu pasraexgaHeTo Ha  JECKpUNTHBHATA CTaTUCTHKA Ha
AMHAMHMKATa Ha CUCTEMHHUsI KMOep PUCK B OTJEIHUTE CEKTOPU Ha TphIKaTa
MKOHOMHKA CjelBa Ja ce€ OObpHM OCOOCHO BHHMAaHHE Ha IOKa3aTems
skewness wumm npedopmanus Ha pasnpeaeneHuero.  OTpuilarenHarta
M3MECTEHOCT O3Ha4yaBa, 4e UMa U3MECTBaHE KbM BBH3JIEHCTBUETO HA OTACITHU
rojeMu OTKJIOHEHHWS, a TMOoJOoXHUTenHaTa JedopMaiusi  O3HayaBa
npeo0agaBaHe Ha ToJiiM Opoil MajKy OTKIOHEHHs. ToBa ca MHOTO Ba)KHH
napaMeTpH 3a BB3JICHCTBHETO Ha KUOEp pUCKA B OTIEITHHUTE CEKTOpU Ha
MKOHOMHKaTa. ToBa e Taka 3am[0TO, HE € BCE €IHO Jajl BBbPXY CEKTOpa
BB3JICHCTBA OrpaHrueH Opoil MaadHu KUOep aTaku WK TrojisiM Opoi MajKu
CHOUTHSL.

HHuTepecHn ca perpeCHOHHUTE OLIEHKH 3a BIMSHUETO HA OTJEIHUTE
napaMeTpu BBPXY CHUCTEMHHUSI pHUCK. B dacTHOCT, pe3ydTarpT 3a
OTPHUIATEITHOTO BBH3/ICHCTBHE Ha MHTEH3MBHOCTTA Ha KHOEp aTaKkuTe BHPXY
CHUCTEMHHMSI PUCK € HEOYaKBaH U CE€ Hy)XJae OT TEOPETHUYHA UHTEPIpPETaIusl.
Bb3moxHO € TOoBa Ja € cBbp3aHO C (pakTa, Ye MO-TOJIEMHIT Opoil aTaku
O3HauaBa OTHOCHTETHO MAaJKH WHIUACHTH, KOUTO HMAT OTPaHUYEHO
HETaTUBHO BB37ACHCTBHE. ToBa MOXKE Ja € CBBP3aHU C TIOJOKUTEITHO

HN3KPUBABAHC Ha PasnpCacICHHUCTO.



NHtepecHun ca W pe3yirarure OT NpUJIaraHeTo Ha TECTOBE 3a
MIPUYUHHOCT 110 ['perHIKBD.

N3BoguTe 3a BB3AEUCTBUETO HA KUOEPPUCKOBETE BBHPXY TIpbIIKATa
MKOHOMHUKA KaTo IJI0 M OTIEJTHUTE CEKTOp ca yOeauTenHu [o0pe
00OCHOBaHHU.

OcBeH ynoMmeHaTusi JOHUCEPTALIMOHEH TPyHd U aBTopedepara,
JIOKTOpaHTKaTa mpejactaBs Tpu cratuu- Internet financial risk managment,
The financial impact of cyber risk: empirical evidence from Greece and the
European economical zone, Exploring bivariate correlations in cyber risk on
an industrial level: empirical evidence from Greece and the European
economic area.

[Ty6nukanuuTe oTpa3saBaT ChIIECTBEHU YaCTH OT JUCEPTALMOHHUS

TPYA U NPEACTABIABAT HAYYEH HHTEPEC.



I1I. OcnosHu NpuUHOCU 6 HayvHama u Hay4vHo-npuiosicuHama obracm

OCHOBHHTE HAyYHU U HAYYHO-IIPUIIOKHU U3BOJHM Ca CUCTEMATU3UPAHU OT
aBTOpKaTa B ABTOpedepara u cripaBkaTa 3a Hay4HUTE IPUHOCH.

[Tocnennure ca cBEIEHU A0 TPU IPYyIIU-

1. Amamu3 wu kimacupukanuMsg Ha aKTyajgHaTa KuOep puUCKOBa
excnio3unus B ['bpuumst B mepuoaa 2014 — 2021 r. Ha 6a3a mokaszaTesu 3a 4eCcToTa
Ha Bb3HUKBAHE U CTETEH HA pealu3upaHuTe meTy. J[nHaMukara Ha HarpaBeHarTa
pUCKOBa Kiacu(ukanusg € aHaJIM3UMpaHa B KOHTEKCTa Ha TNPOSBICHUE B
OCHOBHHUTE MKOHOMHYECKHU CEKTOPH, KaTo MO TO3U HAYMH € U3rOTBEHA aKTyallHa
OLICHKa Ha CTEMEHTa Ha OMAaCHOCT OT KUOEp PHUCKOBETE CHelu(HIMpaHa IO
OTJIEJTHU CTOMAHCKU CEKTOpH. M3BbpiieHa e kiacuuKaius Ha OTIEITHUTE
MKOHOMHMYECKUS CEKTOPHU, KAKTO MO 00Ila CTeNeH Ha KuOep yA3BUMOCT, Taka U
10 OTHOIIIEHHE HA BIMSAHUETO HA OTJIETHUTE BUIOBE U3CIEABAHU KUOEP PUCKOBE
BBPXY TSX.

2. UYpe3 wusmon3BaHe Ha mokazatenure Average cost per incident,
Average cost by industry u Incident rate by industry e HanpaBeHa KoJiMuecTBeHa
OLICHKA Ha BIUSHUETO Ha KNOEp pUCKOBATa EKCIIO3UIIUS CIPSIMO CUCTEMHUS PUCK
Kato 1s710. ChINO Taka, pasrielaHo € Bb3ICHCTBUETO Ha MPOSBICHUETO Ha KUOEp
puckoBete crpsmo rojgemure "Too Big to Fail (TBTF)" komnanuute, a oTTam u
HAa CHUCTEMHHMS pPHUCK KaTo Ipsuio. HampaBeH e aHanmm3 Ha JWHAMUKaTta Ha
BJIMSIHUETO HA KHUOEp PHUCKOBETE BbPXY CHUCTEMHHUSI PUCK CBBP3aH C TE3U
KOMITAaHHUU, KaTO SICHO € OuYepTaHO KAaKTO aKTyaJIHOTO CbhCTOSIHUE, Taka |
BpeMeBaTa AMHAMHKa OTpassBama npeanpuerure mepku ot TBTF xomnanuunre

I10 OTACIHUTE CCKTOPHU 3a OT'paHHNYaBaHC Ha KI/I6Cp PHUCKOBECTC.



3. VcraHOBEHO € BIHMSHUETO Ha KHOEp PHCKOBETE BHPXY CHUCTEMHUSI
PHCK, KaTO M3IOJI3BaHaTa METOIOJIOTHS TI03BOJISIBA [ CE OTIPE/IEITH, KaTO 00IIOTO
BB3/ICHCTBUE Ha KHOEP PHUCKOBETE BHPXY CUCTEMHHUS PHCK, TaKa U Ja Ce ouepTae
nudepeHIanys Ha YCTAHOBCHUTE B3aMMOBPB3KH, OTpE/ieieHa OT rojeMUHaTa
eIMHUYHUTE KHOEp WHIMICHTH.

Taka ¢opmynupanuTe TPUHOCU OTpa3siBAT (PAKTHUYECKUTE MOCTUIKCHUS,
peaM3upaHy B TUCEPTAUOHHHS TPYI.

TpsabBa nma ce orOenexu, 4e MpU OIEHKaTa HA PUCKA MPU TOJIEMHTE
KOMITaHHH, 3aCATall HKOHOMUKATA KaTo 1510, CJIE/IBA J1a TOBOPUM HE MPOCTO 32
CHCTEMEH, a 33 CUCTeMaTH4YeH pHucK. ToBa ce OTHACs 1a MpUHOC HOMep 2.

ITpu npuHOC HOMep 2 e HeoOXonuMa J1a ce OTOeNeXH, 4e cieqBa Ja ce
aHaJM3Wpa B TO-TOJSIMA THIOOYMHA pa3iuKaTa MEXAy pUCKa Ch3IaJeH OT
MHOXECTBO JIpeOHU WHIUICHTH W PHUCKA, CBHp3a C MO-MaIbK Opod roiemMu

KrOepaTaxu.
Iv.  Kputnunu 6enexxku u MpenopbKH.
PabGortata kaTo 10 TpeACTaBIsBa CEPHO3HO H3CIICBAHE, XBBPIAIIO

CBETJIMHA BbPXY (PMHAHCOBUTE Pa3Xx0/H, CBbP3aHH ¢ KHOEPPUCKOBETE B TPhIIKaTa

HNKOHOMHMKaA.



OcHoBHa cnaboCT Ha JAUCEPTALMOHHUS TPYJ € HEU3SCHSIBAHETO Ha
pas3nuKaTa MeXJy CUCTEMEH U CUCTeMaTH4eH pHcK. MeTogonoruuecku 6u Ouio
NpaBWJIHO Ja C€ pasriena Bpb3KaTa MEXIy KHOEpPHCKOBETE, KaTo YHCTO
TEXHOTEHHH PHCKOBE M (PMHAHCOBHUTE DPHUCKOBE, KaTo C€ aHaTU3Upa MMEHHO
BB3JICHCTBUETO HAa TEXHOTCHHUTE BbPXY (UHAHCOBUTE PHUCKOBE U
HeONaronpusITHUTE (PUHAHCOBU TMOCIEIUIM 3a KommnaHuute. bu Mornma ga ce
pasriena BB3MOXKHOCTTa 3a M3IOJ3BaHE HA JIOTUT M MPOOUT pPErpecHOHHH
oueHku. ToBa OW MO3BOJWIO anTepHATHBHA JeUHUIMS Ha (PUHAHCOBUTE
pPHCKOBE, IOPOACHU OT TEXHOTEHHHUTE Kubep puckoBe. bu Omino ymecTHo na ce
B3e€MaT MPEABU] M HE3JOHaMEepeHUTe KHOEpPUCKOBE, T.€. PUCKOBE, CBHP3aHH C

rpeuiku B copryepa, U3Moi3BaH OT KOMIaHUUTE.

V. 3aKIIr0uYeHNE

B 3akitouenue e oToenekum, 4ye B CBOSITa ISII0CT, IPEICTABEHUST
ot nmoktopantkata Mapus Credanoc Kymapu nucepranuoHeH TpPyA
OTTrOBaps HA BCUYKW KPUTEPUU U U3UCKBAHUATA HA 3aKOHA 32 PA3BUTHUETO
Ha akajaeMuyHus cbctaB B PemyOnuka bwarapus, mopaau KoeTto
yOeauTEeTHO MpEenopbUBaMe Ha YBAKAEMOTO HAYUYHO KYpHU J1a MPUCHIHN HA
KaHauaaTkata oOpa3oBaTeqHaTa M Hay4dHa CTeleH ,,JIOKTop~ B

npodecrnonanHo Harpasienue 3.8 IkoHoMuka.
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L Brief biographical information about the candidate

Maria Koutsari was born on January 18, 1969. She holds a Bachelor's
degree in Accounting and Finance from the International University of Greece.
She also holds a Master's degree in Public Administration from the same
university. She currently works at the Hellenic Electricity Distribution Network

Operator

L. Characteristics of the candidate's scientific and applied scientific

production

The dissertation consists of three chapters, conclusions and a list of
references. The total volume is 153 pages. 111 sources in English were used. 22
tables and 30 figures are presented. There is an appendix related to the strategy of
Greece in the field of cybersecurity. It would be necessary to add a list of the titles
of the tables and graphs.

The attached materials, dissertation, authorship and three articles, meet
the minimum national requirements for awarding an ONS doctorate.

The first chapter of the dissertation is dedicated to clarifying the concept
of cyber risk, compiling a matrix of cyber risks, and clarifying the role of
cybersecurity, protection, and management of cyber risks.

Chapter Two addresses such issues as the process of financial inclusion
and cybersecurity, the challenges related to cybersecurity in offering financial
services to vulnerable social communities and the cybersecurity strategies of
the Greek government and businesses, as well as the role of Artificial
Intelligence in cybersecurity.

The third chapter is central to the study. It is dedicated to the analysis
of the financial costs associated with cyber risk in the business sector and the

public sphere.



In particular, issues such as the selection and source of data for the
study, methodology and planning of the empirical study, results and summary
of conclusions and recommendations are considered.

The paper emphasizes inductive, rather than deductive, methods. This
is largely due to the absence of an economic theory of cyber risks.

The conceptual issues in the empirical part are three - the difference
between systemic and unsystematic risk, the measurement of systemic risk,
and the interpretation of statistical data.

The author does not present a clear distinction between systemic and
systematic risk, which seriously hinders empirical research. In the literature,
systemic risk is understood as a risk associated with events that can affect an
entire segment or sector of the economy. For example, blocking the website
of a government institution directly affects all its clients. Systematic is the risk
that affects the behavior of the entire global or national economy - for example,
boom, bust, deflation, etc.

The understanding that cyber risk is systemic is generally correct, but
it is not sufficiently justified. Cyber risk is definitely related to how individual
events can affect an entire sector, for example, banking or capital markets.
However, it should not be forgotten that cyber risks in a globally integrated
digitalized economy also affect systematic risk.

Measuring systemic cyber risk through the revenue/debt ratio is also

generally acceptable, but requires further justification.



When examining the descriptive statistics of the dynamics of systemic
cyber risk in the individual sectors of the Greek economy, special attention
should be paid to the skewness indicator or deformation of the distribution.
Negative skewness means that there is a shift towards the impact of individual
large deviations, and positive deformation means the predominance of a large
number of small deviations. These are very important parameters for the
impact of cyber risk in the individual sectors of the economy. This is because
it is not the same whether the sector is affected by a limited number of large-
scale cyber attacks or a large number of small events.

The regression estimates for the impact of individual parameters on
systemic risk are interesting. In particular, the result for the negative impact of
cyber attack intensity on systemic risk is unexpected and needs theoretical
interpretation. This may be related to the fact that a higher number of attacks
means relatively small incidents that have limited negative impact. This may
be related to a positive skew of the distribution.

The results of applying Granger causality tests are also interesting.

The conclusions about the impact of cyber risks on the Greek economy
as a whole and individual sectors are convincing and well-founded.

In addition to the aforementioned dissertation and the abstract, the
doctoral candidate presents three articles - Internet financial risk management,
The financial impact of cyber risk: empirical evidence from Greece and the
European economic zone, Exploring bivariate correlations in cyber risk on an
industrial level: empirical evidence from Greece and the European economic
area.

The publications reflect essential parts of the dissertation work and

are of scientific interest.



IIl.  Main contributions in the scientific and applied sciences

The main scientific and applied scientific conclusions are systematized by
the author in the Abstract and the list of scientific contributions.

The latter are reduced to three groups:

1. Analysis and classification of the current cyber risk exposure in Greece
in the period 2014 - 2021 based on indicators of frequency of occurrence and
extent of realized damages. The dynamics of the risk classification made is
analyzed in the context of manifestation in the main economic sectors, thus
preparing an up-to-date assessment of the degree of danger from cyber risks
specified by individual economic sectors. A classification of the individual
economic sectors has been carried out, both by the general degree of cyber
vulnerability and in terms of the impact of the individual types of studied cyber
risks on them.

2. Using the indicators Average cost per incident, Average cost by
industry and Incident rate by industry, a quantitative assessment of the impact of
cyber risk exposure on systemic risk as a whole has been made. Also, the impact
of the manifestation of cyber risks on large "Too Big to Fail (TBTF)" companies,
and hence on systemic risk as a whole, has been examined. An analysis of the
dynamics of the impact of cyber risks on the systemic risk associated with these
companies has been made, clearly outlining both the current state and the time
dynamics reflecting the measures taken by TBTF companies in individual sectors

to limit cyber risks.

3. The impact of cyber risks on systemic risk has been established, with
the methodology used allowing for both the overall impact of cyber risks on
systemic risk and the differentiation of the established relationships, determined

by the size of individual cyber incidents.



The contributions formulated in this way reflect the factual achievements
realized in the dissertation work.

t should be noted that when assessing the risk of large companies affecting
the economy as a whole, we should not just talk about systemic risk, but about
systematic risk. This refers to contribution number 2.

In contribution number 2, it is necessary to note that the difference between
the risk created by numerous small incidents and the risk associated with a smaller

number of large cyberattacks should be analyzed in greater depth.

IvV. Critical notes and recommendations.

The work as a whole represents a serious study shedding light on the
financial costs associated with cyber risks in the Greek economy.

A major weakness of the dissertation is the lack of clarification of the
difference between systemic and systematic risk. Methodologically, it would be
correct to consider the relationship between cyber risks, as purely technogenic
risks, and financial risks, analyzing precisely the impact of technogenic on
financial risks and the adverse financial consequences for companies. The
possibility of using logit and probit regression estimates could be considered. This
would allow for an alternative definition of financial risks posed by technological
cyber risks. It would also be appropriate to take into account non malicious cyber

risks, i.e. risks, related to the bugs in the software used by the companies.

V. Conclusion



In conclusion, we would like to note that in its entirety, the
dissertation presented by the doctoral student Maria Stefanos Koutsari
meets all the criteria and requirements of the Act on the Development of
the Academic Staff in the Republic of Bulgaria, therefore we strongly
recommend that the esteemed scientific jury award the candidate the
educational and scientific degree of "doctor" in the professional field 3.8

Economics.

Date:24.07.2025

Reviewer: Prof. Dr. Gancho Todorov Ganchev
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