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OcHoBaHMe 32 MPEJICTaBSIHE Ha CTAHOBHUIIIETO: YYaCTHUE B ChCTaBa Ha HAYYHOTO KYpHU
IO 3aIMTa Ha AUCEPTAIMOHHUS TPy, cbritacHo 3anosen No 1267 /10.06. 2025 r. va ipod. 1-

p Huxonait Mapun, Pexrop Ha KO3V ,,H. Puncku‘-biaroesrpan.
ABTOp Ha AucepTanuoHHust Tpya: Mapus Crepanoc Kynapu

I. OO0 mpeacraBsine HA M CEPTANUOHHUS TPY]A

Hucepranmmonnust Tpynx Ha Mapus Credanoc Kymapu 3a mnpuckkmane Ha
oOpa3zoBaTenHaTa M Hay4Ha CTeleH ,,JIoOKTop ce cbcToM OT yBOJ, TPH IJIaBH, 3aKIIOYCHUE U
u3non3Bana jaureparypa. Toil Bkirousa 153 crpanuum Tekct, 22 tabmunu, 30 ¢urypu u u
CITpaBKa 3a M3MOJI3BaHaTa JINTEpaTypa, chabpxama 111 3armabusi..

Temara Ha aucepTalusaTa € U3KIIOUYUTEIHO akTyajlHa M 3HauMMa KakTo B
MEXIYHapOACH, Taka M B HAIMOHAJEH KOHTEKCT. B ycloBHsATa Ha IUrHTanu3anus Ha
nyOIMYHHS ¥ YaCTHUS CEKTOP, M3CIIEABAHETO Ha (PMHAHCOBUTE U3MEPEHUS Ha KUOEppUCKa B
I'bprust nompuHacss 3a MO-ABIOOKO pa3dupaHe HAa HMKOHOMHUYECKUTE IOCIEACTBUS OT
HapacTBalUTe KuOep3ariaxy He caMO B HAI[MOHAJEH, HO U B MEXIYHAapOJEeH KOHTEKCT.
W3cnenBaHeTo NOIIbJIBA CHIECTBEHA ITPa3HUHA B IUTEpATyparTa, 0COOCHO KaTo Ce UMa MPEIBU
OCKBJIHATa JOCThIIHA €MIIUPUYHA WH(pOpMalMs 3a perruoHa. B chIIoTO Bpeme Ts € MHOro
KOMIUIGKCHA ¥ CJIOKHa, W 3a pa3paboTBaHETO M ca HeoOXoauMu mo0pa TeopeThdyHa
MOJATOTOBKA, BHUCOKM AQHAJIWTUYHU CIIOCOOHOCTM M ONUT B U3BBPIIBAHETO HAa HAy4HU

n3CJICaABaHUs.



OOexThT Ha W3CIEABAHE B JUCEpTAIUATa ¢ (PUMHAHCOBOTO Bb3/eiicTBHE HAa
KHOeppuCcKa BbPXY KJIOYOBH MHAYCTPHHM B YACTHUS U NMYOJMYHUS ceKTOp Ha I'bpums.
ToBa BKIIOYBA peaJlHW HWKOHOMHYECKH CEKTOPH, KOUTO C€a OCOOEHO YS3BHUMU KbM
KnOep3amiaxy MOpaad BHCOKATa CH CTENEH HAa AWTHTANN3AIMS M KPUTUYHO 3HAYCHHE 32
HallMOHAJTHATa MKOHOMHKA, Kato : Eneprerunka; KomyHukauwu; 3apaBeomnasBaHe; Pureiin
(TeproBus Ha npebHO0); banku u ¢unancu; Jururanna uadpactpykrypa; I[IpaButencrBenu
yciyrd. 3aciykaBa Jja ce OTOENek U , 4e TO3M M300p € HAI'bJIHO OCHOBATENICH U € CBbP3aH C
rojisiMata UM HUKOHOMHYecka TexecT B BBII Ha I'spuums, paznuuHara uM CTENEH Ha
MOJTOTBEHOCT M YSA3BUMOCT KBbM KHOEpaTakd, KakTO M KPUTHYHOTO UM 3HA4YCHHE 32
(YHKIIMOHMPAHETO Ha JAbpKaBaTa KaTo CyOeKT.

[IpenmeTsT Ha U3CIEABAHETO € KOJUYECTBEHOTO H3MepBaHe W aHAJM3 Ha
(pUHAHCOBHTE Pa3X0/1H, IPUYHHEHU OT KHOEPHHIMAEHTH — BKIIOUUTEIHO MPEeKUTe (Hamp.
IJI00M, BB3CTAHOBUTEIHHM JEHHOCTH), HEMpEeKuTe (3aryba Ha pemyTanus, TOBEpHE Ha
KIUEHTUTE) W TNPOIMyCHATUTE TMOJ3H. Pa3pabOTEHUSAT MHCTPyMEHTapuym ¢ el
¢uHaHCcHanu3anus Ha mpobiema ¢ KuOepaTakuTe € MOAYMHEH Ha IIeNTa — OICHSIBaHE Ha
edeKTuTe 1 BB3MOKHOCTH 32 YIIPaBJICHHE U IPOTHO3HMPAHE Ha IIIETUTE C BKIIIOYBAHETO B Oa3ara
TaHHM 3a M3CICIBAaHE HA : YeCcTOTa HAa MHIWIEHTH B OTICITHHUTE CEKTOPH, Pa3XoaH 3a
HMHIIUIEHTUTE, BPb3KaTa MEX/ly MHLIUICHTH U CHCTeMeH PHCK, e()EeKTUTE Ha WHIUJCHTHTE
BBPXY YCTOHYMBOCTTA 1 KOHKYPEHTOCIIOCOOHOCTTA HA HKOHOMHUKATA.

Crna3eHo € yTBBPJACHOTO H3MCKBAaHE 3a AWCEPTAlMOHEH TPYA: TOYHO M SICHO €
oIpezeseHa u3caeoBaTeIcKara Te3a.

[IpeunsHo ca mpencTaBeHW OCHOBHUTE W3CIIEOBATEIICKA TOAXOIW U METOIM,
BKJIIOYBAIM TEOPETUYHO O0OOOIIaBaHE, CpPaBHHUTEICH aHAIN3, NECKPUIITHBEH aHAIMU3 H
OpPUTHHAJIHU HMKOHOMETPUYHHM METOJM KAaTO W3YMCIIIBAHE Ha IPOICHTA HAa WHIMJICHTUTE,
JOTapUTMHYCH PETPECHOHEH aHAIN3 3a M3CIeBaHE Ha BPB3KUTE MEXIy (DUHAHCOBHTE
Pa3xoau U crieU(pUUHUTE 32 HHIYCTpUATa (haKTOPH, CHCTEMEH aHaIM3 Ha pUCKa (M3MO0I3BaKU
CHOTHOIIEHUETO JIBJIT/TIPUXO/IN) U JABYBapHaTEH aHAIW3 (TECTOBE 3a KOpeENalus Ha Tay Ha
[TubpcwrH 1 Kenabi).

CtpykTyparta Ha TuCepTaIisITa € JIOTHIECKH U3TPajieHa U € MO JYNHEeHa Ha [STIOCTHOTO
pa3paboTBaHe Ha M3CIEAOBATEICKUS MPOOIEM, Ha MMOCTUTAHETO HA CEJEM HM3CIIEeI0BATEIICKH
3a1a4d M HeJu. TeKCThT € 000raTeH U CIOMYWINBO OHAIJICACH C TAONULM U (PUTYPH, KOUTO

CIIOCOOCTBAT 3a JICCHOTO MY BB3IIPUCMAHC 1 BHUKBAHC B CHITHOCTTA HA U3CIICABAHCTO.



I1. Ilpenenka Ha popMaTa M CHABLPKAHMETO HA TUCEPTAIMOHHUSA TPYI

B IInpBa riaBa Ha aucepranusara ce BbBEXIa U Je(UHUpA KOHICTIUATA 32 KUOep
PUCK B KOHTEKCTa Ha HApACTBAIIOTO pa3BUTHE Ha HMH(YOPMAIMOHHUTE TEXHOJIOTHUU H
MMOBCEMECTHOTO pasNpocTpaHeHHe Ha VIHTepHET W mocTaBs aKIEHTH BbpPXY MPOU3X0Ja U
eBoJifoLIMsATa Ha MIHTepHeT 1 KuOepnpocTpaHCTBOTO, 3HAUEHUETO Ha KHOEPIPOCTPAaHCTBOTO U
WKT, napactBammst Opoii kuOep 3amiaxu, YIpaBlIeHHETO Ha KHOEp pHCKa, poiisiTa Ha
OTJICTHUTE UHIUBUIN B yCIOBUATA HAa YIpo3a oT kubeparaku, [logobaBamio MscTo 1 BHUMaHUE
e oTAeneHo Ha HanmonanHa ctpaterus Ha ['bplinsi, CTpyKTypHpaHa OKOJIO 5 OCHOBHH OcCH, 15
nenu u Haj 50 neiictBusa. HampaBeHo e 0000IeHMe HA OCHOBHHUTE POJM M JCHCTBUS Ha
YacTHUA W TYyOJIWYHUS CEKTOp B YNPaBICHUETO HA KHUOEPCUTYPHOCTTA, BKIFOYUTEITHO
TEXHUYECKAa CUTYPHOCT, MOJUTHKH, MOBUIIABAHE HA OCBEIOMEHOCTTA, OJUTH, IUIAHOBE 3a
KpH31, HAYYHOMU3CIIEIOBATEJICKA U pa3BoOiiHA AEMHOCT M mojkpena 3a rpaxaanute u MCIL
OpuruHaneH NpUHOC Ha JIOKTOPAaHTa € BbBEXKJIAHETO KOHIENIIUATA 3a yIpaBiIeHHe Ha pUCKa U
CIoZIeJIeHaTa OTTOBOPHOCT B Oopbara cperry Kubep 3ariaxure.

Bropa ruiaBa onucBa pa3BUTHETO W TEKYIIOTO CHCTOSIHUE Ha CTPATETUUTE 3a
KubepcurypHocT B ['bpiius, cbe cnenuainieH Gokyc Bbpxy nudpoBute GUHAHCOBH yCiayru. B
Hesl AUCEPTaHTHT € aHAJM3Upall aKTyalHOTO ChCTOSHHE HA MHCTUTYHHMOHAJHATA paMKa 3a
KHOEPCUTYPHOCT, TMpeIcTaBeHAa OT KIIOYOBM HMHCTUTYLIMM W 3aKOHOJATEIHU MEPKH,
cb3nazeHu B ['spuus 3a 6opba ¢ kubepsamnaxute. IloguepraBa ce posisita Ha TE3W OpTraHU B
MPEAOTBPATABAHETO, PA3CICABAHETO W TMOMO0OpsiBaHETO Ha ImdpoBata TpaHchopMmaius Ha
myOJIUYHUS CEKTOP. AHAIU3UPAHU Ca HAIMOHAJIHUTE U MeKAYHAPOAHU HHUIMATUBH B Ta3u
odJjiact. [loguepran e 3HAUUTETHUAT HanpeAbK Ha ['bplius B 0061acTTa Ha KHOEPCUTYPHOCTTA,
KaTro cTpaHaTa 3aema 7-Mo msicto B Hamumonamnus unaekc 3a kubepcuryproct (NCSI) 3a
nepuoaa 2016-2023 r., KOETO s MOCTaBsl Cpej YEITHUTE MO3HMIIMH B CBETOBEH Mamiad. ToBa
MOCTH)KEHUE Ce IBJKU HAa KOOPIMHUPAHUTE YCUIINS Ha pa3IMYHU IPBLKHU opranu. Bropa riasa
MpenocTaBs MoApoOeH Mmperiies] Ha BCEOOXBATHUTE CTPATETUU M MHCTUTYIIMOHAIHA MEPKH 32
kubepcurypHoct B ['bprus. T gemMoHCTpupa aHT@KUMEHTa Ha CTpaHaTa 3a 3alluTa Ha
KpUTHYHATa UHPPACTPYKTYpa U Tpa)xJaHUTE, KaTO CHIEBPEMEHHO HAOJsAra Ha ajanTanusara
Ha Ou3Heca U (DMHAHCOBHS CEKTOP KbM HOBHTE 3allJlaxd M BKIJIIOYBAHETO HA HANPEIHUYABU
TEeXHOJIOruu KaTo Al B HallMOHANHATA CTpaTEeryst 3a CUTYpPHOCT.

Tpera raaBa ce ¢okycupa BbPXY KOJIMUYECTBEHOTO OMNpEIEIsiHE HAa (UHAHCOBUTE
pasxoau, cBbp3aHU ¢ kuOep pucka B ['bpiusi, U3cinenBallKU TAXHOTO BB3JICHCTBHE BBPXY
CUCTEMHHMsSI PUCK U MPEIOCTAaBSIMKU EMIUPUYHU JOKA3aTEJICTBAa 3a B3EMAIUTE PELICHUS.

['maBata cu mocTaBs 3a I Jja OLICHH CPEAHUTE Pa3XoJu 32 KMOCPUHIIUICHTH, U3IIOI3BANKN



HaJEXIHU (PUHAHCOBHU OTUETH, U JIa TECTBA XUIIOTE3aTa, Ye KUOep pUCKOBETE MPEACTaBIsABAT
n3MepuMa (PMHAHCOBA OIMACHOCT, HO HE Ca OCHOBEH (DakTop 3a yBelMYaBaHE HA CHCTEMHUS
PUCK, BBIIPEKH 3HAYUTETHATA BEPOSTHOCT OT TOJIEMHU IETH MPHU OTACTHH chOuTUA. B Tazm
rJIaBa ca yCTAHOBEHHU DPAa3MpPOCTPAHEHUETO HA TUIIOBETE aTaKy, TMHAMUKATa HA HApYIICHUATa
Ha JIaHHUTE W HapylIeHUATa Ha MOBEPUTENIHOCTTa, CEKTOPHOTO paslpeaesicHHue Ha
WHIUACHTUTE, YCTAaHOBEHH Ca CPEIHHUTE Pa3XOAH MO TUI MHIMUICHT, TOTEHI[MANA 33 TOJIEMU
IIETH 32 TOJIEMU KOPIIOPAIlMU, YCTAHOBEHH Ca CPETHUTE Pa3XO0IH IO CEKTOP.

['maBa 3 mpenocTaBs 3a4bJI00YEH EMIIUPUYEH aHATU3 Ha (DUHAHCOBUTE MOCIEAUILIM OT
kubep pucka B I'spuumsa. Ta momyepraBa CIIOKHOCTTa Ha M3MEPBAHETO HA TE3U Pa3XOH,
uAeHTH(UIIPA HA-ySI3BUMHUTE CEKTOPU M TUIIOBE aTaKH, U U3CIIE/IBA B3aUMOBpPB3KaTa MEXKIY
KuOep MHIUACHTUTE, CUCTEMHUS PUCK M MKOHOMHYECKHUS PACTEX, KaTO MPEIOCTaBs LEHHU
JTAaHHY 32 B3€MaHEe Ha pPelIeHHs B 00J1acTTa Ha KUOEPCUTYPHOCTTA.

[To oTHOIIEHNE HA MPEACTABUTETHOCTTA HA IAHHUTE, U3JI0KEHU B TPyJa MOXeE Ja ce
oTOeNeXku, Ye ca ¢ HeoOXoaumaTa MPEACTaBUTETHOCT W akTyalrHocT. llutupanero u
M030BaBAHETO HA MBPBUYHHUTE TUTEPATYPHU U CIIPABOYHU U3TOUHHUIU € KOPEKTHO.

B TexHnuecko oTHOLIEHMeE THCEPTALMITA € OTINYHO opopmena. banancupana e kato
obem B Tpute cu rnaBu. KadectBara Ha Tabnaunure u (UrypuTe € Ha MHOTO BHCOKO HUBO.
JIOKYMEHTAIMOHHUAT MaTepual € KOPEKTHO M3BeleH U u3deprnatesieH. CTUIBT U €3UKBT Ha
M3JI0’KEHUE Ca Ha HY>)KHOTO PaBHUIIE 32 JUCEPTAIIMOHEH TPY/.

Ouenka Ha aBTopedepara

B pesynrar Ha 3a161004€HOTO MU 3all03HABaHE C aBTOpedepaTa U ChC ChIbPKAHUETO
Ha JUCEPTAIMOHHUS TPYA JOCTUTHAX JI0 3aKIIOUEHUETO, Je:

1. ABTtopedepaThT € pa3pabOTeH B ChOTBETCTBUE C H3UCKBAHUATA.

2. B cpappxarenHo U CTPYKTYpHO OTHOIIEHHE aBTopedeparbT HabIHO
CbOTBETCTBA Ha AMCEPTALIMOHHUS TPyA. 10l KOPEKTHO OTpa3sBa OCHOBHHTE MOMEHTH B

JUcepTalusaTa U 1aBa sicHa IIpe/icTaBa 3a NocTUrHaToTo oT Mapus Kynapu.

IV. Bbripocu u npenopbKM 10 IUCEPTANNOHHUS TPYA

BauMmarenHoTOo MU 3amo3HaBaHe C JAMCEPTALMOHHMS TPYA MM JlaBa OCHOBaHUE Ja
000011151, Y€ B HETO HAMA JIONYCHATH CHIECTBEHU MPOIMYCKH, HETOUHOCTH WIIH MPOTUBOPEUHSI.
CrplieBpeMeHHO UMaM HSKOJIKO MPeNnopbKHU U YTOUHSABAIIN BBIPOCH, KOUTO MOrar aa ObaaT

OTMPaBHHU TOUYKH 3a ObJemia paboTa Ha TOKTOpaHTA.



. Heo6xomumo 1 BaykHO € 1a Ob/ie pa3riieiana pojsiTa Ha YOBEIIKHS (DaKTop upe3
BKJIIOYBAHETO Ha IOBEJICHUECKM AacleKTH W aHalu3 Ha ,,BbTPELIHM 3aljlaxu‘, KOeTo e
JOMIPUHECE 3a MO-IIBJIHO pa30upaHe Ha PHCKOBaTa cpeaa, 0COOCHO B IMTyOIMYHUS CEKTOP.

o JIOnbJIHUTENICH Hay4YeH MPUHOC KbM pa3paboTkara Ou Omiia OIleHKara Ha
BB3BpBIIAEMOCTTa OT MHBecTHIMH B KuOepcurypHoct (ROI): JloGaBsHeTo Ha aHanmu3 Ha
PEHTAOMITHOCTTa HA MEPKHUTE 32 CUTYPHOCT OM MOMOTHAJIO Ha OpraHU3aluuTe Ja 000CHOBAT
obaemu YT Oromkern.

o WHTerpanus Ha CbBPEMEHHU MPOTHOCTUYHU TexHosoruu: IIpenoppuBam na
ObJIaT MPUJIOKEHH AJITOPUTMHU OT MalTMHHOTO oO0yueHnue (ML) 3a mogoOpsiBaHe HAa TOYHOCTTA
Ha MPOTHOCTHYEH MOJEI.

C nen noyrouHsiBaHe (popMynupam CIeIHUTE BbIPOCH KbM JAHCEPTAHTA:

1. Kak ouensasa Mapus Kynapu HaaeXaHOCTTa M M34EpIATEIIHOCTTa HA U3TOUHULIUTE 32
KUOEPUHIUJIEHTH, TIPH YCIOBHE Y€ MHOTO YECTO C 1IeJ1 ChbXpaHsABaHE Ha KOPIOPATUBEH UMHJIK
JMICBA MyOINYHOCT 1O Temarta?

2. KakBM KOHKpETHHM HOPMATHUBHU WJIHM PETyJaTOpPHU MPENOpbKA OW Mpeayoxuia Ha
IPBIKOTO MPABUTEICTBO Bb3 OCHOBA HA PE3YJITATUTE OT HAYYHOTO M3cieaBaHe?

3. Kowu cnopen Mapus Kymapu 1me 6b1aT TpuTe Hali-ysi3BUMHU cekTopa B ['bpriust mpe3

CJICABAIIUTE IIET T'OJAMHU U KaKBU ITPEBAHTHBHHU MCPKU ouxTe Impenopnryain 3a Tax?

V. O0001meHa oneHKa HA IMCePTAMOHHUSA TPYI U 3aKJII0YeHue

[IpencraBeHUAT AMCEPTALIMOHHUAT TPYA € IUIOCTHO U JOOPOCHBECTHO HAy4YHO
u3cleiBaHe Ha 3HAUMM U aKTyasleH HayudeH npobiem. M3cnenoBarenckuTe 3a1auul yCHEIHO ca
U3IIBJIHEHH, a IOCTABEHUTE U3CIIEOBATEICKU LIeu - peanusupanu. [locturnaru ca HayyHo-
NPUIIOKHU TIPUHOCH, KOUTO O0OrarsBaT HAyYHOTO 3HAHME W MOANOMAaraT MNpaKTHUKAara.
JlucepTauMOHHMAT TPy 3acily’kaBa IMOJOKUTEIHA OLIEHKAa M OTTOBapsl Ha M3UCKBaHUATA 3a
MIPUCHK/IAHE HA HCKAaHATa HAyYHa CTEIEH.

Bceunuko ToBa MM J1aBa OCHOBAaHHUE C IIbJIHA YOEASHOCT J1a IpernopbuaM Ha yBaKaeMHUTe
yneHoBe Ha Hayunoto xxypu na npuchaat Ha Mapus Ctedanoc Kynapu oOpazoBaTenHara u
Hay4Hata crenieH “/lokrop” B mpodecnonanmno HampamieHue 3.8. MkoHoMuKa, HaydHa
cnienuanHocT ,,DuHaHCH, MTAPUYHO OOPBIIEHNE, KPEAUT U 3aCTpaxoBKa“.

Hara: 30.07.2025

bnaroesrpan

H3roTBui1 cTaHOBUIIETO:

Hou. n-p Enena Benkosa CraBpoBa
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OPINION

From: Assoc. Prof. Dr. Elena V. Stavrova, South-West University "Neofit Rilski" -
Blagoevgrad, Scientific Speciality "Finance, Money Circulation, Credit and Insurance",

Professional Field 3.8. Economics.

Regarding: Dissertation Thesis on the topic: "The Financial Costs of Cyber Risk in the

Business and Public Sector in Greece"

Grounds for submitting the opinion: Participation in the scientific jury for the defense
of the dissertation thesis, in accordance with Order No. 1267 /10.06.2025 of Prof. Dr. Nikolay
Marin, Rector of South-West University "Neofit Rilski" - Blagoevgrad.

Author of the Dissertation Thesis: Maria Stefanos Koutsari

I. General Presentation of the Dissertation Thesis

The dissertation thesis by Maria Stefanos Koutsari for the award of the educational and
scientific degree "Doctor" consists of an introduction, three chapters, a conclusion, and a
bibliography. It includes 153 pages of text, 22 tables, 30 figures, and a list of references
containing 111 titles.

The topic of the dissertation is exceptionally relevant and significant in both
international and national contexts. In the conditions of digitalization of the public and private
sectors, the study of the financial dimensions of cyber risk in Greece contributes to a deeper
understanding of the economic consequences of increasing cyber threats not only in a national
but also in an international context. The research fills a significant gap in the literature,
especially considering the scarce available empirical information for the region. At the same
time, it is very complex and intricate, and its development requires good theoretical preparation,

high analytical abilities, and experience in conducting scientific research.



The object of research in the dissertation is the financial impact of cyber risk on key
industries in the private and public sectors of Greece. This includes real economic sectors that
are particularly vulnerable to cyber threats due to their high degree of digitalization and critical
importance for the national economy, such as: Energy; Communications; Healthcare; Retail;
Banking and Finance; Digital Infrastructure; Government Services. It is worth noting that this
choice is fully justified and is related to their significant economic weight in Greece's GDP,
their varying degrees of preparedness and vulnerability to cyberattacks, and their critical
importance for the functioning of the state as an entity.

The subject of the research is the quantitative measurement and analysis of financial
costs caused by cyber incidents — including direct (e.g., fines, recovery activities), indirect (loss
of reputation, customer trust), and lost profits. The developed toolkit for the financialization of
the cyberattack problem is subordinated to the goal — evaluating the effects and possibilities for
managing and forecasting damages by including in the research database: incident frequency in
individual sectors, incident costs, the relationship between incidents and systemic risk, and the
effects of incidents on the resilience and competitiveness of the economy.

The established requirement for a dissertation thesis has been met: the research thesis is
precisely and clearly defined.

The main research approaches and methods are precisely presented, including
theoretical generalization, comparative analysis, descriptive analysis, and original econometric
methods such as incident rate calculation, logarithmic regression analysis to examine the
relationships between financial costs and industry-specific factors, systemic risk analysis (using
the debt-to-revenue ratio), and bivariate analysis (Pearson and Kendall's tau correlation tests).

The structure of the dissertation is logically constructed and subordinated to the
comprehensive development of the research problem, to the achievement of seven research
tasks and objectives. The text is enriched and successfully illustrated with tables and figures,
which facilitate its easy comprehension and understanding of the essence of the research.

I1. Assessment of the Form and Content of the Dissertation Thesis

The First Chapter of the dissertation introduces and defines the concept of cyber risk
in the context of the growing development of information technologies and the widespread
adoption of the Internet, emphasizing the origin and evolution of the Internet and cyberspace,
the importance of cyberspace and ICT, the increasing number of cyber threats, cyber risk
management, and the role of individuals in the face of cyberattack threats. Due attention is paid
to Greece's National Strategy, structured around 5 main axes, 15 objectives, and over 50 actions.

A summary of the main roles and actions of the private and public sectors in cybersecurity



governance is provided, including technical security, policies, awareness raising, audits, crisis
plans, research and development, and support for citizens and SMEs. An original contribution
of the doctoral student is the introduction of the concept of risk management and shared
responsibility in the fight against cyber threats.

The Second Chapter describes the development and current state of cybersecurity
strategies in Greece, with a special focus on digital financial services. In it, the doctoral student
has analyzed the current state of the institutional framework for cybersecurity, presented by key
institutions and legislative measures established in Greece to combat cyber threats. The role of
these bodies in preventing, investigating, and improving the digital transformation of the public
sector is highlighted. National and international initiatives in this area are analyzed. The
significant progress of Greece in the field of cybersecurity is emphasized, with the country
ranking 7th in the National Cybersecurity Index (NCSI) for the period 2016-2023, placing it
among the leading positions globally. This achievement is due to the coordinated efforts of
various Greek authorities. The Second Chapter provides a detailed overview of the
comprehensive strategies and institutional measures for cybersecurity in Greece. It
demonstrates the country's commitment to protecting critical infrastructure and citizens, while
emphasizing the adaptation of the business and financial sectors to new threats and the inclusion
of advanced technologies such as Al in the national security strategy.

The Third Chapter focuses on the quantitative determination of financial costs
associated with cyber risk in Greece, examining their impact on systemic risk and providing
empirical evidence for decision-makers. The chapter aims to estimate the average costs of cyber
incidents using reliable financial reports and to test the hypothesis that cyber risks represent a
measurable financial danger, but are not a primary factor in increasing systemic risk, despite
the significant probability of large damages in individual events. In this chapter, the distribution
of attack types, the dynamics of data breaches and privacy violations, the sectoral distribution
of incidents, the average costs per incident type, the potential for large damages for large
corporations, and the average costs per sector are established.

Chapter 3 provides an in-depth empirical analysis of the financial consequences of cyber
risk in Greece. It highlights the complexity of measuring these costs, identifies the most
vulnerable sectors and attack types, and examines the interrelationship between cyber incidents,
systemic risk, and economic growth, providing valuable data for decision-making in the field

of cybersecurity.



Regarding the representativeness of the data presented in the work, it can be noted that
they possess the necessary representativeness and timeliness. The citation and referencing of
primary literary and reference sources are correct.

In technical terms, the dissertation is excellently formatted. It is well-balanced in
volume across its three chapters. The quality of the tables and figures is very high. The
documentary material is correctly presented and comprehensive. The style and language of

presentation are at the required level for a dissertation thesis.

I11. Assessment of the Abstract

As a result of my thorough review of the abstract and the content of the dissertation
thesis, I have concluded that:

1. The abstract has been prepared in accordance with the requirements.

2. In terms of content and structure, the abstract fully corresponds to the
dissertation thesis. It correctly reflects the main points of the dissertation and provides a clear
overview of Maria Koutsari's achievements.

IV. Questions and Recommendations for the Dissertation Thesis

My careful review of the dissertation thesis gives me reason to conclude that it contains
no significant omissions, inaccuracies, or contradictions. At the same time, | have a few
recommendations and clarifying questions that can serve as starting points for the doctoral
student's future work.

. It is necessary and important to examine the role of the human factor by
including behavioral aspects and an analysis of "insider threats," which will contribute to a
more complete understanding of the risk environment, especially in the public sector.

. An additional scientific contribution to the work would be an assessment of the
return on investment in cybersecurity (ROI): Adding an analysis of the profitability of security
measures would help organizations justify future IT budgets.

. Integration of modern predictive technologies: I recommend applying machine
learning (ML) algorithms to improve the accuracy of the predictive model.

For clarification, I formulate the following questions for the doctoral student:

1. How does Maria Koutsari assess the reliability and comprehensiveness of cyber
incident sources, given that public disclosure on the topic is often lacking to preserve corporate
image?

2. What specific legislative or regulatory recommendations would Maria Koutsari

propose to the Greek government based on the results of the scientific research?



3. Which, according to Maria Koutsari, will be the three most vulnerable sectors in
Greece over the next five years, and what preventive measures would you recommend for them?

V. Overall Assessment of the Dissertation Thesis and Conclusion

The presented dissertation thesis is a comprehensive and conscientious scientific study
of a significant and current scientific problem. The research tasks have been successfully
completed, and the set research objectives have been realized. Scientific and applied
contributions have been achieved, which enrich scientific knowledge and support practice. The
dissertation thesis deserves a positive evaluation and meets the requirements for the award of
the requested scientific degree.

All of this gives me full confidence to recommend to the esteemed members of the
Scientific Jury to award Maria Stefanos Koutsari the educational and scientific degree "Doctor"
in professional field 3.8. Economics, scientific specialty "Finance, Money Circulation, Credit
and Insurance."

Date: 30.07.2025 Blagoevgrad

Prepared the opinion: Assoc. Prof. Dr. Elena Velkova Stavrova
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