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MPEACTABEHU 3a y4acTHE B KOHKYPC 3a 3a€MaHe Ha akaJeMU4Ha JIbXKHOCT ,,/loneHT* no
npodecrnonanHo Hampasienue 9.1. ,,Haimonanua curypraoct*, KOro3anajeH yHUBEpCUTET

,Heoput Puncku* — bnaroesrpan, o6sien B /IB Op. 107 ot 12.12.2025 1.

1.Xa0uauranuoHeH TPy - MOHOTpadusi

Babanos, B. (2026), “Bb3nelicTBue Ha reHEpaTUBHUS U3KYCTBEH UHTENIEKT BbPXY
KOHIICTIUATA 32 KUOEPCUTYpHOCT’, Y HUBEPCUTETCKO U3/1aTencTBO ,,Heoput Puicku®,

bnaroesrpan, ISBN: 978-954-00-0446-4

Monorpadusra ,,Bp3nelicTBue Ha TeHEpPATUBHMSI M3KYCTBEH HMHTEIEKT BBPXY
KOHLENIMATa 3a KUOEPCUTypHOCT* IMpeACTaBiIsiBa HHTEPAUCLMILNIMHAPHO W3CIIEBAHE,
[IOCBETEHO Ha TPAaHC(OPMALIMOHHOTO BIUSHUE HA TeHEPaTUBHUS U3KycTBeH nuHTenekT (M)
BBPXY TEOPETUYHUTE OCHOBM, CTPATErMYECKUTE U3MEPEHUS U NMPAKTUYECKUTE MEXaHU3MU
Ha KkubOepcurypHocrTa. Pa3paboTkaTa ce NO3MLIMOHMpPAa B KOHTEKCTa Ha YCKOpEHAra
qurutainHa TpaHcopMmanus cien 2022 r., koraro mMpokaTa MyOnMyHA JAOCTHIIHOCT Ha
roJeMHu €3MKOBM MOJeNH nokasa, ue MU ce npeBpbina B CTpyKTypoonpeaens Gakrop 3a
MKOHOMHMKATA, YIPAaBIEHUETO U CUTypHOCTTa. OCHOBHAaTa H3CIENOBATEICKa Te3a €, 4e
reHepatuBHuAT MM He npezacTaBisiBa MpocTo HOB HHCTPYMEHT B KHOepcpeaara, a gpaxkrop,
KONTO MpoMeHs camata (husocors Ha CHTYpHOCTTA U U3UCKBA IPEOIIEHKA HA yCTAHOBEHUTE

MMPUHIMUIINA U TIOAXOIH.

[lenta Ha U3CIEABAHETO € J]a C€ U3SCHU Bb3AcHCcTBUETO Ha reHepatuBHus UM BbpXy
(byHIaMEHTaJIHUTe TPUHIMIM Ha KUOEpCUTypHOCTTa M BBbpPXY [IUWHAMHUKAaTa Ha
KHOEpIPEeCTHIIHOCTTa OT HOBO IMOKOJIEHHE, KAaKTO M J1a C€ OYepTasT Bb3MOXKHOCTHUTE 3a
MHTETPUPAHE Ha Ta3u TEXHOJIOTHUS B apXMTEKTypaTa Ha ChbBpPEMEHHaTa KuOepoTOpaHa.
OO0eKkT Ha u3ciefBaHe € KUOEepIpOCTPAaHCTBOTO KaTO Cpela Ha B3aUMOJCHCTBUE MEXIY
UHTEJIUTeHTHU CUCTEMH, MHCTUTYILIMHM U 3JIOHAMEPEHU CyOeKTH, a MpeaAMeT — ePeKThT Ha
FeHepaTUBHUTE MOJIEIH BbPXY NPUHIUIINTE, IPAKTUKUTE U OanaHca MEeXIy HacThbIATeHU

u 0T6paHI/ITeJ'IHI/I CIIOCOOHOCTH. MeTOJIOJ'IOFI/I'-IeCKI/I CC IMpujiarat CpaBHUTCIICH aHaJIu3 Ha



pEryJiaTOpHU paMKHU U CTpPAaTeruu, KPUTUYEH Mperiie]] Ha HayyHa U eKCIIepTHa JTUTepaTypa,

Ka3yC€H METOJ U KOHLCIITYaJIHO MOJCIINPAHE.

B mppBata rmaBa ce pasriexaaT KIACHYEeCKUTE KOHIICIUU 32 KHOePCUTYPHOCT H
TAXHATa €BOJIOLUS TOJ Bb3JeHCTBUETO Ha reHepatuBHust UW. Ananusupa ce Tpuanara
kKoHpuaeHnuamHocT, wuHTerputer W HaymuyHoct (KMH) xaro d¢yHmameHT Ha
uHpopManmonHara curypHoct. [locouBa ce, ye reHepaTUBHHUTE MOJENIU Ch3JaBaT HOBU
PUCKOBE 332 KOH(PHICHIMATHOCTTA 4YPE3 BB3MOKHOCTTA 3a BB3IPOU3BEKIAHE Ha
YyBCTBUTEIHHM JIaHHU, 3a HWHTCTPUTETa 4Ype3 TIeHepupaHe Ha YOEIUTENTHO (HaIuBO
ChABbPKaHUE U 32 HAIMYHOCTTA Ype3 aBTOMATU3UpaHa eKCIioaTanus Ha ys3BuMocTH. Hapen
C TOBa ce MOAYEpTaBa, 4e cChllaTa TEXHOJOTHS MOXE Ja MoJrnomara JAMHAMUYHOTO
yIOpaBlieHUE Ha PHUCKA, CUMYJAIMOHHOTO MOJEIMPAaHE W PAHHOTO WACHTU(HIMpaHEe Ha

aHOMAaJINH.

PasriexxnaT ce ¥ MpUHIMIINTE ,,3alUTa B IBIOOUMHA™ U ,,HYJIEBO JOBEpUE, KOUTO
Ce TIOCTaBAT B HOB KOHTEKCT Ha BHUCOKAa CBBP3aHOCT M aBTOoMaTuzauusa. Otdensiza ce, 4e
HapacTBamiata uHTerpanus Ha MM B obnaynu u XxuOpuaHU Cpely yBeIudaBa aTaKyemara
MMOBBPXHOCT, KaTO ChIIEBPEMEHHO MPEAOCTABS Bb3MOKHOCTH 32 HENPEKbCHAT MOHUTOPUHT
U aJlaliTUBHA peaklusa. AHAIU3UPA c€ U HEOOXOIMMOCTTa OT MPeLU3upaHe Ha TPUHIIUTTUTE
3a MMHUMAJIHU ITPUBWIETUH U OTTPAHUYABAHE HA 3a/IbJDKECHUATA B YCIOBUATA HA aBTOHOMHHU
WU arentu. BeBexaa ce uaesra 3a ,,MallMHHO OTTPAHUYABAHE HA OTTOBOPHOCTHUTE , KOETO
Head Ja OrpaHHYd pPUCKOBETE OT MPEKOMEpPHAa KOHUEHTpaluHus Ha JOCThII U

q)yHKI_II/IOHaJ'IHOCTI/I B ABTOMATHU3HUpPAHU CUCTCMHU.

Oco0OeHo BHHMaHHE c€ OTHeNsl Ha MPHUHIMINTE ,,CUTYPHOCT MO Au3aiiH® u
,TOJTbPKaHe Ha ompocTeHOCT U curypHocT' (KISS), kouto mpumodbuBaT HOBO 3HaYEHHUE B
cpela Ha HapacTBaiia cioxHocT. [TomquepraBa ce, ye BHeapsiBaHEeTO Ha reHepatuseH MU
M3HUCKBA MPEIBAPUTEITHO MTPOCKTUPAHE HA 3alIUTHU MEXAHU3MHU U SICHA PErjiaMeHTallMs Ha
poJsiTa Ha alrOPUTMUTE B OpPTaHU3AIMOHHUTE Mpolecu. B Ta3m Bpb3Kka ce 00CHKAAT U
BBIIPOCHUTE 332 OTTOBOP MIPH UHITUIEHTH, HEMPEKHCHATOCT Ha OM3HECa U Bh3CTAHOBSBAHE OT
Oe/lCTBUS, KaTO C€ OoYepTaBaT BB3MOXXHOCTU 3a m3non3BaHe Ha MU mpu cumynanmm Ha

CIICHAapuH, aHAJIN3 Ha BB3ACHCTBUETO U YCKOPCEHO Bb3CTAaHOBABAHC.

BTopaTa riilaBa € TIIOCBCTCHAa HaA TI'CHCPATHBHHUA NN xkato KaTaJn3aTop Ha

KI/I6epHpeCTLHHeHI/I$I OT HOBO IIOKoOJeHHEe. M3scHsaBa CC, 4€ TCXHOJIOTHATA MNpPEAOCTaBs



CTpaTeruyecko MPEeJUMCTBO Ha 3JIOHAMEPEHH aKThOPU Ype3 BHUCOKA aJalTHUBHOCT,
aBTOMaTH3alus M HHUCHbK Ipar 3a JOCThI. AHaIu3UpaT ce KOHKpPEeTHH (opmH Ha
3510y1moTpeda, BKIOYUTENHO (DUIMUHT W COLMATHO MHXKEHEPCTBO C MOBHIIEHA CTETICH Ha
NepCOHANM3aNNs, TeHepHpaHe M ONTHUMH3AIMs Ha 3JI0BpeldeH codTyep, Ch3laBaHe Ha
nbs100kH pammmdukaT 1 u3non3sane Ha U 3a pazy3HaBaHe U ckaHMpaHE Ha YSI3BUMOCTH.
OTtb6ensi3Ba ce, ye B HeJlerajJHaTa OHJIAH cpefia Beue ChIIECTBYBAT CTPYKTYPHPAHU Mazapu
32 HMHCTPYMEHTH H ycIyrd, Oasupann Ha WM, KOETO JONBJIHUTETHO YIIECHSBA

KuOeprpecTbIHaTa JEHHOCT.

Pasrmexxnar ce u cinoxHuTe HactoWumBu 3armnaxu  (APT), BkimouuTenHo
B3aUMOJICCTBUETO MEXAY JIbPKABHO TOJKPEISHU TPyOd U KPUMHUHAIHH MPEKHU.
['enepatuBausr MW ce wuHTepnperupa Karto (GakTop, KOWTO YCHJIBA acCHMETpHUATa B
KHOEpIPOCTPAHCTBOTO M pa3MHBA TPAHHUILIUTE MEXKAY AbP’KaBHU U HEIbPKABHU CyOEKTH.
[loguepTaBa ce TreONOJUTUYECKOTO HU3MEpPEHHE Ha TEXHOJIOTMYHATA HAANpeBapa U

HeO6XOI[I/IMOCTTa OT CTPATCTUYCCKA afalTallvusad Ha HAITMOHAJTHUTEC ITOJIMTUKHU 34 CUTYPHOCT.

Tperara riaBa pasriexjaa NoTeHnMana Ha reHeparuBHus MM B npakTtukure 1o
KHOEPCUTYPHOCT. AHAIM3UPAT C€ BBH3MOKHOCTH 3a aBTOMAaTH3alMs Ha aHATUTHYHATA
JEMHOCT, MOANIOMAaraHe Ha ,,JIOBa Ha 3alulaxu‘’, aHAJIM3 HAa aHOMAJIWU M HUHTErpanus cbC
CHCTEMH 3a yIpaBlieHHEe Ha ChOWUTHS M aBTOMaTu3upaHa peakuus. [lomuepraBa ce, ue
ONTUMAIHUAT MOJCI Ha NPUIOKCHHUC IpEAriojgara CbTPpyAHUYCCTBO MCKAY YOBCIIKHA
eKcriepTeH (akTop ¥ aAITOPUTMUYHUTE cUCTEMH, ITpH KoeTo MU u3nbiHsgBa noamnomaramia
U ycKopsiBama (GyHKIMs, 0€3 1a eTMMUHIpPA HE0OXO0IMMOCTTa OT CTpaTernyecka U eTuyHa

MpeleHKA.

Kato ocHOBeH Hay4HO-NIPHIIOKEH NMPUHOC CE IMpejagara KOHLENTyalHa paMKa 3a
ABTOMATHU3UPAHO ACOILMHpPAHE Ha 3JI0BpPEIHA JACHHOCT C M3BECTHH XaKEPCKU TPYNH Upe3
u3noin3Bane Ha reHeparuBeH MU u kubeppasy3HaBaTenHu faHHU. Pamkara 1eiau 1a cbKpaTtu
BpPEMETO 3a aTpuOyLMs Ha aTaky U Ja MOBUIIU €(PEeKTUBHOCTTA HA AHAJTMUTUYHUTE MPOLIECH,
KaTo KOMOMHHpa aJrOpUTMHYHA 00paboTKa Ha roseMu obeMu MH(pOpMalLUs ¢ eKCIepTHa

BepUpUKaLISL.

B 3akmgroueHue ce (I)OpMyJII/Ipa HCO6XOILI/IMOCTT8. OT HOBa IapaaurMa Ha
KI/I6CpCI/IprHOCTTa, OCHOBAHA Ha aJalITUBHOCT, MTPO3PAYHOCT U CTPATCTNICCKA MHTCTpAUA

Ha V. ['eHepaTUBHUAT U3KYCTBEH MHTEJEKT CE€ pasriiexkaa KaTro JABOWHCTBEH ()EHOMEH —



€JHOBPEMEHHO H3TOYHHUK HA HOBH PUCKOBE U HMHCTPYMEHT 3a TAXHOTO OIPaHHYaBaHE.
N3cnensanero ouepraBa NOCOKH 3a ObJICIIN HAYYHU Pa3pabOTKU U MPAKTUYECKU IOJIUTUKU
B YCJIOBUSITA HAa YCKOpPEHAa QJITOPUTMUYHA TpaHCPOpMalus Ha AWTHTAIHATA Cpela U
HapacTBalla 3aBUCUMOCT Ha HAllMOHAJHATa CUT'YPHOCT OT WUHTEIMICHTHH TE€XHOJIOTMYHHU

CHCTCMHU.

2. CTaTuu M AOKJIAAH, My0JMKYBAHH B HAYYHH U3/1aHUsA, pedpepupanu U

HHACKCUPAHU B CB€TOBHOU3BECTHHN 0a3m AaHHU C HAYYHA mul)opMamm

1. G.Belova, G. Georgieva, Y. Kochev, A. Yankov, and V. Babanov, “COVID-
19, INFODEMIC AND CYBER SECURITY”, ETR, vol. 5, pp. 57-61, Jun. 2025, doi:
10.17770/etr2025v015.8479. https://archive-journals.rtu.lv/etr/article/view/5290

Crartusita uma 3a 1€ Aa Npociean Bb3AEHCTBUETO Ha HAKOU IIPOLECH, CBBP3aHHU C
nargemusita or COVID-19, Bepxy oraenHu chepu Ha OOIIECTBEHHS KUBOT H BBPXY
HallMOHAJIHaTa CUTYPHOCT. AHanu3bT ce (Pokycupa BBPXY [Ba OCHOBHU AacCIEKTa —
uHpoaeMHATa U KHOEPCUTYPHOCTTA, Thil kaTo no Bpeme Ha COVID-19 Te ce oTkpouxa Karo
npobnemMu ¢ gwirocpodyeH xapakrtep. [lanmemusara or COVID-19 mnpencrapnsaiie
MPEIM3BUKATEIICTBO, KOETO H3MCKBAIle MEXIyHapoJHaTa OOLIHOCT, MpaBHUTEICTBaTa M
MOJIMTUYECKUTE €JIUTH Ja CE CIPABAT C MHOYKECTBO U3MEPEHMUSI, HAIXBBPJIIAIIM IOCIEIULIUTE
3a OOIIECTBEHOTO 3/jpaBe M OKa3Ballll BIUSHUE BBPXY CHUTypHOcTTa. M3xomHa Touka Ha
aHalM3a ca COLMAJIHUTE AETEPMUHAHTH Ha MPAaBOTO Ha 3/paBe, KOUTO YTBBHP)KIaBaT
0OLIECTBEHOTO 3/IpaBe €AHOBPEMEHHO KaTO €JIEMEHT Ha CUTYPHOCTTA U KaTo €/JHa OT LIeJINTe
Ha yCTOMYMBOTO pa3BUTHE. IMEHHO YacT OT Te3M IETEPMHUHAHTHU Ha MIPaBOTO Ha 3/IpaBe CE
oKa3axa OOEKT Ha MH(pOJEMHITa — Pa3NpPOCTPaHEHHETO Ha HEBApPHA WM IOJABEXKAalla
uH(OpMalrs, Ch3HATEIHO Ch3/1aBaHa C 11eJ1 1a HaBpeIu Ha OTJIEJIEH YOBEK, COIIMAIHA rpyIa,
opraHu3anus Uiy appkasa. Hapes ¢ ToBa ciiabocTuTte, pa3sKpUTH IO BpeMe Ha NaHAEMHUATa,
nojyepraxa HEOOXOAMMOCTTa OT TMO-CHJIHA MEXIyHapoJHa paMmka, crnocoOHa Ja
NPOTHBOJEHWCTBA KAaKTO Ha paslpOCTpaHEHHETO Ha JAe3uHdopmManus, Taka ¥ Ha
HapacTBalllaTa CJI0KHOCT Ha KubepaTtakure. ToBa Hanara pa3paboTBaHETO Ha BCEOOXBATHA
CTpaTerus, BKJIIOYBAIlla 3aCUJICHO MEXIyHapOJHO ChTPYIHHUYECTBO, MOBHIIABAHE Ha
oOmiecTBeHaTa OCBEOMEHOCT U IIpUJIaraHe Ha ChBPEMEHHH TeXHUYeckH pemeHus. [Ipensuy

YYBCTBUTCIIHUA XapaKTCp Ha 3IpaBHATA HpO6JICMaTI/IKa, KOATO CTaBa OULIC IMO-yA3BHUMaA IIpU


https://archive-journals.rtu.lv/etr/article/view/5290

BB3JCHCTBUETO HAa HHOPOIACMHUS WIM KHOEPIPECTHIIHOCT, € W3MOJI3BaHa IOAXO/SIIA
Mmerooorus. OCHOBHHUST HM3BOJ €, Y€ OCBEH YCHBBPIICHCTBAHE HA MEXKIYHApPOTHOTO
3aKOHOJATEJICTBO C OrJIe]l MOArOTOBKATA 33 M MPEJI0TBPATABAHETO HAa OBJICUIM NaHJCMUH,
cjeaBa Ja C€ O6’pre IO-Ir0JIAMO BHHMMAHHMC MW Ha CBHIIBTCTBAIIUTEC I' ABJICHUS, KAaTO
uHpoaeMHsITa U KHOEPIPECThIHOCTTA. TOBA € OT M3KIIOYUTEIHA BAXKHOCT, Thil KaTo MpU
eBCHTYAIHU OBJCIIU MAaHISMUU MOXKE Jla CE OYaKBa TAXHOTO Pa3BUTHE B 3HAYUTEIHO IO-
rojsiM mammab. MexayHapoHaTa OOIIHOCT W HAIMOHATHUTE CJIUTH CIeABa J1a OOCHIAT U

IIpEeANpHUEeMaT KOHKPETHU MEPKH 34 CIIPaBSHE C TE3U SIBICHUS.

2. Cratum m Ja0KJIaau, NyOJMKYBaHH B HepedepupaHM CHHUCAHHSA C HAYYHO

PC€UCH3UPaAHE UJIA l'[yﬁJ'Il/IKyBaHI/I B PeAaKTHPAHA KOJIEKTUBHHU TOMOBE:

1. Babanov, V. (2024). "Internals of Defense-In-Depth Strategy in Cybersecurity,"
Security and Defense, vol. 2, pp. 37-42, Dec. 2024. https://doi.org/10.70265/PNEZ3158
DOI: https://doi.org/10.70265/PNEZ3158

Pa3pa60TI<aTa nu3cjicaBa OCHOBHUTC Ha CTpaTerusiaTa ,,3alluTa B ,I[’LJ'I6OLII/IHa“ B
KI/I6epCI/II‘ypHOCTTa, KaTO aKICHTHpPa BBPXY HEHHOTO 3HAYEHHE 3a HpOTHBOHCﬁCTBHe Ha
3aIlJIaXu B IMHAMHWYHATa Cp€lla Ha CUTYPHOCTTA. Ilpe3 MpUIaraHeTo Ha MHOKCCTBO CJIOCBC
OT HE3aBUCUMMU 3allIUTHU KOHTPOJIM B PAMKHUTC Ha (1)I/ISI/I‘I€CKI/I, TCXHUYCCKH, YITPABJIICHCKHA U
OICpaTUBHHA I[OMeﬁHH OpraHnu3alfuuTe Morat e(i)eKTI/IBHO Ja orpaHnuvyaBaT PUCKOBETC U Ja
npeaoTBparAaBar KI/I6epaTaKI/I. AI[aHTI/IBHOCTTa Ha CTpaTerusaTa A HNpeBpblla B YCTOﬁqHBa
paMKa 3a CHpaBgHEC C pPa3sBUBAIIUTC C€ TPCAU3BUKATCIICTBA B oOmactra Ha
KI/I6€pCI/IprHOCTTa, KaTo npejiara uajaI0CTCH MoAX0/ 3a 3alluTa CpCly HIMPOK CIICKTHP OT

3arjiaxu.

2. babawnos, B., (2023). ,,BoeHHusaT KOHGIUKT B YKpaiiHa — KbM HOB CBETOBEH peJl WK
O6opba 3a onemsiBane Ha Pycus. Cueypnocm u omopana, (1), 212-222. , ISSN 2815-
4584 (Online), ISSN 2815-388X (Print); https://doi.org/10.70265/RXAG6807;
DOL:https://doi.org/10.70265/RXAG6807
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Cratusta oOpbllla BHMUMAaHHE Ha BIWSIHHETO Ha BOWHATa B YKpailHa BBPXY
CBETOBHHUSI pe/l M BBPXY Chja0aTa Ha Pycus. Bb3MOXKHO I € KOHQUIMKTBT J1a MPEAN3BUKA
BEpPHIKHA PEAKIMs HA JPYTd MECTa MO CBETa W Jia JOBEJAE JI0 pyXBaHEe Ha ,,aMEPUKAHCKUS
CBAT®, 10 3aJie3a Ha 3amajaa, uiam auieMute npen Pyckara denepanus me ce 3aap10049aT u
e HampaBsAT chabara ¥ HescHa? ChIIECTBYBAaT MHAWKAIIMK 3a pa3BUTHE W Ha JBaTa
CLIeHapusi, HO € BBb3MOKEH camo eauH. JleiictBusita Ha Pycusa B VYkpaitHa mojakomaBat
OCHOBHU TIPHUHIIAIIY Ha CHBPEMEHHHUTE MEXJTYHAPOIHH OTHOIICHHS, KOUTO WM IIe Ohaar
3aIIMTEHH, WIN I1I¢ Bb3HUKHE OMACeH MPELEJCHT, KOWTO Ie AecTa0WiIn3upa riodaiHaTta

CUTYPHOCT. 3a B’BJIFapI/IH TOBaA Ca BBIIPOCH OT U3KIIFOUUTCIIHO 3HAYCHHC.

3. badamnos, B. (2025) “Ilurutanen cyeepenutrer 1 OOH — mexny 3ammura Ha
HallMOHAJTHATa  CHTYPHOCT W MEXAYHApOIHOTO  CHTPYJHHYECTBO B
kubeprnpoctpancTBoTo.” CO. ,,CHBpEeMEHHUTE MEXAYHAPOIHH OOITYBAHUS U 3AIIUTA
Ha rpaBara Ha YoBeka. Ponsita na OOH. YU ,,3a 6ykBute — O mucmenexs™, C. 2025,
CTp. 61.; ISBN 978-619-185-735-7;
https://drive.google.com/file/d/1iLzqeAl4 JHWLASCNnOYO6cMt3RfIVUS/view

HacrosimaTta cratust u3ciesa KOHIENIUATA 3a JUTUTAJIEH CYBEPEHUTET B KOHTEKCTA
Ha MEXJIyHapo/HaTa cucTema U poisita Ha OpranuzanusTta Ha odeaunenute Hauu (OOH)
B YIpPaBJICHHETO Ha KUOEpPIPOCTPAHCTBOTO. B emoxara Ha riiobamHa TUTHTAIH3aIMS,
HAI[MOHATHUAT CYBEpEHUTET NpUI00MBa HOBO 3HAYEHHE, CBBP3aHO C YIPABICHUETO Ha
WHTEPHET W 3aluTaTa Ha KuOepcurypHoctTa. JJOKyMEeHTHT pasriieka MpOTHBOPEUNBHUTE
MOJAXOAM Ha BOJIEIIN T'€ONMOIUTHIYECKH cuii, kato Pycusi, Kuraii, CeBepna Kopes, ot enna
CTpaHa, U IEMOKPAaTUYHUTE AbPKABU — OT JPYra, U KaK T€ BIUSIAT BbPXY MEXKIYHAPOIHOTO

CBhTPYIHUYECTBO.

4. babGanos, B. (2021). “I'mo0Oannara cpega 3a CHUTYpHOCT M CbhBPEMEHHU
XapaKTePUCTUKHU HA CUCTEMAaTa Ha MEXIyHApOJIHUTE OTHOIIEHUA ; . Hayuonanna
cueyprnocm (9), 37-41. https://nacionalna-sigurnost.bg/broi-9/. ISSN 2682-941X &
ISSN 2682-9983.
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Temara 3a edextute Ha KoBua-19 Bppxy cBera ca 0€3CIOpPEH TEMaTUYCH aKIICHT
npeq Ibp’KaBUTe U odlecTBara. BupychbT ycinoxHsaBa riiodanHaTa cpeja 3a CUTYpHOCT, HO
rOJEMHUTE IPOLECH, NPUCHIIM 3a CHUCTEMAaTa Ha MEXAYHapOIHUTE OTHOILEHHUS, HE ca
npectaHanu cBoeTo pasBurue. CraTusiTa OOpbBIIA IOIJEA BbPXY OTHOIIEHUATA MEXIY
rojemMuTe CIM Ha 21-u Bek, WepapxusaTa B CCTeMaTa U HEeHHUS XapaKTep- HAYCHKUTE Ha
MHOTOMOJIOCEH CBAT CbBCEM HE ca rapaHuus 3a Moao0Ho passutue. Hapen c
B3aMMOJIEHCTBUETO MEXKIY I'OJEMHUTE LIEHTPOBE Ha CUJa CHIIECTBYBAT 3HAUYUTEIEH Opoil

r7100aJTHY TIPOLIECH, BIUSCIIN Ha MEK/yHAPOAHATA CUTYPHOCT.

5. Ba6anos, B. & Hacesa, Mo. (2022). Edextn ot mannemusta or COVID-19 BBpxy
HallMOHATHATa U MEXAyHapOJIHa CUTYpHOCT. [Ipaso, Ilorumuxa, Aomunucmpayus,
9(2), 1-7. https://lpajournal.swu.bg/wp-content/uploads/2022/09/Vladimir-

Babanov-summary-BG.pdf

[Tanpemusara or COVID-19 nponbsmkasa 1a HaHACs LETH BbPXY BCUUKH CUCTEMU HA
HalMOHATHUTE AbpkaBu. OT caMoTO ¥ Havyao, o0IiecTBaTa 1o cBera n3dpaxa MPOAKTUBEH
MOJXO/1 3a MPEBEHIMS M OrpaHUYaBaHE HA 3a00J€BAEMOCTTA, KOETO JIOBENE A0 PEIHIia
OYaKBaHU U HEOYakBaHM edexTu. TpyaHO € Na ce W3YMCIM HCTHHCKAaTa CTOMHOCT Ha
MaTepUaIHUTe M HEMAaTepHAIHU TMOPaKEeHUs B TriolaneH mamad, 3aToBa Ta3u CTaTHs
MOCTaBsl aKIEHT BBPXY TPU OCHOBHH c(epu C OrpoMHA BaKHOCT 3a HalMOHAITHATA
CUTYPHOCT- HMKOHOMHKA, 3JIpaBeola3BaHe W AUTUTaIu3amnus. Bceska oT Te3u obmactu
MPETHPIISIBA PA3HOPOIHU €(PEKTH, BKIIOUYUTEIHO MOJOKUTEITHU, HO €THO MOXKE J1a Ce KaXKe
cbc curypHoct- mnanaemuara ot COVID-19 npegusBuka wmamalHa T1i106amHa

TpaHchopManus.

6. babanos, B. (2021). ,Msrpaxmane Ha ISUIOCTHA CHCTEMa 3a
KHUOEPCUTYPHOCT-TIPHOPUTET Ha bbiarapus mpe3 HACTOSIMIOTO  JIeCETHIIETHE";
Enexrponno cniucanue ,,IIpaBo, [lonutrka, Aamunucrpamus’, Tom 8, 6p. 2/2021 1., c.
46-52, ISSN 2367-4601 (Online); Retrieved from https://Ipajournal.swu.bg/wp-
content/uploads/2021/12/Vladimir-Babanov-br8-2.pdf

KI/I6CpCI/IprHOCTTa BC€UYC € HCACIIMMA 4aCT OT 06IJ_IOTO H3CJICABAHC 3a CUTYPHOCTTA.

Hacrosmara myOaukamus oOpbllla BHUMAaHKUE Ha Mpolieca Ha M3rpakAaHe Ha cucTeMa 3a
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kubepcurypnoct Ha P. beiarapus. Ilenra e go 2030 r. cTtpaHarta aa W3rpaad ISUIOCTHA
kuOep3amuTa, KosSTo J1a € HHTerpajiHa 4acT oT cucreMara 3a kubepcurypnoct Ha EC. Tazu
oOma Mpexa 3a KUOSpCHUTYPHOCT € OTIpaBHATa TOYKAa HA CTPAHHUTE OT OOIIHOCTTAa B

CTPEMCECIKAa UM Jia OTTOBOPAT HA HOBUTC 3aIlJIaXH B CJIICKTPOHHA CpCaa.

7. Babanov, V. (2025) “Artificial Intelligence and Cybersecurity in Space
Warfare”, cn. ,,MexnyHapoana nomutuka“, Op. 2, crp. 105-110; Retrieved from

http://ip.swu.bg/mod/data/view.php?d=1&rid=739&filter=1 ; ISSN 2367-5373;

Kocmuueckure omepanuu ca AbJIOOKO IOBIUSHU OT OBP30TO HaBIM3aHE Ha
u3kyctBenus wunrenekt (M) B cdepara nHa kubepcurypuoctrta. Hactosimara cratus
pasriexaa BOJCIIM ChbBPEMEHHHM H3CIEBaHMs MO TeMaTa M aHalu3upa HenzOexHaTa
nBoiiHa poisist Ha MU kakTo B oTOpaHara, Taka U B HalaJeHUETO IMPU KOCMHUYECKa BOMHA.
PaskpuBar ce Haumnure, o xouto MU ce mpuiara 3a yCbBBpPLIEHCTBAHO OTKPUBAaHE U
pearupaHe Ha 3allaxd B OpOMTa, C II€Jl 3allUTa Ha KPUTUUYHU KOCMHUYECKH arapaTtu OT
knbepataku. CTaBa O4EBUIHO, Y€ MOLIHH U I'bBKaBU TexHoJoruu karo MU npencrasnsBar
CepuoO3Ha 3aIllaxa 3a KoCMHUYecKaTa MH(PACTPYKTypa, M3rpakaaHa Mpeau ACCeTHIICTHS.
3110HaMepeHN aKThOPU U OIPEAETCHU IbP’KaBU C€ CTPEMST €AHOBPEMEHHO Ja MOoJayyaT
MPEMMCTBO HaJl CBOMTE MPOTUBHUIIM U J]a 3aIIUTAT COOCTBEHOTO CH YA3BUMO KOCMHUYECKO
oOopyBaHe. OCHOBaBallKM ce Ha 3HAUUMMTE Pa3pabOTKU B 001acTTa, CTATUATA PA3IIIEkKAA
TE€XHOJOTMYHUTE TPEIU3BUKATENICTBA, CTPATETMYECKUTE HMIIEpaTUBM M JMIICaTa Ha
MeXIyHapoJAHa HOPMAaTUBHA paMKa, HEOOXOIMMH 32 U3SICHSIBAHE Ha CIIOKHUTE MOCIEIUII
oT Bb3aeHcTBHETO HA MU BBpXy KOCMHYECKaTa CUTYPHOCT M TOBA, KOETO BCE IO-SICHO CE
ouepraBa Karo (opmMa Ha BOHHA. AHaJIM3bBT MOAYEpTaBa Hayexkallara HEOOXOIUMOCT OT
TEXHUYECKH M TPaBHU MEXaHU3MH, KOMTO Ja peryiumpar omacHusa Oamanc mexay WU,
KHOEpPCUTYpHOCTTa M PACTALIUTE 3aJ03U B IOCIEAHATAa TpaHMIlA HA CTPATETHYECKOTO

CBIIEPHUYECTBO.

8. Bba6awnos, B., (2024) ,,Jle3undopmariusita B KHOEpIpOCTPaHCTBOTO- 3aIUIaxa
3a neMokparuuHute nporecu B FOroustouna Espona“, CoopHuk ¢ nokmanu ot Kpbria
Maca, opranusupana ot fOrozananen ynusepcurert ,,Heoput Puncku® u Yausepcurer
no Oubnnorexo3Hanue u uHpopmaunonuu texunonoruu (YuubUT) ,,CbBPEMEHHU

N3MEPEHIMA HA CUT'YPHOCTTA B IOTTOU3TOYHA EBPOIIA®, ISBN 978-954-


http://ip.swu.bg/mod/data/view.php?d=1&rid=739&filter=1

00-0356-6, bnaroesrpan, O3V ,Heodur Puncku®“, c. 51-58, JloctenHO Ha:

http://press.swu.bg/images/conf/collection security unibit.pdf

Jlesundopmanuara ce H3MOJA3Ba KaTo OCHOBHO OpbXkue B Oopbara 3a
TCONOJIUTUYECKO HAJIMOIINE MEXY TOJIEMHUTE CHIH. Pa3BUTHETO Ha MHTEPHET U BHCOKUTE
TEXHOJIOTUH YJIECHUXA U3KIIOYUTEIIHO MHOTO HEHHOTO PAa3NpPOCTPaHEHHE, a H3KYyCTBEHUST
UHTEJICKT JIONpPUHECe 3a TMOYTH IPUIOCTHOTO AaBTOMAaTH3MpaHE Ha Ipoleca Ha
nesuHdopmanus Ha oOmiecTBaTa. Bh3MOKHOCTTa MHTEPHET J1a CE OKa)Ke JOMUHHUPAH OT
60TOBe, e3nHpOpPMAIIHS 1 3IOHAMEPEHH UTPAYX € HAITBIIHO pealiHa- 00CTOATEICTBO, KOETO
TpeBoxku crpanute oT Oromsrouna EBpona nopanu TsxHata ocobeHa ys3BuUMoOCT. B Ta3u

CTaTus CC 06p1)1ua BHUMAaHHWC UMCHHO Ha TE3U MPOLCCH.

9. Babanov, V. (2025), Strategic Considerations for AI-Enhanced Cybercrime,
cm. ,,IIpaBo, [Tonutuka, Aqmunuctpanus”, Tom 13, 6p. 2/2025 1., c. 46-52, ISSN 2367-
4601 (Online); Retrieved from https://Ipajournal.swu.bg/wp-content/uploads/2025/12/1-
Vladimir-Babanov.pdf

CraTusta 1eiM Ja nojayeprae HAKOU CHOcoOH, 4pe3 KOUTO KHOeprnpecThbITHULIUTE
u3non3BaT u3KycrseHus uHTenekT (V1) 3a usbpiiBane Ha kubeprpectbivienus. EQpexture
Ha U BBpXy KHMOEpHpeCTHIIHOCTTA € ChIIO OCHOBEH (POKYC, HApaBHO C NMPUUYMHHUTE 3a
0Bp30TO pasnpocTpaHeHue Ha mozaenute Ha MU B xkubepnpoctpancTBoTo. Pe3ynrarsT ot
NoJO00HO CIMBAaHE HAa TEXHOJOTMH, KPUMHUHAIHU MHTEPECH U UKOHOMHYECKH MOTHUBHU €
HEBB3MOXKHO Jla ObJe NpeIBUJICH, HO OOMMCISHETO Ha OCHOBHM ChOOpaXEHHs CIIPSIMO
KHOeprnpecTbIHOCTTa, ojacwieHa oT M, 6u Morio ga mociyH Karo BakHa OTIIpaBHA

TOYKa 3a nocjeaBali JUCKyCHHU.

10. Babanov, V. (2026) “Al-Enabled predictive diplomacy: data-driven approach to
foreign policy”, cbopauk ,,MexmayHaponHara cucteMa B npexos. HoBu mapaaurmu
Ha CUTYPHOCTTA U IUILJIOMAIIMATA B IUTUTAIHATA enoxa.  M3garencTBo ,,3a OykBuTe-
O mucmenexs®, 2026 1., ISBN 978-619-185-793-7, (mom medar, mpeicTaBeHA

ciyxeOHa Oenexka)

HaCTOSIH_[aTa pa3pa60T1<a MU3CJICABAa KOHLICTINUATA 3a AUIIJIOMAalMA, IoJroMarada oT

HN3KYCTBCH HUHTCIICKT C MPCAUKTUBHU BB3MOKHOCTH, KAaTO HOB (I)CHOMCH B C(I)epaTa Ha
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BBHIIIHATA MOJUTHKA. Ype3 U3MOI3BAHETO HAa HOBHU U MOIIHU TEXHOJIOTUU AbP>KaBUTE MOTaT
Ja M3BEXKIAT JIATCHTHU WHTEPECH U IOBEJACHYECKHM MOJEIM Ha CBOUTE MApTHHOPU Ha
OCHOBaTa Ha rojemMu oOeMH Ha HpPBHB MOrJea HecBbp3aHa uHpopmanms. [Ipemnoxxenara
pamka u3MecTBa (PoKyca Ha IMPErOBOPUTE OT MACHBHOTO pazuuTane Ha BATNA kbM
MPOAKTHUBHA CTpATerusi, yCUieHa 4pe3 U3KYyCTBEH MHTENEKT. M3cienBanero neMoHCTpupa
NOTEHLMAJIHUTE TOJM3M OT wu3noi3BaHeTo Ha WM B mperoBopHUs mpolec, Karo

CbIICBPEMCHHO OTYHUTA U CTUYHUTC I'paHULIU, KOUTO HOI[O6€H nmoaxod mocCTtaBd MoJ BBIIPOC.

11. Babanov, V. (2026) “OSINT with Al for geopolitical conflict forecasting”, cobopaux
»~MexayHaponHata cuctemMa B mpexod. HoBu mapaaurMu Ha CUTYpPHOCTTA U
JTUTITIOMAIIUATA B TUTHTaIHATA enoxa. M3narencTso ,,3a OykBuTe- O MUCMEHEXb,

2026 1., ISBN 978-619-185-793-7, (mox mevar, mpecTaBeHa ciry>keOHa Oenexka)

Hacrosmata pazpabotka npencrasisBa 0030p Ha Teopusita 3a OSINT, 6a3upana na
U3KYCTBEH MHTENEKT, BBB Bpb3Ka CbC CHCTEMHUTE 3@ CTPATETHYECKO PaHHO
npenynpexaenue. Pasrinexaa ce no kakbs HauuH MM moxe 1a no1o0pu BCUYKU €Tanu OT
pa3y3HaBaTeIHUs IIUKBI — OT ChOMpaHeTo u 00paboTKaTa HAa JAaHHU 10 M3TOTBSHETO Ha
IOPOTHO3M — KAaKTO M TMOTEHUHATBT MYy Ja MOBHUIIM CHOCOOHOCTTa 3a CTPAaTErMyecKo
npeaynpexaeHue Ipu KOHPIUKTH. AHaIM3UPaHH ca U KIHOYOBU NPEAU3BUKATENCTBA MPeJ
NU-6a3upanata OSINT, BKIIOUMTENIHO NPUCTPACTUS B JaHHUTE, OrpaHUYEHHUs Ha
MOJIEJIUTE, JIUTICA Ha MPO3PAYHOCT U OOSCHUMOCT Ha aJTOPUTMUYHUTE METOJU, KaKTO U
T.Hap. ,,pa3puB MEXy MPEIYNPEKACHUETO U PEaKLUATa B KOHTEKCTa HAa MOJICIMPAHETO Ha
reonojuTHYecka HecTabwiHOcT. B 3akimroueHne ce moauepraBa, ye Makap OSINT,
noJrnomMaradHa OT M3KYCTBEH MHTEJEKT, Ja MpuTexaBa NOTEHLMalda JAa TpaHchopMmupa
MOJIEJIMPAHETO Ha TIeOoNOJIMTUYECKa HECTaOMIIHOCT, PEaJu3UpaHeTO Ha TO3M IMOTEHIIHMAJ
U3MCKBAa CTPUKTHA HWHTErpalisi Ha YOBEIIKA EeKCIepTHa IpeleHKa W BHUMATEIHO

01906pa3;113aHe C TCXHUYCCKUTC U UHCTUTYHUOHAJIHUTC OIrpaHUYCHUS.

12. Babanov, V. (2026). ,,Synthetic reality as a strategic threat: from disinformation to

predictive manipulation®. E-Journal VFU, 25, 84-93. N3natencku uentsp Ha BCY



"UepHopu3zen Xpaosp", ISSN 1313-7514,
https://ejournal.vfu.bg/index.php/viu/article/view/261

Crarusra pasriexkia MOTCHIMajda Ha W3KYCTBEHHS HMHTENEKT Ja TpaHchopmupa
nesuHdopmanuaTa B YCHBBPIICHCTBAH THI CHHTETUYHA pPEATHOCT, OCHOBaHA Ha
XUIIEPIEPCOHATU3UPAaHAa MAHUITYJAlMs M KOTHUTUMBHA eKcruloatauus. CHHTeTHMYHATa
pEaTHOCT ce pa3finyaBa ChIIECTBEHO OT TPaJUIIMOHHUTE (OPMU Ha MpoIaran/ia, Thid KaTo e
JIBJIOOKO TIOTAIIAIIA, 3HAYUTEIHO MM0-YCTOMYMBA BHB BPEMETO U MPUTEKAaBa CITIOCOOHOCTTA
Jla BJIUsE€ BbPXY PEUICHUATA U IOBEJCHUETO KAaKTO Ha OTACIHU MHAUBU/IN, TaKa U HA LIEJIH
oOmiecTBa. AHalIM3upa Cc€ HAYUHBT, MO KOUTO CHUHTETUYHUTE MEIUU MOJKOMaBaT
CTPaTEerMuecKkoTo JOBEpUe, Ch3JaBalikKM IBJITOTpaiiHa 3amiaxa, KOsATO 3a00uKajs
KOHBCHIIMOHAJTHUTE MEXaHU3MH 32 OTKPHBAHE U 3amIuTa. MIeHTuUIUpar ce ChIleCTBCHH
MPONYCKM B TOTOBHOCTTA [0 OTHOUIEHWE HAa IMpaBHATA paMKa, TEXHOJOTHYHUTE
UHCTPYMEHTH M JIOKTPUHAJIHUTE MoAXoau. B 3akmroueHue ce ¢dopMynupaT HACOKH 3a
IIOJIMTUKH U PELIECHHUs], OCHOBAHU Ha ITOBUIIIABAHE HA YCTOMYUBOCTTA, C LIEJI CIIPABSIHE C TE€3U

CBOJIIOMpPAII NPCAU3BUKATCIICTBA.

13. babanos, B. (2026). ,,Ai-enhanced counter-offensive decision-making in hybrid
warfare.” E-Journal VFU, 25, 94-102. U3narencku nentsp Ha BCY "UepHopusery
Xpaobwp",ISSN1313-7514, https://ejournal.vfu.bg/index.php/vfu/article/view/262

B nHacrosimata cratus ce u3cieaBa U3MOI3BaHETO HAa U3KycTBeHus nutenekt (M)
KaToO CPEICTBO 3a YCHBBPIIECHCTBAHE HAa KOHTPAHACTHIIATEIIHOTO B3€MaHE Ha pELICHUS B
cpena Ha xuOpuaHa BoiiHa. XubpuHaTa BOiHa ce nepuHMpa KaTo MPOCTPAHCTBO, B KOETO
CC NpeCHUYaT KOHBCHIMOHAJIHN BOCHHU TAKTUKU U JPYTH q)OpMI/I Ha BOJCHC Ha BOﬁHa, KaTo
KuOepBoifHa, MHPOpPMAllMOHHA BOIfHA M Icuxosorndyecka BodHa. Tasu cpena cb3maBa
YCJIOBHSI HA HECUTYPHOCT, HEOTJIOKHOCT U BUCOKA CTEIIEH HA aCUMETPUs, KOUTO U3UCKBAT
e(eKTUBHO U HAaBPEMEHHO B3eMaHe Ha peleHus. M3cienBaneTo nokas3sa, ye MpUiaraHeTo
Ha WM wMoxe J1a mnpenocTtaBu ChIIECTBEHA TMOJKpena NpW IUIAHUPAHETO Ha
KOHTPAHACTBIIATEIIHU JCUCTBUSA YPE3 CHKPAIaBaHE HAa BPEMETO 3a B3EMAHE Ha PEILLCHHS,
MOAIIOMAaraHe Ha WMHTETpauusATa Ha JaHHU OT MHOXKECTBO JOMEWHHM M IIOBHILIABAHE Ha
CUTyallMOHHATa OCBEIOMEHOCT IOCPEJICTBOM AHAJUTUYHU WHCTPYMEHTH M CHCTEMH 32

nojarnomarase Ha pemieHusata. Wnentudumupar ce kakto noisute ot MU-6asupanure
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MIPOLIECH Ha B3€MaHe Ha PeUICHMs], TaKa U ChIIECTBYBAIIUTE OrpaHnyYeHus. B 3akimtoueHue
ce IMoauepraBa, 4€ HU3KYCTBEHUAT HHTENEKT Ou Oun Haii-epeKTHMBEH KaTro YacT OT
OanaHcupaHa cucTeMa YOBEeK—MalinHa, rnpu kosito UM moanmomara nporiecute Ha B3eMaHe
Ha peIlleHus], OCHOBAHU HA JIAHHHU, a YOBEIIKUSAT (DAaKTOP 3aras3Ba CTpaTeruuecKaTa MpereHKa

U OTTOBOPHOCTTA.

14. Babanov, V. (2026). ,Artificial intelligence in anti-money laundering and the
questions of explainability, privacy and trust.“ cn. ,JIlpaBo, IlomuTuka,
Anvunuctpanus”, Tom 13, 6p. 1/2026 ., ISSN 2367-4601 (Online); (mox meuar,

Ipe/ICTaBeHa CITy>keOHa OeJeKKa)

HacrosimmaTa cratust nMa 3a e Ja U3ciie/iBa TpaHC(POPMHUPAIIUTE Bb3MOKHOCTH Ha
HN3KYCTBCHUS HMHTCJICKT 3a HOI[O6p$[BaH€ PA3KPUBAHCTO U NMPCAOTBPATABAHCTO HA IIPAHCTO
Ha mapu. Ts cMHTe3HMpa W3CJIeIBaHUATA BBPXY Pa3KpMBAaHETO HAa (PMHAHCOBH M3MaMH, B
KOHTEKCTa Ha H3KYCTBEHHsI WHTEJCKT, M Ce (OKyCHpa BBPXY poJisiTa Ha OOSCHUMHS
U3KYCTBCH HMHTEJICKT 3a MPO3PAYyHOCT U CHOTBETCTBHE C PETYJIATOPHUTE H3UCKBAHMSL.
AKIIEHTHpa ce BbPXY HY’KJaTa OT IpaBHA KOOPIUHALIMS MEX/1y TEXHOJIOIMYHUTE HHOBAIIUH,
q)HHaHCOBI/ISI HaaA30p U MEKAYHAPOJHUTE ITPUHIUIIN 3a IMTPO3PAYHOCT U OTYECTHOCT B 3alllMTA
Ha OCHOBHMTE YOBEIIKH IpaBa B KOHTEKCTAa Ha aBTOMAaTH3WpaHHs (MHAHCOB aHAIIU3 U
KoHTpos. CTatusTa Chlo OOpbhIa BHUMaHKUE Ha (eAepupaHoTo 0O0ydeHHe 3a aHalIHu3a Ha
JAHHU W OIa3BaHETO Ha TMoBepUTENHOCTTAa. OOCHXKAAT ce ¢akTopuTe, OamaHCHpaIn
Bpb3KaTa MCXKIAY Pa3KpUBAHCTO Ha HE3aKOHHU IIapUYHH IIOTOIM, MMOBCPUTCIIHOCTTA Ha
JaHHUTC U JOBCPUCTO HA HOTp€6I/ITeJ'II/IT€ B 3aKOHHUTE IMPAKTUKHU 110 NPCCUYAHE HA ITIPAHETO
Ha Tapu 4Ype3 aBTOHOMHHU CHUCTeMH. B 3akmrodeHue ca 0o0OOIIEHU KIIOYOBHUTE TMOJN3H U
MPeIM3BUKATENICTBA TIPE]l MHTETPUPAHETO HA U3KYCTBEHUS MHTENIEKT B paMKUTe Ha 6bopbata

C IMPAHETO Ha mapu, 3a€JHO C OCHOBHH ITPCIIOPHKU.

15. Babanov, V. (2026). The ascending techno-nationalism in the U.S.— China rivalry
and the EU’s technological independence., cn. ,,MexayHapoaHa nonutuka“, 6p. 1,

2026 r.; ISSN 2367-5373; (mox meyart, mpeacTaBeHa cirykeOHa Oeexka)



Bb3xoapT Ha TEXHOHAIMOHAIM3Ma € KI4YoB ¢akTtop 3a o(OopMsIHETO Ha
TEXHOJOTHUYECKOTO chliepHrdecTBO Mexay CAILl u Kutaii u Biusie BbpXy HaulHa, 110 KOUTO
EBponenckusT Chbro3 mpeciie/iBa TEXHOJOTMYECKAa HE3aBUCHUMOCT. TE€XHOHALIMOHAIM3MBT
onpezens noaxona, upes koiito CAIL u Kuraii ce cTpemMsT KbM CTpaTerHuecko JOMUHUPAHE
Yype3 HOBOBB3HMKBAIM TEXHOJOTMHM KAaTO W3KYCTBEH HWHTEJEKT, IOJYIPOBOJHULIM H
o0naunu uzuncienus. Hacrosmoro u3cienane aprymentupa, ye makap EC na ce crpemu
KbM [IOCTUTAaHE HAa JUTUTAJIEH CyBEpPEHUTET, TOM € Wu3MpaBeH Mpex peaula
MPEIM3BUKATEIICTBA, MPOM3THYANIN OT ()parMeHTHpaHaTa WHIyCTpuanHa O0asza, OaBHHS
MHOBAIIMOHEH LHKBI M 3aBHCHUMOCTTa OT YYXXAECTPAaHHO pa3padOTEeHU TEXHOJOTUU B
KpUTHYHU oOmactu. W3BomuTe momuepraBaT HEOOXOAMMOCTTa OT YyKpelnBaHE Ha
uHaycTpuanHata nosutuka Ha EC 1 moBuiniaBane Ha MHOBAIIMOHHMS KallallUTET, HApeH C
peau3upaHeTo Ha PEryJIaTOPHUTE LIEJH, 3a /1a ObJie 3a1a3eHa CTpaTernueckara aBTOHOMUS

B YCJIOBUSATA HA 6”[:}’)30 IMpOMCH:AII CC CBECTOBCH TCXHOJIOIHYCH PCA.

16. Babanov, V. (2026). ,,Fractured cyberspace and digital disorder as a strategic threat
to international security*, cm. cm. ,,MexayHapoaHa moiutuka®, op. 2, 2026 r.; ISSN
2367-5373; CEEOL; Hamumonanen pedepeHTeH cnuchk; (MO mevar, mpeacTaBeHa

ciyxeOHa Oenexka)

Cratusita ouepraBa BB3MOXKHO TO-HATATBITHO pa3BUTHE Ha  SIBJICHUETO
, CINIMHTEPHET®, TIPU KOETO JUTUTATHUAT Xa0C HapacTBa €KCIMOHEHIIMATHO. AKIIEHTHT €
MOCTaBeH BBPXY HEKOHTPOJIHPYEMHS PBCT Ha KHOEPHPECTHIIHOCTTa, KAKTO U BBPXY
M3KPUBSIBAHETO HA peaHOCTTa 4Ype3 JAe3MH(pOpMaIUs W U3MOJI3BaHE Ha CHUHTETUYHHU
WJICHTUYHOCTH. HM3cienBaHeTo pasmiexaa CTpemMexa Ha JIbpKaBUTE KbM JIUTUTAIICH
CYBEpPEHHUTET, KOWTO YECTO CE€ OCHINECTBSIBA 3a CMETKa Ha TJo0alHaTa CBBP3aHOCT.
@parMeHTalMsATa Ha MHTEPHET MPOCTPAHCTBOTO YBEJIMYAaBA BB3MOXKHOCTHTE Ha
3JI0HAaMEepPEeHU aKThOPH Jia TIOJKOoNaBaT HeroBara ctabunHoct. [loquepTaBa ce, ue nurcara
Ha e(PEeKTMBHO MEXIYHAPOAHO  CHTPYJHUYECTBO  JOMBIHUTEIHO  3aIbiI00OYaBa

CbIICCTBYBAIIUTC HETATUBHU TCHACHI N,



17. Babanov, V. (2026). ,,Automated threat actor profiling with Al in cyber threat
intelligence: a framework for real-time extraction and attribution®, cm.
,O0pa3oBaHue, HAyYHU U3CIIC/IBAHUS U MHOBALIMK, ToJiMHa 4, kHUkKa 1, mapT 2026,
ISSN 2815-4630, CEEOL, CrossRef, Harmonanen pedepenTeH cuchk (0 reyar,

MpeIcTaBeHa CirykeOHa Oernexka)

KubeppasysnaBatennara undopmanusi (Cyber Threat Intelligence — CTI) ce
YTBBPAU KAaTO KIIOYOB €JIIEMEHT Ha [pPOAaKTHBHATAa 3allUTa Cpeuly MPOTUBHHULM B
KHOEepIpoCTpaHCTBOTO. BhIIpekn ToBa Mo-rojsiMara 4YacT OT LIEHHaTta WHQopMauus ce
ChABPKAa B OFPOMHH OOEMH HECTPYKTYpUPaHM JaHHU U TMOTOIM, KOETO MpaBH TIXHATa
00paboTKa M3KIIOYUTEIHO MPOIBIDKUTENICH U MOJATIMB Ha Tpeliky npouec. HacrosmoTo
u3Ccie/IBaHEe MMa 3a 1IeJ1 Jla IPEJICTaBu aBTOMAaTU3UpaHa paMKa B pPEalHO BpPEME, KOATO
u3non3Ba obOpaboTka Ha ectectBeH e3uk (Natural Language Processing — NLP) wu
ctanaapTusupanu onronoruu kato Structured Threat Information Expression (STIX) v2.1 u
MITRE ATT&CK, 3a na unentuduuupa naaukatopu 3a komnpometupane (IoCs), TakTukwy,
TexHuku U npouenaypu (TTPs) or muoxectBo mzrounuuu Ha CTI u na ru cbmocrass
npoduI Ha 3a1m1aXxoB akThop. OMUCAHUAT MOAX01 00paboTBa JAHHU OT ITyOJUIHH JTOKJIA TN
3a 3amiaxu, COLUMAIHH MPEXHU U JPYrd MmiaaTGopMu 3a crojensHe Ha WHopMaIus.
M3non3Bar ce AoMeiH-cnenMUYHM €3UMKOBM MOJENM M aHalIM3aTopu, Oa3upaHH Ha
IpaBuJIa, 32 pa3No3HaBaHE Ha CHUIHOCTHU (Hamp. 3710BpeieH copTyep, MHCTPYMEHTH, 1IEJIN),
KouTo ce kaprorpadupar kbM 00ekTu 1mo STIX u ce cBBp3BAT C TEXHUKH OT pamKara
ATT&CK. Pamkara € TecTBaHa 4pe3 XUIIOTETUUYEH Ka3yC C PAHCBMYEpP, KOWTO JEMOHCTpHUpa
KaK M3BJICYCHUTE UHAUKATOPH, eTamu oT Kill chain u moBeneHuecku Mmoaenu Morar aa ObaaT
acouuupanu ¢ npoui Ha 3aIaxoB akThop. PesynraTure nokassar, ue npegioxenara M-
Oa3upana oOpaboTBalla JUHUS 3HAYUTEIIHO HaMaJIsiBa HEOOXOJUMUTE PBUYHHU YCUIIHS MPU
anamu3za Ha CTI, karo cpIIeBpeMEHHO MOAIbP)Ka BHUCOKA TOYHOCT HA H3BIMYAHE.
N3cnenBaHeTo MocTaBs OCHOBUTE 3a BHEIpPsSBaHE Ha aBTOMATHU3MPAHO NpOQUIUpaHe HA
MIPOTUBHUIIM B paMKUTE Ha KuOeppa3zy3HaBaHETO, KOETO MOroMara npoakTUBHATA 3alUuTa

U yCWIHSITA 110 aTPUOYIIHS.

18. Babanov, V. (2026). ,,.Delegating cyber defense to algorithms: the legal boundaries

of autonomous response in Bulgaria®, cn. ,,O0pa3oBanue, HayYHH U3CIACABAHUS U



uHOBanuu', roguHa 4 , kHWwkka 2, oHU 2026, ISSN 2815-4630, (mox meuar,

Mpe/IcTaBeHa CirykeOHa Oenexka)

Crartusita pasriiexia NpaBHUTE TMOCIEIUIM OT H3MO0JI3BAHETO HAa AaBTOHOMHHU
MEXaHM3MH 3a peakmuss B Obarapckara cucreMa 3a KuOepoTOpaHa. AHamu3mpa ce
HAI[MOHAJHATa MpaBHA paMKa Ha bbiarapus B MO-IIMPOKHUS KOHTEKCT HA CTPATETHMYECKUTE
nokymeHTd Ha HATO u EBpomneiickus cbro3. JlepuHupa ce MOHSATHETO 3a aBTOHOMEH
KHOEpOTroBOp M C€ M3CJIe[Ba HEroBaTa IMpaBHA NMPUIOKHMOCT, KaTO ce Moa4yepTaBa, 4e
ABTOMATU3UPAHUTE OTOPAHHUTENTHH JCWCTBHS TIOCTAaBAT MPEAM3BUKATEICTBA TIPE
CHILIECTBYBAIIUTE MpaBHU cTaHgaptu. llpocnensBa ce eBomonusaTra Ha ObJirapckara
KHOepOTOpaHUTENIHA MOJIUTUKA — OT PAHHUTE CTPATErHH B 00JACTTa HA KHOEPCUTYPHOCTTA
JI0 Hali-HOBOTO choOpassBane ¢ aupektuBute Ha EC u m3uckBanusta Ha HATO. AHanu3bT
MI0Ka3Ba, Y& OBJIrapCcKOTO 3aKOHOJATENICTBO HE MPEABUXK /A U3PUUHO IPAaBHO OCHOBAaHUE 3a
IpujiaraHe Ha aBTOMaTU3UpaHU KOHTpaMepKH Mpu kubepaTaku. JlurncaTa Ha TakaBa mpaBHA
perJamMeHTanus Nopax/jia KakTo TCOPETHUYHH, TaKa U MIPAKTUIECKH IPOOJIEMH, CBbP3aHU ChC
CbOTBETCTBUETO W IPWIAraHeTOo Ha HOpMuTe. B 3awitoueHue ce mocouBa, ye Makap
HAI[MOHAJIHOTO 3aKOHOJATEJICTBO /1 IIPEIOCTaBs LAJI0CTHA OCHOBA 32 IPOTUBOIECHCTBUE HA
KUOEPIPECTHIIHOCTTAa M 3allUTa Ha KpPUTHYHATA WHQPACTPYKTypa, ChHIIECTBYBAT
MPEeIM3BUKATENICTBA MIPH MHTETPUPAHETO HAa aBTOHOMHHM KHOEpOTTOBOPH B JelcTBamiaTa
HOopMaTHBHa pamka. [Toueprasa ce, ye pa3pabOTBaHETO Ha BCSAKA CTpaTErys ciie/Ba Ja obie
CbhOOPA3EHO ¢ MEXKAYHAPOJHUTE 3abJKEHHSI Ha CTpaHaTa M C U3UCKBAHMITA HA ChIO3HUTE

q)OpMaTI/I, B KOUTO TA y4aCTBa.

19. Babanov, V. (2026) Cybertime as a battlefield and the end of sequential military

strategy; cn.  Hayuonanua  cueyprocm (9), 46-49.  https://nacionalna-

sigurnost.bg/broi-23/ ISSN 2682-941X & ISSN 2682-9983. https://nacionalna-

sigurnost.bg/broi-23/

B cpBpemenHNTE KOHDIMKTH BPEMETO BCE MO-YECTO CE€ M3I0JI3Ba KaTo OOMHO MoJIe.
[TponecuTe Ha B3eMaHe Ha pelieHus], yckopeHu ot kubep-UU texnonoruu, ce kommnpecupar
JI0 CTETIEH, MPU KOSITO C€ pa3MHUBAT TPAJULMOHHUTE MIPEICTABU 3a TOBA KAKBO MIPE/ICTABIIABA
BoiiHata. C HapacTBaHETO Ha TeMIla Ha KOH(IMKTAa MOJICTUTE, OCHOBAHU Ha TOJIPEACHHU U

MOCJIEIOBATETHU IIMKJIM Ha B3eMaHe Ha pemieHust — kato OODA-mukbi1a unn asure Ha


https://nacionalna-sigurnost.bg/broi-23/
https://nacionalna-sigurnost.bg/broi-23/
https://nacionalna-sigurnost.bg/broi-23/
https://nacionalna-sigurnost.bg/broi-23/

KaMIlaHHATa — BC€ IIOBEYC C€ pasMHHaBaT C PpPEAJIHOCTUTE Ha BHCOKOCKOPOCTHATA,
IMPEANKTHUBHA BoliHa. B PE3YJTAT Ha TOBA IIOCICAOBATCIIHATA paMKa B BOCHHATa CTPATCrusa
CC IMOCTaBs oA CCPUO3HO MPCAU3BUKATCIICTBO. O6C"b)KHaT CC MOCJICAUIUTC 3a TCOpHUATA U
IIPpaKTHUKaTa, KaTo CC moa4cpTana H€O6XOI[I/IMOCTT3. OT HOBH KOHICTITYaJIM3allUU HA BPCMETO
B CTPATCruydCCKus aHalu3. Hapezl c ToBa ce OoTOeIsI3BaT OrpaHM4Y€HUsATa Ha HACTOAIIOTO

H3CJICABAHC U C€ OUE€pTaBaT Bb3MOXKHHN HAIIpaBJICHUA 3a 6T>I[CIHI/I Hay4YHH pa3pa60TKH.

20. Babanov, V. (2026). Cybersecurity risks from Al-physical convergence, cm.
“Knowledge International Journal”, Vol. 74 No. 1 (2026): Knowledge in Practice,
ISSN: 1857-923X (Printed), ISSN: 2545-4439 (Online),

https://ois.itkm.mk/index.php/kij/article/view/8104

OcHoOBHAaTa 11eJ1 Ha HACTOAILIOTO U3CIIEABAHE € /1a yCTAHOBHU B KAKBa CTEIICH TEKYyIIaTa
UHTETpals Ha M3KYCTBEH HUHTENEKT BBHB (PU3UUYECKH CHUCTEMH Ch3JaBa HOBU THUIIOBE
knbep3aruraxu. OCBEeH TOBaA ce LIENH J1a Ce TOKaXKe Kak chuyeraBaHeto Ha MU u ¢pusnyeckn
CHCTEMHU MOPakJa YHUKAIHU U TPYIHO MPEABUINMHU PUCKOBE 3a CUTYPHOCTTA C MOTECHIUAT
3a MpUYMHIBAHE Ha peaqHu (U3MUYECKU MIETH. 3a TOCTUTAHETO Ha TE3U LIEIH € MPUIoKeHa
KOHIIENTyaJ Ha paMKa, OCHOBaHA Ha TpeErJie]] Ha JUTepaTypaTa, OTOpaHUTENEH aHalu3 U
MOJIeJIUpaHe Ha 3aIiaxu, Ype3 KOSITO ca UASHTU(UIIMPAHU U KAaTeTOPU3UPAHU OCHOBHHTE
ysi3BuMocTu Tipu  UU-pusmyeckure cucremu. Te BKIIOYBAT CUCTEMHHU YS3BUMOCTH,
ySI3BUMOCTH, CBBbP3aHU ChC 3JI0HaAMepeH BxoJ (adverse input), ysI3BUMOCTH MpPU MPEKOBU
MIPOHUKBAHUS U YS3BUMOCTH I10 BepUrara Ha JOCTaBKU. JlaHHUTE, ChOpaHu upe3 Ka3zycHu u
JIOKYMEHTHUpaHU ChOUTHA, KaTo Stuxnet U MpoOWBU B CHCTEMH 3a aBTOHOMHH IPEBO3HU
CpencTBa, MOKa3BaT, uye KoHBeprenmusaTa Mexay MW u pusnueckn cucteMu 3HAYUTEITHO
yBeJIMYaBa CTEIIEHTa Ha HEOIPEIEIICHOCT U Ch3/1aBa YCIOBHS 3a NOABEKIAHE HA CEH30pU
(sensor spoofing), KoMIpoMeTHpaHe Ha MOJEIW W NPUKPUTH TMPOTUBHUKOBH AaTaKH.
JIObIHUTENTHO Ce YCTaHOBSIBA, Y€ Ta3U KOHBEPIEHIIUS MPUTEKaBa MOTEHIIUAI 1a IOBEJIE 110
GU3MYEeCKH TIOBpeIM W ONepaTuBHU CpuBOBe. CBhINECTBYBANIUTE TApaJUTMUA Ha
KHOEPCUTYPHOCT, OPUEHTUPAHH OCHOBHO KbM WH(POPMAIMOHHUTE TEXHOJOTHH, C€ OKa3BaT
HEJOCTaThuHU 3a 3ammra Ha M -pusndeckute cucTeMu, 0COOEHO KOTaTo T€ Ce M3I0JI3BAT
B KpPUTHYHA MH(PPACTPYKTypa WIM B OTOPAHHWTEIHU MPHUIOKEHUS. ToBa ce IBDKA Ha

Obp3ara eckajalus Ha aTakKuTe W TPYAHOCTTa NpH TsixHaTa aTpuOynus. CiuBaHEeTO Ha


https://ojs.ikm.mk/index.php/kij/article/view/8104

JUTUTATHOTO U (PU3MYECKOTO M3MEPEHHE pa3MHBa TPAJAUIMOHHUTE T'PAHUIM W Hajara
NPEOICHKA Ha YCTAHOBCHUTE IMOAXOAM 3a MPOTHUBOJCHCTBHE Ha KuOep3arwiaxu. B Tasu
Bpb3Ka Ce MpernopbyBa pPa3paObOTBAHETO HA 3alUTHH AaPXUTEKTypH C MHOTOCIIOWHA
CTPYKTYypa, CUCTCMHU 3a OTKPUBAHC HA aHOMAJIMH B PCAJIHO BPEMEC, MCKAY AUCIUIIIIMHAPHU
OLICHKH Ha pHUCKAa W MpoekTHpaHe Ha curypuu MW mozenu, ¢ men orpaHuyaBaHe Ha
3aIUIaXuTe, MPOU3THYAINU OT KOoHBepreHimsara Mexxay MU u ¢usuuecku cucremu. OcBeH
TOBa Ce IMOJYepTaBa, 4ye KUOCPCUT'YPHOCTTa HE MOXe Ja Oblie pas3riiexkIaHa OTICIHO OT
¢usnueckata Oe3zomacHocT mpu padbora ¢ mogoOHU cucteMu. Cpen JOMBIHUTEITHUTE
HPENOPHKHU ca pa3pabOTBAHETO HA AKTYAIN3UPAHH MOJICIH HA YIPABJICHHE U BKIIIOYBAHETO
Ha KuOepdu3uueckata yCTOMYMBOCT B TPaXIAHCKM W BOCHHM IUIAHOBE, 3a Ja Ce

npeoTBpaTu KaTactpodanHo unoisane Ha UM-6a3upanu cucremu.
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1.Monograph:

V. Babanov (2026), “The Impact of Generative Artificial Intelligence on the Con-
cept of Cybersecurity,” University Publishing House “Neofit Rilski,” Blagoevgrad. ISBN:
978-954-00-0446-4

The monograph “The Impact of Generative Artificial Intelligence on the Concept of
Cybersecurity” presents an interdisciplinary study devoted to the transformative influence of
generative artificial intelligence (Al) on the theoretical foundations, strategic dimensions, and
practical mechanisms of cybersecurity. The research is situated within the context of
accelerated digital transformation following 2022, when the public availability of large
language models demonstrated that Al has evolved from an experimental technology into a
structural factor shaping economic systems, governance, and security. The central thesis
maintains that generative Al does not merely introduce new tools into the cyber domain but
fundamentally reshapes the philosophy of security, requiring a reassessment of established

principles and approaches.

The primary objective of the study is to examine the impact of generative Al on the
core principles of cybersecurity and on the dynamics of next-generation cybercrime, while
outlining opportunities for integrating this technology into modern cyber defense architectures.
The object of analysis is cyberspace as an environment in which intelligent systems, institutions,
and malicious actors interact. The subject of the study concerns the effects of generative models
on cybersecurity principles, practices, and the balance between offensive and defensive
capabilities. Methodologically, the research applies comparative analysis of regulatory
frameworks and strategic documents, critical review of academic and expert literature, case

study methods, and conceptual modeling.



The first chapter examines classical cybersecurity concepts and their evolution under
the influence of generative Al. Particular attention is devoted to the confidentiality, integrity,
and availability (CIA) triad as the cornerstone of information security. It is argued that
generative models introduce new risks to confidentiality through the potential reproduction of
sensitive data, to integrity through the creation of highly convincing synthetic content, and to
availability through automated exploitation of vulnerabilities. At the same time, it is
emphasized that the same technology may support dynamic risk management, simulation

modeling, and early anomaly detection.

The principles of defense in depth and zero trust are analyzed within the context of
highly interconnected and automated digital environments. The growing integration of Al into
cloud and hybrid infrastructures is shown to expand the attack surface while simultaneously
enabling continuous monitoring and adaptive responses. The principles of least privilege and
separation of duties are also reconsidered in light of autonomous Al agents. The concept of
“machine-based separation of duties” is introduced as a means of preventing excessive

concentration of access rights and functional authority within automated systems.

Significant attention is devoted to security by design and the Keep It Simple and Secure
(KISS) principle, both of which gain renewed relevance in increasingly complex digital
ecosystems. The integration of generative Al requires the embedding of security mechanisms
from the earliest stages of system design and clear regulation of algorithmic roles within
organizational processes. The study further explores incident response, business continuity,
and disaster recovery, outlining the potential of Al to enhance scenario simulations, impact

assessments, and recovery planning.

The second chapter addresses generative Al as a catalyst for next-generation
cybercrime. The technology is examined as a strategic advantage for malicious actors due to
its adaptability, scalability, and low barrier to entry. Specific forms of misuse are analyzed,
including highly personalized phishing and social engineering campaigns, automated malware
generation and optimization, deepfake creation, and Al-driven reconnaissance and
vulnerability scanning. The existence of structured illicit markets offering Al-based tools and
services further lowers the threshold for cybercriminal activity and increases operational

sophistication.

Advanced persistent threats (APTs) are examined, including collaboration between

state-sponsored groups and criminal networks. Generative Al is identified as a factor



amplifying asymmetry in cyberspace and blurring the distinction between state and non-state
actors. The geopolitical dimension of technological competition is emphasized, highlighting

the strategic implications of Al dominance for national security and global power structures.

The third chapter explores the defensive potential of generative Al in cybersecurity
practices. Applications are discussed in areas such as automation of analytical processes, threat
hunting, anomaly detection, and integration with Security Information and Event Management
(SIEM) and Security Orchestration, Automation, and Response (SOAR) systems. It is argued
that the optimal model of application is based on human—machine collaboration, where Al
enhances analytical capacity and efficiency without replacing expert judgment or strategic

oversight.

A central scientific and practical contribution of the study is the development of a
conceptual framework for automated attribution of malicious activities to known hacker groups
through the use of generative Al and cyber intelligence data. This framework aims to
significantly reduce the time required for attribution and improve analytical effectiveness by

combining large-scale algorithmic data processing with expert validation.

In conclusion, the monograph advances the necessity of a new cybersecurity paradigm
grounded in adaptability, transparency, and strategic integration of Al technologies. Generative
artificial intelligence is conceptualized as a dual-use phenomenon—simultaneously a source of
emerging risks and a powerful instrument for their mitigation. The study outlines directions for
future research and policy development in an era defined by rapid algorithmic transformation,
growing technological interdependence, and the increasing reliance of national security

systems on intelligent digital infrastructures.

2. Articles and papers published in scientific journals referenced and indexed in

internationally recognized scientific databases.

1. G. Belova, G. Georgieva, Y. Kochev, A. Yankov, and V. Babanov, “COVID-
19, INFODEMIC AND CYBER SECURITY”, ETR, vol. 5, pp. 57-61, Jun. 2025, doi:
10.17770/etr2025vo0l5.8479. https://archive-journals.rtu.lv/etr/article/view/5290

The article tries to trace the impact of some processes related to the COVID-19
pandemic on some areas of public life and on national security. The analysis focuses on two

main points, namely the infodemic and cybersecurity, as during COVID-19 they stood out as


https://archive-journals.rtu.lv/etr/article/view/5290

problems that will continue over time. The COVID-19 pandemic has been a challenge that
requires the international community, governments, and political elites to address multiple
dimensions that go beyond just the effects on population health and have an impact on security
aspects. The starting point of the analysis is, of course, the social determinants of the right to
health, which promote public health as an element of security and at the same time as one of
the goals of sustainable development. In fact, it is precisely some of the determinants of the
right to health that are subject to the infodemic, false or misleading information deliberately
created to harm a person, social group, organization or country. Furthermore, the weaknesses
of the pandemic have so far highlighted an urgent need for a stronger international framework
that would counteract the spread of misinformation and increasing complexity of cyberattacks.
That calls for an all-rounded strategy that includes increased international cooperation, public
awareness, and the application of cutting-edge technical solutions. An appropriate
methodology has been used in view of the delicate matter of health, which becomes even more
vulnerable when subjected to infodemic or cybercrime. The main conclusion of the authors is
that, in addition to improving international legislation with a view to preparing for and
preventing future pandemics, more attention should also be paid to the phenomena that
accompany them, such as the infodemic and cybercrime. This is of utmost importance, as they
could be expected to develop on a much larger scale in possible future pandemics. The
international community and national elites should discuss and take measures to deal with these

phenomena.

3. Articles and papers published in non-indexed peer-reviewed journals or in

edited collective volumes:

1. Babanov, V. (2024). "Internals of Defense-In-Depth Strategy in
Cybersecurity," Security and Defense, vol. 2, pp. 37-42, Dec. 2024.
https://doi.org/10.70265/PNEZ3158 DOI: https://doi.org/10.70265/PNEZ3158

The current paper explores the fundamentals of the defense-in-depth strategy in
cybersecurity, emphasizing its importance for threat response in the dynamic security
landscape. By implementing multiple layers of independent security controls across physical,
technical, managerial, and operational domains, organizations can effectively mitigate risks

and prevent cyberattacks. The strategy's adaptability makes it a robust framework for



addressing evolving cybersecurity challenges, offering a comprehensive method of protection

against a wide range of threats.

2. Babanov, V. (2023). “The Military Conflict in Ukraine — Towards a New World Order
or a Struggle for Russia’s Survival.” Security and Defence, (1), 212-222. ISSN 2815-
4584 (Online), ISSN 2815-388X (Print). https://doi.org/10.70265/RXAG6807

The present article examines the impact of the war in Ukraine on the global order and
on the future of Russia. Could the conflict trigger a chain reaction in other parts of the world
and lead to the collapse of the “American world” and the decline of the West, or will the
dilemmas facing the Russian Federation deepen, rendering its future increasingly uncertain?
There are indications supporting the development of both scenarios, yet only one can ultimately
prevail. Russia’s actions in Ukraine undermine fundamental principles of contemporary
international relations, which will either be upheld or give way to a dangerous precedent
capable of destabilizing global security. For Bulgaria, these issues are of exceptional

importance.

3. Babanov, V. (2025). “Digital Sovereignty and the United Nations — Between the
Protection of National Security and International Cooperation in Cyberspace.” In:
Contemporary International Communications and the Protection of Human Rights. The
Role of the United Nations. University Publishing House “Za bukvite — O pismeneh,”
Sofia, 2025, p. 61. ISBN 978-619-185-735-7.
https://drive.google.com/file/d/1iLzqeAl4 jHWLASCNnOYO6cMt3RfIVUS/view

The present article examines the concept of digital sovereignty within the context of
the international system and the role of the United Nations (UN) in managing cyberspace. In
an era of global digitalization, national sovereignty takes on new significance, particularly in
relation to internet governance and cybersecurity protection. The paper explores the conflicting
approaches of leading geopolitical powers — such as Russia, China, and North Korea on one
side, and democratic states on the other — and how their approach impact international

cooperation.


https://doi.org/10.70265/RXAG6807

4. Babanov, V. (2021). “The Global Security Environment and Contemporary
Characteristics of the System of International Relations.” National Security Journal,
(9), 37—41. ISSN 2682-941X & ISSN 2682-9983. https://nacionalna-sigurnost.bg/broi-
9/

The topic of the effects of COVID-19 on the world has unquestionably become a central
focus for states and societies. The virus complicates the global security environment, yet the
major processes inherent in the system of international relations have not ceased to develop.
The article examines relations among the great powers of the 21st century, the hierarchy within
the system, and its overall character—while the early signs of a multipolar world are visible,
they do not in themselves guarantee such an outcome. Alongside the interaction among major
centers of power, a significant number of global processes continue to influence international

security.

5. Babanov, V. & Naseva, Yo. (2022). “Effects of the COVID-19 Pandemic on National
and International Security.” Law, Politics, Administration, 9(2), 1-7.
https://Ipajournal.swu.bg/wp-content/uploads/2022/09/Vladimir-Babanov-summary-
BG.pdf

The COVID-19 pandemic continues to wreak havoc on all nation-states’ systems. Since
its inception, societies around the world have chosen a proactive approach to disease prevention
and containment, which has led to a number of expected and unexpected effects. It is difficult
to calculate the true value of tangible and intangible damage on a global scale, thus the current
article focuses on three areas of great importance to national security - economy, healthcare
and digitalization. Each of these areas is experiencing disparate effects, including positive ones,
but one thing could be claimed with certainty - the COVID-19 pandemic has caused a massive

global transformation.

6. Babanov, V. (2021). “Building a Comprehensive Cybersecurity System — A Priority
for Bulgaria in the Present Decade.” Electronic Journal “Law, Politics, Administra-
tion”, Vol. 8, No. 2/2021, pp. 46—52. ISSN 2367-4601 (Online). https://Ipajour-
nal.swu.bg/wp-content/uploads/2021/12/VIadimir-Babanov-br8-2.pdf


https://nacionalna-sigurnost.bg/broi-9/
https://nacionalna-sigurnost.bg/broi-9/

Cybersecurity has become an integral part of the broader study of security. This
publication focuses on the process of building a cybersecurity system in the Republic of
Bulgaria. The objective is for the country to develop, by 2030, a comprehensive cyber defense
framework that will function as an integral component of the European Union’s cybersecurity
system. This common cybersecurity network serves as the starting point for EU member states

in their efforts to respond to emerging threats in the digital environment.

7. Babanov, V. (2025) “Artificial Intelligence and Cybersecurity in Space Warfare”, cr.
,2Mexaynaponqna monuTHka“, Op. 2, crp. 105-110; Retrieved from
http://ip.swu.bg/mod/data/view.php?d=1&rid=739&filter=1 ; ISSN 2367-5373;

Space operations have been profoundly affected by the swift expansion of artificial
intelligence (AI) into the realm of cybersecurity. The current paper examines leading
contemporary research on the topic and explores the inevitable dual role of Al for both defense
and offence in space warfare. It reveals the ways Al is implemented for advanced threat
detection and response in orbit for an attempt to safeguard critical space apparatuses from
cyberattacks. It becomes evident that robust and flexible technology as Al poses an extreme
threat to space infrastructure, built decades ago. Malicious actors and states themselves
scramble to both take advantage of their adversaries and protect their own vulnerable space
hardware. Drawing upon the extensive work in the field, the paper discusses the technological
challenges, the strategic imperatives and the lack of international governance framework
necessary to lift the fog from the topic of the complex implications of Al on space security and
subsequently of what appears to be a warfare. The analysis underscores the urgency for
technical and legal frameworks to regulate the dangerous balance between Al, cybersecurity,

and the growing stakes in the last frontier of strategic competition.

8. Babanov, V. (2024). “Disinformation in Cyberspace — A Threat to Democratic Pro-
cesses in Southeast Europe.” In: Proceedings of the Round Table “Contemporary Di-
mensions of Security in Southeast Europe,” organized by South-West University
“Neofit Rilski” and the University of Library Studies and Information Technologies
(ULSIT). Blagoevgrad: South-West University “Neofit Rilski,” pp. 51-58. ISBN 978-
954-00-0356-6. http://press.swu.bg/images/conf/collection_security unibit.pdf



Disinformation has been used as a primary weapon in the struggle for geopolitical
dominance between the great powers. The development of Internet and hi-tech have eased
tremendously its spread and the Artificial Intelligence contributed to almost fully automating
the process of disinformation of societies. The possibility of Internet ending up dominated by
bots, disinformation and malicious actors in completely real- circumstance which worries
South-East Europe countries due to their vulnerability. The current paper focuses on these

processes.

9. Babanov, V. (2025), Strategic Considerations for Al-Enhanced Cybercrime, c.
»IIpaBo, [Tonutrka, Agmuauctpamus”, Tom 13, 6p. 2/2025 r., c. 46-52, ISSN 2367-
4601 (Online); Retrieved from https://Ipajournal.swu.bg/wp-
content/uploads/2025/12/1-Vladimir-Babanov.pdf

The current paper aims to outline some of the ways cybercriminals utilize Artificial
Intelligence (Al) for malicious actions of perpetration. The effects of Al on cybercrime are also
a focus together with the reasons behind the rapid proliferation of AI models. The outcome of
such a merger between technology, criminal interests and economic incentive is impossible to
predict, but entertaining several considerations for Al-enhanced cybercrime might provide

valuable starting points for subsequent discussions.

10. Babanov, V. (2026) “Al-Enabled predictive diplomacy: data-driven approach to
foreign policy”, coopHuk ,,MexayHaponHata cucrema B npexoa. Hosu napagurmu Ha
CUTYPHOCTTA W JUIUIOMAIUsATa B QUTUTaIHaTa enoxa.” M3marenctso ,,3a OykBute- O
nucmeHexp, 2026 r., ISBN 978-619-185-793-7, (in press, official certificate
submitted)

The current paper explores the concept of Al-enabled predictive diplomacy as a new
phenomenon in the realm of foreign policy. By leveraging new and powerful technologyes,
nation states could infer latent interests and behaviour patterns of their counterparts from vast
amounts of seemingly unrelated information. The proposed framework shifts the focus of
negotiations from passive reliance on BATNA towards proactive Al-enhanced strategy.The
study demonstrates the upside potential of Al in negotiations while not neglecting the ethical

boundaries it is pushing.



11. Babanov, V. (2026) “OSINT with Al for geopolitical conflict forecasting”, cOopHuK
»MexXIyHapoqHata cucTemMa B mnpexod. HoBM mapaiurMu Ha CHTYpPHOCTTa H

JTUIJIOMAaNuATa B AUTUTaIHaTa emoxa. M3marencrBo ,,3a OykBuTe- O mucMeHEXh,

2026 ., ISBN 978-619-185-793-7, (in press, official certificate submitted)

The present paper is a survey of the Al-based OSINT theory in relation to strategic
early warning systems. The paper describes how an Al may improve all of the different stages
of the intelligence cycle from ingesting data to making forecasts, as well as the potential to
improve the ability to strategically warn of conflicts. The paper also examines some key
challenges to Al-based OSINT, such as data bias, limitations on models, lack of transparency
or explainability of Al methods, and the warning-response gap as it relates to geopolitical
instability modeling. Therefore, while Al-augmented OSINT has the potential to revolutionize
geopolitical instability modeling, there must be a rigorous integration of human judgment and

consideration of the technical and institutional constraints before that potential is realized.

12. Babanov, V. (2026). ,,Synthetic reality as a strategic threat: from disinformation to
predictive manipulation®. E-Journal VFU, 25, 84-93. U3natencku nentsp Ha BCY
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The article examines the potential of artificial intelligence to transform disinformation
into a sophisticated type of synthetic reality operating on hyper-personalized manipulation and
cognitive exploitation. Synthetic reality is fundamentally different from traditional forms of
propaganda as it is deeply immersive, far more persistent, and has the capacity to influence the
decisions and behaviours of individuals and societies. The discussion explores how synthetic
media undermine strategic trust, while creating a lasting threat bypassing conventional
detection and defense mechanisms. The paper identifies significant gaps in preparedness in
terms of law, technology and doctrine and concludes by identifying policy and resilience based

solutions for dealing with these evolving challenges.



13. Babanov, V., (2026). ,,Ai-enhanced counter-offensive decision-making in hybrid
warfare.” E-Journal VFU, 25, 94-102. U3natencku nentsp Ha BCY "UepHopuszer
Xpabwsp",ISSN1313-7514, https://ejournal.vfu.bg/index.php/vfu/article/view/262

In this article the use of artificial intelligence (Al) is being explored as a method for
enhancing counter-offensive decision making within a hybrid warfare environment. It is
defined as an area where the intersection of conventional military tactics and other forms of
warfare, such as cyber warfare, information warfare and psychological warfare, occur. Hybrid
warfare creates conditions of uncertainty, urgency and high levels of asymmetry which
necessitates effective and timely decision-making. The research demonstrates that the use of
Al may provide enhanced support for counter-offensive planning by reducing decision cycle
time, providing support for the integration of multiple domain data and by enhancing
situational awareness using analytical tools and decision-support systems. The research
identifies the benefits of Al enabled decision-making but also points out the existing limitations.
It concludes that Al could be most effective when used as part of a balanced human-machine
system whereby Al provides support for data driven decision-making processes and humans

maintain strategic judgment and accountability.

14. Babanov, V. (2026). ,Artificial intelligence in anti-money laundering and the
questions of explainability, privacy and trust.“ cmo. ,JIlpaBo, Ilonuruka,
Anmvunuctpanus’, Tom 13, 6p. 1/2026 r., ISSN 2367-4601 (Online); (in press, official

certificate submitted)

The current paper aims to explore the transformative capabilities of artificial
intelligence to enhance money laundering detection and prevention. It synthesizes the research
on Al-driven financial fraud detection and focuses on the roles of explainable artificial
intelligence for transparency and regulatory compliance. The paper also turns attention on
Federated Learning for privacy-preserving data analysis. Further, it is discussed what factors
can balance the relationship between illicit finance detection, data privacy, and user trust. A
conclusion is drawn with a summary of key benefits and challenges to integrating artificial

intelligence into anti-money laundering frameworks.



15. Babanov, V. (2026). The ascending techno-nationalism in the U.S.— China rivalry and
the EU’s technological independence., cn. ,,MexayHapoaHa moauTtuka™, op. 1, 2026 r.;

ISSN 2367-5373; (in press, official certificate submitted)

The rise of techno-nationalism is a key factor in defining the U.S.-China technological
rivalry and it shapes the way the European Union pursues technological independence. Techno-
nationalism has defined the way the U.S. and China are chasing strategic dominance through
emerging technologies like Al, semiconductors, and cloud computing. This study argues that
although the EU seeks to achieve digital sovereignty, it faces challenges from its fragmented
industrial base, slow innovation cycle and reliance on foreign developed technologies in critical
areas. The findings of this study emphasize the importance of developing the EU's industrial
policy and increasing innovation capacity in addition to achieving regulatory objectives in

order to maintain strategic autonomy in a rapidly changing world technology order.

16. Babanov, V. (2026). ,,Fractured cyberspace and digital disorder as a strategic threat to
international security®, cir. ci. ,,MexayHapoaHa moiutuka“, op. 2, 2026 r.; ISSN 2367-
5373; CEEOL; Hammonanen pedepenten cruchk; (in press, official certificate

submitted)

The article envisions a further development of "Splinternet," where digital chaos
increases exponentially. The article focuses on uncontrolled rise of cybercrime, unmitigated
distortions of reality through disinformation and synthetic personas. The research looks into
the efforts of nations to pursue digital sovereignty to the detriment of global connectivity. The
fracturing of the Internet is boosting the ability of the malevolent actors to undermine its
stability. The article illustrates how the lack of international cooperation deteriorates the current

tendencies.

17. Babanov, V. (2026). ,,Automated threat actor profiling with Al in cyber threat
intelligence: a framework for real-time extraction and attribution®, cm. ,,O6pa3zoBanue,
HAayYHU U3CJIeIBaHUS 1 THOBaMK “, rognHa 4, karkka 1, mapt 2026, ISSN 2815-4630,
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Cyber threat intelligence (CTI) has become essential for a proactive defense against
adversaries in cyberspace. However, the majority of valuable information resides in vast
volumes of unstructured data and feeds, which renders their analysis an extremely lengthy and
error-prone process. This paper aims to present a real-time automated framework that utilizes
Natural Language Processing (NLP) and standardized ontologies such as Structured Threat
Information Expression (STIX) v2.1 and MITRE ATT&CK to identify indicators of
compromise (I0Cs), tactics, techniques and procedures (TTPs) from multiple CTI sources and
correlate them with a threat actor profile. The approach described in it digests data from open-
source threat reports, social media and other sharing platforms. It also uses domain-specific
language models and rule-based analyzers to identify entities (e.g. malware, tools, targets),
mapping them to STIX objects and linking extracted TTPs to ATT&CK techniques. The
framework is tested with a hypothetical ransomware case study, which displays how extracted
indicators, killchain stages and behavioural patterns could be associated with a threat-actor
profile. The results demonstrate that the suggested Al-driven pipeline could enormously reduce
the manual effort in CTI processing, maintaining high extraction accuracy. The work lays the
foundation for implementing automatic CTI profiling of adversaries aiding with proactive

defense and attribution efforts.

18. Babanov, V. (2026). ,,Delegating cyber defense to algorithms: the legal boundaries of
autonomous response in Bulgaria®“, cn. ,,O0pa3oBanue, Hay4YHH H3CICABAHUS U
nHOBanuu', roguHa 4 , kHmwkka 2, oun 2026, ISSN 2815-4630, (in press, official
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The article examines the legal implications of autonomous response mechanisms in the
Bulgarian cyber defense system. It analyzes Bulgaria's legal framework and observes it into
the broader context of NATO and EU’s strategic documents. The article defines and studies
the legal viability of autonomous cyber response, highlighting how automated defensive
actions challenge existing legal standards. The evolution of Bulgaria's cyber defense posture is
documented, beginning with early cyber defense strategies and through to the most recent
alignment of the EU directives and NATO requirements. The discussion reveals that the
Bulgarian law does not provide specific legal authorization for automated counter-measures in
the case of cyber-attacks. The lack of legal authorization creates theoretical and compliance

issues. The article concluded that while the national law of Bulgaria provides a comprehensive



base to address cybercrime and protect critical infrastructure, there are challenges to
incorporate autonomous cyber responses into existing legislation. It is based on the clear
presumption that development of any strategy requires compatibility with the international

obligations of the country
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strategy; cr. Harmmonanna curypsoct (9), 46-49. https://nacionalna-sigurnost.bg/broi-

23/ ISSN 2682-941X & ISSN 2682-9983. https://nacionalna-sigurnost.bg/broi-23/

Time is being used as a battlefield within modern conflicts. Decision making processes,
accelerated by cyber-Al technologies, have been compressed to disrupt the traditional
definitions of what constitutes warfare. As the tempo of conflict increases, models based upon
orderly sequential decision cycles such as the OODA loop or campaign phases, will continue
to grow out of sync with the realities of high-speed anticipatory warfare. Therefore, the
sequential framework in military strategy is being challenged. The implications for theory and
practice are discussed and the necessity for new conceptions of time in strategy is emphasized.
In addition, the current study’s limitations are noted and areas of potential future research are

suggested.

20. Babanov, V. (2026). Cybersecurity risks from Al-physical convergence, ci.
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ISSN: 1857-923X (Printed), ISSN: 2545-4439 (Online),
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The primary goal of this research is to identify the extent to which ongoing artificial
intelligence integration into physical systems creates new types of multidomain cyber threats.
It also aims to illustrate how the combination of Al and physical systems creates unique and
unpredictable security risks with the potential to cause physical harm. In order to accomplish
these objectives, a conceptual framework based on literature, defense analysis and threat
modeling was applied to identify and categorize the major vulnerability areas in Al-physical
systems such as systemic vulnerabilities, adverse input vulnerabilities, network intrusion
vulnerabilities, and supply chain vulnerabilities. Data collected through case studies and

documented events such as Stuxnet and hacking of autonomous vehicle systems, indicated that



Al-physical system convergence significantly increases uncertainty and therefore allows for
sensor spoofing, model corruption and stealthy adversarial attacks. Additionally, these data
indicate that Al-physical system convergence has the potential for causing physical damage
and operational failure. Current Information Technology-centric cybersecurity paradigms are
inadequate for protecting Al-physical systems, particularly when those systems are used within
critical infrastructure or defense applications due to the rapid escalation of attacks and the
difficulty of attributing them to a specific party. The convergence of Al and physical systems
blurs the distinctions between digital and physical and forces a reevaluation of traditional
responses to cyber threats. Therefore, it is recommended that the development of defensive
architectures that include multiple layers, real-time anomaly detection, cross-discipline risk
assessments, and the design of secure Al models be employed to mitigate the threats associated
with Al-physical system convergence. Further, policymakers and industry stakeholders should
recognize that cybersecurity cannot be separated from physical safety when dealing with Al-
physical systems. Additional recommendations in the study include the development of
updated governance models and the inclusion of cyber-physical resilience in military and

civilian plans to prevent catastrophic exploitation of Al-based systems.



