SOUTH WEST UNIVERSITY
“NEOFIT RILSKI"

Mapus Xpuctoc buun

ABTOPE®EPAT
Ha

[IOKTOPCKA AIVCEPTALMS

Ha TeéMa

OCUTYPABAHE HA SALLUTA HA KOMMIOTBbPHA U
MPE>XXOBA NMHO®OPMALMA B TPBLIKATA
NMYBENMYHA ADMUHUCTPALIVA YPES N3MOJISBAHE
HA TEXHOJIOI N ,STATE-OF-THE-ART”

PbkoBoauten: Mpod. A-p HMHa CuHArMHA

scbchitblnialdn

BITATOEBI'PAL 2026



b/IATO4APHOCTHU

Mpean ga npeacrtaBa Tasu AOKTOPCKA gucepTtauma, cyMTam 3a
HeobxoAMMO fa ce crnpa Ha OHEe3W CneumanHu Xopa, C KoUTo
MMax LWactmeto fAa pabota npe3 uUANOTO TOBa Bpeme.
Bnarogapa Ha BcuYkKM OT cbpue! Mo-cneumanHo, 6ux *Kenana
Aa 6narogapa Ha pbKoBoauTena npodecop AOKTOp HuHa
CVHATMHA, 32 HEMHUA CbLLECTBEH MPUHOC, 3@ HaYYHUTE HACOKMK
N CbBETW, KAaKTO M 33 MaTepuanHata M MopasjHa MNoakpena,
KOUTO NONYYMX OT HeA, Ha BCUYKM eTanu OT U3MbJHEHNETO Ha
TO3U N3CNe[0BaTENCKN NPOEKT.

CbLU0 TaKa, NPUHOCHT Ha mouTe npodecopu CtedpaH CredaHoB
n MetpaHa CToMkoBa bGelwe pelaBall, Ha Kouto TpsAbea Aa
n3pasA MCKpeHaTa cu 6aarogapHOCT 3a roIemma UM MNPUHOC 3a
3aBbpLUBAHETO HA 0By4eHNEeTo Mu.

CbleBpeMeHHO MCKam ropelo aa bnarogaps Ha YneHoseTe,
Ha HAY4YHOTO KYpW, KOUTO MOCBETUXA 3HAYUTENIHA YacT OT
LEHHOTO CM Bpeme 3a NPOoyYBaHe M OLUeHKa Ha paboTtaTta no
Tasu gucepTraums.

Cnepn TOBa, Gnarogapa Ha MosTa npusTenka AHTyna 3a
LANOCTHATa noakpena. Ha geuata cu Aumutpuc, KpmuctuHa -
NemoHua, 3oyn - Cmaparga, Padaen - ®otnHKM, 3uHaunpa -
PokcaHa n Mwupuam - Kneo, 3a TAXHOTO TbpneHue w
pa3bupaHe, 3a BpeMeTo 1 BHUMAHMETO, OT KOETO M NIULWKNX NO
Bpeme Ha [OOKTOpCKaTa cu Aauceptauma. B 3aknwoueHue,
6bnarogapa Ha moA cbnpyr BaHrenuc, 3a nomowrTa,
pa3bvpaHeTo M [O0BEpMETO, KOUTO MM OKasBawe npes3
BCMYKUTE TE€3U rOAMHMU, 33 BAPATA MY B MEH U Bb3MOXXHOCTUTE
MM, 33 NnogKpenaTa My BbB BCAKO MO€e HaYyMHaHue.
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rnPEQroBOP

OvrntanHnte TexHonorMm ca HepasgenHa 4acTt oT
eXxeagHeBMETO W oOKasBaT OrFPOMHO BIIMSIHUE  BBbPXY
nybnvyHata agMuUHUCTpauna n obLEeCcTBEHUTE YCnyru,
NPOMEHSANKN Ha4YMHA, NO KOWTO Ce OCbllecTBsBa
AeNHOCTTa Ha aAMUHUCTPaUUATa U eXegHEeBHUTE YCIyrn,
npegnaraHn Ha rpaxgaHuTte U YyactHaTa MKOHOMMUKA.

B ceeTtoBeH mawab, nybnuyHMte agMuMHUCTpauun Ha
AbpXXaBuTe ce onuTeart na npekposaT
agMWHUCTPATUBHUTE CTPYKTYPU MO TakbB Ha4uH, 4e ada
M HanpaBAT Mo-ePEeKTUBHN, MNO-6bP3N M C MO-HUCKK
pa3xoan. ToBa Ha4yMHaHME MU3MUCKBA YCUINA 3a MPOMSIHA,
KaTo BbBexaaHe Ha Hoa nybnuyHa agmuHucTpaums,
pedopma, KOSATO ce CTpeMu a paspeLun npobnemurte Ha
cTtapaTta nybnuyHata agMuHUCTpauus, 4pes3 npunaraHe
Ha uaen n NPakTUKU, NPON3TUYALLM OT YaCTHUS CEKTOP.
Yact oT Tasu pedopma € BbBeXJaHETO Ha
EnektpoHHOnpaBsutenctso. Toea e dunocodpua Ha

npomsiHaTa Ha obLiecTBeHNTE ycnyru, ypes
BbBexaaHe u nsnonseaHe Ha NHCTPYMEHTUTE,
npegnaraHu OT  TexHororuure. EnekTpoHHOTO

NpaBUTENCTBO BCbLLUHOCT EU3Non3BaHeTo Ha TeXHOMornm
OT nybnuyHata aaMUHUCTPaUMA 3a W3MNbIHEHME Ha
HEMHUTEe AEeNHOCTM,3a KOMYHMKauusiTa U exedHeBHUTe
TpaH3aKLUMK C rpaXxgaHuTe U opraHusauunuTe.

B HacToAWOTO wu3cneaBaHe WHTEpecbT € Haco4veH
KbMTEMM CBbP3aHU C NoAobOpsiBAHETO Ha CUrypHOCTTa
HavHPOPMALMOHHNTE CUCTEMMU Ha rPbLKUA  NyGnnYeH
cekTop, c N3MNoN3BaHeTo Ha Hal-CbBPEMEHHM
TexHonornn.  MsnonaBaHeTo Ha  MHAPOPMALIMOHHM
CUCTEMU B MYONUYHUSA CEKTOP € HarnoXWUTeNHO U OHEeC
HAMa NybrnnMyHa opraHu3auusi, KOSTO Oa Cce CTpemu
KbMpa3BuTMe, 6e3 Oa MHBEcTUpa B HOBM TEXHOMOMW,



6e3 pga ce onutBa ga nogobpu no3vuumuTe CU Ha
BbTPELUHNS 1 CBETOBHUSA nasap.

Cloud computinge  nMHOBaTUBHA TEXHOMOMNSA,  KOSATO
Nno3BoSiIsiBa Ha opraHusauuuTe ga nogobpaTt 6usHeca cu,
Aa obcnyxBaT KNMeHTUTe cu no-6bp3o, Aa Hamanat
pasxoguTe 1 ga ctaHaT No-KOHKYPEHTOCMOCOOHM.

KJTIO4YOBU YMU:

NHopmaumMoHHM cuctemmn, MHPOPMaLMOHHN CUCTEMM 3a
ynpaeneHne, CUrypHoOCT Ha MHPOPMAaLMOHHUTE CUCTEMM
MW MpEexXW, €eneKTPOHHO  yrpaBneHue, ny6nuyHa
aAMUHMCTPaLNS, CbBPEMEHHN  TEXHOMNOrMKM,  0bnayvHu
N34NCNEHUSI.



I'/IABA 1: UYHOOPMALIMOHHU CUCTEMHU

[MoBeuye OT BCAKOra opraHMsauuuTe no ceeTa pasrnexaaT
WHopMauuaTa KaTto eauH OT CBOUTE  HaW-LeHHU
pecypcu. MNopaan Tasm npuynHa He e U3HeHaaBallo, Ye
WHOPMALMNOHHUTE CUCTEMM NpeacTaBnsiBaT OCHOBEH
rpagMBEH eNeMEeHT Ha CbBPEMEHHUTE OpraHun3auum u ce
n3non3eaT 3a noAanomaraHe Ha BCUYKM  BMOOBE
OpraHn3aunoHHN PyHKUMM U AENHOCTW.

B HayyHaTa nuTepatypa CblUecTBYBaT MHOXECTBO
onpeaeneHus Ha NOHATUETO ,2MH(popMaLMOHHa
cuctema“, KOUTO ce pasnuyasaTt B Mo-rofiiMa unm no-
Manka cTeneH nomexay cu. B pamkute Ha HacTodwarta
anceprtaumns MHpopMauMOHHATa cucTema ce onpeaens
KaTo onepaTuBHaA cCUCTEMa, KOATO obpaboTBa AaHHU OT
BbHLUHATa M BbTpPELLHATa cpeda Ha opraHuMsauuaTa U
npegoctaBa MHOPMaUUS Ha HEWHOTO PbLKOBOACTBO,
Taka 4ye ga morat ga 6baat B3emaHn 6bp3un, NpaBUHU 1
000CHOBaHU peLleHust.

3a uenuTe Ha HacTosIWOTO u3cnenBaHe e m3bpaHo no-
noapobHo npeacraBAHe HA MHAOPMALMOHHUTE CUCTEMMU
OT CTpaTernyecko HMBO, TbI KaTo KbM TAX NpUHagnexat
W WHPOPMAUMOHHUTE  cuctemnm Ha  nybnuyHata
aAMUHUCTpaLMs, KOMTO ca npeamMeT Ha HacTtosiwarta
ancepTtauus.

[MO-KOHKpPETHO:




1. Cucremn 3a o6paboTka Ha TpaH3aKuuu
(Transaction Processing Systems — TPS)

B opraHuzauuute cbbupaHeTo U noaabpXKaHeTo Ha
3anucu 3a exegHeBHUTE TpaH3aKuuMuM ca cped NbpBuTe
npouecu, KOUTO 3anoysaT Ja Ce Wu3BbpliBaT u4pes
N3MNON3BaHETO Ha KOMMIOTbPHU TexHonornn. Ypes tesu
CUCTEMU Ce aBTOMaTu3MpaT MNoBTapsLWnUTe ce AeMHOCTU
1 onepaumu.

Cuctemute 3a obpaboTka Ha TpaH3akuuuM NpeaocTaBsaT
Ha onepaTMBHOTO PbKOBOACTBO MHOpMaLus, CBbp3aHa
C OCHOBHWUTE [LENHOCTM WU exedHEBHUTEe onepauun Ha
opraHusaumudata. Te npeacraBnaBaT KOMNIOTbpPU3NPaAHU
CUCTEMU, KOUTO W3NbAHSABAT M perucTpupar TeKyLum
PYTUHHW TpaH3aKumn, HeobXxo4MMM 3a OCbLLECTBABAHETO
Ha opraHusauuoHHaTa AENHOCT.

2. YnpaBneHcKu MHcopMaLMOHHU cucremm
(Management Information Systems — MIS)

MeHnaxXbpuTe Ha CpefgHO YNpaBNEHCKO HMBO Cce
HyXgasaT OT  cuctemu, KOMTO ga  nognomarar
Habn4eHMETO, KOHTPONa M B3eMaHeTO Ha pelleHns B
ynpaBneHckata genHOCT.

YnpasneHckute MHGPOPMaLNOHHN CUCTEMU NPeaoCTaBAT
Ha CpefHOTO YMpPaBfieHCKO HMBO OTYETU 3a TEeKyLOoTOo
CbCTOSIHME UM NpeacTaBsHe Ha opraHusauusTa. Tasu
MHdOpMaUusa ce n3nonaea 3a HabnaeHne 1 KOHTPOs Ha
AENHOCTTa, KakTO M 3a NporHosvpaHe Ha Obaewmre
pesyntaTu.

Kato usano MIS npegocTtaBaAT OTroBOPU Ha PYTUHHU
BbMPOCK, KOUTO Ca NpeaBapUTENHO NMOEHTUULUMPAHN U
3a KOUTO CblUecTByBaT YCTaHOBEHM rpouenypu 3a
obpaboTka. Te nognomaraT ynNpaBrEHCKUTE peLUueHns




ype3 reHepupaHe Ha CrnpaBkM N aHanuM3n, OpUeHTUPaHU
KbM NO-ABJSITOCPOYHM Lenu, 3a pasnuka ot TPS, kouto ce
dookycupaT BbpXY eXeOHEeBHUTe onepauuu N pyTUHHUTE
npouecwu (Osterle, 2013).

3. Cuctemn 3a nopgnomaraHe Ha B3eMaHeTO Ha
peweHus (Decision Support Systems — DSS)

CuctemuTe 3a nognomaraHe Ha B3eMaHETO Ha peLleHns
nognomaraT MpeavMHO MEHWIKbpUTE OT CPegHO HUBO
npv pelLaBaHeTo Ha HEPYTMHHKU Npobnemu.

Tean cuctemn KOMOMHUPAT AaHHW, aHaNUTUYHWU MOAENN
n ypobeH 3a noTpebutens codpTtyep B eOuHHa
WHTErpypaHa cuctema, cnocobHa pa nognomara
peluaBaHeTo Ha NONyCTPYKTYpUpaHu nnn
HECTPYKTypupaHu npobnemu.

Te ca Haco4yeHu KbM YHUKaNHU 1 6bpP30 NPOMEHSLLM ce
cuUTyaumm, Npu KOUTO NPOLECHT HA B3EMaHe Ha peLleHune
He MoXxe Aa 6bae HanbnHO onpefeneH npeaBapuTenHo.
3a pasnuka ot MIS, kouto ob6paboTBaTt npeanuMHO
PYTUHHU W NpeaBapUTENHO NaHupaHu pelwenns, DSS
nognomaraTt npobrnemn, KOUTO M3UCKBAT akTUBHaTa
Hameca n npodecnoHanHarta npeueHka Ha
pbkOBOOUTENS.

OcBeH ToBa DSS He pasuntat eguUHCTBEHO Ha BbTpeLlHa
nHdopmauusa ot TPS, kakto obukHoBeHO npaBAaAT MIS, a
ca MpOeKTUpaHW Taka, 4Ye Aa WHTerpMpart M BbHLUHMK
M3TOYHMLUM Ha WHopMauna B aHanNUTUYHMA npoLuec
(DaSilva & Reikman, 2014).

Cuctemnte DSS ca paspaboteHn Taka, e
notpebutennte ga moraT ga B3anmogencteaT OUPEKTHO
C TAX 4pe3 cneumanusvpaH u ynobeH wnHTepdenc. B
MHOro cryvyam Te3u CUCTEMM Cce onpefenat u Kato
cuctemm  3a BusHec  uHTenureHTHocT  (Business




Intelligence Systems), Tb1 KaTO TAXHaTa OCHOBHA LEnN e
noanoMaraHeTo  Ha  MO-Ka4YeCTBEHW  yrnpaBrieHCKU
peweHus (Laudon & Laudon, 2009, pp. 55-57).

4. CuctemMm 3a nognomaraHe Ha BUCLUETO
pbkoBoacTBO (Executive Support Systems — ESS)

CunctemuTe 3a nognomMaraHe Ha BUCLLETO PBbKOBOLCTBO
npegcraenasart MHPOPMALNOHHN cucTemu,
npegHasHayeHn fa nognomaraT BUCLLUMTE MEHUIXbpU
npu nonyvaBaHeTo, obpaboTkata M M3NON3BaAHETO Ha
WHpopmauuaTa, HeobxoaMma 3a nogaobpxaHe Ha
uAnocTHaTa ePeKkTMBHOCT Ha opraHu3aumsTa.

Tesn cuctemMn ca HaCoOYeHW OCHOBHO KbM MpefocTaBsHe
Ha WH(popMauma 3a CcTpaTerMyecko ynpasreHue u
B3eMaHe Ha cTpaTerMyecku peweHusa. Te nognomarar
BUCLLETO  PbKOBOACTBO MNpU  aganTMpaHeTo  KbM
NpOMeHUTe BbB BbHLUHATa cpeaa, Kato oTyuTaT CUMHUTE
n cnabute CcTpaHW Ha opraHusauyusTa.

ESS ca npegHasHayeHu 3a paboTa C HECTPYKTYypuUpaHu
npobnemu, KOUTO WU3NCKBAT MpeLeHKa, aHanua wu
WHTYMUMS, TbW KaTO He CblueCTByBa MpeaBapuTeriHo
yCTaHOBeHa npouenypa 3a TAXHOTO pellaBaHe.

Tesn cuctemMm wuHTErpupaTt MWH@oOpMaumMa Kakto oOT
BbHLIHATa cpefa, Taka n ot BbTpewHute MIS n DSS
cuctemn. Te dumntpupat, obobuwasat n Habnwogasat
KPUTUYHU  OaHHW, KaTo npeactaBAT Ha  BUCLLETO
PBbKOBOACTBO €QUHCTBEHO MHOpMauuaTa ¢ Han-Bucoka
cTpaTermyecka CTOMHOCT.




5. EkcneptHu cuctemum (Expert Systems — ES)

EkcnepTtHuTe cuctemn npegctaBnsBaTt crneuvanvavpat
BMA WH(OPMALMOHHM cucTeMU, BGasnpaHuM Ha YOBELLKK
eKCnepTHM 3HaHMS B KOHKpeTHa obnacr.

Te ce paspaboTBaT Bb3 OCHOBaA Ha 3HaHWUSTA M ONWTa Ha
cneuvManucTn € uen pelaBaHe Ha npobnemu, KouTo
OOMKHOBEHO  M3uCKBaAT 4oBellka ekcneptusa. [lo
CbLEeCTBO Te  MMUTMpPAT  HayuHa, NO  KOWTO
PBbKOBOAMTENUTE W €EKCnepTuTe B3emaT pelleHust B
CINOXHWN N HECTPYKTYPUPAHN CUTYaLUN.

3a ga npenocTaBsAT peleHne Ha npobrnemu, Npyu KOUTO
WHpopMauuaTa 4YecTo € HenblflHa, HesdCHa  unu
HecurypHa, eKcnepTHUTe cMcTeMm nsnonasear
€BPUCTUYHM METOAMN 3a HAMMPaHe Ha y40BETBOPUTENHO
pelleHne, KOEeTO He BMHarM € ONTMMAarnHoTO, HO €
npaktudeckn npunoxmmo (Eikonomou & Georgopoulos,
1995, p. 95).

Crtparternyecknute NHOPMaLNOHHN cucTemu,
pasrnegaHn no-rope, ca B3aumosaBucumu. Cuctemute
3a obpaboTka Ha TpaH3aKummn 0BnKHOBEHO
NPeACTaBnsBaT OCHOBHMS WM3TOYHMK HA [JdaHHM 3a
ocTaHanuTe  cucTemu, OOKaToO  cUCTeMuTe  3a
noanoMaraHe Ha BUCLLETO PBbKOBOACTBO Ca OCHOBHUTE
nonyyatenn  Ha  uHQoOpmMauMs  OT  MNO-HUCKUTE
OpraHvM3auuoHHn  HuBa.  CbLUEBPEMEHHO  Mexay
pasnuyHMTEe BMAOBE CUCTEMWU CblLUECTByBa MOCTOSAHEH
oOMeH Ha AaHHW 1 nHOPMaUKs.

B 3akniouyeHue, Bcska opraHvMsauusi, Ype3 aHanm3 Ha
cBOSiITa BbTPEWHA W BbHWHA cpega W ypes
noeHTuuUnpaHe Ha cunHuTe 1 cnabute cu CTpaHw,
KakTO U Ha Bb3MOXHOCTUTE W 3annaxute, dopmupa
ceosiTa cTpaterms. Cneg  copmynmMpaHeTo  Ha
cTpatermaTa  cnegBa  HEWMHOTO  MpunaraHe,  a




BMOCNEeACTBME M OLEHKA M KOHTPOS Ha MNOCTUrHaTUTE
pesyntatu, C LUEN YCTaHOBABAHE Ha €BEHTyalHu
OTKINOHEHNS OT XXenaHute pes3yntatv 1 npeanpuemaHe
Ha HeobxogMMuTe Kopurmpalim enNcTBus.

B 7103 npouec WHHOOPMAUMOHHUTE CUCTEMMU UrpasT
ocobeHo BaxHa ponsa. CnepoBaTenHO KOHKYPEHTHOTO
npeaMMcTBO Ha  opraHu3aumara He  npousTuya
€VWHCTBEHO OT u3non3BaHeTo Ha ERP cucrtema, a ot
npaBunHns n3bop M ycnewHoTo n BHegpsiBaHe (Sfyris,
2017).

MHdopMaunoHHNTE cuCTEMW, B CbY€TaHME CbC
CbBPEMEHHUTE TEXHOMOMMW, MoraT ga HanpaBaAT edHa
opraHusaumnsa no-edekTUBHa, No-pe3ynratHa W no-
WHOBaTMBHA NpW NpegocTaBsHETO Ha ycnyrn. 3a ga
ObaaTt peanuavMpaHn Te3n nonsu, e HeobxoanmMo HoBuUTE
TEXHOMOrMM N WHAOPMAUMOHHMUTE cucTemMum ga Obaar
BHeOpsiBAaHM B CbOTBETCTBUE CbC CTpaTeErmyeckuTe uenm
Ha opraHu3auuara.

[lHec TexHonorMMte npeacTaBnsiBaT OCHOBa  3a
pa3BUTUETO Ha BCsAKa opraHm3auus. Te HenpekbCHaTo ce
passuBaT M ocobeHo B ccepata Ha obcnyxBaHeTo Ha
rpaxxgaHute ca abcontoTHO Heobxoaumu, TbW KaTo
ynecHsBaT  KOMYyHWKauusiTa mexagy — nybnmyHaTta
aAMUHUCTpaLms " rpaxkgaHuTe, nogobpsisat
BbTPELUHNTE MNpPOLEeCU W noBuWABAT CKOPOCTTa Ha
obcnyxBaHe. HenpekbcHatata  MoAepHu3auust €
XU3HEHOBaXHa npeanocTaBka 3a ObOELWOTO pasBUTUE
Ha opraHM3auunTe U MHCTUTYLMNTE.




CUrypHoct HA UHoOPMAUMOHHUTE CUCTEMU

MpobnembT CbC CUTYPHOCTTA Ha MHGPOPMAUUOHHUTE
cuctemMmn e ocobeHo akTyaneH B CbBpEMEHHaTa enoxa.
HenpekbcHaTo HapacTBaLlOTO n3nons3saHe Ha
TexXHonorum, 6asnpaHmn Ha 0asn JaHHn n
KOMYHUKAUUOHHU MpPEXM, KaKTO WU 3Hayumarta posis Ha
WHGOPMaALUNOHHNTE CUCTEMU 3a (PYHKLMOHUPAHETO Ha
opraHusauunTe, nNpaBaT HeobxogMma peanu3auuaTa Ha
MepKK 3a 3awmTta Ha NHpopmaunata n
MHOPMaUNOHHUTE pecypcu.

[MOHATMETO ,,CUrYPHOCT Ha MHMOPMALMOHHUTE cucTteMn”
€ CBbP3aHO CbC CNOCOOHOCTTa Ha eHa opraHu3auus ga
3awmTaBa CBOSiTa  WMHoOpMaLMa  OT  U3MEHEeHus,
YHULLIOXXaBaHe W  HeoTopu3MpaHO M3Mon3BaHe Ha
pecypcute cu.

CurypHoCcTTa Ha MHMOPMALUMOHHUTE CUCTEMMU BKIOYBA
TPU OCHOBHU U3MEPEHUS:

a) [lpeBeHuMs, KOSTO  BK/IOMBA  MeEpKM  3a
npenooTBpaTsiBaHE Ha  Bb3MOXHM  LLETU  BbPXY
KOMMNOHEHTUTE Ha MHOPMaLIMOHHaTa cUcTema;

6) OTKpuBaHe, KOETO BKMHOYBA YCTAHOBSIBAHE Kora, Kak
M OT KOrO € MpUYMHEeHa noBpeda WM HapylleHue B
KOMMNOHEHTUTE Ha MHOPMaLIMOHHaTa cUcTema;

B) Peakuusi, KosiTo BKMO4YBa Bb3CTAHOBABAHE WIU
PEKOHCTPYKUMS Ha  3acerHatuTe  KOMMOHEHTM Ha
NMHOpPMaLMOHHaTa cucTema.

KoHuenuusaTa 3a CUTYPHOCT € TACHO CBbp3aHa C Tpu

OCHOBHM npuHUuna:



o KoHdwmgeHumanHoct (Confidentiality);
e LsnoctHocT (Integrity);
e HanuyHocT (Availability).

OcBeH TSX CbLUECTBEHO 3HAYeHWe umaT M cregHuTe
XapaKTepUCTUKN:

o OrTopusmpaHo wu3nons3saHe Ha cuctemaTta oOT
yNbNHOMOLLEHN noTpebutenu;

e ABTEHTUYHOCT Ha CbOBLLIEHUATA;

e« HeoTpuyaHe Ha wusBbpweHute pencteus (Non-
repudiation);

e Ot4eTHoCT (Accountability);

e HapexgHocT 1 6e3onacHOCT Ha cuctemuTe.

Bbnpekn TOBa BCAKa WH(MOPMaUMOHHA cuctema e
N3NoXeHa Ha pasnuyHu ysa3BUMOCTW. [loa ya3BMMOCT ce
pasbupa cnabocTt unM HegocTtaTbk B cucTemarta 3a
CUrYpHOCT, KOWTO MOXe pga ©Obae w3nonsesaH oOT
Hanagaren.

OcHoBHUTE KaTeropmm ya3BMMOCTU BKITHOYBAT:

e (OU3NYECKM YA3BUMOCTH;

e MPUPOLHU YSI3BUMOCTY;

e XapayepHu 1 copTyepHM YSA3BUMOCTMU;
e KOMYHWKaLMOHHW YsI3BMMOCTY;

e YOBELLKN YSI3BMMOCTW.

3annaxa 3a MHGOpMaUMOHHaTa cucTeMa npeacTaBnsiBa
BCAKA CUTyaLusl, KOATO MOXe Aa MNPUYMHM LIEeTU WUnu
3arybu, KaTo 3noHamepeHn AeNCTBUA Ha Xopa, YOBELLKM
rpPeLLKn, NPUPOAHN BEeACTBUS UNN BbTPELUHU OedeKkTn B

obopyaBaHeTo 1 codTyepa.



OcHoOBHMTE BMOOBE 3annaxyM MO OTHOLUEHVWE Ha
xapayepa, codpTyepa 1 AaHHUTe ca:

e npuxBallaHe (interception);

e Moaudumkauma (modification);
e noanpassHe (fabrication);

e npekbcBaHe (interruption).

3a orpaHuMyaBaHe Ha yA3BMMOCTUTE W 3anfaxute e
HeobxoomMmo aa 6baaT BHeApeHU NOAXOAALM 3alUUTHU
MEpPKMU.

3alWwmTHUTE MEepKU nNpeacTaBnaBat npoueaypu, TEXHUKK,
AENCTBUS U CpeacTBa, KOUTO orpaHnyaBaT yAa3BMMOCTUTE
Ha MHOpMaLMOHHaTa cucTema.

Te obxBaLiaT crnegHUTEe OCHOBHW 0bONacTu:

o uM3nyecka CUrypHOCT;

e CUNYPHOCT Ha KOMMIOTbPHUTE CUCTEMMU;
e CUrYpHOCT Ha 6asnTe AaHHW;

e MpEXO0Ba CUTYpPHOCT.

Cpepn Haii-pasnpocTpaHeHUTe cpefcTBa 3a 3awurta ce
OTKpOSBAT:

Kpuntorpadus

KpuntorpadusaTa (umdpoBaHeTO) npeactaBnssa npouec
Ha KogupaHe Ha WHdopmauusaTa U e egHa OT Hawn-
LUMPOKO W3MOM3BaHUTE TEXHONorMM 3a 3awuTta Ha
€NEeKTPOHHUTE KOMYHMKALMM B HE3aALUTEHN MPEXOBU
cpeau (Wallace, 2014).




CodTyepHM cpeacTBa 3a 3awimTa

Te BKkNOYBAT aHTUBUPYCHM CUCTEMM, 3aLUUTHU CTEHMW,
CUCTEMW 3a OTKpPMBAHE Ha MPOHMKBaAHWUA W OpYyrK
cneumanuspaHmu peLleHust 3a 3awmTa Ha
NH(OPMALMOHHUTE aKTUBMW.

XapayepHu cpeacTBa 3a 3awuTa

Bkntousat cneumanuavpaHmu ycTpovicTea n
WHGPACTPYKTYpK,  MpedHasHadyeHn ga  ocurypst
CUrypHOCTTa Ha MHPOPMAaLMOHHUTE CUCTEMMN.

Monutukun 3a CUTYpPHOCT

MonuTuknuTe 3a CUIypHOCT onpefenar npasunaTa,
npouenypute M MexaHu3MuTe 3a YyrpaBrieHue Ha
curypHoctta B opraHmsauuaTa (Pangalos & Mauvridis,
2002).

THbW KaTo XopaTa YecTo NOCTaBAT NPOU3BOAMTENHOCTTA
Hag CUrypHOCTTa, Te MoraTt aa npeHebperHat MmepkuTe 3a
3awmTa, ako rm BbanpuemMar KaTto npedka 3a usnbsiHeHue
Ha 3agayuTe Cw.

CounanHoTo WHXEHepCTBO MU3MNOof3Ba WMEHHO Te3u
yoBewkn cnaboctm C uUen  MaHunynupaHe  Ha
notpebutennute u npugobuBaHe Ha YyBCTBUTENHA
WHpopmauua  unn  3aobukansHe Ha  3alWMTHUTE
MeXaHU3MW.

O6y4yeHneTo M NoBMLIABAHETO HA WHAOPMUPAHOCTTA
OTHOCHO Bpb3KaTa Mexay CUrypHocTTa, eTukata u
3awmrarta Ha nUYHUTE [aHHW NpeactaBnaBaT BaXXHU
WHCTPYMEHTU 3a oOrpaHudyaBaHe Ha nogobHM puckose

(Wallace, 2014).



B 3aknioyeHve Moxe Oa ce  oTbenexu, ue
WHPOPMALMOHHMTE CUCTEMW Ca OT  CbLLECTBEHO
3HayeHMe 3a pasBUTUETO U  (YHKUMOHMPAHETO Ha
nyénuyuute ycnyrn. [lpegctaBeHUTe CUCTEMM  Ha
CcTpaTernyecko HUBO BKMOYBAT WM Te3WU, W3NOMN3BaHW B
nyénvyHata agMuMHUCTpauuMsi, KOMTO ca NpeaMeT Ha
HacCTOSILLOTO M3crneaBaHe.

N3non3BaHeTo UM B NyGNMYHUS CEKTOP € 3a4bIIKUTENTHO
ycrioBue 3a MoAepHu3auusita U pasBUTMETO Ha
WHCTUTyuMmMTe. [Hec He cbliecTByBa nybnuyHa
opraHusaumsi, KOsiTo Aa ce CTpemMun KbM passuTue, 6e3 aoa
WHBECTMpPaA B HOBM TexHomnormm u 6e3 ga wsnonsea
NMH(OPMAaLMOHHN cUCTEMM 3a nodobpsiBaHe Ha CBOETO
pYHKUMOHUPAHE N KOHKYPEHTOCNOCOBHOCT.

pbuUkaTa AbpXxaBsa, KOSITO AbNru rOAVHM
dyHKUMOHMpaLle Bb3 OCHOBA Ha  TpaaWLMOHEH
GropokpaTuyeH mogen, e nsnpaseHa npea

HeobxoguMocTTa OT Abniboka TpaHcdopmauus 4ypes
BHeOpsiBAaHE Ha HOBW TEXHOMOMMM W CbBPEMEHHMU
yrnpaBreHCKU MOAENN.

OcobeHO B nepuoaM Ha WKOHOMUYECKW 3aTpyaHEHUsI
TEeXHOMorMMTe MoraTt ga OonpuHecaT 3a HamansiBaHe Ha
pasxoauTe M egHOBPEMEHHO C TOBa 3a MNOBMLLABaHEe
Ka4yeCTBOTO Ha NpeaoCTaBsHUTE YCNyru.

CnegBawara rnaea pasrnexga no-3agbfiboyeHo
BbNpocuTe, CBbp3aHu CcbC CUTrypHOCTTa Ha
MHOPMALMOHHUTE CUCTEMMN.




I'/IABA 2. CUTYPHOCT HA
UH®OPMAIIMOHHUTE CUCTEMH

Mpe3 nocnegHnTe rognHn ce HabngaBsa U3KMKYMTENTHO
Obp30 pa3BuUTME Ha MHAOPMALMOHHUTE cucteMn. onam
Opon opraHuMsauumn OT Ny6NUYHUA U YacTHUS CEKTOp
pasuuTtar Ha TAXHOTO YHKUNOHUPaHe 3a
OCblUeCcTBABaHe Ha eXxedHeBHaTa cu AeunHocT. Ypes
Te3n cuctemmn ce obMeHst MHpopmauus, npegocTassaT ce
ycnyrn un ce obpabotBaTt orpoMHM 06emMun OT AaHHWN.
CurypHocTTa Ha NHPOPMaLNOHHNUTE cucTemm
npegcraBnsBa KputndeH daktop 3a eqeKTUBHOTO
JYHKUMOHNpaHe n yCTONYMBOCTTA Ha BCsiKa
opraHusauus. Hopwu MWHMMAITHO HapyLleHue,
npekbcBaHe nnu HeoTopu3MpaH AoCTbN o
WHOPMAUNOHHUTE CUCTEMW MOXe pf[a p[oBede [Jo
3HauuMTenHn uUHaHCOBM 3arybu, HapywaBaHe Ha
paboTHUTE npouecn M [JopuM OO HEBBL3MOXHOCT 3a
HOPMarHOTO PYHKUNOHNPAHE Ha OpraHn3auusaTa.
OcobeHo cepro3Hn ca puUcKoBeTE 3a CUCTEMUTE, B KOUTO
Ce CbXxpaHsiBaT 4yBCTBMTENHW [aHHW, MNOBeEpUTENHa
MHpopMaLMa N KPUTUYHU agMUHUCTPATUBHU QOYHKLUN.
Mopaan Tasn npuynHa € HeobxoaANMO BHeAPHABAHETO Ha
noaxoasu MEXaHU3Mun 3a 3awmTa cpeLuy
pa3HoobpasHuTe 3annaxm, Ha KOUTO Te3n CUCTEMU MoraT
Ja obaaT N3noXxeHu.

MpobrnembT CbC CUrypHOCTTA Ha WH(OPMALMOHHUTE
CUCTEMWN CblUEecTBYBa Olle OT CaMOTO Havano Ha
pasBMTMETO Ha WHGPOPMAUMOHHUTE TexHosnormn. B




CbBpeMeHHaTa uudpoBa cpega obavye pPUCKLBT €
3HAYUTENTHO MO-TONAM, Th KAaTO CUCTEMUTE Ca JOCTbIMHU
32 LWMPOK KPbIr noTpedbutenn u ca WU3NOXKEHM Ha
pa3HoO0Opa3sHN BLHLUHU M BbTPELUHN 3annaxu.
HesaBucumo oT (opmaTta, B KOATO CbLlieCcTByBa
WHopMauuaTa, KoraTo TA MMa  CTOMHOCT  3a
opraHusauusaTa, TpsibBa na obaoe npaBuUIHO
CbXpaHsiBaHa W HagexgHo 3awmTteHa. OcHoBHaTa uen
Ha WHJOpMaUMOHHATa CUTYpPHOCT € 3awmTata  Ha
MHoOpMauuaTa OT LUMPOK CMNEKTbP OT 3annaxu, KouTo
MoraTt ga KOMMNpoMeTumpaT HelHaTa KOHMAEHUNANHOCT,
LSANOCTHOCT U HaNU4HOCT.

Moxe pQa ce npueme, 4e ako curypHoctta 6bae
npeacrtaBeHa nog dopmarta Ha nupaMuga, HenHaTa
OoCHoBa 6e3cnopHo e pa3paboTBaHETO M BHeApPSABAHETO
Ha UANOCTHA NOMMTMKa 3a curypHocTt. [onuTtukata 3a
CUTYPHOCT MpeAcTaBrfsiBa OCHOBHUSAT WHCTPYMEHT 3a
ynpaBneHne Ha CUrypHocTTa Ha WHGPOPMaALVOHHUTE
CUCTEMW, BBIMPEKM Y€ CbAbPXKAHMETO M 3HAYEeHMEeTO Ha
NOHATUETO MoraT Aa BapupaT B 3aBUMCUMOCT OT LenuTe,
cpegata W OpraHM3auMOHHUSI KOHTEKCT, B KOWTO ce
npunara (Karyda, 2005).

PaspaboTBaHeTO Ha MOMUTUKM 3a CUFYPHOCT € MpPsiko
CBbP3aHO KaKTO C TEXHMYECKUTE Npoueaypu, Taka u c
aAMUHUCTPATUBHUTE MEPKW, KOUTO Cce npunarat 3a
3awmTta Ha  UHAPOPMALMOHHUTE  CUCTEMU  CpeLly
Crny4ariHu UM yMULLINIEHW 3annaxu.

Han-BaxxHMAT eTan npu cb3gaBaHETO Ha edHa NonnTuka
3a CUrypHOCT e naeHTMdnunpaHeTo Ha
WH(POPMAUNOHHNTE aKTUBW, KOUTO TpsbBa ga ObaaTr
3alLUUTEHN, KAaKTO U N3BBPLLUBAHETO Ha aHanM3 M OueHKa
Ha pucka.

MonuTtukaTa 3a curypHocT TpsibBa ga npefocTaBsa SICHU

OTroBopu Ha crnegHuTe BblpOCH.



« KakBa e ocHoBHaTa Len Ha nonuTtukaTa?

e Kon wuHOpMauUMOHHM aKTMBUM Ce HyXOasaT oT
3awmTa?

e Konm Hocu OTroBOpHOCT 3a TsAxHaTa 3awurta wu
KakBu Ca HeroBuTe 3agbimKeHusa?

CurypHocTTa Ha MH(OPMAUMOHHUTE CUCTEMU Ce
OCHOBaBa Ha Tpu hyHAAMeHTasrHM nNpuHumna:

e LsnoctHocT (Integrity);
e Hanu4yHocT (Availability);
o KoHdumgeHumanHoct (Confidentiality).

YnpasneHneTo Ha CUrypHOCTTa He e fniecHa 3ajaya, Ho e
3a0bIMKNTENHO ycrnosue 3a €(EeKTMBHOTO
PYHKUMOHUPAHE HA  CbBPEMEHHUTE  OpraHM3auuw.
BHegpsBaHeTO Ha WHGOPMAUMOHHW CUCTEMU BOAWN [0
noBuLLIABaHE Ha NPOM3BOAUTENHOCTTA N ePEKTUBHOCTTA,
HO CblLUEBPEMEHHO Cb3daBa HOBU PUCKOBE, KOUTO
TpsabBa Aa 6baat MaeHTMUUMpaHM n ynpasnsBaHu Mo
nogxoasuw, HaumH (Elky, 2006).

3a wactmne nHayctpuaTa 3a MHPOPMaLMOHHA CUTYPHOCT
npegnara WMpokK Habop OT MHCTPYMEHTU, METOLONOMM,
KOHTPONX M NONMUTUKK, NPeAHa3Ha4YeHn 3a cnpaBsHe CbC
3annaxute. Bbnpekn ToBa WHTErpMpaHETO Ha BCUYKM
Te3n MexaHM3MU BbB BCsiKa OpraHM3aumMss € CIOXeH
npouec.

PasnuyHnte  OpraHM3auuoHHW  CTPYKTypu, OusHec
NPOLIECK MU HMBA Ha PECYPCHO ocurypsiBaHe cb3gaBaT
YHUKaNHM YCNoBuUA 3a BCcsika opraHu3auus. MNopaam ToBa
MepKuTe 3a CUrypHocT TpsibBa ga 6baat agantvpaHu
KbM KOHKpPETHUTE 0CODEHOCTM Ha BCsika cpeda, Taka 4e
CUIypHOCTTa Aa nognomara opraHu3aumMoHHaTa AENHOCT,




a He Oa ce npeBpblla B npevka 3a HEMHOTO pasBuUTUE
(Karnavas, 2012).

EOvH OT Han-BaXHUTE MHCTPYMEHTU 3a ynpaBfeHue Ha
CUIypHOCTTa € aHanu3bT Ha pucCKa.

AHann3bT Ha pucka uma 3a Len:

e A naeHTMdUUMpPa aKTUBUTE Ha OpraHM3aLusaTa;

e [a OTKpWE CblUeCcTBYBaLUUTE YSI3BUMOCTH;

e [a onpegenu noTeHuuanHuTe 3annaxu;

e [a OUEHNW Bb3MOXHWUTE nocneacTena  oOT
peanusMpaHeTo Ha AafeH PUCK.

Moo noHsATMETO ,akTuBKM® He cregBa ga ce pasdupart
€ONHCTBEHO bMHaAHCOBU pecypcu. KbM TAX ce OTHAcCAT U
NNYHUTE  [aHHW,  OpraHu3auMoHHaTa  penyTaums,
KpUTUYHaTa MHGOPMaUMs U BCUYKM pPecypcu, YMeTo
KOMMpoMeTupaHe MOXe [a p[oBede [0 CepuosHu
nocrneavum 3a opraHusauusaTa.

Upes3 aHanmn3a Ha pucka Moxe fa 6bae onpeneneHo Kov
KOHTpPaMepkm ca WKOHOMMYECKM OMpaBOaHW U B KOM
cnyyau e npuemnuBeo onpegeneH puck ga 6vae noet oT
opraHusaumara.

OcBeH TOBa aHanM3bT Ha pucka MO3BOMSABa
NPUOPUTU3MPAHETO Ha MepKuTe 3a 3awuTa, KoeTo e
0C06EeHO BaXHO B YCrOBUSATA Ha OrpaHn4yeHn oHaHCOBM
pecypcu.

B CbBpEMeHHaTa MKOHOMMYECKa cpena,
XapakTepuaupallia ce C orpaHuyeHusa B OLOoXeTuTe Ha
opraHuMsauuuTe, aHanu3bT Ha pucka npugobuea owe no-
rofisMo 3HaveHne, TbW KaTO [MO3BOSisiBA ONTMMAISiHO
pasnpeneneHne Ha pecypcuTe 3a CUrypHoCT.

OcHoBHaTa uUen Ha cucTemaTa 3a YynpasreHue Ha
CUIYpPHOCTTa € OorpaHMyaBaHeTO Ha pucka Ao NpMemMnmBo

HUBO.



Tasu cuctema BkOYBA:

e OLEeHKa Ha pucka;

e oOnpejernsHe Ha NPUEMSIMBOTO HUBO Ha PUCK;

e paspaboTBaHe Ha MNONUTUKAa 3a CUTYPHOCT;

e BHepsiBaHe Ha MepKW 3a 3aLuuTa;

e Cb3[aBaHe Ha oOpraHu3auuoHHa pamka 3a
yrnpaBrieHne Ha CUrypHOCTTa;

e OCUrypsiBaHe Ha HeobxoaumuTe YOBELWKM U
doMHaHCOBW pecypcCu.

Monutrkata 3a CUrypHOCT, CbyeTaHa C TEXHUYECKUTe u
OpraHu3aUMoHHUTE Mepku 3a 3awuTta, dopmMupa
LUSNOCTHUSE MIiaH 3a CUIYPHOCT Ha MHAOPMaLMOHHUTE
CMCTEMW Ha opraHusaumsaTa.

N36opbT HA MEeTOAoMorMa 3a aHanuM3 U yrnpaerieHne Ha
pucka 3aBucK OT peauua akTopu, cpen KoUTo:

e pasMepbT M CMOXHOCTTA Ha WMH(OPMaLMOHHaTa
cuUcTema;

e pasxoauTe 3a BHeOpsIBaHE;

e OpraHusaumoHHaTa KynTypa;

e HanMuMeTo Ha cneuwnanuanpaH copTyep;

e OMUTBLT M NOAroTOBKAaTa Ha cneunanucTuTe;

e CTEMEeHTa Ha MNOKpMBaHE Ha TexHUYeckuTe u
coumnanHuTe acnektn Ha curypHoctTa (Kokolakis,
2000).

OcobeHo BaxxHa pond B npoueca uma CAyXuTenaT no
WHOPMAUNOHHA  CUFYPHOCT, KOWTO  TpsibBa fa
nputexasa HeOOXOOUMMUTE 3HAHMSA U KOMNETEHUUN U Oa
6bae oduumanHo ynbNHOMOLLEH OT PbKOBOACTBOTO Aa

N3NbIHsABa Tasun pyHKUMS.



lonamoTo pasHooOpasve OT cpeacTBa 3a araka wu
HENPEeKbCHAaTOTO pasBUTME Ha HOBUM TEXHUMKM 3a
NPOHWKBAHE npeacraenaeat CEPUO3HO
npeav3BMKaTENCTBO 3a CUrypHOCTTa Ha
MHOPMALNOHHUTE CUCTEMMN.

NcTopusata MHOrokpaTHO € Jokasarna, Ye He CbLecTByBa
abconTHO 3awmTteHa cuctema. CnepgoBaTenHo Haw-
ronemMusaT Bpar Ha agMuMHuUcTpaTopa e BpemeTo. KonkoTto
Mo-4eCTO Ce M3BbpLIBAT NPOBEPKM M aKTyanusauum Ha
3alUUTHUTE  MEexaHu3MK, TONkoBa  MNo-manka e
BEPOSAITHOCTTA HanagaTenat ga ycnee ga w3nonsea
CblUecTByBaLla Ys13BMMOCT.

Makap 4Ye CbBPEMEHHUTE WHCTPYMEHTW 3a aHanua Ha
puUCka 3Ha4MTENHO YrecHsiBaT npoueca Ha ynpaBneHue
Ha CUrypHOCTTAa, npakTukarta nokasea, ye
TEXHOSOrMYHUTE peLleHnsa camum no cebe cu He morat ga
rapaHTupart Heob6xoanMOTO HMBO Ha 3aluumTa.
CurypHocTTa TpsibBa Oa ce oOcHoBaBa Ha UANOCTEH
MOAENn Ha ynpaBneHuwe, Tb/ KaTo He € Bb3MOXHO Aa
Oboat npenBuUAEHW BCUYKM MOTEHUMAnHW PUCKOBE U
KomMObuHauum oT AencTBus, cCrnocodbHuM pa gosenaTt Ao
VHUWAOEHTN.

OcobeHo TpyaHo npeasnanM ghaktop ocTaBa YOBELLKOTO
noesegeHune.

Cpen Ham-BaXHUTE NpeanocTaBkM 3@ YCNEeLHOTO
BHeOpsiBaHe Ha NOfMTMKa 3a CUIYPHOCT ca:

e aKTMBHaTa noakpena oT CTpaHa Ha
PBKOBOACTBOTO;

e YYaCTMETO Ha BCUYKW 3aMHTEPECOBaHN CTPaHW;

e HenpekbCcHATOTO 0by4YeHUe Ha noTpebuTenuTe;

e PEdOBHMAT TMpernes W akTyanusumpaHe Ha
NONUTUKMTE 1 NpoLeaypuTe.




C HapacTBawaTa 3aBUCUMMOCT Ha oOpraHusauuuTe oT
MHPOPMALNOHHM N KOMYHUKALWMOHHM TEXHOMOMNN, T€ BCE
Nno-4ecTo ce npeBpbLUAaT B 00EKT Ha aTaku OT CTpaHa Ha
KnbepnpectonHuun.  CnegoBaTenHo  opraHuMsauuuTe
TpsibBa HenpekbCcHaTO Aa nogobpsaABaT MexaHM3MuTe 3a
3almTa Ha CBouTEe pecypcu.

B 3akniouyeHne moxe ga ce nocoyu, 4e abcontoTHa
CUIYPHOCT U HYFNEB PUCK He CbluecTByBaT. EANHCTBEHaTa
peanucTuyHa uen e ys3Bumoctute aa 6bvaart ceBegeHun oo
Bb3MOXHUSA MUHUMYM.

HaBpeMeHHOTO akTyanuampaHe Ha cuctemuTe 3a
CUFYPHOCT, M3MON3BAHETO HA CbBPEMEHHM 3aLUTHU
TEXHOMNOIMMM U HanMYMeTo Ha KOMMETEHTEH U OMUTEH
aAMUHUCTpaTOp NpeacTaBnsBaT KNHOYOBW NpeanoCcTaBKy
3a ycrnelHaTa 3awmra Ha MIHPOPMaLMOHHUTE CUCTEMM.
KonkoTo no-rofisiMo e y4yacTnmeTo Ha YoBeLukus dpaktop B
AageHa cuctema, ToNnkKoBa Mo-rofisiMa € BEpPOSITHOCTTa OT
Bb3HWKBaHE Ha PUCK.

CnepBawarta rnaBa € [MOCBETEHA Ha EfIeKTPOHHOTO
ynpaBneHne, KOEeTo nMpeacTaBnsiBa OCHOBa  3a
MOAEpPHM3aLmaTa U pa3BUTMETO Ha NyBNMYHNA CEKTOP.

I'/IABA 3: EJIEKTPOHHO YIIPABJIEHME (E-
GOVERNMENT)

EneKkTpoHHOTO ynpaBneHne e HepasgenHa 4acT OT
exXXefHeBMNeTo Ha rpaxaaHuTe. To oka3sa BNUSHNE BbPXY
TEXHUTE HaBWUM W coOUManHoO ToBedeHMe, KaTo
CbLLEBPEMEHHO nocTass npen nyGnuyHaTa
agMVHUCTpaumsa HeobGxoOMMOCTTa Aa ce aganTupa KbM




O6bpP30TO pasBuUTME HA TEXHOMOrMMTE M Aa NPEMUHE KbM
efHa HoBa uudpoBa epa. YcnexbT Ha TO3M Npexon
3aBMCU OT KONEKTUBHOTO CbTPYOHUYECTBO Ha MECTHO,
pPEerMoHanHO W HauMOHarHO paBHULLE, KaKTO U Mexay
ObpxaBuTe 4neHkn Ha EBponenckus cbio3. LndposaTa
ny6nvyHa agMUHUCTpauus AornpuHacs 3a
npeMmHaBaHeTO OT TpoMaBa W HeeeKTMBHa Obp)KaBHa
cMctemMa KbM  agMUHUCTPaAUUS, OpPUEHTMpaHa KbM
rpaxgaHuTe n TexHuTe noTpebHocTu. MapaHTMpaHeTo Ha
csoboparta Ha uspassiBaHe 1 3almTaTta Ha JIMYHUS XUBOT
Ha rpaxgaHuTe npeacTaBnsiBaT OCHOBHU 3a4biHKEeHUs Ha
CbBpeMeHHaTa ObpXaBa.

My6nnyHmMaT cektop B [bpums CbC 3aKbCHEHWE Cce
cTpemMn [da BbBede HeobxoaumuTe MNPOMEHW 3a
umdgpoBaTta epa, KaTo CblLUEBPeMEHHO ce cbnbckBa C
peavua npobrnemu, KONTo ce 3agbnboyvnxa nNno Bpeme Ha
MKOHOMMYEcKaTa Kpusa. TexHonormmte [JonpuHecoxa
3HaAYUTENHO 3a KOMMTbpu3aumsaTa Ha
aAMUHUCTpATUBHUTE  ycriyru W ce  Bb3npuemar
NONOXUTENHO OCOBGEeHO OT no-mnaguTe Cryxutenn B
nybnuyHata  agMuHucTpauus.  M3nonsesaHeTto  Ha
UndpoBM TEXHONOrMM nognomara peopraHusauusaTa Ha
aAMUHUCTPaTUBHUTE npouecu, nosuwiaBsa
e(PEeKTUBHOCTTa U Ka4eCTBOTO Ha YCnyrute u cbaencrea
3a YTBbpXA4aBaHETO Ha nNpUHUMNMTE Ha JobpoTo
ynpasrneHue.

MonutuyeckaTta BONA Ha BCUYKM HUBaA MNpeacTaBrisiBa
OCHOBHO YCroBMe 3a Hacbp4aBaHe Ha MWHOBaUuUTE U
peanu3anpaHe Ha UANOCTHa uUMppoBa agMUHUCTPaLMS.
Heobxoanmo e cblwo Taka cnyxutenute ga 6vaaTt
obyyaBaHn ©n MOTMBMpPAHM 3a W3NOSM3BAHETO Ha
eneKTPOHHWN ycnyru, Aa ce rnpeojorisiBa CbnpoTvBaTa
cpelly npoMeHuTe W Ja ce rapaHTupa umdpoBOTO
BKIMOYBAHE Ha BCUYKM rpaxkaaHn 6e3 nsknoyeHue.




EnektpoHHOTO ynpaBneHne e npu3HaTa B CBETOBEH
mMawab HeobxogmmocT. To urpae Bogewa ponsi BbB
BCUYKM (POPMM Ha CbTPYAHMYECTBO, OpraHusaumsa u
yrpaBrieHne KakTto B NyOnMYHUA, Taka M B YacCTHUS
cektop. lMog NOHATMETO €EneKTPOHHO YynpaBneHue ce
pasbupa  u“3NON3BaHETO Ha  MHPOPMALMOHHU U
KOMYHMKALUNOHHN TEeXHonormm ¢ uen nogobpsBaHe Ha
ycrnyrute, npefoctaBAHW Ha rpaxgaHute, 6usHeca u
ny6nMYHNTE MHCTUTYLMU. ENEKTPOHHOTO ynpaBneHue ce
pasBMBa HeNpekbCHATO W [ONpuHacsa KakTo 3a
nogobpsiBaHe Ka4ecTBOTO Ha NyGnNuYHMTE ycnyrn, Taka u
3a no-epekTMBHaA KOMYHMKaUMA Mexay AbpxaBata W
obLiecTBoTO.

CnepoBaTtenHo €IeKTPOHHOTO yrnpaBneHue
npeacraensBa dopma Ha pas3sutne Ha nybnuyHata
agMUHUCTpaUmus,  KOATO  MO3BoNnsiBa  ABYCTpaHHa
KOMYHMKaUUA MeXOy MHCTUTYUUUTE U rpaxpaHuTe 4ypes
n3nonssaHe Ha MHMOPMALMOHHN TEXHOMOrMKU, LMposu
WHCTPYMEHTU W TENEeKOMYHWKaUMOHHM cpefcTtBa. To
nponpaes MbTA KbM MPeLOCTaBAHETO Ha AbpXKaBHU
ycrnyrm 4pes3 MWHTEpPHeT, KaTo efHOBPEMEHHO C TOBa
noBvwaea npo3pavyHocTTa W  edeKTUBHOCTTa Ha
agMuUHUCTpaTMBHaTa aenHocT. Mo To3n HauvMH oTnaga
Heobxo4MMOCTTa rpaxgaHuTe aa nocewiaBsaT OU3NYeCcKu
agMUHUCTPaTUBHUTE CryXOKU 3a M3BbPLUBAHE Ha ronsima
4yacT OT agMUHUCTPaTMBHUTE NpoLeaypu.

Pa3BnTMeTo Ha TenekoMyHWKaummte W  UHTEpHEeT
cb3fjage HOB Tun OOLWECTBO C BUCOKM OYakBaHUA W
HapacTBaluM W3NCKBAHMA KbM NybnuyHmss cektop. B
CbLLOTO BpeMe ObpXaBaTa OCb3HaBa, Ye BHeOpsiBaHETO
Ha UMdPOBM TEXHOMNOIMN OOMNpUHACcCS 3a peluaBaHeTo Ha
BaXHW agMWHUCTpaTMBHM npobnemu wn nognomara
n3rpaxgaHeTo Ha HOB TWM B3aMMOOTHOLLEHMS MexXay
agMUHUCTpauuATa, rpaxgaHute U opraHusaumuTe.




Passutueto Ha NHPOPMALMOHHOTO obLecTBo,
paswupsaBaHETO Ha MpPEXOBUTE WHMPaACTPYKTypn U
aurnTanHata TpaHcgopmMaunsa CbLLeCTBEHO nosuLlaBat
NPOun3BOAMUTENHOCTTA W Hamanasat OrpokpaTU4HUTE
NpeYKun.

EnekTpoHHOTO ynpaBneHve moxe Aa 6bae onpeneneHo
KaTo n3nonasBaHe Ha NHOPMALNOHHU n
KOMYHUKALUNOHHN TEXHOOMMU B NYBIIMYHUTE NHCTUTYLMM,
CbY€TaHO C OpraHu3auMOHHU MPOMEHU U pa3BUTME Ha
HOBM KOMMETEHTHOCTU cpen cnyxutenute. OcHoBHaTa
uen e nogobpsieaHe KayecTBOTO Ha Ny6rMYHUTE yCnyru,
yKpensaHe Ha OeMOKpaTUYHUTE nNpouecu 1 nogrnomaraHe
Ha NOSMUTUKUTE, peanuaMpaHn B Mof3a Ha rpaxgaHuTe.
Mopagn ToBa €nNEeKTPOHHOTO YMpaBrieHne e cpen
cTpaTernyeckuTe npuoputeTn Ha EBponenckus colos.
Passutneto Ha EBpona go 2030 r. e cBbp3aHo C
narpaxxgaHeTo Ha CUIMHaA, KOHKypeHTOocnocobHa wu
TEXHOSMOMMYHO HanpegHana MKOHOMUKa. EBponencknat
CblO3 ce CTpemMu ga Obae paBHOCTOEH MapTHbLOP Ha
BOAELLUMTE CBETOBHW MWKOHOMMKW, KaTto WHBECTUpa B
YOBELLKM KanuTas, MHOBaUUM U MOLEPHU TEXHOSOIUMW.
Busnara 3a EBpona Bknw4vBa Cb3aBaHETO Ha
o0LLecTBO, OCHOBAHO Ha CbTPYAHUYECTBO, YCTOMYMBO
pasBuTME N ePEKTUBHO U3NON3BaHE Ha pecypcuTe.
EBpona Ha 2030 r. we nma akTMBHa possi Ha cBeToBHaTa
nonuTMyecka cueHa UM LWe ydacTBa aKTUBHO B
pegopmMmute Ha MeXayHapogHuTe NHCTUTYLUM,
BkntounTenHo CBeToBHaTa TbproBCka OpraHuM3auus.
CblUeBpEMEHHO We nNpoabimkn ycunuata cu 3a
cnpaBaHe C rnobanHn npegu3BMKatencrea  Kato
M3MEHEHMETO Ha KnumaTa, Ona3BaHETO Ha OKofiHaTa
cpefa v pas3BuMTMETO Ha undpoBaTa UKOHOMUKA.
OcobeHO  3HavyeHne We wma  3awmTata  Ha
knbepnpoctpaHcTeoTo. [lo 2030 r. EBPONENCKNAT CbHO3




e pa3nonara ¢ no-gobpe KOOpANHUPAHN MEXaHU3MK 3a
npoTUBOAENCTBME Ha knbepsannaxurte n
knbepnpectbnHocTTa. 3awmTtata Ha  ObpXaBHUTE
WHOPMAUNOHHN cucTeMU LWe Bbae rapaHTupaHa 4pes
CbBPEMEHHWN 3aKOHOAATENHM paMKn 1 obLia nonuTuka 3a
CUrypPHOCT 1 oTBpaHa.

Mo oTHoweHue Ha Mbpuusa crnegBa oa ce otbenexu, ye
cnej npoabIPKUTENEH Nepuoa Ha MKOHOMUYeCKa Kpusa u
cTarHauus IKOHOMMKaTa BCe olle cpelia TPpyaHOCTU Mo
NbTA KbM YCTOMYMB pacTex. Bbnpekn ToBa umgposata
TpaHcopMauna ©n  pasBUTUETO Ha  eSIeKTPOHHOTO
yrnpaBrneHne MoraT [a [onpuHecaT CbLEeCTBEeHO 3a
MoAepHu3aumaTa Ha  nybnuMyHua  cektop W 3a
noBu1LIaBaHETO Ha HeroBaTa ePEeKTUBHOCT.
HenpekbCcHaTUTEe  NPOMEHM B  WH(POPMALMOHHUTE
TEXHOMOIMM U PasBUTUETO Ha WHTEpPHeT HanaraT
HeobXoaMMOCTTa OT MOCTOSIHHO HabnaeHwe U aHanua
Ha npouecuTe, CBbP3aHU C EreKTPOHHOTO YrpaBrieHue.
WLnpokoTo NpunoxeHne Ha WHTEPHET TEXHONormmTe
npeBbpHa €EfeKTPOHHOTO YynpasreHne B O0O0eKT Ha
nacnegBaHe OT MHOXECTBO HaAyYHW  AUCUMMSINHWK,
BKMIOUMTEINTHO UH(pOpMaTUKa, WKOHOMUKA, nybnuyHa
aAMUHUCTPaLMs, MONMUTUYECKU HayKW, coumosnorus u
npaso.

OcHoBHaTa UuUen Ha nporpamuTe 3a erleKTPOHHO
yrnpaBsreHne e noBulaBaHe KayeCcTBOTO Ha NybrvyHuTe
ycryru ypes HamansBaHe BpeMeTo 3a agMUHUCTPaTUBHO
obcnyxBaHe, nogobpsBaHe Ha KOMyHMKauusTa C
rpaxxgaHute M noBuwaBaHe  e(eKTMBHOCTTA Ha
ObpPXKaBHUTE MHCTUTYLINN.

EnekTpoHHOTO ynpasneHue npeactaBnsiBa MHCTPYMEHT
3a usrpaxgaHe Ha HOBM B3aMMOOTHOLUEHUS MexXay
Aabp)XaBaTa W rpaxgaHute 4pe3 MoAepHuM3MpaHe Ha
npouenypuTte n nogobpsBaHe Ha KOMyHUKaUMATa Mexay




nyonuyHnTe wMHCTUTYUMM. ToBa ce noctura uypes
ocurypsiBaHe Ha onepaTvBHa CbBMECTUMOCT U B3auMMHa
CBBP3aHOCT MeXay MWHPOPMaUMOHHUTE CUCTEMWU Ha
nyonuyHmna cektop. PesyntatbT e no-6bp3o, no-
NKOHOMWYHO, No-npo3payvyHo n No-CUrYPHO
aAMWHUCTPATUBHO OBCNy>XBaHe.

Mpe3 nocnegHuTe roanHn Mepumsa oTbenasa Hanpegbk B
pas3BUTMETO Ha enekTPOHHOTO ynpaeneHne. HesaBncnumo
OT TOoBa MOCTUrHaTUTE pe3ynTaTtu BCe Owe He ca
AOCTaTb4yHM, 3@ Aa [OCTUrHe HMBOTO Ha BoewuTe
Abpxasu B EBponencknsa cbro3. CTpaHaTa npoabiikasa
Ja ce Hyxoae OT MepkM 3a HamansBaHe Ha
agMUHUCTPATUBHUTE  Pa3Xxoaw, noBvwaBaHe  Ha
NPOM3BOAMUTENHOCTTA Ha  NYOMWYHUA  CeKTop U
yBenMyaBaHe Ha npo3pavyHoCTTa.

CnepoBatenHo Mpums TpsabBa ga 3acunu ycunusata cu
3a pasBUTME Ha ENEeKTPOHHOTO YyrnpaBfieHne c uen
orpaHnyaBaHe Ha 6lpokpauusaTa, HamansgBaHe Ha
pasxoguTe, NoBuLLIABaHE NPO3payYyHOCTTa U yKpenBaHe Ha
AEMOKpaTUYHUTE MPOoLEeCH Ypes3 NOo-akTMBHO yyacTue Ha
rpaxxgaHuTe B ynpaBrieHUNETO.

B 3akntoyeHne moxe aa ce otbenexmu, Ye enekTpoHHOTO
ynpaBneHne npeacTaBfsiBa OCHoBaTa 3a ObaeLwoTo
pasBuTue Ha nybnuyHusa cektop. Kakto B EBpona, Taka 1
B bpumsa To ce pasrnexga kKato Knwo4voB ¢aktop 3a
n3rpaxgaHeTo Ha MOLEpPHa, KOHKypeHTocrnocobHa wu
edeKkTMBHaA agMMHUCTpaums, cnocobHa ga OTroBopu Ha
HYXOUTE Ha rpaxgaHute no ©Obp3, [OOCTbMEH U
Ka4yeCTBEH HauuH.

EnektpoHHOTO ynpasneHue e 6baeweto Ha nybnnyHaTa
agMunHUCTpauus. To npefocTaBs Bb3MOXHOCT Ha XMnsiam
rpaxgaHn ga nonydaesaT ycnyrm no-6Lp3o M no-
edeKTMBHO, KaToO MO TO3N HAa4YMH YKpenBsa TaXHaTa pons B

CbBPEMEHHOTO 0OLLECTBO.



I'/IABA 4: CbBPEMEHHHU TEXHOJIOTHUH -
CLOUD COMPUTING - G-CLOUD

EQHO OT Han-3HauumuTe pas3sutus B obnactra Ha
WH(POPMALNOHHUTE  TEeXHONOorMM npe3  nocrnegHuTe
roOOUHW € HaBNU3aHeTo U 6GBbP30TO pasnpoCTpaHeHue Ha
obnavyHute wu3umcnenusa (Cloud Computing). Toswu
TEPMUH ONUCBa CbBPEMEHHA TEXHOSIOMMYHA KOHUEenuus,
Bb3HMKHaNa B pe3yntat oT cbnwkaBaHeTO Ha
WH(POPMALNOHHNTE TEXHOMOMMN U TeneKoOMYyHUKaumuTe.
O6nayHute ycnyrm TpaguLMOHHO Ce NpeacTaBaT
rpadunyHo nog bopmarta Ha ,,06nak”, KoeTo cumBonuanpa
ghakta, 4e noTpebutenaTt He ce WHTepecyBa OT
BbTpeLlHaTa apxXuTekTypa U HaunHa Ha (pyHKUMOHMpaHe
Ha cucTemaTta, a eQUHCTBEHO OT Bb3MOXHOCTTA T Aa
npegoctaBd HeobxoaumMUTe YCNyrM nNo HagexaeH u
€(EKTUBEH HAYMH.

Mo cBosita  CbWHOCT  oObnavyHuTe  M3YUCHEHMS
npeacTaBnaBaT CbBKYMNHOCT OT M3YUCAUTENHU CUCTEMM,
crnocobHu aa npuemat 3a5BKM ypes
TeneKoOMYHUKaLMOHHN Mpexu, aa obpaboTBat
HeobxooMMmnTe 3adavv M Aa BpbLAT pe3yntatuTe KbM
notpebutens 4ypes CbLNUTE KOMYHMKALMOHHW KaHanw.
[MO-KOHKPETHO, TEPMUHBT CEe OTHACs OO0 WU3YMUCIUTENHM
cpegun, KOUTO M3noni3BaT CMNoOAEeNeHn pecypcu KaTo
MpPEXMW, CbPBbPU, YCTPOUCTBA 3a CbXPaHEHWE Ha LaHHW,
NPUNOXEHUSA N Pas3NNYHK YCIYIW.

Tean pecypcu ca [OCTbMHM 4Ype3 BUCOKOCKOPOCTHU
TENEeKOMYHWKaUMOHHM  BPb3KW, KOMTO  MO3BonsiBat
€0HOBPEMEHHOTO  M3NbfIHEHME Ha ronam  Bpon
n3umcnuTenHn 3agadn. o TO3M HauMH Cce MPOMEHS
TPaAUUMOHHUAT mogen Ha n3nonssaHe Ha




KOMMNIOTbPHUTE CUCTEMW, TbhA KaTO Beye He e
HeobXxooMMO BCsiKa oOpraHu3auua ga usrpaxga U
nogaobpka cobcTBeHa husmyecka MHpPaCTpyKTypa 3a
NMOKpMBaHe Ha CBOUTE U3YUCTIUTENHU HYXOMN.

BmecTto TOBa HeobxoaumuTe pecypcu ce npenoctaBaT
4ype3 UHTEpPHET OT LEeHTpanusanpaHu LUEeHTpoBe 3a AaHHU
(Data Centers), kouTo pasnonarat CbC 3Ha4uTenHa
n3ymMcnuTenHa MOLUHOCT. Ycnyrute ce npeaocTaBar
CbIMacHO Mogen, Npu KOWTO KNMEHTBLT 3annawa camo 3a
peanHo n3nona3saHuTe pecypcu. To3nm moaen ocurypsisa
BMCOKa CTEMNeH Ha bBKaBOCT M NO3BOMsiBA AMHAMWYHO
yBenvyaBaHe WnM HamansiBaHe Ha pecypcuTe crnopej
notpebHOCTUTE Ha opraHu3auusTa.

EoHa oT Han-BakHUTE XapakKTePUCTUKM Ha obrnayHuTe
TEXHOMOIMM € UMEHHO TsxHaTa mawabupyemocTt. Korato
notpebHocTUTEe Ha [JajeHa opraHusaumsa HapacHat
BHE3anHo wnu BapupaT BbB BpemeTo, obnayHata
WMHpaCTpyKTypa MOXe da ce agantvpa He3abasHO 6e3
HeobXxo4MMOCT OT 3aKynyBaHe Ha AOMbIIHUTESTHO
obopynBaHe.

Cnopep, vHpopmaumara, nybnukysaHa oT [eHepanHus
cekpeTapmaT no MHOpPMaUNOHHN cuctemn Ha [bpuus,
AbpxaBHaTa obnadHa wuH@pacTpyktypa G-Cloud e
pa3paboteHa B CbOTBETCTBME C MEXOAYHAPOAHUS
CTaHOapT 3a WHgopMaumoHHa curypHoct ISO 27001,
KOWUTO rapaHTMpa BWCOKO HMBO Ha 3awmta npu
yrnpaBneHneTo Ha BUpTyanHute nHgpactpyktypu. OcseH
TOoBa cuctemaTta e cbobpaseHa cbc crtaHgapta ISO
20000 3a ynpaBneHue Ha UT ycnyrn, KOUTO ocurypsisa
onpegeneHo uU OOroBOPEHO HUBO Ha NpefocTaBAHUTE
yCnyru.

MNMpepoctaBsHETO Ha Te3uM ycnyrm ce nognomara oT
CbBPEMEHHM CUCTEMW 3a MOHWUTOPWHI, OTYUTaHeE,
yrnpaBsreHne Ha cnopasymMeHus 3a HMBO Ha obcnyxBaHe




(SLA), dakTypupaHe " KOHTpON Ha
NPOn3BOAMTENHOCTTA.

Mo-cneunanHo, lnaHbT 3a OENCTBME 3a ENIEKTPOHHO
ynpasneHne 2014-2022 npepswxna peavua OenCTBUSA
3a u3NbfHEHMe Ha HauuoHanHaTa cTparterna 3a
€MNEeKTPOHHO ynpaBneHue " Crtpaterndara 3a
agMuHucTpaTuBHa pedopma. OcHOBHaTa Uen Ha To3u
nraH € ga ocurypy MKOHOMUSI Ha pecypcu, YCTOMYMBOCT
Ha peanu3aMpaHnTe MPOEKTM U CTPUKTHO crasBaHe Ha
NPUHLMNUTE HA ENEKTPOHHOTO yrnpaBreHue.

B pamknTe Ha TO3K NnaH e BKNYeHa U nHMumMaTneaTta 3a
paspaboTBaHe Ha CcTpaTerns 3a pasBUTUE Ha ObPXKABHU
obnayHun ycnyrm (Greek GCloud Strategy) 3a Hyxante Ha
nybnuyHata agMmmHuctpaumsa. OcHoBHaTa LEN Ha Tasu
cTpaTterns e no-epekTMBHOTO M3MNOM3BaHe M yrnpaBreHne
Ha MHMOPMALUMOHHNTE CUCTEMW B NYONMYHUS CeKTop
ypes npunaraHe Ha BCUYKM Bb3MOXHOCTU, NpeaocTaBsHu
OT 00naYyHUTE TEXHOMNOIMN.

CtpaTerusiTa npegswxkga onpegensiHe Ha BUOOBETE
obnayHn ycnyrn, Kkouto We 6baat paspaboTBaHwy,
yCcroBmaATa 3a nMpefocTaBsHEe Ha MNpPUOXEHUa KaTo
ycnyra (Software as a Service — SaaS), kKakto u
WHCTUTYLMUTE, KOUTO LLie y4yacTBaT B peanuanpaHeTo Ha
npoekTta. OcobeHO BHMMaHME ce OTAEeNs Ha BbhpocuTte,
CBbpP3aHM CbC CUFYpHOCTTa Ha  WHopmauuara,
yCTONYMBOCTTA Ha MHJOpacTpyKTypaTta n
pa3paboTBaHETO Ha cTpaTernm 3a Bb3CTAHOBSIBAHE MpU
GencTeus 1 aBapun.

EnHa ot ocHoBHuTe uenn Ha G-Cloud e cnogeneHoTo
M3NON3BaHEe Ha  WU3YUCIUTENHW  pPecypcu  mMmexay
WHCTUTYLMMUTE Ha nybnuvyHata agmMuHucTpaumsi. Tosa
Nno3BoSisiBa 3HAYUTENNHO HamarnsiBaHe Ha pasxoguTe 3a
noaapbXkka Ha NH(ppacTpykTypaTa, no-go6po
N3MNON3BaHEe Ha HanU4yHUTE PEecypcu M NoBuULLABAHE Ha




eeKkTMBHOCTTa Ha AbpXaBHUTE  UH(OPMaLMOHHU
cucTemu.

ChblueBpeMeHHO ce onpedensat  cTaHOapTU3vpaHu
ycrnyru, Kouto morat ga 6baaTt u3nons3saHu OT BCUYKU
AbPXaBHU MHCTUTYUUKU. Onpedensat ce W KOHKPEeTHU
rnokasaTenu 3a KayeCcTBO Ha NpedocTaBsHUTE YCnyru,
KaKkTo U MexaHusMuTe 3a pasnpefensHe Ha pasxoauTte
Mexay oTOerHMTe opraHmsaumm cnopepq cTeneHta Ha
n3nonssaHe Ha obLiaTa NHpacTpyKTypa.

OcobeHo BaxHO MsACTO B obnavHata cpegja 3aemat
Cnopa3symeHusaTa 3a HMBO Ha obcnyxBaHe (Service Level
Agreements — SLA). SLA npefncraensiBa 4OroBop Mexay
AoctaByvka M notpebutens Ha ycnyraTta, KOWTO SICHO
onpegens 3agb/bKeHuaTa U OTrOBOPHOCTUTE Ha ABeTe
CTpaHu.

Upes SLA ce rapaHTMpa MWHAMAanHO HMBO Ha
npegocTaBsHUTE YCNYyrM U ce onpefenat napameTpu
KaTo:

e WN3YUCINIMTENEH KanauuTeT;

e BpEeMe 3a peakuus Ha cuctemaTa;

e HanW4HOCT Ha ycnyrute (uptime);

e npouenypv Npu NpekbCcBaHe Ha ycnyraTa;

e Bb3CTAHOBSIBAHE HA AaHHW;

e KOMMNEHcaumm npwu HensnbiHeHne Ha
AOrOBOPEHUTE YCITOBUS.

Tesaun pgoroBopu ca pa3paboTeHn Taka, 4ye ga obxeawar
NnoApoBHO BCUYKM BB3MOXHU CLIEHapUM, KOUTO MoraT Aa
Bb3HMKHAT MO BpeMe Ha M3nonaeaHeTo Ha ycnyrute. o
TO3M HauUH ce n3bsareaT HEsSICHOTWU, NpPaBHM CrOPOBE U
dunHaHcoBM 3arybu 3a y4acTBalmMTe CTPaHMW.




BbaeweTo Ha o6naYHUTE TeXHONorum

HapactBawoTo npvemaHe Ha obnavHuTe ycrnyrn KakTo
OT 4YacTHM noTpebuTtenun, Taka M OT OpraHus3aumm u
AbpPXXaBHM MHCTUTYLMM MOKa3Ba, Ye Ta3n TEXHONOrmSa Le
npoabimkn fa ce pasBMBa AWMHAMUYHO U npes
crnegpalwmTe rogvHum.

CeeToBHaTa NKOHOMMYECKa HecTabunHocT n
NMOCTOSAHHUAT CTPEMEX KbM HamansiBaHe Ha pasxoguTe
npespbliatr  obnayHute - peweHns B ocobeHo
npuBnekaTenHa antepHatMBa 3a  oOpraHusauuuTe.
Bmecto  3HauuMTenHm  uHBeCcTMUMM B coBCTBEHa
WMH(ppacTpyKTypa, Te MoraT Aa u3nona3sat HeobxoaumuTe
pecypcu Npu 3Ha4YMTENHO NO-HUCKU pa3xoan U no-BUCOKaA
€(EKTUBHOCT.

Bbnpekn TOBa cbulecTtByBaT M PAKTOpPW, KOUTO
Bb3NpenaTcTBaTt no-6bp30ToO BHeApSABaHe Ha obnavHuTe
TexHonormn. Hawn-sHauyMmuTte cpef TsSX ca onaceHudrta
OTHOCHO CUIYpHOCTTa, NOBEPUTENHOCTTA M 3awmuTata Ha
AaHHuTe. Jluncata Ha yHMBEpcanHu CcTaHgaptm wu
pasnuunsaTa B HaUWOHANHUTE 3aKOHOA4AaTencTBa CbLyo
cb3gasar npegu3BukaTencrTea npeg LLUMPOKOTO
pas3npocTpaHeHne Ha obnadvyHuTe ycnyru.

Mopagu Tasu npuymMHa AoCTaBuYMLMTE HA 06nayYHn ycnyru
WHBECTUPAT 3HAYMTENHM pecypcn B pa3paboTBaHETO Ha
no-HadeXxaHn MexaHuM3aMmu 3a curypHoct. OyakBa ce B
onu3ko Obaewe pa 6boat peanu3npaHuM ouwe no-
CbBPEMEHHN TEXHOMNOMMN 3a 3alumTa cpeLly KubepaTaku,
npupoaHn 6eacTBuA 1 apyrv NOTEHUMANHN 3annaxu.
O6nayHute wun3uucneHmss ce 6Gasuvpat Ha ronemu
LEeHTpOBE 3a AaHHM, KOUTO OcurypsiBaT MKOHOMUK OT
Mawaba, NO-HUCKN pa3xoan 3a U3YUCnUTEenHa MOLLHOCT
M  Bb3MOXHOCT 3a MnawaHe camMO Ha pearHo
n3nonssaHuTe pecypcu. Mo To3n HaynH opraHusaumuTe




nsbareat  HeobxogumocTtTa  OT  MHBECTULUMM B
AOMbHUTENHO 0bopyABaHe 3a NOKPMBAHE Ha BPEMEHHMU
NN Ce30HHU NoTpebHOCTH.

OcBeH TOBa UEHTpOBETE 3a [JaHHU ce NpoeKTupaT C
orneg Ha MakcumarnHa eHepruiHa eekTUBHOCT, KOEeTO
JOMpYHaca KakTto 3a HamansiBaHe Ha onepaTtvBHUTE
pasxogu, Taka U 3a OorpaHu4yaBaHe Ha Bb3L4ENCTBMETO
BbpXYy OKOMHaTta cpefa.

O6nayHuTe TexHonormm morat ga 6bpaTt peanusvpaHu
4ypes pasnuyHu MOAenNu Ha BHeapsABaHe U NpeaocTaBsaHe
Ha ycnyrn, kato Public Cloud, Private Cloud, Hybrid
Cloud, Infrastructure as a Service (laaS), Platform as a
Service (PaaS) n Software as a Service (SaaS).
He3aBUCMMO OT KOHKpPETHWA MoAen, Tasu TexXHOSorns
npoab/kaBa fa Cce pasBuBa C UIKNIOYUTENHO Obp3u
TEMNOBE M Ce U3nonsBa OT OpraHu3auuum C pasnuyeH
pasmep 1 npegMeT Ha AenHocT. ToBa sICHO Mokasea, 4ve
npegumcrteata M —  'bBKaBOCT, edEKTUBHOCT,
cTpatermdyecka CTOMHOCT M UKOHOMWYECKa W3rogHOCT —
3HaA4YMTENHO HagBuwasaT MOTEeHUnanHUTe puUCKoBE U
orpaHu4eHus.

B 3aknioueHne moxe ga ce otbenexu, ye obnadyHuTe
TEXHOMOorMM npeacTaBnsaBaT eAguMH  OT  OCHOBHUTE
ABvratenu Ha uudppoBarta TpaHcopmauunsa B nyonmyHus
cekTop. Te NpegocTaBAT Bb3MOXHOCT 3a MO-e(PEKTUBHO
yrnpaBreHne Ha pecypcute, nogobpsBaHe Ka4ecTBOTO Ha
ycnyrute n noBuLlaBaHe CUrypHOCTTa Ha
WHOPMaUNOHHUTE cuctemun. WMmMeHHO nopagu ToOBa
obnayHuTe pelleHus ce pasrnexgar KaTo KI4YoB
eneMeHT 3a MoAepHu3auusaTa Ha rpbukaTa nybnuyHa
agMUHUCTpaUMs M 3a U3rpaxgaHeTo Ha egHa no-
rbBKaBa, e(peKTMBHa M YCTOMYMBA ObpXXaBHa cuctema.




I'V/IABA 5: U3BOJU OT U3CJIEABAHETO

MeTtogonoruyeH moaen

T KaTO OCHOBHATAa LN Ha HacToALWOTO MU3crneaBaHe e
Aa aHanuMsaupa CUrypHocTTa Ha WHMOpPMaLMOHHNUTE
CUCTEMM U MpEeXM B NybnuyHMs cekTop  4pes
M3MNOM3BaHETO Ha CbBPEMEHHW TEXHOMNormMM wn aa
M3BBbPLUN CpaBHEHWE MeXy HACTOSLWOTO CbCTOAHWE B
rpbukaTa nyénmyHa agMMHUCTPaUnA U MexgyHapogHaTa
npakTuKa, KaTo Han-noaxoAsL, HayYyeH nogxon e u3bpaH
METOObT Ha CUCTEMaTU4YHUS nuTepaTypeH nperneg
(Systematic Literature Review).

CuctemaTuUyHUAT nuTepaTypeH nperneq npeacraensisa
obekTMBeH MeTo4 B paMKuTe Ha  BTOPUYHOTO
n3crnegsaxe, ypes KOUTO ce naeHTndpuumpar,
aHanuaupaT W oOueHsiBaT CblUecTByBalUTe Hay4vHU
nyénukauum OTHOCHO TexHomormuTe 3a 3awuTta Ha
WHPOPMALUNOHHNTE CUCTEMU U  MpexXn. Ypes TOo3u
noaxon HacTOALWOTO nscnegpaHe uenu dopmynmpaHeTo
Ha npeanoXxeHusa 3a CTpaTermm W NHTEPBEHLUMU,
Haco4yeHM KbM nogobpsiBaHE Ha CUrypHOCTTA Ha
WHOPMAUNOHHMUTE CUCTEMM B rpbukaTta nybnvyHa
aAMUHUCTPaLMS 4Ype3 MU3Non3BaHe Ha CbBPEMEHHU
TEXHOSNOIMMYHM pPeLLEHMS.

CucrtemaTtunyHuTe nperneamu YyecTo nanonassaTt
CTaTUCTUYECKM MeToaM U MeTaaHanm3 3a obeguHsiBaHe
Ha pesynTaTuTe OT MHOXECTBO W3cneaBaHus C uen
dopMupaHe Ha NO-HAAEXOHW HayvyHW 3aKtoYEHUS.
Mopagn ToBa Te Ce HamuMpaT Ha Bbpxa Ha Taka
HapeyeHaTa ,Mepapxus Ha gokasartencreaTta“, Tbil KaTo
npenocTaBAT MNo-BceobxBaTHaA KapTMHaA B CpPaBHEHME C

oTaeNniHnTe eMnUpmnYHn n3cnegBaHmnA.



CucTeMaTUYHUAT Npernen ce Xxapakrepusupa c:

e SICHO onpeneneHu uenu;

o MpeaBapuTenHo 3agafeHu Kputepuu 3a noabdop
Ha n3crneaBaHUATa;

e MpoO3payHa 1 Bb3NpoM3BoauMa METOO0MNOMMS;

e CUCTEMATUYHO TbPCEHE Ha Hay4YHU NyGnUKauuu;

e OLEHKa Ha HagexgHocTTa W BanuaHocTTa Ha
pesynTtaTuTe;

e CUCTEMATUYEH aHanu3 U CUHTE3 Ha CcbbpaHuTe
OaHHW.

N3nonsgaHeto Ha nogobGeH nogxon — Mo3BonsiBa
MUHMMU3NPaHEe Ha cybekTMBHOCTTA W ocurypsiea mno-
HagexaHW pesynTatv, Bbpxy KouTo moraT ga 6baat
n3rpageHn MpakTU4eckM Mpernopbku U  yrnpaBrieHCKu
MOMUTUKN.

Llen u nuacnepoBartencku Bbnpocu

OcHoBHaTa uUen Ha HacTosiwaTa OOKTOpPCKa aunceptauund
€ [a uni3crneaBa CbBpeMEHHUTE TEXHONOINNMN 3a CUT'YPHOCT
Ha I/IHCbOpMaLI,I/IOHHI/ITe cnucrtemm n MpeXu n
Bb3MOXHOCTUTE 3a TAXHOTO aganTtupaHe KbM HYXOUTE
Ha rpbUKUA I'Iy6J'II/I‘-IeH CEeKTop.

B pamMkKnte Ha Ta3n uUes1 Cce NoCrtaBAT cregHute
na3crieaoBaTtesiCkm BbNnpoCcu:

e [la ce nopgyeptae HeobxogumocTTa  OT
N3NON3BaHeTO Ha 3alWUTeHUn WUHAPOPMAaLMOHHU
CUCTEMM B rPbLIKUS NYyBMMYeH CekTop.




o [a ce naeHTuduumpaT CbBpEMEHHUTE
TEXHOMOrMM M TeHaeHuuM B obrnacTtta Ha
CUrypHOCTTa Ha MHPOPMAaLMOHHUTE CUCTEMM.

o [la ce onpegensT notpebGHOCTUTE Ha rpbuKaTa
nyérnvyHa agMUHUCTPauUs MO OTHOLLUEHWE Ha
CUTYPHUTE MHPOPMALIMOHHN CUCTEMM.

e [la ce nogyeptae HeobxogumocTTa  OT
onepaTvBHa CbBMECTMMOCT M B3aIMHO CBbp3BaHe
Ha WHdOPMAUMOHHUTE cucTeMU B MNy6rnnYHMSA
CekTop.

o [la ce npeanoxaT pelleHus 3a usrpaxgaHe Ha
3alNTEHN KOMYHUKALMOHHM U MHGOPMaLMOHHM
MPEXMN.

e [Ja ce aHanusupa ponsta Ha EeNeKkTPOHHOTO
ynpaerieHne 3a rapaHTMpaHe Ha CUrypHocTTa U

NpaBuITHOTO hyHKUMOHUpPaHe Ha
NH(POPMAaLIMOHHUTE CUCTEMM.
o [a ce nopyepTae 3Ha4YeHneTo Ha

3aKOHOAATENCTBOTO, CBbP3aHO C MPO3payHOCTTa
n pgobpoto  ynpaBneHne B nybnuyHaTa
agMUHUCTpaUmS.

OCHOBHM M3BOAMU OT U3CrieaBaHeTo

B cbBpemMeHHaTa enoxa nyonuyHuTe agMMHUCTPaUMK ca
n3npaBeHW npen HapacTBalM M3NCKBaHMSA 3a Mo-
eeKkTMBHO ynpaeneHve Ha OOLLEeCTBEHUTE pecypcu U
npenocTaBsiHe Ha KayecTBeHW ycnyrn. EnekTpoHHOTO
ynpaeneHve npeacTaBnsiBa KKYOB MeExXaHM3bM 3a
MOAEPHU3MPAHE Ha [ObPXaBHUTE WHCTUTYUUN 4pes
N3MNon3BaHeTo Ha MHAPOPMALMOHHNU UM KOMYHUKALMOHHU

TEXHOIOIMMN.



LndpoBute TexHonormm AHec ca HepasgesiHa 4acTt oT
eXeHEBHUA KMBOT Ha rpaxgaHute W  okassar
CbLUECTBEHO BNUAHME BBLPXY QYHKUMOHUPAHETO Ha
nybnvyHata agMuHUcTpauus. Te NPpoOMEHAT HayuHa Ha
paboTa Ha AbpXXaBHUTE UHCTUTYLMM U TpaHcdopmupat
OTHOWIEHMATaA MeXay [AbpXasaTta, rpaxgaHute u
GusHeca.

Bbnpekn 3HauuMTenHua Hanpegbk npes nocrnegHute
roouHn Mpumnsa Bce ouwle m3ocTaBa CNpsMO MOBEYETO
Obpxasn OT EBponenckusi cbto3 No OTHOLWIEHWE Ha
cTeneHTa Ha umdposusaumsa. Toea Boan 40 NponycHaTu
Bb3MOXHOCTM 3a nogobpsBaHe Ha eqeKTUBHOCTTA,
Cb3fjaBaHe Ha HOBM YCNyrM W OrpaHMyaBaHe Ha
aAMWHNCTPaTUBHUTE Pa3XOAaMW.

YCnewHoTo BHeApsiBaHE Ha CbBPEMEHHW TEXHOMNornm
M3NCKBA HanNMuMeTo Ha MNonuTUYecka BONS, Noaxoasiia
HOpMaTUBHA pamKa, AOCTaTbyHO (PUHAHCOBWU pPecypcu u
obyyeH yoBewknm kanutan. OcobeHO BaxHO €
NnoBMLIABAHETO Ha LMGPOBUTE YMEHUS Ha ObpXKaBHUTE
CNY>XUTENM Ypes3 HenpekbCHaATU Nporpamm 3a obydeHve n
KBanudukaums.

OcobeHo 3HayeHMe wvma U HeobxogumocTTa OT
onepatMBHa  CbBMECTUMOCT  MEXAy  pasnuyHuTe
NHOPMaLNOHHN cucTemm B nybnvyHaTta
agMuHUCTpauusa. B npoabrkeHne Ha rogvHM MHOro
cuctemmn ca 6unmn paspaboTBaHM CaMOCTOATENHO M 6e3
obWwKn cTaHgapTW, KOeTo e [J0Beno A0 CepUo3HU
npobnemn npm obmeHa Ha wuvHGoOpMauus Mexay
WHCTUTYLMMUTE.




OcHOBHMU npobnemm 7] npeausBuKaTencTBa
(Concerns)

B pamknte Ha u3cnegBaHeTo 6sixa maeHTMdMUMPaHK
HAKONMKO  CblUecTBeHM npobrnema, CBbp3aHM C
BHeOpsiBAHETO Ha o0O0navyHuM TEexXHonormmMm B rpblKaTa
ny6nvyHa agMUHUCTpaLUS:

1. Jlunca Ha ny6nu4yHO AoOCTbLNHaA cCTpaTerusi 3a
Bb3CTaHOBsiBaHe nNpu 6eacTeus

B HanuyHata wHpoOpMaumsa OTHOCHO AbpXKaBHUTE
obnayHu ycnyrm nunceaT AOCTaTb4YHO [aHHM OTHOCHO
CblUECTBYyBalLNTE MEXaHM3MX 3a Bb3CTaHOBsIBAHE MNpu
OeacTeusa n aBapum.

2. HeobxogumMoCT OT CBHLTPYAHUYECTBO C YaCTHMU
AocTtaBYmum

Jluncata Ha goCTaTbyHO pPe3epBHU MEXaHW3MW MOCTaBs
BbNpoca 3a €EBEHTyarHO CbTPYAHUMYECTBO MexXay
AbpXaBata M cepTuduuMpaHM YacTHM LOCTaBYMLM Ha
obnayHn ycnyru.

3. YoBewku pecypcu

CobuecTByBaT oOnaceHUs OTHOCHO cTabunHocTTa Ha
YOBELLKUTE PEecypCu, aHraxuvpaHu C yrnpasreHneTo Ha
KPUTUYHN MHAPPACTPYKTYPU U YYBCTBUTESNHU AAHHWN.

4. TexHU4YeCKM nepcoHan

3HauMTenHa 4YacT OT TEXHUYECKUTE Ccrneumanuctum
paGOTFIT no gorosopu MN3BbH Obp>XaBHaTa




agMUHMCTPaUMs, KOeTo  nopaxaa  AOMbiHUTENHU
BbMNPOCK OTHOCHO CUIYPHOCTTa M KOHTpona.

5. CodpTyepHu nuueHsun

Mpobrnemute, cBbP3aHN CbC COPTYEPHUTE NULEH3N U
BUPTYyanuanpaHute cpegu, MoraT 3HauuTenHo pga
yBenuyaT pas3xoauTe 3a U3nons3BaHe Ha onpeaeneHu
npunoxeHunsa B obnayHa cpeaa.

6. HopmaTtuBHa pamka

PasButMeTto Ha o6nayHuTE YyCnyru u3UCKBa SCHa W
ctabunHa  3akoHogaTenHa  OCHOBa, KOATO  da
pernaMmeHTmpa TAXHOTO PYHKLMOHUPAHE.

7. AADMUHUCTpaTMBHA NPUEMCTBEHOCT

Yectute NPOMEHMN B NONUTUYECKOTO n
aAMWHNCTPATUBHOTO PbKOBOACTBO MoraTt ga aosegart o
3abaBsiHe NN NpekpaTsBaHe Ha CTpaTermMyeckn NPoeKTU.
8. 3agbmkutenHa murpaumsa kbm G-Cloud

Jlnncea obuwia cTpaTerns, KOATO Aa 3a4bI/DKMU NybnuyHuTe
NHCTUTYLMM NOCTENEHHO aa npemuHaT KbM
M3MNON3BaHETO Ha  UEeHTpanuanpaHute  ObpXKaBHU
o6nayHn NHPaCcTPyKTypu.

MpennoxeHus 3a 6bAeWwm nscnenBaHns

Bboewmte HayyHu wu3cnegBaHust MoraT ga  Obaar

HaCO4Y€HUN KbM:



e AHamm3 Ha npobGnemuTe, CBbp3aHNM CbC
CUIrypHOCTTa M MNOBEpPUTENHOCTTA B 06navHuTe
cpean.

e WscnepBaHe Ha 3akoHoOaTENHWUTE OrpaHUYEHMs,
KOUTO BB3NPEnATCTBAT pas3BMTUETO Ha rnobanHu
obna4vHn nasapu.

o PaspaboTtBaHe Ha KpuUTepuM 3a onpeaensiHe Kowu
AaHHWU 1 YCNyrn ca NOAXOASLN 3a NPEXBbPISHE B
obnayHa cpega.

e AHanuM3 Ha OOMbNHUTENHM MPaKTUYECKM MpUMepn
OT OpraHusaumm, BHeApunIm obnavyHm TEXHOMNOMMMK.

anHOC Ha AOKTOpPCKaTa Auceprtauua

OCHOBHUSIT NPUHOC Ha HacTosiarta Auceprauust ce
CbCTOM B n3cnenBaHeTo Ha ponsaTa Ha
NHPOPMAaLMOHHUTE cuctemm B nybrnmnyHaTa
agMUHMCTPaUMS M Bb3MOXHOCTUTE 3a MOBMLLIABAHE Ha
TAIXHaTa CUIyPHOCT Ype3 M3MoN3BaHeTO Ha CbBPEMEHHM
TEXHOMOIUN.

N3cnenBaHeTo nokasea, Ye MHPOPMALMOHHUTE CUCTEMM:

e nogobpsBaT edeKTUBHOCTTa Ha [ObpXaBHUTE
CNyXUTEnu;

e TMOBMWABAT KAYeCTBOTO Ha agMUHUCTPaATUBHUTE
ycnyru;

e HamansBaT GHpPOKpaTUYHUTE NPOoLEeaYPY;

e ynecHsiBaT 06CNyXBaHETO Ha rpaxaaHuTe;

e TMOBMWABAT MPO3PAYHOCTTA M OTYETHOCTTA Ha
nyGnuyHaTa agMUHUCTPaLUS.

OcobeHo BHMMaHWe ce OoTAensd Ha 3HayYeHWeTo Ha
obnayHuTe  TEXHOMNOrMM  KaTo  WHCTPYMEHT  3a
nogobpsieaHe Ha  CUIypHOCTTa, HaaexgHocTTa MU




ycToMuMBOCTTa Ha  NyonuyHUTe  MHAOPMALMOHHM
CUCTEMMW.

Enunor

CbBpemMeHHaTa nybnuyHa agMUHUCTpaLMsA e u3npaBeHa
npeg HeobxogumocTTa OT MpOMsHA Ha CBosTa
OpraHu3aumoHHa KynTypa W HauyMH Ha MUCHEHE.
ObpxaBHUTEe cnyxutenu TpsibBa Qa Bb3npuemaTt
WHCTUTYLMATA, B KOATO paboTAT, KaTto OOLLUHOCT, 4MeTo
pasBuTMe 3aBucK oT TAXHaTa aKTUBHOCT
npodecnoHanm3bLM 1 FOTOBHOCT 3a NpoMsiHa.
MybnuyHata agMuHUCTpauus credBa ga Hacbp4aBa
WHoBaummMTe, OOYYEHMETO U WHUUMATMBHOCTTA, KaTo
CbLUEBPEMEHHO Cb3daBa YycrnoBuss 3a edeKkTUBHO
yrnpaBrieHne Ha PUCKOBETE.

MuHanute rpeLukn, 3aTpygHeHns N Heycnexm He Tpsidoea
Aa ce pasrnexaaT KaTo Mpeykun, a KaTo LEeHEeH U3TOYHUK
Ha 3HaHMSA W OMWT, KOWTO MOXe p[a MNoAnoMorHe
YCTOMYMBOTO pa3BuUTME HA NYOIMYHUSA CEKTOP.
Ob6nayHnte  TEXHOMOrMm npeacraBnaBar  MOLLEH
WHCTPYMEHT 3a MOAepHM3auusitTa Ha opraHusauuuTe.
Mpy npaBWNHO M3non3eaHe Te MoOraT 3Ha4YMTEnHo Aa
nonoopar edEeKTUBHOCTTA, CUTrypHOCTTa "
KOHKYPEHTOCNOCOOHOCTTa KaKTO Ha YacTHUS, Taka M Ha
ny6rmMyYHNA cekTop.

3aknounTeneH KOMeHTap

HactodawoTto wu3cnegBaHe nokasBa, 4e obnayHute
TEXHONOINNMM Be4ye He ca NpocTo TeXHOJ1I0ONMYHa NHOBALUA,




a yHOameHTaneH efeMeHT OT pasBUTUETO Ha
CbBpPEMEHHUTE NH(POPMALIMOHHU CUCTEMM.

CBeToBHM TexHonornyHu nuaepu kato Microsoft, Google
N OpyrM MHBECTUpAT 3HAYMTENHMU PECypCcu B pasBUTUETO
Ha obnayHuTe ycnyrn, a MHCTUTYUMn Kato EBponenickus
CblO3 aKTMBHO HacbpyaBaT THAXHOTO BHeApsiBaHe 4pes
NONNTUKM 1 (PMHAHCOBU NPOrpamu.

Bbnpekn ye Mbpumsa Bce olwle mM3octaBa OT BoeLwmTte
€BpOonenckn obpxasu B Tasn obnacTt, noTeHuManbT 3a
pa3BuTue ocTaBa 3HauuTeneH. 3a ga 6vae peanuaunpaH
TO3X noTeHuman, e HeobxooMmo npeofonisiBaHe Ha
OPraHn3aunoOHHNTE, TEXHOMOIMYHUTE WU KYyNTypHUTE
Gapuepun, KOUTO npogbimkaBaT [n[a Bb3npenatrcTeart
uMcppoBaTa TpaHcopmaumsi.

B kpainHa cmeTKa ycnexbT Ha Bcsika pedpopma 3aBUCK He
camMo OT TexHonormmTe, HO UK OT TrOTOBHOCTTA Ha
o6LWecTBOTO M UHCTUTYUUUTE Oa npuemaT npomsHarTa.
Camo 4pe3 TakaBa TpaHcopmauma rpbukata nybnmyHa
aAMUHUCTPaLMS e MOXe [a MOCTUrHe BUCOKa CTeneH
Ha e(eKTUBHOCT, NPO3PaYHOCT U YCTONYNBO pasBuUTUE B
ycrnosusita Ha undpoBoTo obuiectBo Ha XXI Bek.
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ABSTRACT

Digital technologies are an integral part of everyday life and have a decisive
influence on Public Administration and Public Services, shaping the way in
which the activities of the Administration are carried out and the daily services
offered to the citizens and the private economy.

In modern times, globally, the public administrations of the countries try to
reshape and reshape the administrative structures in such a way as to make
them more efficient, faster and less costly. This logic includes reform efforts
such as the implementation of the New Public Management, a reform which
aspired and still aspires to solve the dysfunctions of the public administration
by applying logics and practices derived from the private sector.

The category of reform efforts also includes e-Government. It is a philosophy
of reforming public services by adopting and using the tools offered by
technology. The e-Government therefore concerns the use of technologies by
the Public Administration for the execution of its activities but also the
communication and the daily transactions with the citizens and the
organizations.

In the present study, the interest is focused on issues of information systems
operating in the Greek Public Sector using state-of-the-art technologies. The
use of information systems in the public sector is imperative and today does
not mean any public organization that seeks development without investing in
new technologies, without trying to improve its position in the domestic and
global market.

Cloud computing is an innovative cutting-edge technology that enables
organizations to improve their business operations, serve their customers'
needs faster, reduce their costs and become more competitive. In short, it
contributes to the added value of the organizations that decide to adopt it.

KEY WORDS:

Information Systems, Management Information Systems, Information Systems
and Networks Security, E-Government, Public Administration, State-of-the-art
technologies, Cloud Computing.
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Chapter 1: INFORMATION SYSTEMS

More than ever, organizations around the world treat information as one of
their main resources. Therefore, it is not surprising that information systems
are a critical building block of modern organizations and are used to support
all kinds of organizational functions and activities.

The literature mentions more than one definition of the term “information
system”, which differ more or less from each other. In this thesis, we will
define the Information System as an operational system that processes data
from the external and internal environment of the organization and provides
information to its management, so that quick, correct and valid decisions can
be made.

For this thesis, it was chosen to describe the strategic level systems in more
detail, as part of them are the public administration information systems that
this thesis deals with.

Specifically:

1. Transaction Processing Systems (T.P.S): In organizations, the collection
and maintenance of records for daily transactions were two of the first
processes that began to be carried out through computers. Thus, with these
systems, those processes that are repeated were automated. Transaction
Processing Systems provide front-line executives with information related to
the basic activities and transactions of the organization. It is a computerized
system that executes and records current routine transactions that are
necessary for conducting business activity.

2. Management Information Systems (M.I.S.): Middle managers need systems
to help them monitor, control, and make decisions in administrative activities.
Management Information Systems provide middle management with reports
on the current performance of the organization. This information is used to
monitor and control the organization and to predict its future performance. In
general, MIS provides answers to routine questions that have been identified
in advance and there is a predefined process for answering them. A
management information system supports the decision-making of
organizational executives. These systems produce reports for long-term
goals, compared to transaction processing systems that deal with routine
processes (Osterle, 2013).

3. Decision Support Systems (D.S.S.): Decision Support Systems support
decision-making, mainly by middle managers, that is not routine. These
systems combine data, processed analytical models and user-friendly




software into a single powerful system that can support semi-structured or
unstructured problems. They focus on problems that are unique and change
rapidly, and for which the solution process cannot be fully specified in
advance. Decision support systems deal with problems that are not planned,
but which require the critical intervention of the manager, while management
information systems deal mainly with problems that are planned and with
routine decisions. Furthermore, a decision support system does not rely only
on internal information from the transaction processing system, as the
management information system typically relies on. In contrast, a decision
support system is structured to absorb new external information into the
analysis (DaSilva & Reikman, 2014). D.S.S. are designed so that users can
work directly with them, as they include user-friendly software. Sometimes
these systems are called Business Intelligence Systems, because they focus
on helping users make better business decisions (Laudon & Laudon, 2009,
pp. 55-57).

4. Executive Support Systems (E.S.S.): Executive support systems are
information systems designed to help senior executives obtain, manipulate,
and use the information they need to maintain the overall effectiveness of the
organization. These systems often focus on providing senior management
with information for strategic decision-making. They help senior management
deal with changes in the environment, taking into account the strengths and
weaknesses of the organization.

ESSs deal with unstructured problems that require judgment, evaluation and
intuition, because there is no agreed-upon process for reaching a solution.
Management Support Systems are designed to integrate data about external
events, but also draw information from internal MIS and DSS. They filter,
summarize and monitor critical data, presenting those that are of greatest
importance to senior management.

5. Expert Systems (ES): Expert Systems (ES) are a type of information
system that refers to specialized areas of human knowledge and is developed
based on the knowledge of experts to solve problems that normally require
human knowledge and experience. That is, they are systems that imitate the
way in which executives of organizations make their unstructured decisions.
In order to provide an answer to a problem, the information for which is
usually uncertain, unclear or even incomplete, Expert Systems use heuristic
methods to quickly find a satisfactory solution, which is not necessarily the
optimal one (Eikonomou & Georgopoulos, 1995, p. 95).

The strategic systems that we have just described are interdependent. TPSs
are generally the main source of data for other systems, while ESSs are
primarily recipients of data from lower-level systems. Other types of systems
can also exchange data with each other.

In conclusion, each organization, by studying its internal and external
environment and detecting strengths, weaknesses and opportunities, threats
respectively, shapes its strategy. The formulation of the strategy is followed by



its implementation and finally the evaluation and control of the actual results,
in order to identify possible deviations in relation to the desired results and to
plan the appropriate corrective actions.

In this effort, Information Systems can play a special role. In conclusion, the
choice of the right ERP and its correct implementation are the points that give
the competitive advantage to the organization and not the ERP system itself
(Sfyris, 2017).

Information systems in combination with new technologies can make an
organization more efficient, effective but also more innovative in the
production of services. Of course, in order for an organization to reap these
benefits, new technologies and information systems must be implemented in
such a way that they are in harmony with the organization's goals.

Technology today constitutes the basis for the development of the
organization, technology does not stand still, it advances, and especially at
the level of serving citizens, new technologies are necessary, since their
existence simplifies the communication of the public organization with
citizens, improves internal and not only processes, and provides speed to
service. Continuous modernization is necessary, without it there can be no
future.

The problem of information system security is particularly acute in our days.
The ever-increasing use of technologies, based on databases and networks,
as well as the important role of information systems in an organization, make
it necessary to take security measures to protect their information.

The concept of information systems security is related to the ability of an
organization to protect its information from any alterations and destruction, as
well as from unauthorized use of its resources.

Information systems security is related to a) prevention, which includes
measures to prevent possible damage to the components of an information
system, b) detection, which includes the search for when, how and by whom
damage was caused to a component of an information system and c)
reaction, which includes the restoration or recovery of the components of an
information system.

The concept of information systems security is closely linked to three
fundamental concepts: a) confidentiality, b) integrity and availability. In
addition to these, the following are equally important: a) authorized use,
where authorized individuals can always use the information system in
accordance with the predetermined manner, b) message authentication, i.e.
the certainty that the individual sent the message in accordance with the
system, c) non-repudiation, the certainty that the message has found its
recipient, d) accountability, where users are responsible for their actions, and
f) reliability and safety, as a prerequisite for the proper functioning of systems
even under adverse conditions.

However, the information system is vulnerable to vulnerabilities. By the term
vulnerability we mean a weakness or a vulnerable point in the security



system, which can become the object of an attack for the system. A
categorization of vulnerabilities includes: physical vulnerabilities, natural
vulnerabilities, hardware and software vulnerabilities, communications
vulnerabilities, and human vulnerabilities.

A threat to an information system is any situation that can cause damage or
loss, such as human attack or unintentional human errors, natural disaster or
even internal imperfection of equipment or software. The types of threats to
the resources of the information system in relation to hardware, software and
data are: interception, modification, fabrication and interruption.

In order to limit vulnerabilities and threats in an information system, protection
measures (controls) should be foreseen and implemented. Protection
measures or countermeasures are the procedures, techniques, actions and
devices that limit the vulnerabilities of an information system. The different
types of countermeasures result in the analysis of the problem of information
system security in the components of physical system security, computer
system security, database security and network security.

There are various types of protection measures to prevent the exploitation of
vulnerabilities in an information system. The most characteristic are,
cryptography (encryption), i.e. the coding and scrambling of messages, is a
widely used technology for securing electronic transmissions in unprotected
networks (Wallace, 2014). Also, software controls, hardware controls and
security policies (Pangalos & Mavridis, 2002).

As people place great emphasis on productivity, they may neglect security if it
is an obstacle to achieving it. The social machine exploits people’s behavioral
tendencies with the aim of manipulating them into revealing sensitive
information or bypassing security measures. Security awareness training, as
well as awareness of the relationship between security, ethics and privacy,
can help address these tendencies (Wallace, 2014).

Summarizing this chapter, it is understood that information systems are
essential for the development and operation of public services. The
information systems that were chosen to be presented are the strategic level
systems as part of them are the public administration information systems that
are discussed in this thesis. Their use in the public sector is also mandatory
and today there is no public organization that seeks development without
investing in new technologies, without trying to improve its position in the
domestic and global market. The Greek state, which has been based for
many years on a bureaucratic model, needs to change its current form and
operation, by investing in new technologies, in models that will help it develop,
reduce the problematic situation it has been experiencing for many decades
and develop dynamically. Especially during the years of crisis, new
technologies can help it reduce costs while at the same time improving the
quality of its services provided. The next chapter will continue with the security
of information systems.



Chapter 2: INFORMATION SYSTEMS SECURITY

In recent years, there has been a rapid development in the development of
information systems. Many public and private sector organizations rely on the
existence of information systems. Using these systems on a daily basis, they
exchange information, offer and develop services by transferring large
volumes of data. The security of information systems is a critical factor for the
operation and viability of an organization. The slightest malfunction,
interruption and illegal intrusion into information systems have the impact of
causing financial losses and even the inability of the organization to function
smoothly. Furthermore, the most serious security problems of information
systems are more focused on those systems where sensitive data,
information and important functions are recorded. In order to achieve security,
appropriate measures need to be implemented against the various threats
they may receive.
The problem of information systems security has always been critical since
the beginning of information technology. Undoubtedly, today the risk is more
conscious, as systems are exposed to a wide range of users and therefore
risks. Information, whatever its form, if it is important, needs to be stored
correctly and protected appropriately. In short, the ultimate goal of information
security is to protect information from a wide range of threats.
We could say that if security is likened to a pyramid, then certainly the basis
for this is the design and implementation of a comprehensive security policy. It
is essentially the basic tool for managing the security of information systems
despite the fact that the term “Security Policy” can have different meanings
depending on the purpose, form, type of policy and the environment in which
it is applied (Karyda, 2005).
The design of Security Policies is directly linked to technical procedures and
administrative measures adopted to protect information systems from any
kind of accidental or deliberate threat. The most important point in their design
process is the identification of the information that must be used and
protected as well as the risk analysis - risk assessment.
The security policy is applied to understand the following questions:

e What is the goal and purpose of the policy?

e What are the system assets that need protection?

e Who is responsible for the protection of the assets and what are their

responsibilities?

The security of information systems is very important as it is based on three
basic conditions for its proper functioning, a) integrity, b) availability and c)
confidentiality. Addressing security problems, although not a simple matter,
must be taken seriously. The introduction of information systems into an
environment can significantly increase productivity and profit, but it introduces
new risks that significantly increase the risk and therefore must definitely be



recognized and dealt with accordingly (Elky, 2006). The information systems
security industry fortunately has to offer a multitude of countermeasures
(tools, methods, controls, security policies) to address any type of problem.
However, integrating all of these into each organization is not at all a simple
matter. On the contrary, the different way of operating as well as the different
assignment of resources for security issues create completely different
conditions, unique to each organization. Security integration should not be
considered a simple process, as all factors must be taken into account at all
times so that security does not become an obstacle to the operation of the
organization but serves it (Karnavas, 2012).

Risk analysis provides a solution to this problem. Risk analysis aims to
evaluate the assets of the organization and identify all the risks and
vulnerabilities that threaten them. It should be mentioned at this point that the
term “assets” does not only mean purely financial figures. On the contrary,
values such as personal data, data whose violation can lead to the loss of
human life, the image of an organization to the outside world, etc. are also
included. With this data, the risk introduced by the use of each information
system in the operation of the organization can be calculated. Thus, it can be
calculated with satisfactory accuracy which countermeasures are
advantageous to install and in which cases it is preferable to accept the risk.
Additionally, risk analysis prioritizes countermeasures that can be
implemented, resulting in a more appropriate choice in cases where the
budget does not allow for sufficient resources to cover all security needs.
Especially today, when the global economy is in recession and most
businesses and organizations are forced to make cuts in all areas, risk
analysis comes to play an essential role in properly addressing security
problems in an organized and effective manner.

In conclusion, the goal of a security policy system is to limit risk. The system
includes risk assessment and limiting the acceptable level of security,
developing and implementing a security policy as well as creating an
appropriate organizational framework and ensuring the necessary resources
for the implementation of the security policy. The security policy together with
all the protection measures constitute the security plan for the information
systems of an organization, because a comprehensive framework with the
guidance of security measures is needed to function as a means of
communication between those involved in security issues.

The choice of a risk management technique - methodology depends on the
specific characteristics of the information system to which it is to be applied,
as well as on economic and organizational factors. Some of the criteria for
selecting a risk analysis and management technique (Kokolakis, 2000): a) it
should correspond to the size and complexity of the information system, b) it
should have low implementation costs, c) it should fit the organizational
characteristics and culture of the organization, d) it should be supported by
specialized software, e) the persons who will be called upon to apply it should



have experience in its application or at least have been trained in it and f) it
should cover all the factors (technical and social) associated with the security
of information systems. We conclude that, through the protection measures,
the important role of the security officer, who has the appropriate knowledge
on security issues and is selected by the organization's management for this
specific purpose, is clearly evident.

The vast range of attack tools and users willing to use them constitute a major
obstacle to system security, making these tools the only safeguard one can
look for to ensure the best possible shielding of information systems. History
has proven that any security system can be breached, so the greatest enemy
of any administrator is time. The more often holes in an information system
are checked and the better they are closed, the less risk is minimized and the
less time the attacker has to start over.

Although nowadays the risk analysis process is greatly facilitated by the
existence of relevant software, which provides important advice and guidance
for a significant level of security, it has been empirically proven that
mechanisms and techniques alone do not constitute security measures.
These must operate according to a security model, as it is impossible to
predict the risks in any of our actions, in the sense that the possible
combinations of actions that are likely to cause problems are infinite with
human nature being the most difficult factor.

Some important factors for the successful implementation of the security
policy are the participation and support of the organization's management and
its universal implementation by all stakeholders of the system. In addition, the
security policy should also be accompanied by user education and information
processes and should be regularly reviewed for both its content and its
implementation. As IT and networking resources have become increasingly
an integral part of organizations, they have also become a target for criminals.
Organizations must be careful in how they protect their resources.

In conclusion, it is not possible to have absolute security and zero risk. The
only thing the defender can do is try to reduce the system's vulnerabilities to
zero. Also, an important factor is the timely updating of security systems so
that the system administrator can prevent an ambitious attacker using the
latest exploits and the most recent updates to attack tools. Tools are a very
good option for continuous and regular monitoring of an information system,
but they cannot guarantee security by themselves. Every system must have a
responsible, experienced, available and insightful administrator who is
available to prevent any possible threat. Ultimately, the more the human factor
is included, the greater the risk. The next chapter studies e-government,
which is the basis for the development of the public sector.



Chapter 3: E-GOVERNMENT

E-government is in the citizen's everyday life. It affects his habits and social
behavior. Public administration is called upon to keep up with the rapid
developments in technology by moving more quickly into a digital era.
Success lies in collective cooperation at local, regional and national levels, as
well as between member states. Digital public administration contributes to
the transition from an inflexible and inefficient public administration focused on
the state, to an administration with the citizen as its central point of reference
and the provision of services to satisfy their needs and desires. Respect and
ensuring freedom of expression and the protection of the citizen's privacy are
essential obligations.

The public sector in Greece is belatedly trying to promote the necessary
changes for the digital era, with several problems that intensified with the
economic crisis. Technology has contributed significantly to the
computerization of administrative services and is viewed positively by younger
public administration executives. Digital technology in public administration
contributes to the redesign of procedures, the effectiveness and efficiency of
services and good governance. Political will at all levels is a necessary
condition for promoting innovations and actions for an integrated digital
administration, inspiring all those involved in the processes with appropriate
education and training, aiming at changing the mindset for the use of e-
government services and eliminating resistance to change, aiming at the
digital inclusion of all citizens without exclusions.

E-government is a globally recognized need. It plays a leading role at all
levels of cooperation, organization and administration, whether we are
referring to the private or public sector. It includes the use of Information and
Communication Technology with the aim of improving services to citizens,
businesses and other public services. E-government is developing and can
help on the one hand to improve the services provided and on the other hand
to improve communication with citizens. It can also help with immediacy and
service. Therefore, e-government is a point of development of administration
that allows for a two-way relationship with other bodies, the use of information
technology, digital tools and telecommunications. It marks the path towards
the provision of government services via the internet but also the
enhancement of the transparency and effectiveness of the work of public
administration with the aim of recognition and acceptance by citizens.
Therefore, e-government defines a new concept in the service of citizens and
businesses by public services, since it eliminates the need for the citizen to
physically travel and be present in local public services.

The evolution of telecommunications and the development of the Internet
create a new civil society with high expectations and demands. On the other
hand, the state understands that the adoption of digital technology solves



important administrative problems and helps to redefine relationships with
citizens or organizations. At the same time, the development of the
information society, the expansion of networks and the IT revolution improve
productivity and simplify bureaucratic procedures.

Electronic government (e-Government) is defined as “the use of ICT in public
services (central and regional, central administration or local government), in
combination with organizational changes and new skills of staff. The aim is to
improve the provision of public services, as well as to strengthen democratic
processes and support for policies implemented by the public sector for the
benefit of citizens. E-Government is among the important priorities of the
European Union.”

The differentiation of Europe - Greece with a horizon of 2030 focuses on the
strong, on the one hand, agenda of Europe and the weak, on the other,
unoriented agenda of Greece. A Europe with political, economic and
technological skills, an equal partner of strong economies around the world,
with a productive potential harmonized in the utilization of resources and
capabilities, in the upgrading of a highly qualified and educated human
resource that faces the challenges of the future. A Europe based on bridging
relationships of respect and mutual interest, which occupies a leading position
in a global network of free trade based on principles and rules that deter all
forms of protectionism, and which also enjoys the benefits of the global nature
of international trade with multiplying, added energy for businesses,
consumers and workers.

Europe in 2030, open to the world, with a strong voice on the global political
scene, will contribute to the comprehensive reform of the World Trade
Organization, will negotiate with arguments and will have direction in the
reform agenda of changes, at all levels of social, political and economic life.
An active leader in the challenges that come and in a privileged position,
securing global agreements on the major, controversial issues: climate
change, environmental protection and its participation in the demands of the
digital economy. Ensuring the integrity of the European Union's single market
and the existence of a safety net with the United Kingdom is a priority for a
deep economic and political relationship. The long-standing alliance with the
USA and Canada will oppose potential obstacles that create turbulence in
commercial mobility and investment. The threat to democracy that raises
awareness and mitigates adversities is a priority on the 2030 agenda, while
deeper partnerships with neighboring countries, depending on the specificities
of each state, are a sign of political culture and rational political behavior.
Relations with Russia will evolve in the logic of reciprocity and respect for
international rules, and on the other hand, its relationship with African
countries will be delimited within the framework of beneficial economic
relations and free trade between the two continents. The participation and
organization of regional and global supply chains and investments in basic
infrastructure will function preparatoryly in an environment of innovation and a



balanced development process. Everyone now understands that competition
on equal terms and the expansion of areas of cooperation constitute the only
path to sustainable prosperity.

The influx of illegal immigration will also be controlled to a large extent
through an effective security system for the external borders of the European
Union. But in 2030 Europe will also dominate cyberspace around the world,
through a necessary coordination for any threats in this area as well as taking
measures that limit crime. External threats and the security of state entities
will be protected on the basis of agreed rules and a serious legislative
framework that ensures functionality and effectiveness within the framework
of a common security and defense policy.

And all this, of course, contradicts the unfavorable predictions of Br. Simms, a
Cambridge professor, for Europe in a recent publication in the New
Statesman, who argues that a new period is opening, corresponding to that of
the early 16th century, of fragmentation and acute political and ideological
confrontations within states, which is unknown when it will close.

Now regarding Greece, it is true that after almost a decade of introversion,
contraction and stagnation, the economy remains weak and anemic. Under
normal circumstances, the ten-year economic crisis should have accelerated
the pace by 5% to 7%, but instead it remains stuck at 1.5% to 2%, and
forecasts until 2025 range around 2%-2.5%.

The continuous reorganizations in the global IT environment and especially
the change in the terms and conditions of the maturation of the Internet make
it more imperative to monitor and examine the development of e-government
from the contemporary bibliography and articles. The above finding is
attributed to the breadth and size that the evolutionary course of the Internet
has progressively given to the issue of e-government, a fact that has
prompted a multitude of approaches from scientific areas (informatics,
technology, economics and administration, politics, sociology, medicine) to
engage in creating diverse knowledge.

The aim of implementing e-government programs is to improve the quality of
public services provided by governments, which will be measured by specific
indicators such as reducing the time for processing procedures and improving
service to citizens.

E-government is the "tool" for implementing the new relationship of
modernization between citizens and the state, improving procedures,
communication between public services, agencies and organizations. This is
achieved by focusing on issues of interconnectivity and interoperability of
public sector information systems, resulting in faster, more economical,
transparent, safer and qualitatively upgraded service to citizens. The
digitization of the huge volume of information held by central, regional and
local authorities provides the opportunity for more effective and rational
administration.



In recent years, Greece has made progress in terms of e-Government.
However, the progress made by Greece is not sufficient to reach the level of
the European Union countries, despite its needs to reduce operating costs,
increase productivity and efficiency of the public sector, as well as increase
transparency.

Greece presents the lowest percentage (10%) of electronic transactions, to
which only the two well-known services provided by TAXISnet, related to the
submission of electronic income tax and value added tax returns, contribute.
While it is worth emphasizing the satisfactory position and perspective of
Greece, which seems to provide sophisticated and reliable e-government
applications.

Greece, therefore, must intensify efforts to develop e-Government in order to
reduce costs and bureaucracy, increase transparency, and strengthen
Democracy, through increased citizen participation in Governance.

Closing this section, it was found that e-government is the basis for the future
development of the public sector. Today, in Europe and in Greece, e-
government is the basis for the development of a competitive and integrated
public sector, which has the ability to compete with the private sector, while at
the same time has the ability to meet the needs of citizens much more easily,
much more dynamically.

E-government is the future. As already analyzed above, it covers the needs of
thousands of citizens by giving them the opportunity to be served more
directly and more effectively. This process strengthens the position of the
citizen in today's society.

In the next chapter, as a natural continuation of this, reference will be made to
the use of cutting-edge technologies in public sector administration.



Chapter 4: STATE OF THE ART TECHNOLOGIES - CLOUD
COMPUTING - Gcloud

A very important development in the field of IT applications that in recent
years has been taking on ever greater dimensions, in terms of its use and
importance, is cloud computing. This term describes a modern development
that became possible due to the convergence of the fields of information
technology and telecommunications. Cloud computing is represented in
diagrams as a cloud, which shows that the interest is not focused on how it
works and from which components it arises. On the contrary, the user is
interested in the fact that it “is there” and is able to serve his needs and
requirements.

In general, the cloud refers to a set of computing systems that are capable of
receiving requests via telecommunications networks, performing the
requested tasks and returning the result via the same networks. More
specifically, the term refers to computing systems that use shared resources
consisting of networks, servers, data storage units, applications and services.
These systems are accessed via high-speed telecommunications interfaces,
which enable them to receive and execute large volumes of computing tasks
simultaneously. This technology is drastically changing the model of computer
usage as the need to install and operate individual computing systems within
the same physical space in order to meet the requirements for computing
tasks no longer exists. Computing needs are transferred via
telecommunications interfaces, and in particular via the Internet, to a central
hub where significant computing power has been concentrated. There, the
task can be served with a guaranteed level of operation, by a service
provision model where the customer pays a price proportional to the
resources used to execute it. As the demand for work can grow rapidly or
fluctuate over time, it must be possible for the capacity to service to grow as
well. This is another very important feature that cloud technology offers.

The General Secretariat of Information Systems states on its website that its
Gcloud (government cloud) has been designed based on the I1ISO 27001
security standard, which ensures a high level of security in the management
of the virtual infrastructures provided, as well as on the 1ISO 20000 standard IT
service management system, ensuring an acceptable, specified and agreed
level of IT services provided. The provision of these services is supported by
the use of modern reporting applications, SLA monitoring, invoicing, etc. In
particular, the 2014-2022 e-Government Action Plan presents the actions
required for the implementation of the 2014-2022 e-Government Strategy and
the Administrative Reform Strategy. The main concern of the Plan is to ensure
resource savings, the sustainability of the proposed projects and, more
generally, the strict adherence to the general principles of the e-Government
Strategy.



Finally, with regard to cloud computing services, the action was included:
“‘Development of a strategy for the development of government cloud
computing services (Greek GCloud Strategy) for Public Administration”. The
purpose of the action is to develop a strategy for the better exploitation and
management of Public Administration information systems, using all the
possibilities offered by GCloud technology. In addition, it is planned to
examine issues such as the identification of the cloud services to be
developed, the terms under which an application will be provided as a service,
as well as the bodies that will be involved in the project. When preparing the
strategy, issues related to information security (infrastructure, disaster
strategy, etc.) will be taken into account. A further objective of the action is to
achieve shared use of computing infrastructures by Public Administration
bodies, with a consequent reduction in the cost of infrastructure maintenance
and support, as well as an increase in the degree of utilization of existing or
future infrastructures (Gcloud). In addition, the action will establish the
standardized services that will be provided to bodies at the level of computing
infrastructures. At the same time, the quality levels of provision of these
services will be established and the burden on each body's budget for the
services it utilizes in relation to the shared computing infrastructures will be
calculated. Finally, the method of administering these shared computing
infrastructures in relation to the infrastructures, applications and data that will
be hosted in them will be designed.

The SLA contract is an agreement concluded between the provider and the
user and records the obligations of both parties. Furthermore, it certifies a
minimum level of services that the provider will provide to the user. Through
this contract, the user receives the necessary guarantees for the proper
functioning of the service and for the strength of the features promised by the
provider. Although the provisions of the various agreements that can be
offered to a prospective user may differ significantly from service to service
and from provider to provider, the main points are the same and concern
issues such as the computing capabilities of the service, the speed of
response, the uptime, the provisions in the event of interruption of the service
or in any other case of irregular provision, etc.

SLA contracts are drawn up in such a way as to cover in detail every event
that may occur during the use of the service. The reason is obvious, nothing is
left to chance and to the subjective interpretations of one or the other side in
the event of an unfortunate event. Thus, uncertainties, long-term litigation,
irreparable business damage, wasting valuable resources on unproductive
processes are avoided.

Cloud technology in the future

The penetration and acceptance of cloud services by both private users and
businesses and organizations, demonstrates that this technology will remain
in the spotlight for a long time to come, even showing significant growth
trends.



The economic crisis that has plagued the global economy in recent years,
combined with the relentless trend to reduce costs and make better and more
efficient use of available funds, makes cloud services particularly attractive.
Given that economic imbalances and instabilities do not seem to recede in the
near future, the importance of the financial benefits offered by the use of cloud
services will make them a dominant choice if not the only way for businesses.

While optimizing the use of financial resources may push businesses to adopt
cloud service solutions, uncertainty in the security sector and the lack of
standards still constitute a restraining factor for the adoption of the
technology. Significant weight will be given by providers to convince users of
the integrity of the services they offer. As long as the latter are convinced of
the realism of factors such as uptime, speed, security measures, etc., there is
essentially no reason for businesses not to migrate to the cloud. In particular,
regarding the issue of security, in the near future more funds are expected to
be invested by cloud service providers in order to ensure more robust security
against any type of threat, natural or malicious. In summary, this technology
has developed rapidly, managing to evolve from a simple internal system for
IT departments into a public service, from a simple cost-saving tool into a
profitable technology. Cloud Computing is considered to consist of large data
centers, which offer economies of scale, cheaper computing power and, most
importantly, the flexibility to pay only for what you use. IT services for
individuals and organizations are hosted on the Internet and thus there is no
need for local servers on their premises. The computers are located in data
centers designed for optimal energy efficiency (for example, as close as
possible to power plants). In addition, businesses and organizations avoid
investing in and using additional equipment to cover their seasonal needs by
simply using the cloud, respectively, without considering the purchase of
additional equipment. Cloud technology can be expressed in various
combinations of offered services and development models. In any case, this
technology is evolving rapidly and is being adopted by users of all types, sizes
and objects. This fact alone proves that the advantages and benefits it brings,
such as flexibility, efficiency, strategic added value and pricing method,
exceed any disadvantages and weak points of its use.

The conclusions of the research are presented in the next chapter.



Chapter 5: Research Conclusions

Methodological Model

As the aim of the work is to highlight the security of information systems and
networks in the public sector with the use of cutting-edge technologies and to
make a comparison with the current situation in the Greek public sector and
abroad, the systematic literature review is chosen as the most objective
method, within the framework of secondary research, to identify the cutting-
edge technologies that have been adopted by organizations or are about to
be implemented, as will emerge through the study of international literature. In
this way, the present work aims to formulate proposals for interventions and
strategies regarding the security of information systems in the Greek public
administration by utilizing cutting-edge technologies.

Systematic reviews often, but not necessarily, use statistical methods, i.e.
meta-analysis, to combine evidence from research in the literature to produce
a single estimate of the effect. A systematic review is therefore an integrated
method by nature and is able to address much broader questions than
empirical studies (e.g. uncovering connections between multiple empirical
findings). Indeed, systematic reviews are at the top of the “hierarchy of
evidence” because they have the potential to provide the most important
practical implications and implications of individual empirical studies
(Siddaway, 2015).

According to Haidich (2010) meta-analyses are a subset of systematic
reviews. A systematic review attempts to gather empirical evidence with
predefined eligibility criteria to answer a specific research question. The key
features of a systematic review are a clear statement of the set of objectives
with predefined eligibility criteria for studies, an explicit, repeatable
methodology, a systematic search that attempts to identify the set of studies
that meet the eligibility criteria, an assessment of the validity of the findings of
the included studies (e.g. through risk of bias assessment), and a systematic
presentation and synthesis of the properties and findings from the studies
used. Systematic reviews use methods to minimize bias, thus providing more
reliable findings from which valid conclusions and recommendations can be
drawn. Systematic reviews do not need to include a meta-analysis
(quantification of findings and statistical analysis) as there are cases where
this is not appropriate or possible (Haidish, 2010). Systematic reviews must
be objective, systematic, and their conclusions must be replicable.

Based on the above, the choice of a systematic literature review is sufficiently
justified, which constitutes a valid and objective scientific method within the
framework of secondary research, for the extraction of valid conclusions from
the synthesis and critical analysis of the existing Greek and international



literature on the security of information systems and networks in the Greek
public administration with the use of cutting-edge technologies.

Purpose and Research Questions of the present study

The purpose of this doctoral thesis is to investigate the existing cutting-edge
technologies in the Security of Information Systems and Networks and to
adapt them to the needs of the Greek Public Sector.

The research questions posed for the above purpose are:

e To highlight the need for the use of security Information Systems in the
Greek Public Sector.

e To state what are the cutting-edge technologies and current trends in
terms of the security of Information Systems

e To identify what are the needs in the Greek Public Sector for the use of
secure Information Systems

e To emphasize the need to interconnect the Information Systems of the
Greek Public Sector

e To propose a way to implement secure interconnection networks based
on the technology that exists today

e To capture the main purpose of e-government, ensuring the security,
control and proper functioning of information systems and the
information that circulates in them

e To highlight every action that results from the implementation of the
current legislation regarding transparency in Public Administration

In the modern era, at a global level, the public administrations of countries are
called upon to respond to the ever-increasing demands that are created
during the administration and management of public affairs. The policies and
legislations that are called upon to face this reality, try to shape and reshape
the administrative structures in such a way as to make them more efficient,
faster and less costly. This logic includes reform efforts such as, for example,
the implementation of the New Public Management, a reform that aspired and
aspires to resolve the dysfunctions of public administration by applying logic
and practices that come from the private sector. According to Loukis E. et. al.
(2008), the category of reform efforts also includes Electronic Governance. It
is a philosophy of reforming public services by adopting and using the tools
offered by technology. E-Government therefore concerns the use by the
Public Administration of Information and Communication Technologies for the
performance of its activites as well as for communication and daily
transactions with citizens and organizations. The adoption and use of
Information and Communication Technologies leads gradually but steadily to



a redesign of the organization, procedures, organizational structures,
institutions and the exercise of relevant policies.

In the above context, the Greek state, realizing the important role of E-
Government for the present and future of Public Administration, has taken
relevant legislative initiatives in order to facilitate and promote the adoption
and use of new technologies.

Consequently, digital technologies are an integral part of human daily life,
both in private and public life. They determine the way in which it
communicates, operates, carries out its economic and professional activities.
They also have a decisive influence on Public Administration and Public
Services. Digital technologies shape the way in which the activities of the
Administration are carried out and the daily services offered to citizens and
the private economy.

Greece unfortunately ranks last in terms of the adoption of digital technologies
among all the member states of the European Union and, more generally,
among the countries that make up the so-called developed world. This means
that it is unable to enjoy all the benefits that digital technologies bring, such as
the creation of new jobs, the enhancement of the efficiency of Public
Administration, the removal of geographical and social exclusions. As is the
case with any policy that is introduced for implementation, so too in the case
of the adoption of cloud computing technology by Public Administration, a
series of basic conditions, prerequisites and necessary characteristics are
formed which determine the framework under which the relevant policy will be
implemented. In other words, an “umbrella” of appropriate conditions is
created, under which its implementation becomes possible. On the contrary,
the absence of the appropriate framework makes it impossible, for practical
reasons, to implement the policy, which ends up being an “empty letter”.

The most basic condition for the implementation of any policy is the existence
of the appropriate political will. The almost absolute dependence of projects
on the intentions of the political factor, whether at the level of individuals (e.g.
Ministers) or at the level of institutions (e.g. ruling party), demonstrates the
magnitude of this significant pathogenicity. In this context, the implementation
of projects is included in frequent political circles and becomes a “tool” in the
quiver of political personnel who use them as they wish as a tool to achieve
their own goals. The complexity of the phenomenon is exacerbated by the
implementation time of many projects, which often exceeds the “lifespan” of
governments, thus placing them under the judgment of more political figures
who often differ in terms of political ideology and targeting with the pre-
existing situation. Thus, a project that for the previous political order may have
been a “flagship” project, for the next political situation may be undesirable.
Often, overcoming these issues is expressed by calling for the adoption of
“national policies” in specific areas of public life that will be above political
confrontations and therefore can be served by all political trends. The human
factor that determines the course and implementation of various policies is not



limited to political personnel. Public Administration personnel, who staff the
services and organizations, also play an important role. Both junior staff,
ordinary employees, and executives at the highest levels of the hierarchy play
their role in the course of execution of a project. Thus, as a collective entity
with self-awareness, they express their opinion on the policies and reforms
planned for the Public Administration. Through their collective bodies, they
can approve or oppose a reform effort or project. The attitude they maintain in
each case significantly affects the development of the relevant effort, resulting
in anything from simple delays in implementation to its abandonment or
cancellation.

In addition, an important factor that determines the attitude of civil servants
towards various policies is their degree of familiarity with said policies. In the
specific case of the adoption of cloud technologies, the level of digital literacy
of civil servants plays an important role in the speed of development of the
project and the degree of its assimilation. Public Administration must
contribute to the improvement of the technological skills of employees through
seminars and training programs.

It is worth mentioning that a restraining factor in any reform effort is the
practice of transferring employees to key positions in ministries and public
services. In addition to the questionable purpose and role they serve (such as
the politician who appointed them, their personal agenda, the public
administration), their transferable presence creates significant continuity
problems in critical positions in the administration every time there is a change
of government and political leaders.

In addition to the existence of the appropriate framework for the
implementation of projects such as the adoption of cloud technology, the
existence of standards of mainly technical content that define the uniform
development and use of the technology is also important. In particular, in the
case of Greece where information systems were developed for years in a
fragmented and non-uniform manner, resulting in their non-interoperability, it
is particularly important that new technology projects are carried out with a
view to providing for this issue. Investments in equipment and software for the
adoption of cloud technology should be made with the fundamental condition
and prerequisite of the interoperability of the systems. To achieve the above,
the Greek public administration should adopt and apply in every technology
project, the standards set by the European Union.

Cloud computing is a set of infrastructures that is fully managed by a provider.
From the moment an application is combined with cloud computing, the
organization that uses it is released from any kind of obligation to upgrade,
maintain and user licenses and by extension from additional costs. This helps
organizations to focus on their subject matter seamlessly, without the fear of
any downtime due to damage to certain programs and applications they use.
Browser security is an important issue in Cloud Computing since in a Cloud
Computing, calculations are performed on remote servers and the client



computer (i.e. the peripheral computer) is used only to make the transfers of
information (information input - information output) and to certify the
commands in the Cloud.

In terms of cost, cloud computing currently offers affordable prices, on a large
scale for businesses. If the economic case prevails, then we can say that
nothing will prevent cloud computing from becoming a consumer good.

The advantages offered by Cloud Computing are such that over time all data
will be located with one of the providers. Cloud Computing provides security
and reliability, which are the most basic issues that each organization needs
for its data. The computing resources offered by each provider are such that
even large organizations would have difficulty obtaining them, as the risk after
purchasing them would be very high. Every organization that uses Cloud
Computing, in addition to the security issues and the resources offered to it,
can reduce the risk of its respective application. This can be done, as there is
the possibility for each application to be tested in real conditions locally before
it is delivered for common exploitation.

However, beyond the positive aspects that arise, the security and especially
the legal landscape regarding Cloud Computing is still fraught with
uncertainty. Many concerns arise especially at the level of ensuring privacy
and personal data, and by extension whether the user can control which of his
personal data is retained during his browsing and use of cloud services. In the
future, it is considered certain that cloud service providers will continue to find
economies of scale, not only for their basic services but also to achieve
security management.

Finally, regarding the future of Cloud Computing, large organizations will
maintain in-house functions of a significant nature, confidentiality, privacy and
absolute ownership are a matter of minor importance. For the future, the goal
will be for the technologies and institutional framework surrounding Cloud
services to mature and develop in order to offer new opportunities and
challenges to all users.

Concluding that, cloud computing services are cutting-edge technology that
has entered the everyday lives of people, organizations and the Public Sector
for good. Particularly in the case of the latter, cloud technology is one of the
vehicles that will bring Public Administration and Public Services on a path of
redefinition in terms of their effectiveness, efficiency and speed with which
they manage public affairs. Public Administration aspires and aims to
overcome its sterile bureaucratic past, the inefficiency and rigidity that
characterized it for decades and that had completely discredited it in the
consciousness of citizens, and cloud technology can offer excellent services
in this direction.

Recognizing the potential of cloud technology and the catalytic role it can play
in the reform of Public Administration, the state has been taking appropriate
measures and legislative initiatives over the last decade or so. Of course, a
legislative text ends up being an “empty letter” if there are no appropriate



conditions and the will of all stakeholders to implement it. Unfortunately, for
the Greek Public Administration, the coincidence of all the above conditions is
difficult to achieve, for various reasons, which makes the adoption of cloud
technology a particularly uphill road. It is necessary for the healthy forces
involved to fight so that this technology does not become yet another missed
opportunity for the reform of the Greek Public Administration.

According to Heeks (2005), in order to ensure transparency, public bodies
should move boldly towards open data, i.e. the free availability of their public
data, as in addition to enhancing transparency and consultation with citizens,
they can constitute a digital raw material for enhancing the economic
development of a region/country. This stems from the fact that the added
value of publicly available information and knowledge consists in the ability to
manage and reuse it by both the public and private sectors for the production
of innovative electronic services.

The trend of open data has been gaining momentum over the last five to ten
(5-10) years, with the Obama Administration’s “Open Government Initiative”
since 2009 as a milestone, and in particular the creation of the federal
electronic portal data.gov, which contains a wealth of open data (datasets).
Some countries have taken similar important steps, such as the United
Kingdom. Notable is the creation of the international organization “Open
Government Partnership”, which was founded on September 20, 2011 by 8
important countries in the world (Brazil, United States, United Kingdom,
Indonesia, Mexico, Norway, South Africa, Philippines) and within two years
another fifty-seven (57) countries have joined it. The purpose of its operation
is to secure specific commitments from each participating country to promote
transparency, empower citizens, and combat corruption - through the use of
new technologies and the systematic monitoring of actions to implement
commitments by the international organization in question. In conclusion, in
order to improve the current situation and achieve a faster pace of progress, a
structured assessment of the progress made so far and the drawing of
conclusions from failures and successes is appropriate. A favorable factor is
the fact that the user side (citizens/organizations) is generally characterized
by a positive attitude towards the e-government project. Current users
recognize the benefits of electronic services and there is also a large portion
of potential users due to the ever-increasing percentage of the population that
is familiar with new technologies, which also has high expectations regarding
the benefits generated from the future use of such services.

In the country's effort to adopt modern technologies and specifically in the
development and operation of cloud computing infrastructures and services, it
receives significant assistance and impetus from the policies and financial
assistance of the European Union.

Therefore, from the above, we conclude that cloud computing is an innovative
technology, through which organizations are given the opportunity to improve
their business operations, serve their customers' needs faster, reduce their



costs and become more competitive. In short, it contributes to adding value to
organizations that decide to adopt it. This is due to the flexibility it offers to
organizations and consumers, namely the scalable provision of services that
are selected each time according to the needs of each case and the
facilitation of cooperation with commercial partners and customers.

However, there are still security and confidentiality issues that need to be
resolved, which make cloud computing a controversial technology for a large
percentage of organizations, which hesitate to adopt it due to the risks they
estimate to be inherent to their business data and business secrets, which are
maintained in such environments that are accessed via the Internet.
According to the research conducted by Billis (2011) each security manager
can check whether the data stored in organizational networks and/or
information systems that have access to the Internet are secure.
Communication with the Internet, by its very nature, is two-way. Malicious
users of information systems identify problems and do not hesitate to exploit
them to their advantage. The exploitation techniques they develop and the
time they invest in creating new ones, inflate the security problem, while they
are often one step ahead of security managers in identifying vulnerabilities.
We could say with certainty that it is not possible to have absolute security
and zero risk. All the defender can do is try to reduce the vulnerabilities of the
system to zero. Also, an important factor is the timely updating of security
systems so that the system administrator can prevent an ambitious attacker
who uses the latest exploits and the most recent updates of attack tools. The
tools are a very good option for continuous and regular control of an
information system, but they cannot guarantee security by themselves. Every
system must have a responsible, experienced, available and insightful
administrator who is available to prevent any possible threat. Ultimately, the
more the human factor is included, the greater the risk. Therefore, cloud
computing is an important tool with the adoption of which one could say that
all kinds of organizations, regardless of size and sector, can benefit overall.
Two of its most important benefits are cost reduction and the flexibility it
offers. On the other hand, based on the literature, it is observed that there are
many challenges that need to be addressed, such as security and privacy
issues, incompatibilities with the existing technological infrastructure of
organizations, service interruptions, and political issues that prevent its spread
at a global level. Solving problems such as the above will help in the creation
of global cloud markets for the exchange of standardized services.

Concerns...

1) Disaster strategy

On the Information Society website as well as on the Information Society
Gcloud website, while there is a satisfactory description of the services
offered and general information about the cloud services offered, no reference



IS made to the disaster strategy applied. The existence of a disaster strategy
Is absolutely necessary for the potential user to trust the provider and to be
sure that his data and electronic activities are secured in the event of either
natural or fraudulent disaster. For the Information Society cloud services, two
cases arise, a) either there is no disaster strategy in place, b) or there is one
and it is not posted on the relevant website. Similarly, neither on the cloud
services website of the General Secretariat for Information Systems is there
any mention of the existence of a disaster strategy plan.

2) Collaboration with a private provider

The lack of a disaster strategy from Gcloud raises the issue of finding an
alternative way to ensure against unforeseen disasters. The obvious solution
revolves around collaborating with a private provider after concluding a strict
SLA. Therefore, the reasonable question arises as to why the State does not
safeguard its interests by proceeding with such a collaboration.

3) Human resources

According to data from the Information Society, its human resources, which
amount to sixty (60) people, are overwhelmingly composed of non-permanent
civil servants. Although this seems positive at first glance, the criticality of the
infrastructure hosted in its facilities and the sensitivity and seriousness of the
data stored and the operations performed raise serious concerns regarding
issues of security and trust. Indeed, personnel working on a service provision
contract for a specific, usually short period of time, raises additional issues of
concern for the security and protection of activities.

4) Technical personnel

Another interesting issue arises from the composition of the Information
Society's human resources. As it appears, almost all of the technical human
resources are employed under private law contracts, that is, they are non-
public employees. Therefore, if private technicians and programmers are
responsible for the operation of the Information Society's Gcloud, a very
important argument against the cooperation of the public sector with private
cloud service providers is missing. Provided that a strict SLA is agreed upon,
the choice of cooperation with private providers becomes particularly
attractive and advantageous.

5) Software licenses

In the traditional architecture where each service or organization of the State
autonomously develops its own database and its own computer system, it
also has the obligation to ensure that the equipment and software it uses has
the necessary licenses. These licenses should be renewed at regular intervals
in order to legally extend the possibility of using the relevant products. Due to
the financial constraints of recent years, the reduction of funds and the effort



to save resources, many users have neglected their renewal, resulting in
using the products without active licenses.

This fact constitutes a restraining factor for the transition of information
systems to Gcloud. In particular, both the Information Society and the General
Secretariat for Information Systems explicitly state on their websites that the
interested party to transfer to Gcloud infrastructures should “have regulated
the issues of lending applications and structural elements so that its legal
operation is possible”.

Regarding the issue of licensing, an additional important issue arises. Large
software solution providers such as ORACLE offer licenses for their products
per computing core of the user’s equipment. This creates a problem with the
transition to Gcloud because its architecture is based on the creation of virtual
machines, each of which has its own virtual core. In order for the product on
which the user has developed his applications to continue to be licensed, it
should now be licensed not for the physical core but for all the virtual cores
that have been created on the physical core. Thus, the required permits
multiply and the costs for their acquisition become prohibitive.

6) Legal framework

The basic condition for the development and operation of a project is the
existence of the appropriate institutional framework, that is, the legislative
basis on which and based on which it is structured and operates. This
condition seems to be bypassed by the Information Society, which has
created Gcloud infrastructures and offers corresponding services to Public
Administration bodies, without this possibility being mentioned either in its
founding law or in its amendments.

7) Administrative discontinuity

The phenomenon of the existence of phenomena of administrative
discontinuity in Public Administration is not rare, a fact that affects the
implementation and operation of projects and reforms. In the case of the
process of adopting cloud computing technologies, a typical example is the
case concerning the Memorandum of Cooperation for the development and
operation of Central Computing Infrastructures of the Greek State. The
Memorandum was signed in 2010 and provided for a three-year duration. It
also provided that its supervisory authority would be the Special Secretariat
for Digital Planning, which was abolished in 2012, one year before the
expiration of the Memorandum.

8) Obligation to transition

The Gcloud infrastructures of the Information Society were created in order to
host the databases and information systems of the various organizations and
bodies of the State. At the same time, the General Secretariat for Information
Systems can play the same role. Given that Public Sector structures are not
independent units that operate autonomously according to how they perceive



their mission and interests, but rather operate based on a central plan that
comes from the respective political leadership, it raises reasonable questions
as to why the State has not taken steps to issue a legislative provision that
would require the gradual transition of all computer systems to the facilities of
either the Information Society or the General Secretariat for Information
Systems and the parallel prohibition of the creation of new independent
information systems.

Suggestions for Future Research...

Regarding cloud computing technology and the factors that play an important
role in its adoption by organizations, there are many aspects that could be the
subject of study and research in the future.

Firstly, the security and confidentiality problems presented by the use of cloud
computing services and the ways to address them. For this issue, research
could be conducted to determine which problems are presented with the
greatest frequency and to what extent. This could be done by studying
services provided by well-known providers such as Amazon, Google, IBM,
Yahoo, e-Bay and Microsoft, so as to propose countermeasures such as
stronger data encryption algorithms, more secure licensing systems for
access only by authorized users to valuable business data, and ways to
recover damages in the event of service interruption or data loss.

Secondly, an interesting subject for further research are the restrictions
arising from the governments of the countries and the various legislative
frameworks, which create many difficulties in relation to the spread of cloud
computing, the creation of a global market and the exchange of knowledge
and information.

Thirdly, the selection of data and services to be transferred to cloud
computing environments. That is, based on what criteria do the competent
administrative executives of an organization choose which of their operational
functions and which data they consider to be safer to keep within the
organization's premises, and which do not pose a risk to its smooth operation
and survival in the event of a leak due to the risks inherent in cloud computing
environments, especially when it comes to public ones.

Finally, another suggestion for future research is to study cases of more
organizations that have adopted cloud computing services, so as to collect
more data in relation to the factors that influence the decisions of
administrative executives on this issue. This will make it possible to draw
more reliable conclusions and generalizations that will concern the business
world as a whole.



Contribution of the Doctoral Thesis...

The contribution of this thesis lies in the important role that information
systems play in public organizations. Their benefits concern both employees,
making them more efficient and of higher quality in their work, and citizens,
who are served directly and quickly by public organizations. Also, information
systems tend to eliminate the enormous bureaucratic problems of the public
sector. However, other steps are required to achieve efficiency to a high
degree. Furthermore, continuous evaluation of information systems is
required in order for them to operate effectively and bring benefits to the
Public Administration. In addition to the evaluation of information systems,
continuous upgrading is also required with regular training of personnel. Also,
the security of information systems plays an important role. The use of
cutting-edge technologies such as cloud computing is the widely used
technology of today, trying to eliminate risks and ensure the level of security.

Epilogue...

In our days, it is considered imperative to change the perspective, culture and
mentality of every public official who must consider the organization in which
he works not as a necessary evil but as his wider family and to envision,
anticipate and fight for its improvement and progress. On the other hand,
public administration, knowing that every change contains and at all times
entails risks, is necessary to inspire, motivate and train its human resources in
taking risks and not to constitute a brake on risky initiatives by creating
various entanglements in its bureaucratic gears.

Especially for the Greek public sector, the mistakes, unforeseen events and
uncertainty of the past should not be treated by the public administration as
unfortunate events but as a welcome and constructive historical database
whose recognition, understanding and methodological collection, analysis and
recall of data will lead the wider public sector to a positive trajectory and will
contribute crucially to its sustainable development.

Public Administration leaders should not ignore the frequent phenomenon of
resistance to change that is very widespread in the behavior and negative
mood and readiness for a change in mentality of employees in the Greek
public sector. This means that they must be prepared to encounter and deal
with resistance and thus they should remain vigilant in achieving strategic
goals.

Changes and continuous developments seem like a spinning top that is
constantly spinning, no one knowing when it will stop. This perpetual
continuous movement encompasses and embraces opportunities and risks
that modern public administration must decipher, recognize and manage in



the best possible way, setting as its primary goal the viability of the Greek
Public Sector and its sustainable development.

Cloud computing is undoubtedly a very useful tool that, if used in the right
way, can have many positive effects on organizations and their operation. On
the other hand, no one can also deny that it is a technology with the adoption
of which an organization is automatically called upon to manage and face
several problems that are likely to appear due to the risks inherent in this type
of environment. What is certain, however, is that this happens with every
technology used by an organization because each one has advantages and
weaknesses.

What an organization may need to do in order to exploit cloud computing to its
advantage and at the same time minimize the possibility of causing damages
and losses that can have a serious negative impact on its reputation and
operation, is to make a proper assessment of the business data and functions
that will be transferred to the cloud computing environment. That is, the vital
business data and functions should be stored within the organization's
premises, or in private cloud environments for the management of which the
organization itself or a trusted third party is responsible, and the rest for which
the case of unauthorized access, loss or temporary interruption of service will
not be catastrophic and will generally be dealt with easily and quickly, should
be transferred to the cloud. Also, great attention should be paid to the
formation of the agreement (SLA) when concluding the cooperation between
an organization and its provider, in order to settle important issues such as
disaster management, data loss, unauthorized access, service interruption
and termination of cooperation in the event that it is determined that the
services provided do not benefit the organization to the expected and desired
extent.

Final Comment...

From this paper it is concluded that cloud computing technology is not just an
ordinary technology. It is the type of technology that is not only consolidated
and widely used but also manages to become a structural element of its
sector. As such, it is expected to monopolize interest in the coming years in
the field of information technologies. Its potential is demonstrated by the
turnover it achieves worldwide, by the fact that IT giants such as Microsoft
and Google compete hard to prevail in its provision, by the fact that
institutions such as the European Union promote and promote it with a
multitude of actions, by the fact that countries implement projects for its
introduction into their public administrations.

In the above reality, Greece today appears to lag behind in the use of cloud
computing technology compared to the countries of the developed world and



most countries of the European Union. The reasons for this are many and
well-known and are repeated in every reform effort that is attempted. So if the
Inhibiting factors are so broad and have such deep roots, how is it possible to
overturn them? The answer is as trivial as the pathologies that need to be
addressed. What is required is a change of mentality from society as a whole.
The logic of “I want change but | want everyone else to change except me” no
longer has any effect.



