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1. AKTyaJtHOCT Ha M3CJIeIBaHus IPo0JjeM

Temara Ha JAUCEPTAUMOHHUS TPYA € HECBMHEHO akTyanHa. Jlururanuszanuara Ha
nyOJaMYHaTa aIMUHUCTPAIUS U CUTYPHOCTTA Ha HHPOPMAIIMOHHUTE CUCTEMHU U MPEXKH, Upe3
KOUTO TSI CE€ OCBILECTBSIBA, OCTABAT CpEJl MPUOPUTETHUTE O0JIACTH HA U3CIEBAaHE KAKTO B
€BpOIIEHCKH, TaKa U B HAIlMOHAJIEH (TPBLIKH) KOHTEKCT. MI300pbT N1a ce pasriena curypHocTTa
Ha I/IH(i)OpMaIII/IOHHI/ITe CUCTEMHU B CHUYCTAHHUEC C BHGI[p?[BaHCTO Ha O6JIa‘-IHI/I TCXHOJIOTUU B
rpbliKaTa MyOJMYHA aJMUHUCTPAIMS € yJadeH, Thil KaTo CBBbpP3Ba JIBa B3aMMHO 3aBHCHMHU
npoOjeMa — MOJEpHU3AIMATa HA QJIMHHHCTPATUBHUTE TMPOIECH M YIPABICHUETO Ha

MMpONU3TUYAIUTE OT HES PUCKOBEC 3a CUTYPHOCTTA. Temara numa MMPSAKO MPAKTUYCCKO 3HAUCHUC.

2. O0ma cTpYKTypa M XapaKTePHCTHKA HA ANCEPTALMOHHMSA TPy
JlucepTallMOHHUAT TPYJ € CTPYKTYpHUpaH JIOTUYHO M TOCJIEAOBATEHO B NET IJIaBH,
MPEIXOXKIAAHU OT YBOJ:

» I'maBa 1 mpencraBs possiTa M 3HAYEHHETO HAa HMH()OPMALMOHHUTE CHCTEMHU B
OpTraHru3alrrTEC U B YaCTHOCT B ny6quHaTa AIMUHUCTpAlM,

» [I'nmaBa 2 e mocBeTeHa Ha CHTYPHOCTTa Ha MH()OPMAIMOHHUTE CHCTEMU M MPEXKHTE —
MOJIMTUKU 32 CUTYPHOCT, METOAOJIOTHH 3a aHaJu3 Ha PUCKa, MOJIEIHN 32 KOHTPOJ Ha
JIOCTBI1a, aBTEHTUKALMS U KpUIITOrpadus;

» TI'maBa 3 pasriexa eIeKTpOHHOTO yrpaiieHue (e-Government) — OHITHE, Pa3BUTHE,
npaBHa paMKa, eBporeiicku crpareruu (JIucaboncka crparerus, 12010, e-Europe) u no-
CHEIMaJIHO PA3BUTUETO Ha e-YIPaBICHUETO B [ bpIiHsl, BKIIFOUUTEIHO HU(POBU3ALUATA

Ha cbJeOHara cuctema (rmopran ,,SOLON*);



» I'naBa 4 aHanu3upa TEXHOJOTHUITA HA O0JAYHUTE U3YMCICHHS — MOJICIIH, TIPEAUMCTRA,
PHICKOBE, JOCTABUUIIM, EBPOICHCKU TOJMTUKA M KOHKPETHHUS ONMUT Ha ['bpuus ¢
BHEJpsIBAaHETO Ha IbprkaBeH oomak (GCloud);

» IT'maBa 5 mpencrtaBsi METOJOJIOTHSITA HA W3CIEABAHETO, pPE3YJITAaTHTE, H3BOJUTE,
KOHCTAaTHPAHUTE MPOOJIEMH, MPETIOPBKUTE 3a OBJICIIN W3CICIBAHUS M NPHUHOCUTE Ha
Tpyaa.

Jlormdeckara Bpb3Ka MEXIy TJIaBUTE € J00pe u3rpajgeHa — OT o0Ilmara pamMka Ha
UHPOPMALIMOHHUTE CHCTEMH, IIpe3 CHTYPHOCTTa UM, CJICKTPOHHOTO YIpaBJICHUE, [0
KOHKPETHOTO TEXHOJOTUYHO pelieHue (OONIaYHUTEe W3YUCICHHS) U MPAKTHYECKOTO MY
NPWIOKCHUE B TPbBIKATa aIMHHUCTpAUs. 3JI0)KEHHETO € SICHO M CHCTEMAaTU3MPaHO, a
oubmuorpadusta e obemHa (okosno 40 crpanumm), oOXBamana MHOKECTBO HAIIMOHATHH U

MCKAYHAPOAHU U3TOYHULIU.

3. MeToos0rus Ha U3cJieIBAHETO

JIOKTOpaHTHT € n30pai METO0JIOTHATa HA CUCTEMAaTHYHUS JINTEPATYPEH TMPeEriie]] — SCHO
ca JeUHUPAHU H3CIETOBATEIICKUTE BBIIPOCHU, KPUTEPHUHUTE 32 BKIIOYBAHE/M3KIIOYBAHE HA
W3TOYHHUIIM, ThPCEUIUTE TEPMUHU U Oa3WTe OT NaHHW. TOBa € KOPEKTEeH M BAIHJICH HAaydYeH
MOJIX0[] 32 BTOPUYHO M3CJe/IBaHe U U300PBT My € 100pe apryMeHTHPaH.

[TonoxxurenHno BmeuariaeHue mpaBu u pasnen 5.5 ,,Concerns, B KOHTO JOKTOPAHTHT
W3NU3a W3BBH paMKHUTE Ha OO30pHHS XapakTep Ha TpyJa U Tpejjara cCOOCTBEH KPUTHUEH
aHaJu3 Ha KOHKPETHU MpOoOJIeMH B OpraHU3alusITa Ha TphIKus abpxkaBeH oomak (GCloud) —
JUTICa Ha MyOJINYHO OMOBECTEHA CTPATET U 32 Bh3CTAHOBSIBAHE clie/l Oe/ICTBUE, 3aBUCUMOCT OT
BPEMEHHO HAE€TH TEXHUYECKH KaJpH, MpoOJeMU C JHUIEH3UPAHETO Ha codTyep mpH
BUpTYyaJIU3alusi, aIMUHUCTPATUBHA MPEKbCHATOCT MPU CMsIHA HA OTTOBOPHUTE MHCTUTYIIUU U
np. To3u pasgen € cpel Hal-CTOMHOCTHUTE YacTH Ha JUCepTalusTa, ThH KaTO IOKa3Ba
CaMOCTOSITEJIHA aHAJIUTHYHA paboTa BBHPXY KOHKPETEH HAIMOHAJIEH Ka3yc, a HE caMo

KOMITWJIAIUA Ha 9Y7KOIX KOHCTAaTalluu.

4. [IpyHOCH HA TMCEPTANIMOHHUS TPY]
TpyasT nMa pear BCUYKO CUCTEMATU3MpaIll M IPUIIokeH Xapakrep. [IpunHocuTe morar
I1a ce 00O0OIIAT 10 CIIeIHUS HAUMH:

+ Cucremartu3upaHa € HalndoHajdHa (TPhIKA) W MEKIyHApOJHA JHMTEparypa IIo
npoOJeMHTEe HAa CHUTYpHOCTTa Ha WH(GOPMAIMOHHUTE CHCTEMH, CJICKTPOHHOTO
ynpaBHeHI/Ie n O6.]'Ia‘-IHI/ITe U3YUCJIICHUS], Hpe}ICTaBeHa B CAMHHA JIOTUYCCKa paMKa;

* HanpaBen e KkpuTHueH aHAIW3 Ha JIbpXKaBHHS O0JIAK Ha TpbIKaTa MyOIMYHA

agmuauctpanus (GCloud), kato scHO ca popMyIHpaHu HAKOIKO MPEHOPHKY;



* U3Benenn ca KOHKPETHH TNpENOpbKH 3a ObaenM u3cienBaHuss B oOjacTtra Ha
CUT'YPHOCTTA U UHTEIPUPAHETO Ha 00JauHU TEXHOJIOTUU OT OpraHU3aluuTe;

e  TpyabT MMa IpaKTUKO-IIPUIIOKHA HACOYEHOCT U MOXKE Ja IOCIY>KH KaTO OCHOBA 3a
MHCTUTYLIMOHAJIHU PEIICHUs, CBbP3aHU C MOJAEPHM3ALMATA HA IpbLKaTa IMyOJUYHA

aIMUHUCTpaLU.

5. 3a0es1e’kKH ¥ NpenopbLKH

Hapez[ C HCCbMHCHUTC HOCTOﬁHCTBa Ha Tpyaa, CUUTaM 3a HCO6XOI[I/IMO Ja orOesexa

CJIICAHUTC 3216€JIC)KKI/I, KOHUTO HC OMaJIOBa)XaBaT ITOJIOKHUTC/IHATA OLICHKA, HO € ;[06pe Ia OpaaT

B3C€TH IIPCABU A, BKIIIOYHUTCIHO IIPU 6’LI[CH_IaTa Hay4Ha pa60Ta Ha DTOKTOpPAHTKaTa:

AKTYyaJIHOCT Ha JuTepaTypHHus 0030p: [lepuoabT Ha BKIIOYEHUTE U3CJIEABAHUS €
ocHoBHO 2010-2020 T. ¥ NpaKTUYECKU JHUICBAT U3TOYHHUIM OT MOCIETHUTE MET-IIECT
roJMHU. 3a auceprauus, 3amuraBada npe3 2026 r. U ¢ akKUEHT BbPXY ChbBPEMEHHUTE
BOJCIIM TexHojoruu (state-of-the-art), nurTeparypHumsT mperiieq He oOxBamia
pa3BUTHETO B 00JIACTTa OT MOCIEAHHUTE TOJMHU — HANpUMEpP apXUTEKTypara ,,Zero
Trust, JupexkruBara NIS2 na EC (2022/2023), menHoTO mpuiaraHe Ha OOmiws
perimamenT 3a 3amuTa Ha gaHaute cien 2018 r., ponsita Ha U3KYCTBEHUS UHTENIEKT U
MalIMHHOTO O0Oy4YeHME B OTKPHUBAHETO Ha KuOep3alulaxu, TEHACHIUUTE IpU
ransomware-as-a-service, KakTo M IMO-HOBHUTE €BpPOMNEHCKU MHUIIMATUBH B OOJavyHaTa
chepa.

Bananc mexay 0030peH H OPUTMHAJIEH U3C/Ie10BaTeICKH NPUHOC: OCHOBHATA YacT
or Tpyaa (rmaBu 1-4) MMa nOpeAMMHO KOMITMJIATUBHO-0030peH Xapakrep. 3a
npodecnonanHo HampasieHue 4.6 ,,lHdpopMaTuka U KOMIIOTBPHU HAayKu* 0OM4YaiiHO
C€ OYaKBa M0-U3PA3EH TEXHUYECKU WIN eMIIMPUYEH xapakrep. Pazgenst ,,Concerns® B
IJ1aBa 5 MOKa3Ba, 4e JOKTOPAHTHT MIPUTEKaBa HEOOXOAUMHUS aHAIMTUYEH MOTEHIHA 3
noJJ00eH MPUHOC, HO TOM OCTaBa CPaBHMUTENHO J0OCTa OTPAHUYEH KAaTo 00eM CHpsSMO
Henus Tpya.

Odopmiaenue Ha ¢urypure: Yact ot durypure B AMCEpPTAMOHHUS TPyA ca
OHArJIeICH! C N300pakeHUs] OT BTOPUYHM OHJIAMH M3TOYHHMIM Oe3 eIuHHA rpaduyHa
cTwinctuka. llpenopbuntenHo e mpu ObJemo MyOJMKyBaHE Ha MaTepuaId IIo
aucepTanusaTa Gurypure aa 6paaT YHUGUIMPAHU U KBAETO € Bb3MOXKHO, 3aMEHEHH C

ABTOPCKHU CXEMU.

6. Bbnipocu KbM 10KTOpPaHTKATa
1. Kax oOuxa ce npomeHunu OCHOGHUmME U3600U HA OUCEPMAYUAMA,  AKO

cucmemMamuyHusm npezied O0voe pa3uwuper ¢ aumepamypa om nocieOHume nem



200UHU, GKIIOUUMENHO no memume 3a Zero Trust apxumexmypama u J{upekmueama
NIS2?
2. Kak ce cvommnacam koHcmamayuume 3d 2pvykama NyOIuYHa AOMUHUCIPAYUS C

Habaroasarnume npakmuxu 6 opyeu ovpoicasu uienku Ha EC, paszenedanu 6 enasa 37

7. 3ak049eHue

[IpencraBeHUAT IUCEPTALMOHEH TPYA pA3riekaa aKTyaleH M IMPaKTUYECKH 3HAYUM
npo0iieM — CUTYpPHOCTTa Ha MH()OPMAIMOHHUTE CUCTEMH M MpPEXH B TpbIKaTa MyOiauyHa
aMHHMCTpALMsl BbB BPb3Ka C BHEJIPSIBAHETO HA ChbBPEMEHHU TEXHOJIOIMM M MO-CIIELHUATHO
o0nauyHuTe M34YUCIeHUsA. TpyabT € Jo00pe CTPYKTypHpaH, CThIIBa Ha COJIUJHA M KOPEKTHO
000CHOBaHA METOA0JIOT M HA CHCTEMATHYEH JIMTEPATYPEH Mperiie U ChAbprKa CAMOCTOSITENIEH
KPUTHYEH aHAIM3 HAa KOHKPETEH HalMoHaleH Kasyc (appskaBHus obnak GCloud), xoiito
IIPEJICTaBIsIBA OCHOBHUSAT U Hall-CTOWHOCTEH IIPUHOC Ha UCEPTALUsATA.

Hampasenurte mo-rope 3a0eniexKu UMaT NPENOPHUYUTETICH XapakTep U 100pe aa Obaat
OTYEeTEHU B ObJielIaTa HaydyHa paboTa Ha JIOKTOPAHTa.

Bb3 OCHOBa Ha TrOpEeU3JI0KEHOTO, CUMTAM Y€ AMCEPTALMOHHUAT TPYJ OTroBaps Ha
M3MCKBaHUATAa Ha 3aKOHa 3a PAa3sBUTUETO HA akaJeMH4YHUs cbcTaB B Penybnuka bearapus
(BPACPB), [IpaBuiiHuka 3a HEroBoTO Ipuiarane u Brrpenrnure npasuna Ha O3V ,,Heodur
Pwickn® u mpemjiaraM Ha Hay4YHOTO KypHM Aa npucbaiu Ha Mapus Xpucroc bunu
o0pa3oBaTe;lHaTa M Hay4yHa cTemeH ,,JlokTop“ mo mnpodecuoHanHo HampaieHue 4.6

»/H(OpMaTHKa 1 KOMIIOTHPHU HAyKHU*.

Hara: 13.07.2026 r.

/mout. n-p Upena Aranacosa/
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1. Relevance of the Research Problem

The topic of the dissertation is undoubtedly relevant. The digitalization of public administration
and the security of the information systems and networks through which it is carried out remain
among the priority areas of research, both in the European and in the national (Greek) context.
The choice to examine information systems security in conjunction with the adoption of cloud
technologies in the Greek public administration is well founded, as it connects two
interdependent problems — the modernization of administrative processes and the management

of the security risks arising from it. The topic is of direct practical significance.

2. Overall Structure and Characteristics of the Dissertation
The dissertation is structured logically and consistently in five chapters, preceded by an

introduction:

+ Chapter 1 presents the role and significance of information systems in organizations,

and in particular in public administration;

+ Chapter 2 is devoted to the security of information systems and networks — security

policies, risk analysis methodologies, access control models, authentication and
cryptography;

 Chapter 3 examines electronic governance (e-Government) — concept, development,
legal framework, European strategies (the Lisbon Strategy, 12010, e-Europe), and, in

particular, the development of e-governance in Greece, including the digitalization of
the judicial system (the “SOLON” portal);



 Chapter 4 analyzes cloud computing technology — models, advantages, risks,
providers, European policies, and Greece’s specific experience with the

implementation of a government cloud (GCloud);

» Chapter 5 presents the research methodology, the results, the conclusions, the
identified problems, recommendations for future research, and the contributions of the

dissertation.

The logical connection between the chapters is well constructed — from the general
framework of information systems, through their security, electronic governance, to the specific
technological solution (cloud computing) and its practical application in the Greek
administration. The exposition is clear and systematized, and the bibliography is extensive

(about 40 pages), covering numerous national and international sources.

3. Research Methodology

The doctoral candidate has chosen the systematic literature review methodology — the research
questions, the inclusion/exclusion criteria for sources, the search terms, and the databases are
clearly defined. This is a correct and valid scientific approach for secondary research, and the

choice is well argued.

Section 5.5, “Concerns,” also makes a positive impression, in which the doctoral candidate
goes beyond the review-based character of the dissertation and offers an original critical
analysis of specific problems in the organization of the Greek government cloud (GCloud) —
the absence of a publicly disclosed disaster-recovery strategy, dependence on temporarily
employed technical staff, software licensing problems in virtualization, administrative
discontinuity when responsible institutions change, and others. This section is among the most
valuable parts of the dissertation, as it demonstrates independent analytical work on a specific

national case, rather than a mere compilation of others’ findings.

4. Contributions of the Dissertation
The dissertation is primarily systematizing and applied in character. Its contributions can be

summarized as follows:

» National (Greek) and international literature on the problems of information systems
security, electronic governance, and cloud computing has been systematized and

presented within a unified logical framework;



* A critical analysis of the government cloud of the Greek public administration

(GCloud) has been carried out, with several clearly formulated recommendations;

* Specific recommendations for future research have been derived in the field of security

and the adoption of cloud technologies by organizations;

» The dissertation has a practically applied orientation and can serve as a basis for

institutional decisions related to the modernization of the Greek public administration.

5. Remarks and Recommendations
Alongside the undoubted merits of the dissertation, I consider it necessary to note the following
remarks, which do not diminish the overall positive assessment but should be taken into

account, including in the doctoral candidate’s future scientific work:

* Currency of the literature review: The period of the included studies is mainly 2010—
2020, and sources from the last five to six years are practically absent. For a dissertation
defended in 2026 and focused on state-of-the-art technologies, the literature review does
not cover developments in the field from recent years — for example, the “Zero Trust”
architecture, the EU’s NIS2 Directive (2022/2023), the full implementation of the
General Data Protection Regulation after 2018, the role of artificial intelligence and
machine learning in cyber-threat detection, ransomware-as-a-service trends, as well as

more recent European initiatives in the cloud domain.

 Balance between the review-based and the original research contribution: The main body
of the dissertation (Chapters 1-4) is predominantly compilative-review in character. For
professional field 4.6 “Informatics and Computer Science,” a more pronounced
technical or empirical character is usually expected. The “Concerns” section in Chapter
5 shows that the doctoral candidate possesses the analytical potential required for such
a contribution, but it remains relatively limited in scope compared to the dissertation as

a whole.

* Formatting of the figures: Some of the figures in the dissertation are illustrated with
images from secondary online sources, without a unified graphic style. It is
recommended that, in any future publication of materials based on the dissertation, the

figures be unified and, where possible, replaced with the author’s own diagrams



6. Questions for the Doctoral Candidate
1. How would the main conclusions of the dissertation change if the systematic review
were extended to include literature from the last five years, including on the topics of

the Zero Trust architecture and the NIS2 Directive?

2. How do the findings regarding the Greek public administration compare with the

practices observed in other EU member states, as discussed in Chapter 3?

7. Conclusion

The dissertation presented addresses a relevant and practically significant problem — the
security of information systems and networks in the Greek public administration in connection
with the adoption of modern technologies, and cloud computing in particular. The dissertation
is well structured, is based on a sound and correctly justified systematic literature review
methodology, and contains an original critical analysis of a specific national case (the GCloud

government cloud), which represents the dissertation’s main and most valuable contribution.

The remarks made above are recommendatory in nature and should be duly taken into

account in the doctoral candidate’s future scientific work.

On the basis of the foregoing, I consider that the dissertation meets the requirements of the
Act on the Development of the Academic Staff in the Republic of Bulgaria, its Implementing
Regulations, and the Internal Rules of the South-West University “Neofit Rilski,” and I propose
that the Scientific Jury award Maria Christos Mpitsi the educational and scientific degree

“Doctor” in professional field 4.6 Informatics and Computer Science.

Date: 13.07.2026

/Assoc. Prof. Irena Atanasova, PhD/



