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I. Kpatku Ouorpaguynm 1aHHH

Nnusin iBanoB e pojaen B biaroesrpazn 1981 r. Cpeanoro cu oOpa3zoBaHue
3aBBpIIBAa B TpodecHoHaHA THUMHA3us 10 HWKOHOMHKa ,MBan Wnmes*
bmaroesrpag ¢ pasmmMpeHO H3ydYaBaHE HAa AHIVIMMCKM €3UK. Bennara cruen
3aBBPIIBAHETO CU 3amouBa jJa yuu [IpaBo B [IpaBHO-ucTOpHUEecKu (akyiaTeT Ha
Orozamanen ymmBepcurer ,,Heobut Pusncku® bnmaroesrpaa. Cren 3aBbpIieH
BTOpH Kypc 2003 r. 3aMrHa 3a CheIUHEHUTE AMEPUKAHCKH 1IaTH HA CTYJICHTCKa

Opuraga v padOTH TaM LIECT MECENa.

Crnen npugoOuBaHe Ha HOPUAMYECKA MPaBOCIOCOOHOCT. PaboTn n3BEeCTHO
BpeMe B Kypuepcka ¢pupma. Criesr ToBa 2 ToIMHM € chae0eH 3acenaren. Pabotu B
HOTapuajgHa KaHTopa KaTo MOMOUHUK.. [lo Bpeme Ha TO3M NEPHOJ| YCUICHO

u3zydaBa Ha AUtOCAD u Martna0.

[Ipe3 2007 - 2008 r. 3anmucBa MarucTparypa B CTOIMAHCKU (paKyJTeT Ha
Orozananen ynusepcurer ,Heodur Puncku* bmaroesrpan - crneumamHocT
@®unancu. Pabotu netr rogunu B EnekTpo-eHepruen cucremen oneparop MEP
bnaroesrpang EOO/] npu HanuonanHa enekTpuyecka KOMIAHUS B OTHEN

YOBEILIKH PECYPCU U CUYETOBOJCTBO.

[Ipez 2016 — 2018 r. 3aBwpmBa Maructpatypa “KoMmioTbpHH cucTEMU U
texHoyorun”. [Ipe3 cwioro Bpeme ycnemHo 3aBbpmBa CISCO akagemus. Ot

2016 r pabotu karo cuctemen anMuHUCTparop B FO3Y “Heodut Puncku™.

I1. O0ma xapakTepucTuKa HA JUCEPTALMOHHUS TPYH

Ot TCOpHUATA, a U OT IIPAKTUKATA € U3BCCTHO, Y€ BCAKA KOMIIIOTbPHA MPCiKa

CC ChCTOM OT JABa HJIM IIOBCYC KOMIIOTHPA, CBBP3daHU IIOMCIKAY CH UYPC3



HeoOXonuMusl Xapayep U codTyep, KOETO UM IO3BOJSBAT Ja OOMEHST
uH(bopMaIUs TTOMEXIY CH, KAaKTO U MEXAY JIpYrd ycTpoilcTBa. XapjyepHaTa
Bpb3Ka MEXIy OTICIHUTE KOMIIIOTPH W JpYruTe mepudepHH YCTPOUCTBA,
ydacTBallli B MpexaTra, MOXe Ja ObjJe u3rpazeHa C IMOMOINTa Ha Kalesu
(koakcuaiHa, ycyKaHa JBOMKa, ONTUYHA), UJIU C IOMOIIITA HAa HSIKaKBa Oe3K1UYHA
texHojorust (IRDA, Bluetooth). Muoro wmpexosu mporokonu (TCP / 1P,
NetBEUI, AppleTalk, PPTR, DHCP) ce rpuxat 3a mpexxoBata Bpb3ka. Haii-
00110 Ka3aHo, uma n1Ba Buaa mpexa - LAN (JIokaina mpexxka) 1 WAN. Wide Area
Network (LAN) e wMpexa MeXIy MHOXECTBO KOMIIIOTpU U mepudepHu
yCTPONCTBA, (PU3NYECKU PA3NOJI0KEHA B JIOCTATHYHO MaJIKa IO — HAIpUMEp

B PaMKHUTC Ha €/IHAa UJIK ITOBCYC CbCCAHU CTpaau.

[lenTa Ha HacTosmiata pa3paboTKa € Ja ce HampaBu 0030p Ha Hai-
pa3MpoCTpaHEHUTE METOAM 3a JOCTHI 110 choOumTenHaTta cpeaa npu WLAN u
cborBeTcTBalMTe MM MAC MpOTOKONIM, HauMHa Ha (QPYHKIUOHHMpPAHE H
U3rpaKaaHe Ha O€3KUUHUTE MPEKHU U BUJTOBETE KOMITIOTHPHU MPEXKH.

B cbBpeMeHHOTO eXeHEBUE € HEMHUCIMMO U3I0JI3BAaHETO Ha KOMITIOThpa
KaTo caMOoCTosITelHa eauHuia. KommioTbpHaTa Mpeka HaMupa HpHIIOKEHHE
HaBCSAKbJE: B Ou3Heca, B 0Oy4eHHMETO, B JOMAaKMHCTBOTO. B 3aBHCHMMOCT OT
oOxBaHaTata (u3nyecka o0JacT, MOTaT SICHO J1a C€ pa3rpaHUyaT Ba OCHOBHH
tuna mpexu: jJokaimHa (LAN, Local Area Network) u rimobanna (WAN, Wide
Area Network). JlokanHata KOMITIOTEpHA MpeXa OOMKHOBEHO C€ pas3mojiara Ha
TEPUTOPUSATA HA CTasl, CrPaja WK MEXAY HIKOJIKO MOMEUIEHUS, pa3NOJ0KEeHH Ha
OJIM3KO pa3CTOSTHUE

XapayepHata Bpb3Ka MEXIy OTACITHUTE KOMITIOTPH U IpYTUTe TiepudepHu
YCTPOMCTBA, y4acTBalld B MpekaTa, MOKe Ja ObJie M3rpajieHa C MOMOIITa Ha
kalenu (KoakcualiHa, yCyKaHa JBOMKa, ONTHYHA), WIK C IMOMOIITA Ha HAKAKBa

oezxuyna texnosnorus (IRDA, Bluetooth).



B mbpBa rnaBa ca onucaHu oOLIMTE XapaKTEPUCTUKU HA KOMITIOTHPHUTE
MpPEXH U TOIOJIOTUSATA HAa Pa3jIM4YHU BUJIOBE MpEXU. Pasrienanu ca pusivHUTE
BUJOBe MpoTokonu. HampaBena e kparka xapakrtepuctuka Ha OS| monena u
HeroBuTe HUBA. B riaBara e 00bpHaTo BHMMaHue Ha Wi-Fi mpexxure. B MmomenTa
OezKMYHaTa MpeXka € JI0CTa aKTyal Ha KaTo cpejia 3a MPeHOC Ha JIaHHU, BhIPEKH
Ye MpelaBaHeTo MO Hes € 1M0-0aBHO B CpaBHEHUE C KaOEIHUTE BPB3KU. 3a TO3U
TUIl KOMYHUKAIIMsI MOTaT J1a ce M3MOJ3BarT: Jia3ep, UHPpauyepBEeHU JIbYH, PAJIUO
YECTOTH U JIp.

BbB BTOpa rjaBa e HampaBeH 0030p MO TeMaTHKaTa Ha JUCEPTaIUsTA.
Hakpatko e omucan Crangapra IEEE 802.15.4/ - ZigBee. ToBa e eana
M3KJIIOUUTEIHO T'hbBKaBa HOBA TEXHOJIOTHS, KOSITO IMOKpHUBA TrojisiMa 4acT OT
HY>XJIUTE Ha ChbBpeMEHHHUs Na3zap. Korato KOMIIOTPUTE ca CBbP3aHU B TOJIEMU
MpPEKU KaTO UHTEPHET, T€ TPsIOBA Ja OCUTYPSBAT ONPEEICHO HUBO HA CUTYPHOCT
Cpelly 3J0HaMEepeHW NOoTpeOuTeNn Wik Jopu mporpamu. KommiorspHaTa
CUTYPHOCT € Ha0Op OT MHCTPYMEHTH, MPOIEAYPH U CTPATETUH, KOUTO MMAT 3a
Heja Ja TrapaHTupar IeJoCTTa, JOCTBIIHOCTTAa M TOBEPUTEITHOCTTa Ha
uHbopMaIusiTa Ha TNPEANPHUATHETO B JajeHa cucrema. IlpeacrtaBeHu ca

OCHOBHHUTC BUAOBC XaKCPCKHN aTaKU U aHAJIN3 HAa HAYMHHU HA TAXHATa pCain3aius.

B Tpera rmaBa ca mpeacTaBeHH PE3yATaTUTE OT AUCEPTALMOHHHUS TPY/I.
VY CIIOBHO T€ MOTaT Jia C€ Pa3JeisT B TPU TPYIIH:
e KOMITIOTBpHH CHMYyJAllMKA 3a HW3CJIE€ABAHE XapaKTEPHUCTUKHUTE Ha
KOMITIOTBPHHU ITPOTOKOJIU Che copTyepHums maket — Matlab;
e PaszpaboTBaHe Ha MaTeMaTHYeCKH MOJACIM 3a aHAJIW3 Ha
KOMITIOTbPHATA CHUTYPHOCT M EHTPONMS Ha MPOTOKOJIUTE H

uH(pOpMaMOHHATa CUCTEMA,



e [IpakTMuecko TECTBaHE HA KOMIIIOTbPHATa CUTYPHOCT TIpHU
npenaBaHe Ha JaHHU W aHainu3 Ha Kubep curypHocrra Ha
ornpeeneHn COPTyEePHH CHCTEMH.

e B rnasara e onncana NpakTUYECKa aTaka peaju3upaHa Ha METoJa Ha
rpybara cwia upe3 Raspberry PI. IlpencraBenu ca ananuza Ha

XaKePCKH aTaKu BbPXY peaHu ObIrapcku GUpMHU.

III. OneHka HA HAYYHUTE U MPAKTUYECKUTE Pe3yITaTH U PUHOCH

Temarta 3a MpexxuTe, JOpU U caMO O€3)KUYHUTE MPEXKH, € HAUCTUHA OTPOMHA
U He MOXe Ja Obae oOxBaHaTa caMO B €AHa pa3paboTka. Bceska TexHuka 3a
TECTBAHE HAa MpEXa 3aBUCH 3HAUYUTEIHO OT HMHCTPYMEHTHUTE, JOCTBIIHU 3a
CUCTEeMHHS aJIMUHHUCTpaTop. B moBedeTo ciydan aHaInM3aTOPHT HA MPEKOB
IPOTOKOJI € HEOOXOIUM U JIOCTaThY€H MHCTPYMEHT 32 OTKPHUBAaHE Ha MPEXKOBU
nedexktu. HanmpaBeHnTe KOMIIOTbPHU CUMYJIALMKU Chbe copTyepa Matnal ca Ha

MHOT'O BUCOKO HHUBO. PeaJ'II/I3I/IpaHI/I ca 1IeCT MoJeJjia KaTo.

® K3I10JI3BaHE HA AHTCHHU PEIIETKUA U MPOCTPAHCTBEHO MYJITUILIEKCUPAHE —
Beamforming;

e 3MEpBaHUs Ha CIIEKTPAHU MAcKH 3a npefaBanus curHan - BPSK / QPSK
/ 16QAM / 64QAM,;

e u3cienBaHe Ha rmacuBHa Mpexka oT 16 10 39 GHz mopta 3a 5G mmWave

CHUCTEMHU U JIp;

AHanu3bT Ha 3amiaxuTe 3a WH(pOpMAIMOHHATa CUTYPHOCT IO3BOJIABA 1A
ObJaT OTNENICHU CHCTABJISBAIIMTE HA ChBPEMEHHUTE KOMMIOTHPHU 3aIjiaxul —
TEXHUTE U3TOYHULIN U ABUKEIIM CUJIM, HAUMHU U MOCJIEACTBUS OT Peaanu3alusTa
uM. B Hacrtosimata paspaboTka ca MpeACTaBeHM HAYMHU Ha peaju3upaHe Ha
XaKepCcKa aTakd M HAYMHU HA MU3CJIEABAHE HAa PE3YJTATUTE KaTO Bb3MOXKHU
MpOOWBH, peaiM3upaHe Ha TOUYKH 32 JOCTHII U Ap. ChCTaBEHUTE MATEMATHUCCKH

MOJICJIY 33 aHaJIM3 Ha MH(OPMAIIMOHHATA CUTYPHOCT Ha €/IHa COPTyepHa CUCTeMa



U3I0J3BAaT TPU OCHOBHM IIOAXOJA: TEOPUSA HA WUIPUTE, CUCTEMU 3a MAacOBO
oOcityBaHe U Teopus Ha KaTacTpopute. MareMaTHdecKusT anapar BKIHOYBA!
OOMKHOBEHU U YaCTHU AU(EepeHITNAIHN YpaBHEHUS, IPUHIUT Ha benmaHn, Teopust

Ha BCPOATHOCTUTC U IP.

W3non3BaneTo Ha Teopusi Ha KatacTpodure ¢ OUdypKalMOHHA TOYKa €
HOBAaTOPKM METOJ| 3a W3CJIeIBAHC Ha WH(POPMAIMOHHATA CHUTYPHOCT Ha

KOMITIOTBbPpHA MPCIKaA.

He YCTAHOBUX IIAIMATCTBAHC U TBBPAA, YC IMPCATOKCHUAT JUCCPTALIMOHCH

TPY/l € aBTOpCKa pa3padoTKa Ha JUCEPTAHTA.

IV. Ily0imkauuu, cBbp3aHM ¢ JMCEPTALMOHHUSA TPYI

PGBYJ'ITaTH oT pa3pa6OTBaHI/ITC B JUCCPTALIMOHHHA TPYA HpO6JI€MI/I ca
IMpcaCTaBCHU B 4 HY6JII/IK3HHI/I, KOCTO € IIPCAIIOCTAaBKa 3a OCHUI'YPsABAHCTO Ha

TAXHAaTa U3BCCTHOCT CPCI HAYyUIHATA O6HIHOCT.

IV. KputnuHu 0ej1e:KKU M NPenopbKU

WNmaiikyn npenBusl akTyaldHOCTTa Ha MHpolOiieMa W MOTEHIWajda Ha WIEUTE Ha
JOKTOpaHTa MpernopbuBaM Ja MNPOABIDKM H3CIEABaHUATA B Ta3u 0O0JIACT.
Pa3paborenuTe MmaTemMaTHMyecKd MOJENM MoOraT Ja ce JOpa3BUAT U Ja ce

IIPUJIOKAT PEAITHO B MIPAKTUKATA.
Karo HegocTarhk B IMcepTallMOHHUS TPYA OUX U3THKHAI:

® HSIKOW OT IPUHOCUTE TPsOBa Aa ce popMyImpaT Mo TOYHO;
® B MaTEMaTHYECKOTO OIKMCAHUE Ha TEOpUS Ha UIPUTE ca

H3II0JI3BaHU IIPOMCHIIMBH, KOUTO HC Ca O6HCHGHI/I;



® KOMMIOTHPHUTE CUMyJaluuu ¢ Marina® Ouxa creueiausiv ako ce
M3CIIe/IBallle MATBK TPOOIIeM HalpuMep npeHoca Ha ganuu ¢ Wi
Fi, a He ToTKOBa MHOTO M Pa3HONIOCOYHH;

® HSIKOM OT MPAKTUYECKUTE Pe3yJITaTH HE ca KOMEHTHPAaHU KaTo
CcbOpaHuTe JaHHMU 3a XaKePCKH aTaku oT ¢pupma EBonMHK.

® Ha MecTa MMa JOIyCHAaTH TPEIIKd KaTo IMPOITyCHATH 3areTau,

HAKOHU TCXHUYCCKHM HCTOYHOCTH.

V. ABTOopedepar u CipaBKa 3a IPUHOCHTE

Pa3zpaboTtenust aBropedepar ¢ B 06em 48 cTpaHuIy, OTroBaps Ha M3UCKBAHHUATA
U ChOTBETCTBA TOYHO Ha ChBP’KAHUETO HA IUcepTalMoHHus Tpya. CripaBkara 3a

IMPUHOCUTC O0TPa3saiBa KOHKPCTHUTC ITIOCTUIHATU HAYYHU W IIPUIIOKHU PE3YJITATH.

V. 3akiaouyenue

Karo wmam mnpenBunm akTyadHOCTTa ¥ 3HAYMMOCTTa Ha H3CieIBaHaTa
npobjieMaTUka U TPUHOCUTE B pa3pabOTEHUs] JUCEPTALMOHEH TPy,
MpernopbuBaM Ha YICHOBETE Ha YBa)Ka€MOTO HAyYHO JKypH Ja JlaJeM Ha I-H
Nnusn UBaHoB oOpa3oBaTeHAaTa M HAy4HA CTENEH ,,JokTop” B O0iacT Ha BUCIIE
obpazoBanue 5. Texnuyecku Hayku, I[Ipodecronanno nampasiaeHue 5.3.

KOMYHI/IKaI_II/IOHHa U KOMITIOTbPHA TCXHHUKA U TCXHOJIOTHUH.

Penensenr:

Ipod. n.uk.H. CTosin [leHueB

31 anyapu’ 2022 200.
Coghun
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I. Brief biographical data

Iliyan lvanov was born in Blagoevgrad in 1981. He completed his
secondary education at the Ivan lIliev Vocational School of Economics in
Blagoevgrad with advanced study of English. Immediately after graduating, he
began studying law at the Faculty of Law and History of the Southwestern
University "Neofit Rilski" Blagoevgrad. After completing his second year in
2003, he went to the United States on a student brigade and worked there for six

months.

After acquiring legal capacity. He worked for some time in a courier
company. After that he was a juror for 2 years. He worked in a notary's office as
an assistant. During this period he studied hard at AutoCAD and Matlab.

In 2007-2008 he enrolled in a master's degree at the Faculty of Economics
of the Southwestern University "Neofit Rilski" Blagoevgrad - majoring in
Finance. He has been working for five years in the Electricity System Operator
MER Blagoevgrad EOOD at the National Electricity Company in the department

of human resources and accounting.

In 2016 - 2018 he graduated with a master 's degree in Computer Systems and
Technologies . At the same time he successfully graduated from CISCO
Academy. Since 2016 he has been working as a system administrator at SWU "
Neofit Rilski " .

I1. General characteristics of the dissertation

It is known from theory and practice that each computer network consists

of two or more computers connected to each other by the necessary hardware and



software, which allows them to exchange information with each other and
between other devices. The hardware connection between the individual
computers and other peripherals participating in the network can be built with the
help of cables (coaxial, twisted pair, optical), or with the help of some wireless
technology (IRDA, Bluetooth). Many network protocols (TCP / IP, NetBEUI,
AppleTalk, PPTR, DHCP) take care of the network connection. Generally
speaking, there are two types of network - LAN (Local Area Network) and WAN.
Wide Area Network (LAN) is a network between multiple computers and
peripherals, physically located in a sufficiently small area - for example, within

one or more neighboring buildings.

The purpose of this study is to review the most common methods of access
to the communication environment in WLAN and their corresponding MAC
protocols, how to operate and build wireless networks and types of computer
networks.

In modern everyday life, it is unthinkable to use a computer as a stand-alone
unit. The computer network is used everywhere: in business, in education, in the
household. Depending on the physical area covered, two main types of networks
can be clearly distinguished: Local Area Network (LAN) and Wide Area Network
(WAN). The local computer network is usually located in a room, building or
between several rooms located at close range

The hardware connection between the individual computers and other
peripherals participating in the network can be built with the help of cables
(coaxial, twisted pair, optical), or with the help of some wireless technology
(IRDA, Bluetooth).

The first chapter describes the general characteristics of computer networks
and the topology of different types of networks. The different types of protocols
are considered. A brief description of the OSI model and its levels has been made.

The chapter focuses on Wi-Fi networks . Currently , the wireless network is quite



current such as Wednesday for transmission on data , however that the
transmission on it is slower than cable _ _ connections . For this one type
communication can Yes se use : laser , infrared rays , radio frequencies and others.

In the second chapter an overview of the topic of the dissertation is made.
The IEEE Standard 802.15.4 / - ZigBee is briefly described. This is one extremely
flexible new technology that covers much of the needs of today's market. When
computers are connected to large networks such as the Internet, they must provide
a certain level of security against malicious users or even programs. Computer
security is a set of tools, procedures and strategies that aim to ensure the integrity,
accessibility and confidentiality of enterprise information in a system. The main
types of hacker attacks and analysis of ways of their implementation are

presented.

The third chapter presents the results of the dissertation. Conditionally, they
can be divided into three groups :

e Computer simulations for studying the characteristics of computer
protocols with the software package - Matlab ;

e Development of mathematical models for analysis of computer
security and entropy of protocols and information system;

e Practical testing of computer security in data transmission and
analysis of Cyber security of certain software systems.

e The chapter describes a practical attack implemented by the method
of brute force using Raspberry PI. The analysis of hacker attacks on

real Bulgarian companies is presented.

I11. Evaluation of scientific and practical results and contributions
The topic of networks, even if only wireless networks, is really huge and

cannot be covered in just one development. Any network testing technique



depends significantly on the tools available to the system administrator. In most
cases, a network protocol analyzer is a necessary and sufficient tool for detecting
network defects. The computer simulations made with the Matlab software are at

a very high level. Six models have been implemented, such as :

e use on antennas lattice and spatial multiplexing - Beamforming;

e measurements on spectral masks for broadcasts signal - BPSK / QPSK /
16QAM / 64QAM:;

e study of passive network from 16 to 39 GHz ports for 5G mmWave systems

, etc .;

The analysis of information security threats allows to separate the components
of modern computer threats - their sources and driving forces, ways and
consequences of their implementation. This paper presents ways to implement
hacker attacks and ways to study the results such as possible breaches,
implementation of access points and more. The mathematical models for
analyzing the information security of a software system use three main approaches
: game theory, queuing systems and disaster theory. The mathematical apparatus
includes : ordinary and partial differential equations, Bellman's principle,

probability theory, etc.

The use of bifurcation point catastrophe theory is an innovative method for

studying information security on a computer network.

| did not find plagiarism and | claim that the proposed dissertation is the

author's work of the dissertation.

V. Publications related to the dissertation



Results of the problems developed in the dissertation are presented in 4
publications, which is a prerequisite for ensuring their popularity among the

scientific community.

1V. Critical remarks and recommendations

Given the relevance of the problem and the potential of the doctoral student's
ideas, | recommend continuing research in this area. The developed mathematical

models can be further developed and applied in practice.
As a shortcoming in the dissertation | would like to point out :

e some of the contributions need to be formulated more precisely;

¢ in the mathematical description of game theory variables are used
that are not explained;

e computer simulations with Matlab would be profitable if a small
problem was studied, such as data transfer with Wi Fi , and not so
many and diverse;

e some of the practical results have not been commented on as data
collected on hacking attacks by Evolink.

¢ in some places there are mistakes such as omitted commas, some

technical inaccuracies.

V. Abstract and reference to the contributions

The developed abstract has a volume of 48 pages, meets the requirements and
corresponds exactly to the content of the dissertation. The contribution report

reflects the specific scientific and applied results achieved.

V. Conclusion



Given the relevance and importance of the research and contributions to the
dissertation, | recommend the members of the distinguished scientific jury to give
Mr. llian Ivanov educational and scientific degree "Doctor" in Higher Education
5. Technical Sciences, Professional field 5.3. Communication and computer

equipment and technologies.

REVIEWEL  veriieierernneeeecennnnes

Prof. D.Sc. Stoyan Denchev

January 31, 2022
Sofia



