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1. [laHHW 33 AOKTOpPaHTA

WNux. Unusu MBanoB e poaeH B bnaroesrpan npe3 1981 r. [Ipunobusa
oOpa3zoBaHue B 00JIacTUTE Ha UKOHOMHKA U mpaBo. [logo0HO Ha MHOTO ApyrH
MJIaJM XOpa € YBJICUCH OT CHhBPEMEHHUTE KOMYHHKAITMOHHH W KOMIIOTHPHH
TEXHOJIOTUU. B TO3W cHM CTpeMexX KbM HaJrpakjaHe Ha oOpa30BaHUETO CH, B
nepuoga 2016 — 2018 r. 3aBbpmiBa mMaructpatypa “KommioTbpHu cucremu u
texHojorun” B KO3V bnaroesrpan. YcmopeaHo ¢ Toa, 3aBbpiiBa u CISCO
akagemus. Ot 2016 r. Unusn MiBaHOB pabOTH KaTO CHCTEMEH aJIMUHUCTPATOD B
Nudopmanmonen u komyHukaunones otaen Ha FO3Y — bnaroesrpaa. Ot 2020 r.
€ XOHOpPYBaH aCHCTEHT B Karenpa KoMyHHKaImoHHA ¥ KOMITIOTbPHA TEXHUKA U

TexHoJioruu B Texuudecku akynrer Ha FO3Y.

2. AKTYanHOCT Ha AUCepPTaLMOHHNA TPy

[Tpe3 nocnenHuTe AeceTUseTHst 00IacTTa Ha TEXHUYECKUTE KOMYyHUKAIIUU
OPETHPHS PEBOJIOIMOHEH CKOK. OCHOBHAara 3aJadya B KOMYHHUKALIUUTE €
MpelaBaHeTO Ha MaKCUMaJieH 00eM MH(popMaIis ¢ MUHUMAJIHU PECYpCcH KaTo:
TEXHUYECKHU CPEICTBA, EHEPTOEMKOCT, M3UUCIUTEIHA CII0KHOCT U CE0ECTONHOCT.

OcBeH ToBa, mpenaaeHara uHdopManus TpsOBa na Oblie ¢ MUHUMAJIEH Opoii



I'pCIIKU. B Te3u Hacoku ce Ccb3JaBaT HOBHU TCXHOJIOTHH, MAaTEMATUYCCKHU MOACIIH,
TCXHUYCCKHU CPCACTBA U CC OUCPTABAT HOBU IICPCIICKTHUBU B PA3BUTHCTO HA TA3U
Hay4YHO-TCXHHYCCKA 00JacT. HeI[CJ'II/IMa 4aCT OT KOMYHUKAIIMOHHATA TCXHUKA Ca
KOMITIOTBPHUTC MPCIKHU. B To3mn AyX, OIIMCAHHUTC aHAJIM3 W CHUMYJIAIIMOHHU
HU3CJICABAHUS Ha JIOKAJIHW KOMIIFOTBPHU MPCKH B ITUCCPTAOWMOHHHAT TPY Ha
k. Mnusa lBaHoB ca AKTyaJlJHU M B CBOTBCTCTBHUC CbC CBBPCMCHHUTC

TCHACHIMHN HA PAa3BUTUC HAa KOMYHHUKAIIMOHHATA TCXHHKA.

3. ObLa XapaKTepUCTHKA Ha AMCEPTALMOHHMA TPy,

JlcepTalMOHHUSAT TPYA € pa3pabOoTeH B TPU IVIaBH, YBOJ U 3aKJIIOUEHUE C
obem 193 cTpanuiu ctannapTHO 0OpMEH TEKCT, BKIItOUBaI] GUTYPH, TpaPuKH,
Tabimiu, popmynu u npuinoxeHusi. budbnuorpadusara BxiarouBa 337 3ariaBus Ha

AHTJINHCKHU C3HUK, BKIIFOYUTCIIHO 1 JIMHKOBC KbM CJIICKTPOHHU U3 OaHUA.

YBoabT € BBBEXKIAIl B 00J1aCTTa Ha O€BKUYHUTE KOMITIOTHPHU MPEXH.
Hait-o0mio ca omnucanu npeaHa3HAYCHUETO, (PYHKIMUTE U KPUTEPUUTE 3a
OCUTYpsIBAHE Ha MAaKCHMAJlHA CKOPOCT Ha TMpelaBaHE IIPU MHUHHMAITHO
OTHOLIEHUE Ha CIPELIEHN KbM MPaBWIHO npueTH outose - BER. Ot0enszanu ca
Hail-u3noa3BannTe Oexuunu cranmaptu Bluetooth , IEEE 802.15.4/ ZigBee,
WiFi (802.11*), Wi-Fi Direct. ®opmynupanu ca LeAWTe W 3aJa4dTe Ha

IUCEPTALMOHHHUS TPYA.

Ilvpsa enasa mpexactaBnsiBa oOpa3oBaTelHaTa 4YacT OT JUCEpTAIUATa,
KOSITO HSIMa JIJa KOMEHTHUpaM MoApoOHo. B 0000111eH Bu ca N370KEHU BUIOBETE
KOMITIOTBPHA MPEXKH, TEXHHTE XapaKTepUCTUKH W mapamerpu. C oriem Ha
3a/lauyuTe Ha JUCEPTALMOHHUSA TPYJ, TOKTOPAHTHT € HaOJeTHAN Ha OE3KUIHUTE
MpPEXKH: U3TpaK/iaHe, KOMyHUKAIIMOHHU YCTPOWCTBA, CTAHIAPTH 3a O€3KUYHO
npenaBaHe Ha JaHHW, TOIOJIOTHMM Ha OC3KUYHUTE MPEXKH, MPOTOKOIU 3a

MHOXKCCTBCH JOCTBII, KOJIHU3HUH IIPU MHOKCCTBCH JOCTBII.



N3noxeHuero ¢ HU3BBPUHICHO CTApaTCIHO C II030BaBAaHC Ha MHOTIO

CBbBPCMCHHMU JIMTCPATYPHU U3TOUYHUIIU.

Ha ocnoBaTa Ha u3l0okeHUETO B oOpazoBarenHaTa 4acT, B [ 1aéa emopa
., Memooonocuss u 0630p“, HOKTOPAHTHT € TMpHUE] 3a U3CICABAHUATA CHU
IEPCIIEKTUBHATA TEXHOJIOTHS 3a Oe3KUYHA Bph3ka - cranaapthT IEEE 802.15.4/
- ZigBee. OOCTOSATENCTBEHO ca M3JIOKECHH MPEAMMCTBATa Ha CTaHIapTa — HUCKA
€HEProeMKOCT, BUCOKO ObP30/ICHCTBUE MPHU Ch3aBaHE HA BPH3KH, IPUIOKUMOCT
Opy pa3IMYHA BHUIOBE TOMOJOTHUU TMpHU TrojisM Opoit Bb3nmu. OmnucaHu ca u
WHTETPAJTHA CXEMH, KOUTO peaim3upaT TO3W THI TEXHOJIOTHS W € HalpaBeH

CPaBHUTCIICH aHAJIN3 Ha IIapaMCTPUTC UM.

JIOKTOpaHTBT € OO0BbpHal1 OCOOCHO BHHMMaHHE Ha MpoOJIeMHUTE Ha
CUTYPHOCTTA Ha Bpb3KHUTE. Pasrineganu ca pa3inyHu BUIOBE XaKEPCKU aTakH 3a
HECAaHKIIMOHUPAH JOCTHI A0 MH(POpPMALMSI B MPEKUTE, KAKTO U HapyllaBaHE

TAXHATa (bYHKHHOHaJIHOCT.

B Imasa mpema — yenu u 3a0ayu e HampaBeH aHAIW3 Ha MPEJABAHETO HA
JaHHU B Pa3IMYHU KOMIIIOTHPHU Mpexu. M3ThKHATH ca NpeauMcTBaTa Ha
udpoOBOTO TMpeJaBaHe Ha JAaHHU MpeJ]] aHAJOTOBOTO MpeJaBaHE HA JIaHHM.

HYHKTyaJ'IHO Ca IIOCOYCHHU LCIUTEC Ha U3CJICABAHCTO:

1. I[a CC HalpaBH CHUCTECMATHYCH aHAJIM3 Ha pPasjmdIHUTC BHAOBC
KOMITIOTBPHU MPCKH M Jla CC aHAJIM3Hpa CUTYPHOCTTA Ha MPCAaBaHC Ha

JaHHU B TAX.

2. Jla ce pa3paboTsAT MaTeMaTUYECKU MOJIEIH 3a aHAIN3 Ha WH(OpMaImoHHa

CUCTEMaA U TC Ja CC IMPHIIOKAT 3a PA3JIMYHU KOMIIIOTBPHHU MPCIKHU.

3. Jla ce pasrienaT pazIMUYHUTE XaKePCKU aTakKu U HAYMHU 3a TAXHOTO

IIPOTUBOIIOCTABAHC.

OT nocTaBeHUTE 1eJIU JOKTOPAHTHT € OPMYITUpall CIACTHUTE 3a/1a4u:



1. KOHHCHTyaJIGH dHaJIn3 Ha MCTOAUTE H IOAXOAHMTE 3a aHallku3 Ha

KOMITIOTBPHU MPEXH U COPTYEPHHU CUCTEMHU.

2. Hpernezl Ha Pa3jIMYHUTC BHUIAOBC IIPOTOKOJHM W OIIHCAHHC HA TCXHUTC

paznuuus — 0030p MO Temara.

3. Pa3zpaborBane Ha pa3nu4HM COPTyepHU CHMYyJAIMM KAaTO CE W3IMOJI3BAT
pa3IMYHM TPOTOKOJIM W Ja CE aHaJIM3upa IMPEHOCa Ha JaHHU U HAKOM
XapaKTePUCTHKU Ha KOMITIOThPHATa MpeXa KaTo CTaOWMIHOCT Ha JaHHHTE,

4CCTOTHA JICHTA U OP.

4, HpI/IJIO)KGHI/IG Ha HOBa MAaTCMAaTHYCCKHM IIOAXOAM 3a aHaJIu3 H
ITPOTrHO3HUPAHC Ha CTaOMITHOCTTA Ha KOMITIOTBbPHA MPCKHU )51

MH(pOpMaMOHHATa CHCTEMa B YACTHOCT.

5. TectBaHe Ha KOMITIOTHPHU CUMYJIAIUU U PEATU3UpPAHE HA XaKepCcKa aTaka
KaTo C€ aHAIM3HUpaT pa3IMYHU HAYMHU HA CHTPONHS U CIOKHOCTTa Ha

IMPOBCACHATA aTaKa.

B uactra Juckycusa e non popma Ha nutepatrypeH o030p ca aedaTupaHu
METOJUTE U TOAXOJWTE 3a aHAIM3 Ha KOMMIIOTHBPHU MPEXKU U cOPTyepHU
cuctemu. C MOXBAJTHO CTapaHUE JOKTOPAHTHT CE€ € T030Bajl Ha BHYIIUTEICH Opoii

JIUTCPATYPHU U3TOYHUIIHN B o0biacTTa Ha AUCCPTAONOHHUA TPYA.

CrnenBa ciocob Ha Xakepcka aTaka KbM KOMIIOTbpPHA cucTema ¢ Raspberry
PI mo metona Ha rpy6ara cumna. JIokTOpaHTHT OOCTOMHO € OmMHcall Kak MOXe Ja

Obae ,,oTkpamHata“ maponara Ha WIiFi mpexa cbc choTBeTHHS Xapayep u
codryep.

B cpoTBETCTBHE C MOCTaBEHWTE LEIW, B JIUCEPTALMOHHMS TpyHd ca
JEMOHCTPUPAHU KOMMIOTHPHH CUMYJIAIMA Ha Pa3IU4YHU TPOTOKOIH ChC
copryepuus mnaker Matlab. M3TbkHaTa € MNEpCHEKTUBHOCTTAa Ha cHCTeMaTa
MIMO-OFDM  (Multiple-Input Multiplexing wu  Orthogonal Frequency

Separation) 3a penmynupaHe Ha HexelnaHuTe eDekTH oT HHTephEepeHIHs Ha



paguoBBIHUTE B ypOaHusupanu cpenu. [IpencrtaBeH e mpumep 3a Ch3aaBaHe
TakaBa KOMyHHUKalus ¢ 16-eeMeHTHa NUHEHHa (a3upaHa aHTEHHA pPEIIeTKa.
[TonyyenuTe nuarpaMu Ha HACOYEHOCT Ca C MPOCTPAHCTBEHA CEJIICKTUBHOCT,
KOATO HamajsiBa uHTepdepeHnusaTa Ha curHaaute. M3momsan e¢ MUSIC
(MUItiple Slgnal Classification) anroputsM 3a onpe/iesiHe Ha MPOCTPAHCTBCHHUS

CIICKTBP, ITOCOKATa U 3aKbCHCHHUCTO Ha CUTHAJIUTC.

W3crieBaHusaTa MPOABIDKABAT C MHOTONOPTOBA MacHBHA Mpexka, QO0S
(Quality of service) mmanupane Ha tpaduka, Momen 802.11ax Ha Oe3zxuyHa

BpB3Ka, kabennust uarepdeiic i DOCSIS.

JIOCTOMHCTBO HA TUCEPTALMOHHUS TPYJ Ca MPEICTABEHUTE PE3YJITATH OT
TECTBAaHE HAa KOMIIIOTbPHA CHCTEMa B PEAJTHO BPEME C MPOrpaMeH MPOIYKT

Evolink.

Kato AOIIBJIHCHUEC KbM TCOPpUATA Ca pa3rjicAaHu MaTCMAaTUYCCKHU MOACIIN
3a dHaJIM3 Ha KOMIIIOTbPpHA CHCTCMaA!: TeOpI/IH Ha HI'PHUTC, TGOpI/ISI Ha

karactpodute, Teopus Ha MacoBOTO 0OCTy>KBaHE.

OcobOeH uHTEepec MpeACTaBIIBAT TAOIHMIIUTE ChC CPABHUTEIICH aHAJIU3 Ha

XaKEePCKUTE aTaKu BbPXY IIbP>KaBHUTE CTPYKTypH Ha PenyOnuka bearapus.

B 3akmroumTenHara dact ABTOPBT € H3JIOXKHII CBOUTC IPCTCHIHUH 34

IPUHOCH KaKTO clie/iBa (IUTUpam):

1. Otkpoenu ca npobseMHu 001acT B 001acTTa HA OOMEH Ha HHpOpMAILIHUSITa
P Pa3IMYHN KOMITFOTBPHU MPEXXH U € HallPpaBeH CHCTEMaTH4YeH 0030p.

2. IlpencraBenn ca pa3IUYHUATE METOAM XAKEPCKH aTakKu W METOAU Ha
TSAXHATA 3alUTa Ta3¥ rpylia aTakyd BKJIFOYBA BCEKHU OIUT 3a MOJTy4aBaHe Ha
HEOTOpU3HpPaH JOCTHI A0 cucTeMaTa. HampaBeH e aHann3 Ha pa3IMdHUATE

BHAOBC aTaKH KaTo.



e Artaku OT THN ,0TKaz OT yciayra“ (DoS): Bunm araka, KosTO
NpUYMHSBA 3aryda Ha yciayra Wid HEBb3MOXKHOCT HAa Mpekara Jia
(GyHKIIMOHUpA.

e VYe0 araku: TOBa € BCSIKa araka, KOSITO C€ OmNUTBa Ja
HapyLIU/IPOMEHH AajieH yeO cailT. JIBe OT Haif-uecTo CpeliaHuTe
takuBa ataku ca: SQL injection (SQLAi).

o “Ortpmuuane” Ha HTTP cecun (Session hijacking): te3u araku
pPE/ICTaBIIABAT OTBJINYAHE Ha UAeHTU(PUKATOPA Ha
norpeduTesnckara cecus (session hijacking).

e DNS orpassine (DNS poisoning): To3u THUI aTakd KOMIPOMETHPAT
DNS cbpBbpa Taka, d4e mnoTrpedOuTeNMTE MOraT Jjaa ObaaT
MIPEHACOYCHU KbM 3JIOBPEIHU yeO calToBe.

Pa3paboren e mMeTron Ha Xakepcka araka MO MeToAa Ha Tpybarta cuia.
Peanusupand ¢ xubOpujaeH KOMIIOTBp OT Tuma ApaywHo. Hampasen e
aHaJIM3 Ha CJIOKHOCTTA HA aTakara.

Pa3zpaboTenu ca MareMaTHyecKu MOJIENIM 3a aHAIN3 Ha CTA0MJIIHOCTTA Ha
CUTYPHOCTTA Ha KOMITIOThPHA MPEXKa M HAYMHU 32 aHAJIU HA Ta3u CHUCTEMA.
M3non3Banu ca MaTeMaTHYeCKH IMOAXOAM KaTo MAapKOBCKH IPOIIECH,
Teopus Ha urpuTe C MpUPOIATA C TPUIIOKEHHUE HA TPUHIUTIA Ha benman u
Teopus Ha karacTpodure.

B codryepuus nmaker Matiab ca HampaBEeHW MHOXECTBO CHUMYJAIMHU 3a
aHaJIM3 HAa TPEHOCa Ha JaHHU B PA3jIMYHU KOMIIOTBPHU MpPEXU U
BIIUSTHUETO Ha IIIyMa BBPXY TO3U MPEHOC.

AHanusupan e Tpadrka Ha KOMITIOTbPHA MpEKa Ha UHTEPHET IOCTAaBYUK U
ca CUCTEMaTU3UPaHU OCHOBHHTE aTaKu U3BHPIIBAHU BHPXY JTOCTABUMKA.

HanpaBeH € KOHLCITYAJICH aHaJIW3 Ha BHUJOBCTC KOMIIIOTBPHH aTaKW U

HAaUYWMHHUTC UM Ha ITPOBCKAAHE BBPXY 6IO,Z[)K€THI/ITC IMPpCAIIPUATHA.



I[Io Moe MHeHHe H36pO€HI/ITe IMPUHOCHU Ca C IIPHIIOKCH XapakKTCp H

IMPCTCHIUUTC HAa aBTOPAa Ca OCHOBATCJIHU.

6. 3abenexKkn 1 NPenopbKM

Nmam CJIICAHUTC 3a0€JICIKKH U IMPCIIOPBKHU.

OdopmieHnero Ha AMCEPTALIMOHHUS TPYJ € HEOOMYaiHO U TIPaBH

IMOBCCTBOBAHUCTO TPYJAHO 3a Bb3IIPUCMAHC.

B Hauanotro Ha aumcepranuAra JUICBA JUTEparypeH o030p. [loHskbae

Toukarta ,,JI[uckycus“ uma xapaktep Ha TakbB 0030p.

B rossima yact ot gucepranusaTa ca IOJA3BaHU M3TOYHHIIM HA aHIVIMMCKU
€3MK W TpPEeBOABT € HEesICeH M ¢ oObpKaH cioBoped. Hskou cneuupuyHu

TCXHUYCCKHU TCPMHUHU Ca ITPCBCACHU C 6’I)JIFapCKI/I CHHOHHMMH, KOUTO Ca HCTOYHH.

MaremaTH4eCcKUTe METOJM ca TMpeJcTaBeHu JjocTta Oe3pa3zdbopHo. B
AQHAJIMTUYHUTE U3pa3u HsIMA OOSICHEHUE 3a MapaMeTPUTE B TIX, KOETO ' MpaBU

MAaJIKO ,,0TKbCHATH " OT OOIIIOTO U3JI0KEHUE B IUCEpTaLIUITA.

bux mnpenoppuan Ha wuHX. MnusH MBaHOB na ce oOpueHTHpa KbM

YCBBBPIICHCTBAHC HA CITOCOOHOCTHTE CH B 00JIacTTa Ha KOMITIOTBPHUTC MPCIKH.

7. Mybnankaumm

B wMarepuanure xbpM aucepraumMoHHus Tpyd uHX. WimsH BaHOoB €
MPEJCTABUII CIIUCHK C YETUPU HAYYHU MyOJIMKAIUU, IBE OT KOUTO B ChaBTOPCTBO
ca myOJMKyBaHU B MpecTXHaTa OubmuoTeka ot 6asu manau Web of Science.
ToBa e eqHa no0pa arectaius 3a MyOJIUKAIMOHHATA aKTUBHOCT Ha UHXK. UnusH

NBaHOB.

3akioueHue:



[Ipensioxkenarta nucepranus MMa KadecTBa, KOMTO €€ IOTBBPXKAABAT OT
NOJIy4eHHUTE pe3yiraru. [IpenocraBeHMTe MM MaTEpUaIA ca AOCTAaThYHHU 3a
IIOKpUBaHe Ha Kpurepunute W usnckBanusta Ha HAIIMJ]. ToBa mm nasa
OCHOBaHMeE Ja npesioka Ha HaydHoTo xKypu 1a npucsau Ha uHxk. Mnusas MiBanoB
oOpasoBarenHO-Hay4YHaTa CTeMeH ,,JJokTop” B 00acT Ha BUCIIETO 00pa30BaHKE
5.3. KomyHuKanMoHHa M KOMIIOTBPHA TEXHMKAa - KOMIIOTBPHU KOMIUIEKCH

CUCTCMHU U MPCIKHU.

27.02. 2022 /mpod. ntH. umk. [leTbp Amoctosnos/



REVIEW

by Prof. Peter Stoyanov Apostolov, ScD

of thesys for awarding the educational-scientific degree "PhD", scientific
specialty 5.3. Communication and computer equipment - Computer systems and

networks

on the topic: Analysis and simulation research of the peculiarities of local

networks
PhD student: Eng. Ilian lvanov

Scientific adviser: Assoc. Prof. Ivan Trenchev, ScD

1. Data for the doctoral student

Eng. llian Ivanov was born in Blagoevgrad in 1981. He received his
education in the fields of economics and law. Like many other young people, he
Is fascinated by modern communication and computer technology. In this quest
to upgrade his education, in the period 2016 - 2018 he completed a master's degree
in "Computer Systems and Technologies” at South West University -
Blagoevgrad. In parallel, he graduated from CISCO Academy. Since 2016, llian
Ivanov has been working as a system administrator in the Information and
Communication Department of SWU - Blagoevgrad. Since 2020 he has been a
part-time assistant in the Department of Communication and Computer
Engineering and Technology at the Technical Faculty of South West University -
Blagoevgrad.

2. Relevance of the thesis

In recent decades, technical communications have undergone a revolution

in their development. The main task in communications is the transmission of the



maximum information with minimal resources such as: technical means, energy
consumption, computational complexity and cost. In addition, the information
transmitted must have a minimum number of errors. In these directions new
technologies, mathematical models, technical means are created and new
perspectives in the development of this scientific and technical field are outlined.
An integral part of communication technology are computer networks. In this
spirit, the described analysis and simulation studies of local computer networks
in the dissertation of Eng. llian Ivanov are relevant and in line with modern trends

In communication technology.
3. General characteristics of the dissertation

The dissertation is written in three chapters, introduction and conclusion
with a volume of 193 pages of standard text, including figures, graphs, tables,
formulas and applications. The bibliography includes 337 titles in English,

including links to electronic publications.

The introduction is introductory in the field of wireless computer networks.
The purpose, functions and criteria for ensuring the maximum transmission speed
with a minimum ratio of erroneous to correctly received bits - BER are generally
described. The most used wireless standards are Bluetooth, IEEE 802.15.4 /
ZigBee, WiFi (802.11 *), Wi-Fi Direct. The goals and tasks of the dissertation are

formulated.

The first chapter is the educational part of the dissertation, which | will not
comment on in detail. The types of computer networks, their characteristics and
parameters are summarized. In view of the tasks of the dissertation, the doctoral
student focused on wireless networks: construction, communication devices,
standards for wireless data transmission, topologies of wireless networks,

multiple access protocols, and multiple access collisions.



The exhibition is detailed with reference to many contemporary literary

Sources.

Based on the exposition in the educational part, in Chapter Two
"Methodology and Overview", The doctoral student has adopted for his research
the inovative wireless technology - the IEEE 802.15.4 / - ZigBee standard. The
advantages of the standard are explained in detail - low energy consumption, high
speed in creating connections, applicability in different types of topologies with a
large number of nodes. Integrated circuits that implement this type of technology

are also described and a comparative analysis of their parameters is made.

The doctoral student paid special attention to the problems of security of
connections. Different types of hacker attacks for unauthorized access to
information in the networks, as well as violation of their functionality are

considered.

In Chapter Three - Objectives and Tasks an analysis of data transmission
in various computer networks has been made. The advantages of digital data
transmission over analog data transmission are highlighted. The objectives of the

study are stated in detail:

1. To make a systematic analysis of the different types of computer networks

and to analyze the security of data transmission in them.

2. To develop a mathematical models for information system analysis and to

apply them to different computer networks.
3. To consider the different hacker attacks and ways to counter them.
From the set goals the doctoral student has formulated the following tasks:

1. Conceptual analysis of methods and approaches for analysis of computer

networks and software systems.



2. Overview of the different types of protocols and description of their

differences - an overview of the topic.

3. Develop various software simulations using different protocols and analyze
data transfer and some characteristics of the computer network such as data
stability, bandwidth, etc.

4. Application of new mathematical approaches for analysis and forecasting

the stability of computer networks and information system in particular.

5. Testing of computer simulations and realization of a hacker attack by

analyzing different ways of entropy and the complexity of the attack.

In the Discussion part, in the form of a literature review, the methods and
approaches for analysis of computer networks and software systems are debated.
With commendable diligence the doctoral student has referred to an impressive

number of literary sources in the field of dissertation.

The following is a method of hacking a computer system with Raspberry
P1 by the method of brute force. The PhD student has described in detail how the
password of a WiFi network can be "stolen” with the relevant hardware and

software.

In accordance with the set goals, in the dissertation computer simulations
of different protocols with the Matlab software package are demonstrated. The
prospects of the MIMO-OFDM system (Multiple-Input Multiplexing and
Orthogonal Frequency Separation) for reducing the side effects of radio
interference in urban environments are highlighted. An example of creating such
communication with a 16-element linear phased array antenna is presented. The
obtained directivity diagrams have spatial selectivity, which reduces the
interference of the signals. MUSIC (MUItiple Slgnal Classification) algorithm is

used to determine the spatial spectrum, direction and delay of signals.



Research continues with multiport passive network, QoS (Quality of
service) traffic planning, Model 802.11ax wireless connection, cable interface or
DOCSIS.

Dignity of the dissertation are the presented results of testing a computer

system in real time with the software product Evolink.

In addition to the theory, mathematical models for computer system

analysis are considered: Game Theory, Catastrophe Theory, Customer Theory.

Of particular interest are the tables with a comparative analysis of hacker

attacks on state structures of the Republic of Bulgaria.

In the concluding part, the author has set out his claims for contributions as

follows:

1. Problem areas in the field of information exchange in different computer
networks have been identified and a systematic review has been made.

2. Various methods of hacker attacks are presented and methods of their
protection. This group of attacks includes any attempt to gain unauthorized
access to the system. An analysis of the different types of attacks such as:

e Denial of Service (DoS) attacks: A type of attack that causes loss of
service or inability of the network to function.

e Web attacks: this is any attack that tries to disrupt / alter a website.
Two of the most common such attacks are: SQL injection (SQLI).

e HTTP Session Hijacking: These attacks are a session hijacking.

e DNS poisoning: This type of attack compromises the DNS server so
that users can be redirected to malicious websites.

3. A method of hacker attack using the brute force method has been
developed. Implemented with a hybrid computer of the Arduino type. An
analysis of the complexity of the attack was made.



4. Mathematical models for the analysis of the stability of the security of a
computer network and ways for annals of this system have been developed.
Mathematical approaches such as Markov processes, the theory of games
with nature using the Bellman principle and the theory of catastrophes were
used.

5. In the Matlab software package many simulations have been made to
analyze the data transfer in different computer networks and the influence
of noise on this transfer.

6. The traffic on the computer network of the Internet provider is analyzed
and the main attacks on the provider are systematized.

7. A conceptual analysis of the types of computer attacks and their ways of

conducting on budget enterprises has been made.

In my opinion, the listed contributions are of an applied nature and the

author's claims are well-founded.

6. Remarks and recommendations

| have the following remarks and recommendations.

The layout of the dissertation is unusual and makes the narrative difficult

to comprehend.

At the beginning of the dissertation there is no literature review. To some

extent, the Discussion point has the character of such a review.

In most of the dissertation English sources are used and the translation is
unclear and with confused word order. Some specific technical terms are

translated with Bulgarian synonyms, which are inaccurate.

Mathematical methods are presented quite indiscriminately. There is no
explanation in the analytical expressions for the parameters in them, which makes

them a bit "detached"” from the general exposition in the dissertation.



| would recommend to Eng. Ilian Ivanov to focus on improving their skills

in the field of computer networks.

7. Publications

In the materials for the dissertation, Eng. Ilian Ivanov presented a list of
four scientific publications, two of which were co-authored in the prestigious
library of Web of Science databases. This is a good attestation for the publishing

activity of Eng. Ilian lvanov.
Conclusion:

The proposed dissertation has qualities that are confirmed by the results
obtained. The materials provided to me are sufficient to meet the criteria and
requirements of NACID. This gives me grounds to propose to the Scientific Jury
to award Eng. Ilian Ivanov the educational-scientific degree "Doctor" in the field
of higher education 5.3. Communication and computer technology - Computer

systems and networks.
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27.02. 2022 / prof. eng. Peter Apostolov, ScD/



