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1. AKTyaJJHOCT Ha JMCePTALNMOHHHMA TPYA B HAYYHO M HAYYHO-NIPHJIOKHO
OTHOLICHHUE

Nucepraumonuuar tpya (JT) Ha mokTopaHTa € MOCBETEH Ha akKTyajHa TEMaTHKa,
OpPHEHTHpaHa KbM pELIaBaHETO Ha KOHKPETHU MPOOJIEMHHU 3aJaud, CBbpP3aHU C U3CJIe/IBaHe
HauMHa Ha (PYHKUMOHHMpAHE M H3TpaKIaHe Ha OE3KUYHUTE MPEXKH, KaKTO U BHUJIOBETE
KOMIIIOTBPHM MpPEXHM W aHaJIW3 Ha IapaMeTpure M npouecure B TAX. IloTepcenun ca
BB3MOXKHOCTH 32 TOBUIIABAaHE HA CUTYPHOCTTAa M HaJeXAHAaTa paboTa Ha MPOOJIEMHHUTE
001acTu B CbBPEMEHHHUTE KOMITIOTHPHU MPEXH M OTpaHUYaBaHE HA TSAXHATA YSA3BUMOCT I10-
OTHOILIEHHE Ha Pa3IMYHUTE BUJOBE XaKEPCKH aTakh, Ha KOWUTO € HalpaBeH MNOApoOeH
ananu3. llenta e pma ce pa3paboTAT aHAIMTUYHU M CHUMYJAUMOHHM MOJENIU Ha
UH(POPMAIIMOHHHU CUCTEMHU Ha KOMIIOTBPHHU MPEXH M Ha Ta3u 0a3a Ja ce Ch3aJaT 3allUTHU
QJITOPUTMHU CPEILY Bb3MOKHUTE BAPUAHTU HA XaKEPCKHU aTaKH.

HampaBenuTte aHaJIUTUYHM W E€KCIEPUMEHTAJIHM W3CJIECABAHUS, IIOJYYEHUTE
pe3ynaTatu, copes, MeH, Ie HaMepsaT HIUPOKO MPHIIOKEHHE B 00JIacTTa Ha KOMIIOTHPHUTE
MpPEXHU U CUCTEMUTE 3a CUTYPHOCT.

B ta3u Bpb3ka cMATaM, ye pazpaboTKaTa MpUTEKaBa BUCOKA CTEIIEH HAa aKTYaJIHOCT B
Hay4HO U Hay4YHO-TIPUJIOKHO OTHOILICHHE.

2. AHAJIM3 HA CTPYKTYpaTa u chabp:kanuero Ha J[T.

TpynsT e pa3paboreH B obem oT 177 cTpaHHIM, CTPYKTypUpaH € BBB YBOJ, TPHU
rJaBy, 3akioueHue W 16 cTpanuum npuiokenus. B Hauanoro Ha TpeTra riaBa Ha
mucepraunoHHus Tpya (AT) ca popmynupanu ocHoBHUTe 1enu U 3agaun Ha T, a B kpast u
NpeTEHIIMHUTE 33 MPUHOCH Ha aBTopa. B Hawanoro Ha /[T e mpeacraBeH moapoOeH CIIUCHK Ha
U3II0JI3BAaHUTE B TEKCTa GUrypu u rpaduku. [IpeacraBenusT maTepual, ChIo Taka BKIIOYBA
oubnuorpaguuHa crpaBka, ChAbpKama 337 JTUTEPATYPHU H3TOYHUIM HA KUPUIULA U
JIATUHULA, KAKTO U CIPAaBKa 3a AOKJIaaBaHe Ha pesynrarure no AT.

3. CreneH Ha mNoO3HABaHe Ha CbCTOSTHHETO Ha mpodjeMa M TBOpYecKa
HHTEpPIpeTALUS HA JIUTEPATYPHHUS MaTEepPHAaJI.

Mar. unmx. Unusu MBaHOB moka3Ba 3a1bI00UYCHHM 3HaHUS B 00JacTTa Ha Hay4yHaTa
CIELHATHOCT M pasrinexnanata B JT tematuka. J[IoKTOpaHTBT B IIbpBa IJIaBa,



Ipe/ICTaBIsABaIlA [0 CHILIECTBO YacT OT JUTEPATYPHUS 0030p HA ChCTOSHUETO Ha Ipoldiiema,
pasriexaad B [T e o6cbaun cnenudukara 1 napaMeTpuTe Ha KOMIIOTBPHUTE MPEKH, KaTO
¢ 00bpHATO MO-cepruo3Ho BHMMaHue Ha WIi-Fi TexHoJOrHsTa W TPOTOKOJHMTE, KOUTO
u3nons3Ba. [lo HaTtaThbK BBB BTOpa IjaBa ChHUIO € HampaBeH o03op nmo temarta Ha JT.
Anammsupan e Crannapra IEEE 802.15.4/ - ZigBee, HeroBute npeuMCcTBa U HEJIOCTATHIU
10 OTHOILIEHUE XAKEPCKH aTaKH, PEICTABEHU Ca XAPAaKTEPUCTUKUTE Ha PA3IMUYHUTE BUAOBE
XaKEpPCKHU aTaKu.

B nHauanorto Ha Tpera rnasa ca popmynupanu uenute u 3agaunte Ha J{T. Muenueto
MU €, Y€ aBTOPHT OIEHsBA aJ€KBATHO HMBOTO Ha Pa3BUTHE, MPOOJIEMHHUTE 3aJla4d B Ta3H
o0macT.

4. CproTBeTCTBHE HA M30paHaTa MeTOAMKA HA H3CJeBaHe ¢ MOCTABEeHHUTE e H
3agaum Ha [IT.

HampaBen e aHanu3 Ha pa3jiMYHUTE BUJIOBE aTakd, pa3pabOTEHU ca MaTeMaTHUeCKH
MOJIETIM 32 aHAJIM3 Ha CUTYpPHOCTTa Ha Mpexkute. Ha ta3u 6a3a ce HanpaBeHU cCUMYyJIallMM Ha
NPOIIECUTE B KOMITIOTBPHUTE MPEXHU B cpepata Ha Matlab Simulink, Hanpasen e ananus Ha
aTaKuTe BBPXY TAX. B Tazu Bpb3ka u3OpaHara METOJMKA Ha U3CJEABaHE, MPOBEICHUTE
AHATUTUYHU M €KCIEPUMEHTAIHN M3CICABAHUS U MOJIYYEHUTE pe3yJITaTh JaBaT aIeKBaTeH
oTroBop Ha ¢popmynupanute B [T nenu u 3agaum.

5. Kparka aHalIMTHM4YHA XAapaKTepUCTHKAa Ha eCTeCTBOTO M OlleHKa Ha
JOCTOBEPHOCTTAa HAa MaTepuaja, BbPXY KOWTO ce TpagsaT TMPHHOCUTE Ha
AUCEPTALUOHHUS TPYI

JocTtoBepHocTtra Ha mnpexncraBeHus Mmarepuan B [T e cBbp3aHa ¢ HauWHA Ha
NPOBEXKJaHE Ha ISUIOCTHOTO M3CJEBaHEe Ha MpobiemMa U TMpeAcTaBsiHE HAa OCHOBHHUTE
pe3ynratu. ICTUHHOCTTa U JIOCTOBEPHOCTTA Ha pa3paboTkaTa ce MOTBbPK/IaBa U OT (akTa,
Yye rojsiMa 4acT OT MPEeAJIOKEHUTE OT aBTOpa METOJIM W M3CIEIBAHUS ca anpoOHpaHu B
peanHu 00EeKTH U ca JJOKa3alu CBOSTa (PYHKIIMOHAIIHOCT.

6. HayyHu w/uiu Hay4YHO-nmpuWio:kHU npuHocu Ha JIT. Xapakrep u 3HAYHMOCT
Ha IPUHOCHTe.

B AT ca ¢dopmynupanu 7 HaydyHO-NPUJIOKHU TpuHOca. IloTBBpkIaBam
NPETEHIUPAHUTE OT JOKTOPAHTa IPUHOCH.

OcHOBHHTE NPHUHOCH Ha TpeAcTaBeHaTa IUIOCTHA paszpaborka B /[T morar na ce
00001IAT B CJEAHOTO: Cbh3/JaBaHE HA HOBM KiIacH(UKaUu, METOOU Ha H3CJe/IBaHe,
M0Jy4aBaHE Ha MOTBbPIUTEIHU (DAKTH.

CmsiTam, de mpesicTaBeHaTa HayqHO-TIPHIIOKHA pa3paboTKa U MOJYyYEHUTE pe3yJITaTH
ca JIMYHO JeJI0 Ha aucepTaHTa. He € OTKpUTO IuiaruaTcTBO M IMOJI3BaHE HA MAaTEpUAIM OT
JIPYTH aBTOPH.

7. OueHKa 32 CTENEHTA HA JINYHOTO YYACTHEe HA JUCEPTAHTA B IPUHOCHUTE.

OneHsiBaM cCTemeHTa Ha JIMYHO ydYacTHE Ha JUCEpTaHTa B Taka (HOPMYJTUPAHUTE
NpUHOCU KaTo BUcoKa. [lyOnukarnuure, aBTOPCKUAT UM ChCTaB M (popyMuTe, Ha KOUTO ca
W3HECEHHU, TOKa3BaT, Y€ IOCOYEHUTE MPUHOCH Ca JMYHO JIeJ0 Ha JOKTOpaHTa WU C
pemaBamoTo My ydactue. He e mpenacraBeHa crpaBKa OT JIOKTOpAaHTa 3a LUUTHUPAaHUS Ha
HEroBU MMyOJIUKaLIUU.

8. Ilpenenka Ha nyoaunkanuute no JT.

[To mponenypara 3a npunobuBane Ha OHC ,,JIoKTOp* MOKTOPAaHTHT € MPEACTaBUI
oOuro 4 nmyb6nukanuu. Beuukure ca cTatuM W AOKJIAAU B HAy4YHHM CIHCAaHUSA U COOPHHMIIH,
kato 1Be OT Tiax ca pepepupanu B Web of Science. [IBe or mnyOmukamuwre ca



CaMOCTOSITEIHU, OCTAaHAIMNTE ca B ChaBTOPCTBO. B mocodeHuTe myOMKalUMu AOKTOpaHTa €
OTpa3uJl Hall-ChUIECTBEHUTE U ChIBbPXKATEIHU YaCTH OT AUCEpPTAIMOHHATA paboTa.

9. Ipuiaoxumoct Ha pe3yarature oT AT

HanpaBeHuTe aHamUTUYHM M EKCHEPUMEHTAIHU M3CJIEABAHMS M  IOJIYYEHUTE
pe3ysTaTd  NOKa3BaT, 4Ye€ MPEJJIOKEHUTE OpPUTMHAIHU TEOPETUYHH MOAXOAU H
pa3paboTEeHUTE METOJIUKH JaBaT BBb3MOXKHOCT 3a U3CJE/ABaHE U pelllaBaHe Ha KOHKPETHU
npoOJIEMHHM 33Jaud B KOMIIIOTBPHUTE MpPEXH W MOBHUIIABAHE HAa TSIXHATA CUTYPHOCT.
CreneHTa Ha MPUIOKUMOCT Ha MOJIYYEHUTE PE3YNITATU € BUCOKA.

10. IIpenenka 3a kayecTBaTa Ha aBTopedepara u 6udaorpadusita

ABTOpedepaThT MBJIHO U SICHO OTPa3siBa OCHOBHUTE MOMEHTH OT ChIBbP>KaHUETO Ha
JUCEPTALMOHHUS TPYJI, KOETO MO3BOJIABA J]a CE€ MPELECHAT aKTyalTHOCTTa Ha pa3rIekKIaHUTE
npo0JIeMH, HAUMHUTE 32 TAXHOTO PEIlIaBaHE U MOJIy4YEeHUTE pe3yaTaTu. bubnuorpadusra Ha
JUCEPTAlMOHHUSL TPYJ € ChbBPEMEHHA M OTpa3sBa a/J€KBATHO aKTyaJlHOTO ChCTOSIHUE HaA
pasriexxaaHaTa Hay4yHa nmpobiemaruka. MHEHHETO MU 3a JIMTepaTypHaTa OCBEIOMEHOCT Ha
JIOKTOPAHTA € MOJIOKHUTEIHO.

11. MHeHusi, NIpenopbKYU U 3a0e/1esKKHU M0 JUCEPTAIUOHHUS TPY/

3a0enexKu:

v’ ABTOPBT € HPOSABII HEOPEKHOCT 1O OTHOIIECHHE OPOPMSIHETO | mojapesxkaane Ha [T,

B Texcra mMa MHOro npaBONMCHM TpEIIKH, CIMBAaHE Ha IyMU U Jp.; MHOro or

dburypure ca c JIOII0 Ka4eCTBO U HE CE BIK/AT;

v Bropa riaBa e o3arinasena ,,0030p“, HO CIIOpE MEH JIUTEPATYPHUs 0030p oOXBalla

II'bPBa, BTOPA U 4acT OT Tpera riiasa Ha T,

[IpenopbkuTe MU KbM KaHJIUATa Ca:

% J1a TPOABDKM HAy4YHO-M3CIENOBaATENICKaTa CH paboTa B Ta3W IEPCICKTHBHA
00J1aCT Ha TEXHUKATA;

CwmsaraMm, 4ye paszpaboTkaTa € akTyajdHa, CB3JaJCHUTE METOJUKH U TMOJyYEHHUTE
pe3yaTaTy, Cropesl MeH, I1ie UMaT HIMPOKO MPUIOKEHHE B 001acTTa HAa OE3KUUYHUTE MPEKHU
U peKUMUTE UM Ha padora.

3akiilouenune

CwMmsiTam, ye OUCEepTAlMOHHUS TPyA KaTo 00eM M 3HAYMMOCT Ha H3CIJIe/IBaHUSATA
IPEe/CTaBIIsABA €/1HA 3abJI00UEHa U3CIIe0BaTeICKa pa3paboTKa U OTroBapsl HA KPUTEPUUTE
U U3MCKBaHUATa, (OpPMyJIMpaHW B 3aKOHA 3a pPa3BUTUE HA aKaJEMHYHUS CBbCTaB B
Peny6nuka bbiarapus mo oTHOIIeHHE HA 00€M, CTPYKTYpa U ChIbpKATEIHA YacT.

JoxktopanrsT mar. unk. Wnuan BuaagumupoB MBaHOB ¢ mpencraBeHUsT OT HErO
JUCEPTALMOHEH TPY/ Ha Tema: ,,AHaJu3 U CUMYJIALIMOHHO M3cje/iBaHe Ha 0COOEHOCTUTE Ha
JIOKaJIHU MPEeXU ™ MOKpuBa HambJIHO n3uckBaHuATa Ha 3PACPDB u IIpaBunnuka 3a Heroporo
npujaraHe 1 Moxke Aa ObJie T0MmycHAT /10 MyOJudHa 3aIIuTa.

IIpeqyiaram Ha yBakaemoro HayuHo xypu na mpuchau Ha wmar. uHxk. Wnusx
Brnamumupos MBanoB oOpasoBarennara u Hay4yHa creneH ,,JJIOKTOP* mo nmpodecronanno
HanpasieHue 5.3. KomyHHKallMOHHA M KOMITIOThpPHA TeXHHUKA U TexHosornu (KommioTbpHu
CUCTEMH, KOMIUIEKCH U MPEXKH )

20. 02. 2022 r. Uiien Ha HayuHO XKYPH: ..oovviiiiiiiiiiiiieeennn.

/mpod. a-p unx. ['eopru [1aBmos/



OPINION

by Prof. Dr. Eng. Georgi Mitkov Pavlov, VTU "Todor Kableshkov"
on a dissertation for the award of educational and scientific degree "DOCTOR"
in the field of higher education 5. "*Technical sciences", professional field 5.3.
Communication and computer equipment and technologies (Computer systems,
complexes and networks)

Author of the dissertation: mag. Eng. Iliyan Vladimirov Ivanov
Topic of the dissertation: "Analysis and simulation study of the features of local
networks"

1. Relevance of the dissertation in scientific and scientific-applied terms

The dissertation (DT) of the doctoral student is dedicated to current topics focused on
solving specific problems related to the study of the functioning and construction of wireless
networks and types of computer networks and analysis of parameters and processes in them.
Opportunities have been sought to increase the security and reliable operation of problem areas
in modern computer networks and to limit their vulnerability to various types of hacker
attacks, which have undergone a detailed analysis. The aim is to develop analytical and
simulation models of information systems on computer networks and on this basis to create
protection algorithms against possible variants of hacker attacks.

The analytical and experimental research, the results obtained, in my opinion, will find
wide application in the field of computer networks and security systems.

In this regard, | believe that the development has a high degree of relevance in scientific
and scientific-applied terms.

2. Analysis of the structure and content of DT.

The paper is developed in a volume of 177 pages, is structured in an introduction, three
chapters, a conclusion and 16 pages of appendices. At the beginning of the third chapter of the
dissertation (DT) the main goals and tasks of the DT are formulated, and at the end the claims
for contributions of the author. A detailed list of figures and graphics used in the text is
presented at the beginning of the DT. The presented material also includes a bibliographic
reference containing 337 literature sources in Cyrillic and Latin, as well as a reference for
reporting the results of the DT.

3. Degree of knowledge of the state of the problem and creative interpretation of
the literary material.

Mag. Eng. Ilian lvanov shows in-depth knowledge in the field of science and topics
discussed in the DT. The doctoral student in the first chapter, which is essentially part of the
literature review of the state of the problem discussed in the DT, discussed the specifics and
parameters of computer networks, paying more attention to Wi-Fi technology and protocols
used. Further in the second chapter, an overview is also made on the topic of DT. The IEEE
802.15.4 / - ZigBee Standard, its advantages and disadvantages in terms of hacker attacks are
analyzed, the characteristics of different types of hacker attacks are presented.



At the beginning of the third chapter the goals and tasks of DT are formulated. In my
opinion, the author adequately assesses the level of development, the problematic tasks in this
area.

4. Correspondence of the chosen research methodology with the set goals and
tasks of DT.

An analysis of the different types of attacks has been made, mathematical models have
been developed for the analysis of network security. Based on this, simulations of the
processes in the computer networks in the middle of Matlab were made Simulink , an analysis
of the attacks on them was made. In this regard, the chosen research methodology, the
conducted analytical and experimental research and the obtained results give an adequate
answer to the goals and objectives formulated in the DT.

5. Brief analytical characteristics of the nature and assessment of the reliability
of the material on which the contributions of the dissertation are built

The reliability of the presented material in the DT is related to the way of conducting
the overall research of the problem and presenting the main results. The truth and authenticity
of the development is confirmed by the fact that most of the methods and research proposed
by the author have been tested in real objects and have proven their functionality.

6. Scientific and / or scientific-applied contributions of DT. Nature and
significance of contributions.

7 scientific and applied contributions have been formulated in the DT. I confirm the
contributions claimed by the doctoral student.

The main contributions of the presented overall development in DT can be summarized
in the following: creation of new classifications, research methods, obtaining confirmatory
facts.

| believe that the presented scientific and applied development and the results obtained
are the personal work of the dissertation. No plagiarism or use of materials by other authors
was found.

7. Assessment of the degree of personal participation of the dissertation in the
contributions.

| rate the degree of personal participation of the dissertation in the contributions
formulated in this way as high. The publications, their author's composition and the forums to
which they are presented show that the indicated contributions are the personal work of the
doctoral student or with his decisive participation. There is no reference from the doctoral
student for citations of his publications.

8. Evaluation of the publications on DT.

Under the procedure for acquiring ONS "Doctor" the doctoral student has presented a
total of 4 publications. All are articles and reports in scientific journals and collections, two of
which are referenced on the Web of Science . Two of the publications are independent, the
others are co-authored. In the mentioned publications the doctoral student has reflected the
most essential and substantial parts of the dissertation.

9. Applicability of DT results

The performed analytical and experimental researches and the obtained results show
that the proposed original theoretical approaches and the developed methodologies give an
opportunity for research and solution of specific problem tasks in the computer networks and
increase of their security. The degree of applicability of the obtained results is high.

10. Assessment of the qualities of the abstract and bibliography



The abstract fully and clearly reflects the main points of the content of the dissertation,
which allows to assess the relevance of the problems, ways to solve them and the results
obtained. The bibliography of the dissertation is modern and adequately reflects the current
state of the scientific issues. My opinion about the doctoral student's literary awareness is
positive.

11. Opinions, recommendations and remarks on the dissertation

Notes:

v The author has shown negligence regarding the design and arrangement of DT. There
are many spelling mistakes in the text, word merging, etc .; Many of the figures are of
poor quality and invisible;

v The second chapter is entitled "Review", but in my opinion the literature review covers
the first, second and part of the third chapter of DT,

My recommendations to the candidate are:

% to continue his research work in this promising field of technology;

| believe that the development is up-to-date, the developed methodologies and the
obtained results, in my opinion, will have wide application in the field of wireless networks
and their modes of operation.

Conclusion

| believe that the dissertation as a volume and significance of research is an in-depth
research and meets the criteria and requirements set out in the Law on the Development of
Academic Staff in the Republic of Bulgaria in terms of volume, structure and content.

The doctoral student mag. Eng. llian Vladimirov lvanov with his dissertation on
"Analysis and simulation of the peculiarities of local networks" fully meets the requirements
of ZRASRB and the Regulations for its implementation and can be admitted to public defense.

| propose to the esteemed Scientific Jury to award Mag. Eng. Ilian Vladimirov lvanov
educational and scientific degree "DOCTOR" in professional field 5.3. Communication and
computer equipment and technologies (Computer systems, complexes and networks)

February 20, 2022 Member of the Scientific Jury: ............cooooiiiiiiann.

[ prof. Dr. Eng. Georgi Pavlov /



