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Hckam na n3kaxa cBOsiTa OrpoMHa 0J1aroJapHOCT Ha 00U. 0-P UHIIC.

Anexcei CmeghanoB, KONTO MU IOAAJIC PbKA B U3KIOYUTEIIHO

TPYAEH 3a HETO MOMEHT. CriiaTa Ha BOJIATA, €PYAULUASITA, UHTEIECKTHT
U CTPEMEXBT KbM JI00POTO, KOUTO TOM MpUTEKABAIIIE, CHEPTUATA,
KOSITO BJIAraille B HayKaTa U aHTaKUPAHETO Ha MOTEHIMAJIA HA
MJIJIUTE X0pa, MU MOJIEHCTBaxa BIbXHOBSBAINO. 3a MEH I11¢ ObJie
BUHATU OH3U CBETHJI IIPUMEP, KOWTO Ja CIEABAM I10 IbTs Ch. Mou
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J1a MOJKEII ¥ J]a CE€ pa3BUBall 110 €IMH CIIOJEJIEH HAYUH — HE CaMo 3a
ceOe cu, a J1a JaBalll Ha MJIaJIUTE OT CBOSITA EHEPIUsl TOUHO TOJIKOBA,
4e J1a 3aMajivil B TSX IUIAMbKa HA HICTUHCKOTO BJIEYEHUE KbM HayKara,

KOMWTO OcTaBa 3a 151 )KUBOT.

bux wckan ma m3pass CBOSITA MPU3HATEIHOCT U KbM 00U. O. H.
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YBoa

be3xnyHnTe KOMIIOTHPHU MPEXKH Ca PE3YIATAT OT €CTECTBEHATA EBOJTIOIIHS
Ha pa3BUTHEC Ha KOMITIOTBPHUTE CHCTEMH IO OTHOIICHWE Ha I'bBKABOCTTAa B
M3II0JI3BAaHETO HA M3YHMCIUTEIHUTE PECYpPCH M CBOOOJaTa Ha Pa3MoJIoKeHHE Ha
NOTpEeOUTENNTE B MPOCTPAHCTBOTO M BpemeTo. Hacrosmmre TeXHOIOTUYHH
peIIeHNs, M3MOJI3BaHN 3a OC3KUUHO TpeJaBaHe Ha JaHHU, B 3aBUCHUMOCT OT
reorpa)cKoTo pa3noioXKeHue Ha MOTPeOUTENs] U PAa3CTOSHUETO, Ha KOETO Ce
npenaBat JaHHUTE.
besxununute nokamau Mpexu (Wireless ) LAN- WLAN ca eauH ot
J710BeTe Ha OE3KMYHUTE KOMITFOTHPHH MPEXH, HaAMUpPAIIA TPUIOKEHUE 32
peaiM3anuiaTa Ha KOMIIIOTBPHU KOMYHHMKAIIMM W MPEKOBU TPHIOKCHHUS B
JoKajmHa 00jacT oT THma ,,in-root, in-building or campusarea". TsaxHOTO
npeAHa3zHayeHue € noAooHo Ha kabenHo Oasupanute LAN - na mpeHacsaT kaapu
C JlaHHU MEXKIy MOOWIHM WM (PUKCHUpaHW CTAHIWW, NPUHALISKAIA Ha
MpeKaTa, KaTo Ce€ MPEAOCTABAT U CICAHUTE JOIMBTHUTCITHN (PYHKIINH :
e PasmupsiBaHe Ha TPATUIIMOHHUTE JIOKAIHU MPEXH 32 MOOWIHU
YCTPOMCTBA.
e MoOuIeH JOCTHI 10 KOPIIOPATUBHU MPEKH.
o JlokamHu Mpexu ¢ paBHOCTOEH nocThi oT Trma Ad Hoc.
e MocroBe 3a otaaiedeH gocthil oT Tuna Inter-LAN Bridge.

e llHTerpupane Ha KOMITIOTPY U KOMYHUKAlIMOHHU YCTPOMCTBA.



[Tpu pazrinexngaHe Ha MPOOJIEMHUTE W IMAPAMETPUTE BOJCIINA KPUTECPUU Ca
OCHUTYpSIBAHETO HAa MAaKCHMAaJTHA CKOPOCT Ha MpeaBaHe Ha TAHHUTE U ONIPEICIITHE
Ha BEposSITHOCTTa 3a mosiaTta Ha rpeniku (BER - bit error rate ). IlpaktudeckoTo
MpeIaBaHe Ha JaHHUTE 00ade ce M3BBPIIBA OT MPOTOKOJUTE, peaTu3UpaIiu
nocThia 10 choduuTentarta cpeaa (MAC - media access control)

[lenta Ha HacTosAmaTa pa3pabOTKa € Ja ce HampaBu 0030p Ha Hai-
Pa3MpPOCTPAHCHUTE METOIM 3a IOCTHI 10 chobmuTenHaTa cpena npu WLAN u
cpoTBeTcTBammTe UM MAC TpOTOKONIM, HAauyWHA Ha (YHKIMOHHpAHE W
M3TpaXKIaHe Ha OCIKUIYHUTE MPEKHA U BHUIAOBETCKOMITIOTBPHU Mpexn.B
MOCJICTHATE TOJMHU O Pa3BUTHUETO HA TEXHOJIOTHHUTE CE YBEIWUUHU HYXKIaTa OT
pa3nyHK BUI0BE KOMyHUKaluu [1-6]. Exun oT Hail-mTuHAMUYHOPa3BUBAILIUTE CE
METOAM Ha KOMYHHKAIUSA € Oe3KWIHUAT. Haif-roisMoTonpenuMcTBO Ha
0C3KUYHUTE KOMYHHUKAIIMM € MOOWMIIHOCTTa HayCTpOMCTBaTa, KOATO T€
W3TOI3BaT. B mMociaenHuTe roAMHN Ce TTOSIBUXaMHOYKECTBO OC3KMYHHA CTaHIAPTH
KaTo Hal-TomyJsIpHUTE , OT KouTo ca -Bluetooth , IEEE 802.15.4/ ZigBee, WiFi
(802.11%*), Wi-Fi Direct. Te3u cTanaapTH canpeaHa3HadeHU 3a 0€3)KUYHA BPH3Ka,
HY’)KJaella ce OT CPeJHO BHCOKA MBUCOKA CKOPOCT Ha IMpeJaaBaHe Ha JaHHU [5-
12]. 3a ochIliecTBABAHETO HA HACTOIIATa paboTa ca MPeCTaBEeHUIIPOTOKOJINTE Ha
nocThil Tipu OezkuunuTe JokamHu mpexu (WirelessLAN-Wlan) u ocHoBHUTE
OC3KMYHM CTAHIAPTH, a CHII0 Taka M Hall -pa3lpoCTPAaHCHUTE THIIOBE
MUKpOKOHTpoJepu. Coio Taka e pasrienan u 802.15.4/ZigBee crannapra, kaTo

€ HaIpaBeHO CPABHEHHEC OCTAaHAIUTE O0€3)KMYHU CTaHJAPTH.



I'1aBa nbpBa

BI/II[OBe H XaPAKTCPUCTUKA HA KOMIIIOTBPHHUTE MPEKU

Obwu ceeoenusn

MperxkaTa mpencTaBisiBa JBa WM MOBEUYE KOMITIOTHPA, CBHP3aHU €AHH C
JIpyT ¢ MOMOIITa HA HEOOXOIUMHUS 3a IIeJITa XapAyep U IMPOrpaMHH CPENICTBa,
MO3BOJIABAIIM MM Ja OOMEHAT HHQpOpMAIUS MOMEXIY CH M MEXAY IpYTH
ycTpoucTBa. XapayepHaTa Bpb3Ka MEXKIY OTACIHUTE KOMIIFOTPU M Apyrara,
ydacTBailla B Mpexara nepudepus Moxke aa Oblie u3rpajeHa ¢ MmoMoIra Ha
Kabenu (KoakCHaHHW, YCyKaHa JIBOWKA, ONTHUYHU), WM C MOMOIITA Ha HSIKOA
oezxuyna TexHonorus (IRDA, Bluetooth). 3a ocurypsiBaneTro Ha MpekoBara
Bpb3Kka ce 'TpmxkaT MHOxecTBO MpexkoBu mporokonn (TCP/IP, NetBEUI,
AppleTalk, PPTP, DHCP)[12]. Haii-o6mo ka3aHo, uma nBa tuna mpexa-LAN
(Local Area Network-nokamHa mpeka) 1 WAN (Wide Area Network-mpexa
BbpXy mmpoka oOnact). LAN e Mpexa MexAy MHOXKECTBO KOMIIOTPH H
nepudepusi, Gpu3NUECKU Pa3MoJIOKEHU B €IHA JOCTAThbUHO MaJIka KaTo pa3Mep
o0JracT-HampuMep, B paMKHUTE Ha €JHA W HAKOJIKO ChCeIHU crpaau [28].

WAN e Mpexa, KOSITO MOXKE J1a CE€ MPOCTUPa Ha OTPOMHO Pa3CTOSAHUE, KAaTO
rJIaBHATA 1 11eJ1 € J1a cBbp3Ba chulecTByBamnTe LAN B eqHa mpeska. Ha cBoii pen,
eqna WAN moxke na 0b11e cBbp3aHa KM Apyra WAN, oOpa3yBailku 1o-BHCIIIE
HUBO B MpE)XOBaTa iepapxusl.

Haii-ynaunusart npumep 3a WAN e MuTepuer. CkopocTTa Ha IpeaaBaHeTo
Ha JAaHHU MEXIY JIBE MPEKOBH yCTPOMCTBA € IWH OTHa-Ba)KHUTE MOKa3aTely,
XapaKTepU3upalllyd MpekaTa U ce u3MepBa B Opoil OuToBe, MpeAa eHu 3a eaHa
cekyna [18-29]. B cuHXpOH ¢ HapacTBaIUTe CKOPOCTH Ha MpeIaBaHe Ha JaHHU

cernosiBuxa cbkpaiieHus ot tuna Ha Kbps, Mbps, Gbps, o3HauaBamm XuisiiHu,
7



MUJIHMOHHU U MUJIMApAHU OUTOBE 3a cekyHaa.llo oTHOLIeHHsT KOHCTPYKIUsATa Ha
LAN MoxeTe J1a CpelHeTe MHOKECTBO TEPMUHHU, KATO OCHOBHHUTE OT TSX Ca:
® THUII MPEXKA - MPEXKA C PABHOIIPABEH JOCTHII U TUII KIMEHT - CHPBBP
® TOIIOJIOTHWSA - IIMHA, KProBa U 3BE3/1a

e apxutekTypa - Ethernet, TokenRing

Tunoge mpeosrcu

B cbBpeMeHHHS CBAT Ha KOMHOIOTHPHUTE TEXHOJOTHMU € HeoO0Xoauma
Bpb3KaTa MEXIYy KOMMIOThPAa M BBHIIHU YCTPONCTBA, a CBHIIO Taka C JAPYTH
KOMITIOTPH ¥ KOMIIOTHPHU Mpexu. ChIIEeCTBYBaT HSAKOJKO BUAA BPB3KU. Te
MoraT Ja ObJaT >KUYHU U O0e3kKUYHU. Bcekn nepcoHalleH KOMIIIOTHD €
OOMKHOBEHO CHa0JEH C JiBa CEpUMHU W €AUH mapajueneH nopr. CepuilHUTE U
napajelHuTe HHTeppeicu paboTAT mopa3iuueH HauuH.Bpb3kara wmexny
€JIEKTPOHHUTE YCTPOMCTBA MOXKeE J1a C€ OCBIIECTBHU 110 JiBa HAUYMHA. Bb3MOXKHO €
M3MO0JI3BaHETO HA Ka0eIu KaTo MPEeHOCBAIlA Cpela UiIu 0€3)KMYHHU TEXHOJIOTHH.

XKuynure wuHTepdelicn ce H3MOA3BAT NPEIUMHO IMPU HACTOJHUTE
koMmmioTpu. Ho ¢ HaBiam3aHeTO Bce MOBeyYe Ha TMOPTATUBHHUTE KOMITIOTPU U
YMHHUTE MOOUITHH TeIeQOHHU Ce Halara pa3BUTUETO HA OE3KUYHUTE CTAHIIAPTH 32
npegaBane Ha gaHau [18, 28-42].

Knacudwukanus cnopes HadyMHa Ha TIpeaBaHe !

Cepuiinu

CepuiiHuTe TOPTOBE U3IpaIlaT €auH OUT MO MPEHOCHAaTa cpeaa. Bropekwu,
4ye € HYXXHO [MpallaHeTo Ha OMT Mo OMT MO MpeHocHaTa cpeaa, OposT Ha
MPOBOAHUIIUTE € 3HAUUTEITHO IO - MATBK .

Mma nBa OCHOBHM BHAAa CEPUHHH KOMYHHUKAIlMM - CHHXPOHHH U
acuHxpoHHH [28, 35, 78].

Cunxponnutre  uHTep(deiicu  oOMeHaT  wHPOpMANMS  OTHOCHO

CHHXPOHM3AIMATA MIPEIU 3all0UYBaHETO Ha TpaHCcdepa, HO CHIO TaKa U 1O BpeMe
8



HAa HEro OOMEHAT CHUHXpoHHW3upamy curHamu [28, 31-38]. CunxpoHHHTE
TpaHc(epyu MO3BOJISBAT MO-BUCOKA CKOPOCT HA OOMEH OT aCHHXPOHHHTE.

ACHHXpOHHa KOMYHHKAIlWisl O3HayaBa TakaBa, INpU KOSITO HiIMa
cuaxpoHu3anus [45- 62]. He ce m3npamar “nipazau’ ouroBe. CEpUHUAT MOPT
Ha TICPCOHATHUTE KOMITFOTPY € aCHHXPOHEH. BBIIpeKu ue HAMa CHHXPOHH3AIHS,
HAYaJ0TO W Kpas Ha BCEKH MpeaajacH OalT TpsaoBa ga Obae o6o3HaueH. Toa ce
M3BBPIIBA IOCPECTBOM CTAPTOBU U CTOMHUPAIU OUTOBE.

[Tapanemnu

[TapanennuTe mOpTOBE M3MpaLIAT U MprueMaT HHGOopMaIus KaTo mpeaaBaT
8 OuTa NaHHM €THOBPEMEHHO MO Kalden ChCTOALl c€ OT § MpoBOAHUKA. To3u
HauMH IN03BOJIIBA MHOTO Obp3a KOMYHHUKallUs, HO U3IOJI3BaHUS Kaben e
HEey100€eH, 3a110TO € 10 - 1e6el U ChCTaBeH OT MHOTO MpoBoAHUIM. [lapanennure
HOPTOBE C€ U3IOJI3BAT Hali-BeUe 3a BPb3Ka Ha KOMITIOTHPA C MIPUHTEP.

Knacudukanus cnopes npaBaTta Ha CBbP3aHUTE KOMITIOTPH

CrpuiecTByBat 7BAa OCHOBHHU THNa  JIOKAJIHU MPEXH,
pa3nMyaBaly ce 1Mo TOBa, KAKBH MpaBa UMAT CBHP3aHUTE B MpeKaTa KOMITIOTPH
¥ 10 KOI HA4MH T'W TToJTydaBat. B Mpeska ¢ paBHOTPaBEH JOCTHIT BCEKH KOMITIOTHP
MMa PaBHU C JPYTUTe MpaBa, IOKaTO B €HA MpEeXa THI KIUEHT-ChPBBP THKMO
ChpPBBpa OIpeJeNs MpaBara 3a JOCTBII 0 JPYTUTE YYaCTHUIM B MpeKara Ipu
nojiaJieHa 3asiBKa OT BCEKH €IWH KOMIIOTHP-KIUEHT. MexXay Apyroro, eaHa
JIOKaJTHa Mpeka MoXe Ja Ob/ie KoMOMHaIMs OT aBara Tuma [25, 78-91].

Mpexa ¢ paBHONIPABEH IOCTHII.

Kakro cnensa OT HAUMEHOBAHMETO HA TO3U THUM  MPEXKH,BCHUKH
YYACTHHIIU B Hesl ca paBHOIIOCTaBEHH, U BEIMH  MOMEHTEIUH
KOMIIOTBPD MOXE Ja JeWCTBa Karo CBhPBBP, a B JIPYr-KaTo KJIMEHT.
JoCTBIBTI000IINTE MPEXKOBH PECYpCH  HE CEaJMUHUCTpUpa OT OTAeNeH
CBHPBBpP, KaKTO € TMPH MPEXKHUTE THI KIUEHT-CHPBBP. T03M THUN MpEXH ce

U3M0J3Ba, KOraTo OpoAT KOMIIOTPH € CPaBHUTEIHO MajbK U HSIMA HYXKJa OT

9



[IEHTPAIM3UPAHO CBhXpaHsIBaHE Ha (ailioBe W MPEKOBH MPUIOKCHUS.
[TognpwmxkkaTa Ha TO3W THUI MpEXKa € BrpajcHa BBB BCHYKH BEPCHH Ha
orepaiMoHHUTe cucTeMu Ha Microsoft: 95,98, Me, 2000, XP,Vista, 7, 8, 8.1, 10
BountentHo u B Home edition [5, 8, 15, 69, 128, 159]. Kem apyrure
IpeIMMCTBA HAa TO3W THII MPEXKH MOXKEM Ja OTHECeM HHUCKaTa IleHa Ha
U3rpakJiaHe, JECHOTO aIMHUHUCTPUPAHE HA BCEKH OTICICH KOMITIOTHD (BB3en),
JUTICBAIATa HEOOXOIUMOCT OT MPEXKOB CHUCTEMEH aJMHUHHUCTPATOpP, KOUTO OH
TPAOBAJIO Ja CEe TPYKH 3a KOH(PUTYPUPAHETO U aJIMUHUCTPUPAHETO.

Mpexa TUIl KIIMEHT-ChPBbBP

B To3u THO Mpexu mNpeaHa3HAUYCHWETO Ha OTACITHUTE MAIIUHHA €
(dbUKCHpaHO OT CaMOTO HAYaJl0 MOXKE Jla UMa €IuH (WM HSIKOJIKO) CBhPBBP(a),
yOpaBisiBami(¥) A0CThIIA 10 PECYPCH U YCIYTH Ha CBBP3aHUTE KbM HEro pabOTHU
craHuuu.Ha chpBBpa Morar meHTpalM3UpaHO Ja ce ChbXpaHsBaT ¢aijoBe U
MIPUIIOKEHUS, JOCTHITHHU 32 U3TOI3BaHE OT BCEKH KOMITIOTHP, KOETO MPE/IIToIIara,
9e aKko ChPBBpPA € BKIIOYCH, BCEKH OT KOMITIOTPUTE-KIMEHTH MOXKE J1a MOIYIH
J0CThII 10 (haliyioBeTE BHB BCEKM €IMH MOMEHT. B Mpexute ¢ paBHOMpaBeH
noctei [126-158], npu monoskenue, ye ¢aitoBere ca crnoneneHu (sharing) Ha
HSIKOW OT KOMITFOTPHUTE, MMa U3MCKBAHE TOW Jla HE Ce€ CIUpa, 3a Jia OCUTYpPsBa
JI0CThIIa 10 ornpezaenenara nHpopmaius. HUBOTo Ha CUTYpHOCT B €JHa MalllliHA
OT TO3W THI MOXE J1a ObJile OTHOCUTEIIHO JIECHO TMOBWIICHO OJjlarogapeHue Ha
[EHTPAIM3UPAHOTOYIIPABIICHUE, OOWKHOBEHO U3BBPIIBAHO OT MPEKOBUS
aIMUHUCTPATOP, KOMUTO, OCBEH TOBA, MOXKE JIa C€ TPWKU U 3a IEHTPATU3UPAHO
apXWBHpaHE HA JaHHUTE, MHCTAIMPAHETO Ha TPHUIIOKCHHS, aIMUHICTPUPAHETO
Ha noTpedurenute u T.H [12, 158, 225, 321]. Mpexute OT TO3M THIT OCBEH, Y€ ca
0-0OBP3U OT MPEXKHUTE C PaBHOMNPABEH JOCTBHII, MO3BOJSBAT BKIIFOYBAHETO HA
MOBEUEYCTPOICTBA (HE camMO KOMMIOTPU, HO M MPEXKOBH MPUHTEPU U [Ip.),
JTOCTBITBT JOKOHUTO € MO-0BP3, OTKOJIKOTO IMPU MPEKUTE C PAaBHOIPABEH JOCTHII.

Ot apyra crpaHa, 000pyABaHETO 3au3rpaxaaHe Ha TO3UM THUIl MPEKHU
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€ B ITBTH 110 - CKBIIO, 3a M3TPAXKIAHETO M AOMHHUCTPUPAHETO UM €
HEO0OXOMM MPEKOB aIMUHHACTPATOP, KOWTO, OCBEH BCUYKO JAPYTO, TPsIOBa Aa ce
3aHMMaBa U C BBIIPOCUTE Ha CUTYPHOCTTa, 0COOEHO aKO MpekaTa € CBbp3aHa KbM
HNuTepHeT wim KbM Ipyra Mpexa.

KoMOuHnupan Tun mpexu

KakTo curypHo ce nocemiare, TO34 TUI MPEXHU € KOMOUMHAIIMS OT TOPHUTE
JIBa TUIIA-MPEKa C PABHOIIPABEH JOCTBIT U MPEKA KIUEHT- ChbpBBP. MHOTO 4ecTo
nopajau crnenrdukara Ha 3a/layuTe, KOUTO CE€ U3MBIHSABAT B PAMKHUTE Ha €/IHA

OpraHM3aIl¥s, TO3W THIT MPEXKH € 3a ipearnountane [12, 56, 89, 90 -94]

OBIIU MPEXXOBH
PECYPCH

JOKA.THI
PECYPCH

| 2
SERVER

®ueypa 1 KombuHupaH mun mpexca
Kakto ce Bmxaa ot cxemara, eaHa 000co0eHa 4YacT OT MpPEKOBUTE
yCTpOMCTBa, 00pa3yBailld paboTHaA Tpyma, oOpa3yBaT Mpeka C paBHOIPABEH
JIOCTBII, B KOSTO PECYPCUTE CE€ CIIOACISIT MEXIY TSIX, 0€3 J1a Ce aHTaXKHUpa ChbpBHPa
[12, 54, 58, 95-112]. ChIieBpeMEHHO, CHIIUTE KOMITFOTPH Ca CBBP3aHU U KbM

CBPBBpP, KOMTO € 4YacT OT MpEeka TUN KIUEHT-ChPBBP. Taka, OT e€Ha cTpaHa

11




CbPBBPBT KOHTPOJIMpPA IBPBOCTEIIEHHUTE PECYpPCH, HEOOXOIMMHU Ha LsjIaTa
MpeXka, a OT Jpyra, HE OTHENsA PECypCH 3a YIPABICHUETO HA YCTPONMCTBA,

HCO6XOI[I/IMI/I 3a pa60TaTa CaMO Ha KOMITIIOTPUTC OT pa60THaTa Irpyiia, CBbp3aHH B

MpeXka ¢ PABHOIIOCTABEH JOCTBII..

Mopaen OSI

Tosn mopen, OSI (Open System Interconnect), paspaboTteH oT
MeXAYyHapoaHaTa opraHM3auma 3a ctaHgaptmsauma ISO onmcea CTpyKTypaTa Ha
eAHa naeanHa mpexxoBa Bpb3Ka [45, 58, 69, 226], n3non3Baiikm NOHATUETO HUBA
Ha B3aMMOAENCTBUE HA MPEXOBUTE KOMMOHEHTU. MogenbT OSI cbabprka ceaem

HMUBA Ha B38MMOA€VICTBM€, KOUTO Ca OTHOCUTE/IHO aBTOHOMHU U MOraT Aa ce

pa3rpa Hu4yasaT?.

H O3HAUYEHUE
1BO
1 dusnyecko
Media access
2 control
®ueypa 2 Husa Ha Kamamko eb3delicmsue Ha
mpexcosume Iocal ||nk COﬂtI’O| KOMIOHeHMu
1. dU3NYECKO

3 MpexoBo

HHUBO - OTTOBaps 1 3a NPHUEMAHECTO
4 TpancnopTHo

U TPENABAHETO Ha OuWHapHUTE
5 Cecuiino

JTaHHHU. ToBa HUBO OIPEIEIIs
6 [pencraButenHO
7 IIpunoxuo

CICKTPUYCCKHUTC, MCXAHUUYCCKUTC W MPOLUCAYPHUTE XAaPAKTCPUCTUKN Ha KaHajla

1 https://www.it.souprovadia.info/node/29
2 http://pencho.my.contact.bg/start/comp/lan/lan.htm
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MEXIy KpalHHTe cuctemu. TouHo crenudukammure [128, 128, 229] Ha
(U3UUECKOTO HHBO ONPENCTAT HHUBAaTA HA HAMPEXKEHUATa, CKOPOCTTa Ha
npenaBaHe Ha Qu3nyeckara nHdopmaius, GUKCHpa U3UCKBAHUITA 3a CpejlaTa 3a
npeaaBaHe Ha MHGOPMAIHS | T.H.

2. KanajiHO HUBO - ocurypsiBa TPaHCHOPTUPAHETO HA JIAHHUTE IOJ
(GU3MUEeCKOTO HHUBO, MOACUTYpsiIBAalKH ¢u3MueckaTa ajpecanusmMpeKkoBaTa
TOMOJOTUS, HWHPOPMHUPAHE 3a HEU3NPABHOCTH, AJIMUHUCTPUPAHETO Ha
UH(OPMAITMOHHUST MOTOK.

3. MpexoBO HMBO-OTTOBaps 3a M300p HA MaplIpyTa MEXIy IBETE
KpailHu yCTpOMCTBA, IOPH TE Ja CE€ HaMUpPaT B Pa3JIMuHU reorpadcku pailoHu, 3a
pasnuka oT (PU3NYECKOTO HUBO, KOETO CIEIU CaMO OJIM3KOCTOSIIIUTE MPEKOBU
BPB3KU.

4, TpancnopTHO HHMBO - HaW-BUCOKO B Mepapxusra Ha HUBATa,
OTTOBAPSIIHM 3a TpaHCIIOpTa Ha aHHU. OcUTypsiBa CJIEACHETO 32 ISIJIOCTHOCT Ha
M3OpallaHuTe WM  [OJy4YaBaHUTE  JAHHM, KOHTPOJMpa TMOTOKa W
MOCJIEI0OBAaTEIHOCTTA HA TMAKETUTE C JaHHW, OCUTYpsIBa MEXaHU3MUTE 3a
(GYHKIIMOHUPAHETO HAa BUPTYaJIHUTE KaHAJIM M CUCTEMHUTE 3a OTKpUBaHE U
OTCTpaHsABaHE Ha Hew3npaBHocTH [228, 229, 289, 291].

5. CecuilHO HMBO - HA OCHOBAaTa HA MHO>KECTBO MPEKOBH MPOTOKOJIH
YCTAHOBSIBA, YIMpaBisiBa W 3aTBapsi CEAHCHUTE 3a B3aUMOJCHCTBHE MEXKIY
PWIOKEHUATA, AIMUHUCTPUPANKU 3asIBKUTE HM.

6. [IpencraButenHO  HUBO -  OCUTypsiBa  'UMTAaeMOCT'  Ha
uH(popManuaTa, U3NpailaHa oT MPeICTaBUTETHOTO HUBO Ha €JHA CUCTEMa KbM
CBHIIOTO HMBO Ha Jpyra cucTema. 3a IeiTa TOBa HUBO MOXKE Ja TpaHCIupa
u3npailaHaTa uHpopMamus KbM HIKaKbB 00111 ¢opmaTt, pazdupaeM 3a Japyrara
cucrema [128 -139].

1. [Ipua0XHO HUBO - OCUTYPSIBA U3MIBIHEHUETO HA MOTPEOUTEIICKUTE

3a/layu, CIY>KEeWKHU 3a MHTepdeic MEeXIy KpalHHUSIT CUCTEMEH MOTpPeOUTeN U
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MpeKOBHUTE yciayrn. Ha ToBa HMBO Ce CHHXPOHHM3HMpAT ChbBMECTHO PaOOTEIINTE
NPUIOKCHHS, UACHTU(DHUIMPAT CE YCTPOMCTBAaTa, ¢ KOUTO IIE CE yCTAaHOBSBA
BpB3Ka, OIEHsABAa OOEMBT HA PECypCHTE, HEOOXOAMMH 3a IMpejarojaracMara
Bpb3Kka [128, 145, 156].

Wireless LAN (be3oxrcuunu KOMYHUKAUUOHHU

ycmpoiicmea)
be3XXUuHU mpexxu

Jlockopo, CIOMEHaBaKM TO3W TEPMHH, BEJHAra ce JJoceraxme 3a
MoOuiaHuTe Tenedonu. Ho uMa u apyru ob6nacTu, KbAETO YIOOCTBOTO Ha
0C3’KUYHUTE KOMYHHMKAIIMM T € WM3TJIacKajlo Ha I'bp0Oa Ha KOMYHHKAIlMOHHATA
BBJIHA.

M3no3BaHeTo Ha paJiiOKaHAIMTE 3a Bpb3Ka MEXKIY YCTpOHCTBaTa Makap,
Ye HE € HOBO KaTo HM300peTeHHE, €/IBa HaIlOCICABK EBOJIIOMpA 3HAYHUTEIHO,
oco0eHo OyraroapeHue Ha MHUPOKOTO pa3npocTpaHeHUe Ha Internet, JTOKaTHUTE
1 WAN Mpexu, CBbP3Ballld MHOTO XOpa®, MO3BOJIABAIIM Ja CH Pa3MEHAT IJIac,
BHUJICO U JTAHHU TIOMEXKIY CH, H TO C 0Ce3aeMO BHCOKH ckopoctH [140- 167].

Tmackk 3a pa3BUTHETO WMEHHO Ha OE3KWYHUTE YCTPOHCTBA € maja
HEOOXOJUMOCTTa OT MO-TojsiMa CBOOOAA M YAOOCTBO MPH M3TPAXKJIAHETO HA
MpEXH, HEOOXOOUMOCTTa OT JICCHOTO BKIIOYBAaHE Ha BCe MO-O0BP30
yBeIn4aBaIus ce Opoit Ha MOOHITHM a0O0HATH, HE JKEJIACIIH Ja ThPCAT CIICIIUATHI
TOYKH 32 BKJIFOUBAHE KbM MpEKaTa, a r1o0aaHo MOIJIeIHATO - MOTPeOHOCTTA Ha

CbBPECMCHHHA YOBCK OT MOACPHHU 6Lp30)ICfICTBaLHH N BHCOKOCKOPOCTHH

komyHukaiu [5 , 36, 56, 128, 259, 321].

N3rpaxnane Ha 0e3:KMYHU MPEKH

3 https://www.bukvar.bg/materials/browse/11,148,,,,/?page=14&so0=1
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Wzrpaxxaaneto Ha 6€3:)KMYHU MPEXU, U3UCKBA OTIPEIETICHH MO3HAHUS, U TO
HE camo 1o noadopa Ha HEOOXOAUMOTO 000pyABaHEe, pa3MoiaraHeTO My IO Hai-
yIaqHus Ha4MH, HO ¥ 110 HACTPOHBAHETO Ha MMPOTPAMHOTO OCUTYpPsIBaHE, ITpaBaTa
Ha J0CThIIa U TEXHHUEcKaTa Oe3omacHocT [45, 59 128 , 149, 189].

Haii-mpocTuat HauWH J]a c€ CBBPKAT JBa KOMITIOTHPA B O€3)KUYHA Mpexa
€ Jla ce BKJIFOYM BBHB BCEKH eAMH OT Tsx 1mo eqHa WLAN kapra, 6e3 3HaueHHE C
KakbB UHTEpdEHcC e TS (CTUTa J1a ce MoIbpiKa), Ja Ce MHCTAIUPAT ApaiBepH, 1a
Ce HACTPOSAT HEOOXOIMMHUTE IMapaMeTpyd Ha BPH3KA, HUBA HA KPUIITHPAHE, U
MpeaTa € TOTOBa J1a OOMEHs JaHHU MKy ycTpoiicTsara [ 5, 69, 128 , 221].

OnepallMOHHUTE CHUCTEMH OT HOBO IMOKOJIEHHE OT Tura Ha Windows u
Linux [221 -240], ciea nHCTaIMpaHETO HAa HEOOXOIMMUTE IpaiiBepUpa3o3HaBaT
YCTpOMCTBAaTa KOPEKTHO M TMO3BOJIsIBAaT '"OOIyBaHETO" C TIX, KakTO U

HaCTpOﬁBaHeTO Ha HAKOH HapaMeTpI/I4.

=
1~ L& > Control Panel > Metwork and Internet > Network Connections ~ Search Network Connections 9
Organize - S ~ [} [ 7]

—~ Ethernet — Wi-Fi
-"5‘#_ Metwaork cable unplugged '..'-" UIKE
$& @7 Realtek PCle GBE Family Controller Al nteiR) Centrino(R) Wireless-N 22...

4 http://pencho.my.contact.bg/start/comp/lan/wlan.htm
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5F Network and Sharing Center - = =<

4~ 5E « Al Contrel Panel Hems -

......

ofll Wi-Fi Status > §  Wi-Fi Properties
General Metworking | Sharing
Connect using:
Connection P Intel(R) Centrino (R} Wircless-M 2230
IPwv4 Connectivity: Internet
IPvS Connectvity: Mo network access
Media State: Enabled This connection uses the following items
SSID: UIKC LA QoS Packet Scheduler -~
Duration: 1 day 00:00:37 = Intermet Protocol Wersion 4 {TCP/1Pv4)
s Link-Layer Topology Discowery Mapper LA0 Driver
5 d: 54.0 Mby -
P P= [0 _a Microsoft Metwork Adapter Multiplesxor Protocol
signal Quality: ==ﬂj = Microsoft LLOP Protocol Driver
i = Intemet Protocol Wersion & {TCP/1PvE)
Wireless Propertics s Link-Layer Topology Discovery Responder ~
< >
Actwvity
- Install Uninstal Properties
Sent ‘__‘.? Received Description

Bytes: 33 985 302 957 096 971

o Properties ] Disable Diagnose e P —

Close

®uzypa 3 Hacmpolika Ha 6e3xuyHa Mpexa

bezxuunn komyHukamoHau ycrpoictsa (WiFi)

WiFi (Wireless Fidelity - B 0OykBaiien npeBox “bezxuuna mperusHoct”) e
Bug WLAN - 6e3:xudHa Mpeka rpeiHazHayeHa 3a yrnorpeda Ha KbCH pa3CTOSHHUS
(mo 100 m B 3akpuTHu poctpaHcTBa U 10 300 m Ha OTKPHUTO), HATIpUMEpP OUCH.

3a ga Moxke ga Objae ompenenieHa enHa Oe3zkxnuyHa Mpexka kato WiFi e
HeoOXxoauMo TS Ja OBJe M3rpajiecHa ChIIaCHO M3MWCKBAHUATA Ha AJMaHca 3a
cbBMecTUMOCT Ha Oezxuunute Eternet mpexkxu (WECA). Cna3Baneto Ha Te3u
W3UCKBAHMS TapaHTHpPa CHBMECTUMOCTTa Ha OE3KUYHUTE YCTPOUCTBA,

HE3aBHCHMO OT TOBa KOM ¢ mpou3BoauTesaT uM [25, 58, 258].
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[TpeaumcTBa Ha U3MOI3BaHETO HA Oe3kuIHUTE yeTporicTBa WiFi:

- Ypesz WiFi ce cp3gaBa enHo “TbBKaBO~ pabOTHO MACTO B KOETO
MOXKe Ja ce paboTH HaBCSAKBAC M Ja Ce BKJIIOYBAT HOBU MOTpeOHTENH O€3
100aBsTHETO Ha JOITBITHUTEITHH KOHEKTOPH.

- WiFi no3BoJisiBa oChIIIeCTBSIBaHE HAa BPh3Ka C MHTEPHET HABCSIKB/IE,
KbJIETO ChIECTBYBa ‘hotspot’.

- Cranmapta mo3BoJiiBa Ha oO(QuC pabOTHUIWTE 1@ W3MOJI3BAT
IPEHOCUMH KOMIIOTPH, Ype3 KOUTO MOTAT J]a M3IMOI3BaT MpekaTa Ha pupMara oT
pPa3IMIHN MECTOHAXOXKICHUS, KOETO TH MPaBH M0- MOOMIHH M I'bBKABH.

Haunu Ha pabota Ha Oe3xnyHaTa Mpexa [55, 98, 128, 157]:

O6mo kazaHo Bcska WiF1 OezxuyHa mpexka mputekaBa HotSpot (B
OyKBaJIeH IIPEBOJI ropelia Touka’ ), pe3 KOUTO Ce OCHIIECTBIBAT BCUUKHU BPb3KU
B JIOKaiHaTa Mpexka. ChIllo Taka TOM OCHIIECTBIBA BPb3KaTa MKy O€3:KUUHATA

Mpexa M JAPYTH JIOKATHU MPEXHU, KaKTO U Bpb3kara ¢ Internet [159, 168 , 191,

228, 289, 297].

Gueypa 4 besxcuyHa cucmema 3a npedasaHe HA OAHHU
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Wi-Fi Direct

B ckopo Bpeme Wi-FiDirect, m3Becten monagano xkato Wi-FiPeer-to-Peer,
1€ CTaHEe €IMH OT OCHOBHUTE CIIOCOOU 3a O€3KMYHO Mpe/IlaBaHe HA TAHHU MEXIY
YCTpPOMCTBATA.

Wi-FiDirect — ToBa € HOB cTaHIapT 3a OC3)KUYHO IpEIaBaHe HA JaHHHU,
MO3BOJISIBALII0 HA YCTPOMCTBaTa Jia Ce CBbp3BAT HaIpaBo, 0€3 JOMBIHUTEIHO
MEXIMHHO 3BEHO BB BUIa Ha pytep [225, 297, 310].

[TonacTosiiieM J1a ce HapaBu HaMpaBo Oe3’KWYHA BPb3Ka HA MPUHTEP KbM
KOMITFOTHP WJIU TeIe(POH KBM JANTOI € HEBH3MOXKHO, 32 TOBA € HEOOXOIUM OITIe
€IVH ChEINHSBAII €JIEMEHT BHB BHJIa HA MapIIPyTH3ATOP.

Wi-FiDirect e pa3paboTeH, 3a a Ob/Ic OTCTPaHEHO TOBA OIPaHUYCHUEC U J1a
MOJKE JIa Ce HaIlpaBH MpsiKa Bph3Ka MEXy YCTPOMCTBATA.

A mamu me moxke Wi-FiDirect Hansiaao aa u3mectu Bluetooth ¢ Tpyano
cera Jia ce Kake ChbC CUTYPHOCT, HO BCUYKM MPEANOCTABKHU 3a TOBA Ca HAJIHUIIE.
Cnpsimo Bluetooth HoBata nmpousBogna Ha Wi-Fi cton mocra mo-goOpe Kakrto
KaTo CKOPOCT Ha MpeJaBaHe W PaJWyC Ha MOKPUTHE, TaKa M KaTo 3alluTa Ha
JAHHUTE ¥ MPOCTOTA Ha CBBP3BAHETO.

N306aBsiHeTo OT W3NUIIHKUS Oe3kuyeH uHTepdelrc npu MOOUITHUTE
YCTPOMCTBA III€ € OT MOJ3a U 3a MPOU3BOAUTENN, U 32 MOTPEOUTENH, 3aII0TO
yCTpOWCTBaTa CTaBaT IIO-KOMIAKTHH, JIEKW, TIO-€BTMHH | TIO-TIPOCTH 32
IIPOU3BOJICTBO. A ITbK MOTPEOUTENHNTE, BMECTO JIa CIEAT JIBa MHTEpdeiica, e ro
IPaBsT 3a MPEBKIIIOYBAHETO caMo Ha eiauH [45, 56, 128, 159].

HoBata TexHOoJIOTHs MOXKEe MPaKTUYECKH Ja ObJIe BIpaJicHa BbB BCAKO CTHO
YCTPOWCTBO, B TOBA YKCIIO M B T€3U, KOUTO TPATUIIMOHHO padoTtsaT ¢ Bluetooth
(06e3:XKMYHU KIaBUATYPU, MUILIKH, CIIYIIAJIKH ). 32 YBEJTMYaBaHE aBTOHOMHOCTTA Ha
Wi-FiDirect ca pa3paboTeH: 1 HOBH €HEProCIeCTABAIIN PSKUMHU Ha padoTa [158,
198, 197].

TexHUYeCKH XapaKTePUCTUKH
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Bropa rimasa Ob30P

Cmanoapma IEEE 802.15.4/ - ZigBee mexnonozuama
ZigBee

ZigBee ¢ emHa HOBa TEXHOJIOTHS 3a O€3KWYHA Bph3Ka, OazupaHa Ha
IpeaBaHeTo Ha JaHHU 4Ype3 paauo BhIHU. ToBa € eANH W3KIIIOUUTEITHO I'bBKaB
CTaHAApT TOKPHWBAI TOJsiMAa 4YacT OT HYXKAWTE Ha TMazapa Ha OC3KUIHH
ycTpoiicTBa. TexHoyorusTa, ChIIO Taka, 3allbjBa €IHA TroJsiMa Ipa3HUHA B
npeajiaraHuTe Jocera NpoAyKTH. ToBa € mbpBaTa TEXHOJOTHS Ipeajiaraiia
MHOTO HHCKAa KOHCYMallds Ha €HEpTHsi, KOSTO € OT peIllaBaiio 3HA4YCHHUE IMPHU
Oe3xuuHKTE ycTpoiicTsa [25, 39, 78, 118, 189]

IEEE 802.15.4 ctranpapra u Zigbhee TexHo10rusATA.

IEEE 802.15.4 e cranmapt peanusupan npe3 mau mecen 2003r. Tout e
Ch3JaJicH Ha 0a3ara Ha MPOCT MPOTOKOJIEH CTEK, KaTO MMa 3a 1€ J1a OCUTYpHU
XapryepHara 0asa 3a 1o - HaTaTbYHOTO PeaTM3UpPaHe Ha O€3KUIHU TPHIIOKCHHS
MMOKPHUBAIIY CTaHIapTa.

ZigBee annaHca OT CBOsI CTpaHa € €/JHa OpraHu3aIlys yapeieHa OT HIKOJIKO
rojieMd Kopropaiuu B o6iactra Ha Bucokute TexHojoruu (Philips, Motorola,
Samsung u ap.), MaIa 3a el Ja HallpaBu BeYe ChIIECTBYBAIATa TEXHOJIOTHUS
M3I0J13BacMa | Jia s peHTUpa Ha masapa [185, 189, 199, 228].

Opranuzanusita ch3gaBa Oe3zxkuuHa TexHosoruss Oaszupana Ha I[EEE
802.15.4 cranmapra, KaTo 100aBsi KbM MPEIJIOKEHUTE OT HETO BH3MOKHOCTH U
JIOTUYECKHA MPEKOBU TOITOJIOTHH, KAKTO M OCUTYPSIBA CHTYPHOCTTA Ha MPEKHUTE.
Baxno e na ce otOenexu, ye ZigBee anmanca He Hanara cOOCTBEH CTaHIapT, a
MO-CKOPO TIpeiara TOTOBHAOOp OT peIIeHUs, MpeAHa3HAYeHU NPEIUMHO 3a
CCH30PH U KOHTPOJHH cuctemu [127, 158, 189].

OcHoBHU xapakTepucTuku Ha ZigBee crangapra
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ZigBee TexHoyoTHATa MM JBA KaHala 3a npefaBane Ha nqanuu: 2.4 Ghz u
868/915 Mhz. [Ipu 2.4 Ghz decrora Ha KaHalla MpeJaBaHETO HA JAHHHU CTaBa C
MakcuMaiaHa ckopocT ot 250 kbps. Ilpm mo- HHUCKOYECTOTHHTE KaHAlU |
CKOpOCTTa ¢ To-Hucka - ot 20kbps 1o 40 kbps [125, 158, 225].

EnHO oT oCHOBHHTE IpUHUMYyIIIeCTBa Ha ZigBee ¢ HucKaTa KOHCyMaIlus Ha
eHeprus. EqHO ycTpolCTBO MPOEKTHpaHO Ha 6a3aTa HA Ta3W TEXHOJIOTHS MOXKE
na paboTu ¢ emHa OOMKHOBEHA OaTepusi OT HAKOJIKO Mecela J0 2 TOIWHU, a B
HSKOUW cly4yail opu moBeue. Pa3cTossHHETO Ha KOETO MOXKE Jla C€ OChIIEeCTBIBA
BpBb3Ka € okoJio S0M (TunuyHa ctoHOCT) (0T SM A0 500M B 3aBUCHUMOCT OT
cpenara Ha pa3npocTpaHEHUE Ha curHaina). TpaHcdepa Ha TaHHU ce U3BbPIIBA
Ha 6a3ata Ha norosapsne (Hand-Shake nportokonn).

Jpyro roiasiMmo npuuMyLIeCTBO Ha ZigBee € Bb3MOKHOCTTa yCTpOMCTBATA
NpOEKTUPaHHU Ha 6a3aTra Ha HETO Ja M3MBIHABAT MHOTO PAa3JIMYHU TOIMOJIOTHH -

3Be3/a (star), oT Touka 0 Touka (peer-to-peer), Bceku ¢ Bceku (mesh) u apyru.

Buooee xaxepcku amaku

WSN moxkeM na ru momenum cropea Hskou (QyHkuuu. Hsaxowu
MOJIENIN Cca KpaliHO €JHOCTaBHU: CEH30pa U3BbPIIBA U3MEPBAHE U Ipalla JaHHH.
CnoxHuTe MOJENN BKIIIOYAT M3I'BJIIHEHUE Ha CJIOKEHU aJITOPUTMHU 3a padoTta u
oOpaboTka Ha nanHu. [Ipu nuckycusita 3a curypHoct Ha WSN TtpebGBa na
u3cieABaMe OT KaKBO J1a ce 3alIMTHUM a OT KakBo He. FiMa MHOTO pOpMU U BUJIOBU
Ha ataku[205, 289, 301]. MoxeM na ru mojenuMm Ha: IlacMBHM aTaku — 3a
NoJCAylIBaHe, HaOMo/leHue CcbOMpaHe Ha JaHHU U T.H., AKTUBHU aTaku
BKJIFOUBAT (panmmBa BbHIITHOCT (Masquerade), 3aMmecTBaHe, MU3BMEHEHHUE, OTKa3 Ha
yciyru (Denial of service) u T.H. OT BCHUKUTE aTakaTa MpU KOSTO C€ MPOSBsBA

OTKa3 Ha YCIIYI'U € Haﬁ-OHaCHa, ThU KaTO OT OCTAaHAJIUTE MOXKE Ja C€ 3alluTaBa
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ype3 aBTeHTHU(UKaMss W Kpunrtorpadus. OTkaz Ha YCIyrd TPEICTaBIIABA
OMAacCHOCT 3a IlaTa CHUCTEMa, KOETO MOXKE [a CE€ HM3BBPIIM C HEHAcOYeHa
Cily4aiiHa aTaka, HO BEpOSITHO € Ja ObJe Haco4YeHa MOopaJu TOBa Y€ B ciydas €
TPYAHO Jia CE€ OMPEEIH KO OT YUACTHUIIUTE € U KbJI€ € B MpexKaTa. ATAKUTE HAJ]

WSN MokeM /1a Tu MOoJeIUM Ha HAKOJIKO TPy KOUTO CJIE/BAT:

EnnocraBHo crompane (Simple Collection and Tranmittal):

* 0TKa3 Ha yciyru — denial of service

* IpeJlaBaHe Ha M3MUCIICHU JTaHHu - broadcasting spurious information

* ¢pusnuku ataku — physical attack

* aTaka ¢ Ipenpaiiane Ha choOIieHus — replay attacks

CeH30pHHUS BB3€I]I U3BBPIIBA TIEPHOINIHN U3MEPBAHA M TH IpariaT

Ha Oa3uWcHaTa CTaHIMs TPH IMPEANOCTaBKa ye € JOCThIIeH U € B oOcera. Te3u
tunoBe Ha WSN e HeyCTOMYMBa Ha aTaKh KOWTO C€ OTHACAT HAa MPEXKOBO HHUBO
[201, 257, 258]. Artakarta otka3 Ha yciyru (denial-of-service) cbcTom ce B
Onokupane (jamming) wid uHTephEpPEHIUS HA PAIU0 YECTOTH, KOETO MHUIIMHUPA
konu3us. ChIO Taka ca yCEeTIIMBM HAa M3MaMHHYKHM (Spoofing) aTaku B KOUTO
3I0OHAMEPEeHMs] aTrakyBa C wu3MNpamniaHe Ha wusMmwucieHu ganHu (broadcasting
spurious information), HeycTolunBu ce Ha (usmuku araku (physical attack),
KaKTO IO € OTKPaIBaHe YHUIIIOKEHNE U T.H. ATAaKUTE C TIOBTOPHO M3TpaIlaHe Ha

BeUe MPATEeHO Ha MPEAMIIHO U3TOTBEHO choOIIeHue (replay attack) ca mpuchHu

Tyk [16. 189, 190, 205].

[Tpenpamane (Forwarding):

* yepHa aynka - Black Hole

* cenlekTHBHO Tpemnpainane — Selective Forwarding
* KopyMIupane Ha nanaute — Data Corruption

* U3TOIlaBaHe Ha pecypcuTe - Resource Exhaustion
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Cenzopa ru cp0upa u TU mpania JAHHUTE HA €IUH OT ChbCETHUTE CEH30pU
KOWTO C€ HaMHpa Ha BT 10 Oa3ucHaTa CTaHIMs. Taka TOCPETHUIKUTE CEH30PH
'Yl [Ipenpaniat CboOIIeHUTa 10 Oa3MCHATa CTAHIIUS UITH JIO ChCEACH CEH30p TaKa
Ye Ha Kpail TaHHWUTE J1a CTUTHAT 70 Oa3ucHus ceH3op. [Ipu npueManeTo Ha JTaHHH
ceH30pa (B IIbPBHS ClIy4daii) He I 00paboTBa camMo Iy mpeaaBa HaTaThk [15, 85,
94, 172]. Tlopamm toBa WSN e HeyctoiumBa Ha artakata Black Hole,
kopymnupane Ha manauTe (Data Corruption) W H3TOIIEHHWE HA PECYPCHUTE
(Resource Exhaustion). B arakara Black Hole BB3ena kouto € oTroBopeH 3a
Mpenpallaie Ha JaHHUTE TOM T 0TOMBA (YHHUIL0KaBa). ATakaTa ¢ KOpyMIIUpPaHe
Ha JIaHHU S IPOMEHS ChIbP)KaHUETO Ha JaHHKUTE NpH npenaBane [187, 186, 275].
Ilen Ha Te3u aTaku € MpeB3eMaHE KOHTPOJI HaJ Mpexarta. W3ToimieHue Ha
pPECYpPCHUTE C€ OCBIIECTBsIBA Ha TO3M HAYMH Y€ 3JI0HAMEPEHHUsS Mpaiia ToJIsIMO
KOJIMYECTBO Ha JIaHHU KOE MPEJCTaBISBA U3JIUIIHO TPOLICHE HA €HEPTUMHUTE
pecypcu (6arepusita) [185, 189, 205]. Korato makera uMa eKCILUTUITUTHO 3a1a/ICH
BT KOWTO TpeOBa Ja ro MOMHWHE TOBa CE€ HapHW4Ya CEJICKTUBHO MperpariaHe
(Selective Forwarding). ITonyuyaBane u oOpaboTka Ha komaHau (Receive and
Process Commands) [211, 267, 287]:

* niparane Ha u3MuciaeHu (panmubu) komanan CeH30pHUS Bb3€ll IpueMa
KOMaHJ¥ OT 0a3MCHATa CTAHIIMS KOATO YIPABIISIBA MPSKO WK MPE3 TEXEH ChCEell
(HeTpsIKO) APYT BB3E, MPH IO CE MpariaT KOMaHId 3a MPOMEHS Ha CbCTOSHUC
WK JeicTBUA. Bb3MOKHOCTTA 32 00pab0TKa HA KOMAHAMUTE € OT TOoJisiMa ToJI3a
3a HaMaligBaHe Ha komuecTBOTO faHHU B WSN. Komanaure morar na ce mpamar
KbM BCUUKH BB31M (broadcast) wim kbMm enuH (unicast). [Ipu npaiiane kbM eiuH
BB3€JI HY)KHO € JIa C€ OCUTYpU HIKaKBO aJpecrpaHe Ha BB3IHUTE. TyK HIBa
aTakaTa MpH KOSTO 3JI0HAMEPEHMs BB3E€J C€ 3aeMa CBOWMCTBO Ha TJIaBEH BBH3EN

(6asucHa craniuMsA) W w3npama wusmucieHn (QammuBu) komanmu. Camo

opranusanus (Self-Organisation) [15, 186, 211, 257]:
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/latacks aginst routing protocol:

* spoofed, altered, or replayed routing information
» sinkhole attacks

* Sybil attacks

» wormholes

* HELLO flood attacks

* acknowledgement spoofing

M3nbnaennero Ha WSN ce mpeacraBisiBa KaTo caMO OpPraHU3alMOHHA
eIMHMIIA KOS C€ YUYW W yMpaBIIsIBa C Toronorusata. MuadopmanusaTa 3a TOMOIOTHS
Ha MpekaTta MoOXe Jia ObJie MMo3HaTa caMo Ha 0a3McHATa CTaHLUS WK Ja ObJlie
CroJieJieHa ¢ HSIKOM JPYT BTOPO CTETICH TJIaBeH BH3EIMIIMA MaK C BCHYKH BB3JIU B
mpexara [14, 52, 185, 199]. Ot Bp3auTE TOraBa ce M3KMCKa Ja Ce OTHACAT KaTo
KiIbcTepu (cluster) 3a ga Morat Jia ro pemiat npoosiema ¢ KoJM3usTa B Mpexara.
WSN, Ha KpaTKo Ka3aHO € YyBCTBUTEJIHA HA BCUUKU aTaKW KOUTO CE€ OTHACAT Ha
MapHIpyTHUTE MpoTokoiu (routing protocols) [158, 186, 194], Tyk me ru
cnomeneMm arakute Induced Routing Loops, Sinkholes, Wormholes, HELLO
Flooding. Korato moraTt ga ce mpecienBar JaHHHTE B caMmara CTPYKTypa Ha
MpekaTa, 3JIOHAMEpPEHUsI MOXKeE Jia TO MPOMEHsI JJaHHUTE, HAHOBO Jla TH Ipalia
ChIIUTE WK Aa u3Muciu (spoofed, altered, or replayed routing information) [158,
856, 197]. ToBa s 3arpo3siBa UCTMHCKaTa (DUTypa Ha MpekaTa KakBa S BHXKIA

Oa3ucHara CTaHIUA.

23



Tpera riasa

HE/IH H 3A/TA9HUH

Ilenta Ha TO3M OUCEPTALMOHEH TPyA € Ja CE H3CIe[Ba U aHAIU3Mpa
[IPEaBaHETO Ha JAHHW B Pa3IMYHU KOMIIOTHPHU Mpexu. [IpenaBanero u
IPUEMaHETO Ha JaHHW (WIM B MO-IIMPOK IJIaH IpPEJaBaHETO Ha JaHHU WM
urdpoBaTa KOMyHUKALKA) € MPEJABAHETO U MPUEMAHETO HA JaHHU (LUPPOB OUT
HNOTOK WJIM IU(PPOBU3UPAH AHAJIOTOB CUTHAJ HaJ KOMYHHUKALHUATa OT TOYKa JI0

TOYKA MJIM TOYKA JIO TOYKA. KOMYHUKAIMOHHHS KaHai [58].

AHaJ0roBOTO MJIM aHAJIOrOBOTO IpEJaBaHE € METOJ 3a IpelaBaHe Ha
IJ1acOBa, JaHHU, U300paKEHHE, CUTHAJI WIIM BHJIE0 MH(POpPMALKs ¢ IOMOILITA Ha
HENPEKbCHAT CUTHAJ, KOWTO Bapupa IO aMIUIMTYAA, (a3a UM HAKAKBO APYTO
CBOMCTBO NPOIMOPLMOHATHO HA MMapaMeTpuTe Ha npomeHianBaTa. ChoOlieHusaTa
CE MPEACTABST UM OT MOCIEI0BATEIHOCT OT UMITYJICH, U3IIOJI3BAILN JIUHEEH KO
(npenaBaHe B OCHOBHAaTa 4YECTOTHA JIEHTA), WJIM OT OrpaHMYEH Habop OT
HENPEKbCHATO IMPOMEHAIIM C€ CHUTHalIM (TIpeJaBaHE € YECTOTHA JIEHTA) C
OMOIITa Ha MeToAa Ha uudpoBa momynanus. Moaynanusta Ha 4YecTOTHATa
JEHTa W CBHOTBETHATa JEMOAYJNalMs (M3BECTHA OILIE KaToO OTKPHUBAHE) Ce
M3BBpIIBA OT XapAyepa Ha Mojema. Criope Haili-uecTo CpEeUIaHOTO ONPEEIICHUE
3a UM(pPOB CUTHAI, KAKTO CUTHAJIWTE 3a 0a3oBa JIEHTA, Taka M CUTHAJHUTE 3a
4yecTOTHaTa JIEHTa, MPEACTaBIsABalIM OUT IMOTOLUTE, CE CUUTAT 3a LUPPOBO
nperaBaHe, JOKATO aJITEPHATUBHO OMpEJENIeHne CUMTa caMO CHTHajl 3a 0a3oBa
JIeHTa KaTo Uu(poB, TaKa U MpeJaBaHETO Ha IU(GPOBU JaHHU B YECTOTHATA JICHTA
katro ¢opma Ha 1uudpoBO MpeoOpasyBaHe KbM LUPPOBO. - AHAJIOrOBO

npeoOpa3yBaHe.

24



JlaHHUTE, KOMUTO C€ TpemaBaT, MoraT na Obaar nudpoBu CHOOIIECHUS,
MPOU3XO0XKAAIIM OT U3TOYHUK HA JTAHHU, HAIPUMEP KOMITIOTHD WIH KJIaBUATypa.
Copuro Taka MOXe J1a ObJie aHAJIOTOB CHUTHAJ, KaTo Telie(oHEH pa3roBOp WM
BHJICO CUTHAJI, TUTUTAIM3UPAH B bitstream, HampuMep C MOMOIITA Ha MOy JIAITHS
Ha wummyiceH ko (CMS) uiam mno-ychBbpPUICHCTBAHA M3XOJHO KOJUpaHe
(ananoroBo-KbM-IU(PPOBO TIpeoOpa3zyBaHe U KOMIIPECUPAHE HA JIAaHHU) BEpUTa.
ToBa opurnHaIHO KOJMPAHE U IEKOJUPAHE CE U3BBPIIBA C TOMOLITA Ha Xap1yepa

Ha KOACKaA.

Ot HallpaBCHUS aHAJINW3 MOXKCM Ja HaIlpaBUM (bOpMYJII/IpaMe CJIICOHHUTC

LCJIN B HACTOAIHWA JUCCPTALIMOHCH TPYI:

1.  Jla ce HampaBH cCUCTEMAaTUYEH aHAJIW3 Ha PA3JIMYHUTE BUIOBE
KOMITIOTBPHU MPEKH U Jla CE aHAIM3Upa CUTYPHOCTTa Ha IpeaaBaHE Ha
JTAaHHU B TSX.

2.  Jla ce pa3paboTsaT MaTeMaTHUeCKH MOJENIM 3a aHaIM3 Ha
MH(POpPMAIIMOHHA CUCTEMA U TE J1a C€ MPUJIOKAT 32 Pa3IMYHU KOMIIOTHPHU
MPEXKH.

3. Jla ce pazrienaTt pa3IUYHUTE XaKEPCKH aTaKl U HAYMHH 34

TAXHOTO ITPOTHBOIIOCTABSHEC.

OT HanpaBeHUTE 1IeJIM MOTraT Ja ce GOpMyIUpAT CAEAHUTE 3a4a4n

1. Konnentyanen aHaau3 Ha METOAUTE U TMOAXOJUTE 3a

aHaJIN3 HAa KOMITIOTBPHU MPEKU U COPTYEPHU CUCTEMU

2. llpernen Ha pa3aUYHUTE BUAOBE NPOTOKOIH U

OIIMCAHUC HAa TCXHUTC pa3JIM4YUsA — O630p 10 TCMAaTa.
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3. Pa3zpaborBaHe Ha pa3aM4YHU COPTYEpHH CHUMYJAIUU
KaTo CE U3IMOJI3BAT PA3IMYHU IPOTOKOJIH U Ja Ce aHAIM3HUpa IpeHoca
Ha JIaHHU U HAKOW XapaKTEPUCTUKH Ha KOMITIOThPHATA MpPEKa KaTo

CTaOMJIHOCT HA JaHHUTC, YCCTOTHA JICHTA U AP.

4. HpI/IJ'IO}KCHI/Ie Ha HOBa MAaTCMAaTHYCCKHM IIOAXOIHN 3a
aHaJIM3 U IPOTrHO3UPAHC Ha CTaOMJIHOCTTA HA KOMITIOTbpHAa MPCKU U

MH(pOpMaMOHHATa CHCTEMa B YACTHOCT.
5.  TecrBaHe Ha KOMITIOTBPHU CHUMYJALlMU U peaTU3upaHe

Ha XaKCpCKa aTaKa KaTO CC dHAJIUM3UpaT pPaA3JIMYHU HAYMHHU Ha

CHTPOIINA U CIIOKHOCTTA Ha IIPOBCACHATA aTaKa
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Juckycus

Hacrosimute u3cienBaHus Ha MpEKOBUS TU3aH OT CJIE/IBAIIO MOKOJIECHUE
noauepTaBaT MpeIu3BUKATEIICTBATa, KOUTO TpsiOBa 1a ObAAT NPEOAO0JIECHU Ipeau
MIPWJIOKEHUS W YCITyTH, KOUTO M3UCKBAT BUCOK KaIlallUTET, HUCKA JATCHTHOCT H
noI00peHa HaJeXAHOCT, MOTaT Ja c€ NpEeBbpHAT B HOpMa. TpaHCIOpPTHUTE
MpEXH UMaT KU3HCHOBAKHA POJISI 32 MPEJOCTABIHETO HA HOBU W MHOBATUBHHU
MIPWIOKEHUS U YCITYTH, KOUTO HAITBITHO U3IOI3BAT MPEKOBHUTE ApXUTEKTYPH OT
ciezBaio nmokojenue. Hosata copryepro nepunupana mpexa (SDN) [25, 33,
35, 44-50] e ycrenHO HM3MONI3BaHA 3a MOAOOpSBAaHE HA MPEKOBUTE PEIICHHS,
HanpUMep IEHTHP 3a JaHHU U KOPIIOPATUBHU MPEXKH, a TEKYIIUTE U3CIEABAHNUS
ca QokycupaHu BBPXY MO-MIHPOKOTO mprmiiarane Ha SDN-0a3upana Mpexa KbM
SAPOTO HA OMEPATOPA U MPEKHUTE 32 JOCTHII, BKIIOUUTETHO OE3KUIHO MOOMITHO
oOpaTHO npeaBaHe.

[TosiBu ce mapaaurmara 3a codpryepHo aedunupana mpexa (SDN).

Mpe3 MOCIEAHOTO JECETHIIETHE U CETa € TOTOB J1a O'b/Ie HAIIBJIHO aJlallTUpaH
KbM TPaHCTIOPTHU MpexH. [10CcTOSTHHO ce pa3paboTBAT HOBU TEXHOJIOTHUHU, KOUTO
no100psBaT MPOU3BOIUTEITHOCTTA, HAEKIHOCTTa U YCTOMYUBOCTTAa BBHBEACHA,
3a J1a OTTOBOPH Ha OBP3UsS PACTEXK B M3MOI3BAHETO HA JAHHU U M3UCKBAHETO 3a
HUCKa JJATEHTHOCT W TIOJJ00peHa HaJeKTHOCT.

CrenBamioTo MoKoJIeHNe KIEThYHN MPEXKH, BKIIOYUTEITHO 5-TO TOKOJICHUE
(5G) MOOWIHM KJIEThYHU KOMYHUKAIIMH, € BBHBEJE MOJAOOPEHO KadyecTBO Ha
npeHoca Ha gaHHu. Pesynaratu ot onut (QoE) m kadecTBo Ha yciyrara (QoS),
KOWTO IIEJIST JIa OTTOBAPAT HAa OYaKBAHUATA HA MOTPEOUTEITUTE U JTOCTABUUITUTE
Ha yciuyrd. ClenBamoTo TOKOJICHHE KJIEThYHU MPEXKH CE pPa3riexaaT Karo
OnaronpusTHUTE (PaKTOPU 3a MPEKOBOTO OOIIECTBO, KBACTO Ca IMOBCEMECTHH

[43, 66, 161]. Ille OBIAT MOCTHIIHM BHUCOKOCKOPOCTHH BPB3KH 3a JaHHHU 3a
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CBBbp3BaHE Ha MOTPEOUTENUTE U YCTPOIICTBA KbM Mpexara. PactexbT Ha
KOMYHUKAIIUUTE OT MallliHAa KbM MallliHa ¥ 0OYaKBAaHOTO JI0OABSIHE HA CTOTHIIH,
MIJIMOHU YCTPOMCTBA JJOBEIOXA JI0 MOsiBaTa Ha TepMUHA VIHTepHEeT Ha HemaTa
(1oT) [ 239]. Ilpuer, 3a na moguepTae pacrexa W MPOMEHUTE, KOUTO TpsOBa J1a
HACTBIIAT KaTo c€ BHBEXKIAT KJIETHYHU MPEKHU OT CIIEABAIIO MTOKOJICHHUE.
N3cnensane U pa3BUTHE HAa HOBU TEXHOJIOTUU M CHCTEMHM 3a MpeXara 3a
pagno  goctbnl  (RAN)  BBBege  TpaHCIOpPTHA  Mpexa  CBbP3aHU
Ipeau3BUKATENICTBA, KOUTO TPsIOBa Aa ObAAT MPEOA0JICHH, 3a J1a CE TapaHTHpa, ue
CJIEIBAIIIOTO KJIETHUYHUTE MPEKH 3a MOKOJIEHUE PabOTAT Criopesl OYaKBaHUATA U
yIecHsBaT pactexa [25, 132, 164] B HOBUM M MHOBATUBHU NPUIIOKCHUS U YCIYTH.
C KJIeTBYHH MPEXKH OT O-PAHHO MOKOJIEHUE MOXe OU € OMII0 BH3MOKHO, B HIKOU
00CTOSTENCTBA, 0 MPEKOMEPHO OCUTYpPsIBAHE HAa TPAHCTIOPTHATA MPEXkKa, KaTo I0
TO3H HaUWH MpeMaxBaMe He0OX0AUMOCTTa OT CI0KEH IU3aliH Ha TPAHCIIOpTHATA
Mpeka M M3IMOJI3BAHETO Ha TEXHOJOTHWH, KOWTO Moao0psBarT paboraTa Ha
TpaHCIIOPTHUTE MpeXxu. [I[pekoMepHOTO 0Oe3neyaBaHe Ha TPAHCTIOPTHATA MpeXka
rapaHTHpa TOBa He ce MPeBpbINa B Mpeuka Mexxay siapoto u RAN, obaue obmara
[[eHa Ha COOCTBEHOCT 3a TPAHCIIOPTHUTE MPEXKH CE € YBETHUYMIIA KaTO KICThYHH
MpEXHTE C€ pa3lIupuxa, KOeTO AOBeJe [0 MpHEeMaHe Ha HaMajsBaHE Ha
pa3xoauTe CTpaTerdu. BhBekIaHEeTO Ha MAJKHM KIIETKH, MUKO KJIETKH U yJTpa-
WIbTHH Manku kirerbunn Mpexxku (UDN) [86, 100, 112] cw3gamoxa
apXUTEKTYpHU, TPEIU3BUKATEIICTBA 32 OCUTYPsIBAHE U ONITUMHU3UPAHE 3a ObIema

TpaHCIIOPTHA Mpexa npoektu [111-118].

Tecmeana na komniomwvpha cucmema c Raspberry Pl no memooa
Ha zpydama cuna

Onurcanue Ha aaropuThMa
1. BLBenenue
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[lenTa Ha TO3WM TEKCT € Ja MOKaXe HArJeAHO KaK MHUHH KOMITIOTHpa
Raspberry Pie 3 moxxe na ce usmosnBa 3a WIFI xakBane. (Moke Ja A00aBHIII

KpaTK{ TEXHUYECKHU CIEeIM(PHUKAIIIH 32 YCTPOHCTBOTO).

2. Hyxken Xapayep / Hyxnau KomnonenTu

- Raspberry Pie 3

- Micro SD kapra (16GB)

- Yeren 3a xaprara (USB Micro SD Card Reader) - usmonsBa ce 3a na
KoIrpamMe 0OHOBEHUS (PbpMyEpP OT HAIIMUS KOMIIOTHD.

- Ethernet xa0en - M3nonsBa ce 3a Bpb3ka mex iy Raspberry Pie 3 u WIFI
pyrep. Hyxen e, 3a na moxe na xontpoimpame Raspberry Pie 3 ot apyro
YCTPOMCTBO, KOETO CHUIO € CBBP3aHO C pyTepa.

- Anantep (2.5 Amrmepa) - 3axpaHBaHe

3. Uncraaupane Ha @bpmyepa

[MonmpuHIum, pexuma Ha nmpoBepka (monitor mode) na Raspberry Pie 3 He
pabotu. 3a Aa MOXEM Ja ro H3MoJi3BaMe, TpsiOBa MBPBO Ja HCTaIUpame
oOHOBeHUs PbpMyeED.

Moskem n1a 00HOBUM (PbpMyepa KaKTO CJIe/Ba:

- CBansime ppMyepa Ha HalIUS KOMITFOTBP

- Cnarame/BxirouBame Micro SD kaprata B clloT-a

- WM3mmuame (Extract) cpamenus daitn ¢ Winrar (Windows) wiu
Unarchiver (Mac)

3.1 Uucranamusa B Windows

[TepBo TpsiOBa na nactanmupame Win32 Disc Imager. Ciien ToBa oTBapsime
nporpamara, MapKupame U3BJIeucHus)/ pa3apXuBupanus (haiia u HaTHcKaMe Write.

He e momo ga uma CKPUMH MIOT TyKa WIM TO-TOYHO HM3PSI3aHO CaMo

npo3operia Ha mporpamara ¢ snipping tool karo B kiaumueTo
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3.2 Uucrananusa B MAC

[TbpBO oTBapsiMe TepmuHaji, B kourto muiiem discutil list. Upes Ta3u
KOMaH/1a ueHTuuImpame ko quck e Hamata SD kapta. Cien ToBa usnoi3Bame
KOMaH/IaTa
diskutill unmountDisks Diskl (xaro Disk1 B ciyuas e SD xaprara Hu).

[MpoxpmxaBame ¢ Sudo dd bs=1m if [mbpTekaTta xbpM uUMHIK-a |
of=/dev/rdisk1(karo Diskl B ciyuass ¢ SD kaprata uu). Ciieq ToBa HM34aKBaMe
KOMaH/1aTa Jia C€ U3IIbIHH.

Crnenpamara cThika e ja BkiounMm SD kaprara B Raspberry Pie 3. Cnen
TOBa CBBP3BaMe YCTPOMCTBOTO ¢ pyTepa, upe3 Ethernet xadema. Ilocnennarta
CTBIIKA, 332 Jla € BKIOYCHO M CBBP3aHO BCHYKO € Ja IyCHEM M 3aXpaHBaIllUs

ajianrep.

4. Kak na namepum IP aapeca na Raspberry Pie 3

3a 1a MoxkeM J1a yrnpasisiBame Raspberry Pie 3, Tpss6Ba na 3HaeM JOKaTHUS
IP anpec Ha ycrpoiicToBTO. IMa MHOTO pa3IMYHA METOAM Ja HAaMEpUM aapeca
my. [Ipennoxxenure meTou n3noia3eaT copryep 3a ckanupane Ha IP agpecu, kato
B ciryyas uznonaszBame Angry IP Scanner.

Cnen xato HamepuM IP aapeca na Raspberry Pie 3, Beue MoxxeM jaa ro

KOHTPOJIUPAME.

5. KonTposmpane Ha Raspberry Pie 3 (Windows n Mac)
Windows
[IspBO TpsiOBaA @ CBAJIUM JOIIBIHUTENEH codTyep, B ciaydas Putty.

Cren 3apexaaHe Ha alIMKalusaTa, BbBexaame IP aapeca na Raspberry Pie

BrmcBame ce kato Root (Login as: Root)
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BbBexmame maposnara, KosTo 1Mo noapasoupane e toor.

MAC

OTBapsiMe TepMHHAII U BbBEXKIaMe cieaHoTo: Ssh root@192.168.1.113
[anpeca e mpumepeH - TpsOBa aa ce BbBeae IP agpeca na Raspberry Pie 3].

Beue Bcuuko € KOHGUTYpHpaHO W pabOTH M MOXKEM Jia 3arovBame
XaKBaHETO.

*MoxeMm chino ga u3non3same terminal emulator, 3a ma ycranoBum Ssh
Bpb3Ka npe3 Hamust Android cmaptdoH.

6. WIFI XakBane

TpsiOBa 1a M3MBIHUM ONPECIICHH CTHITKH KaKTO CJIEBA, 32 J1a 3aBbPIINM
WIF| xakBaHeTO yCHenHo.

1. Hamupane ¢aiin-a, koiTo chpbpika maposiata 3a WIFI mpexara (*.cap)

2. Konpane Ha criuchK ¢ napond Ha Raspberry Pie 3 upes USB.

3. MsmenasiBane na wordlist ataka cpernty .cap daiin-a

6.1 Hamupane /Yiaassine (Capture) ¢gaiii-a, KOUTO ChbPbPKa 1apoJiaTa
3a WIFI mpexara (*.cap)

OtBapsime Bpb3Karta ¢ TepMuHaiia Ha Raspberry Pie 3. [Tumem xomanaTa
monstart, 3a 1a mycHeM peXkuMa Ha IMMPOBEpKa Ha MpEKoBaTa KapTa, el KOeTo
BbBexkAame airodump-ng wlan0, 3a na BuauM BCHYKK PyTEpH B 00CET.

3a 1enTa Ha TO3W TEKCT IIE€ NMPUEMEM, Y€ MpeKaTa Ha pyTepa KOWTO
xakBame ce ka3Ba Wireless Network. Illom uaenTudunupame Mpexara, KOsSTo
ThpCUM TpsiOBa na yioBuMm (capture) handshake daiin-a, koWTo ChIbpXKa
napoJsiata 3a WIFI mpexxara Ha pyrepa.

3a ;a M3MBIHUM Ta3u 3ajava, TpSOBa J1a 3amuilneM HoMmepa Ha KaHama (
Ne6 B Hamusg cinyyaid, kakto u BSSID.

Haruckame ctrl +C, 3a na crpem mporieca 1 Ja ce BbpHEM B TOJIETO 3a

komanau (command line). Ciien ToBa BbBEXAaMe CJICIHOTO:
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Komniomvhu cumynayuu na paznuunu npomorou covc
copmyepnusa naxkem Matlab

Enna Mpesxa mosxe Aa 0b/ie OpraHu3upana mo JBa HaunuHa:

KaTo paBHOIpaBHa (Peer to peer) paboTHa rpyna, B KOSTO BCCKH KOMITFOTBP
MOJK€ J1a U3ITBJIHSIBA POJISiTA HAa KJIMEHT WM HA ChPBBP, PU KOETO BCEKH €TUH OT
NOTPEOUTEIUTE CAMOCTOSTEITHO aIMUHUCTPHUPA PECYPCUTE HA CBOSI KOMITIOTHD;

KaTo CBhPBBpPHO-0A3MpaHa MpeEka, aTMUHUCTPUPAHETO Ha KOSITO €
ChCPEAOTOUCHO B €/IMH IICHTPAJICH KOMITIOTHD, HApU4YaH CHPBBP.

PaBHONpaBHUTE MpEXH ca TMOIXOAIIN 32 MAJIKH MPEKHU, BKIIIOUBAIIUA HE
noseue ot 10 koMIIOThpa. BCHUky KOMITIOTPH B €JHA TakaBa Mpexa oOpa3yBar
enHa o6Omra paborHa rtpyma (workgroup). ToBa u3MCKBa BCEKM €AMH OT
KOMITIOTPUTE Aa ObJe KoH(UrypupaH 3a padorta B pabotHa rpyna. B Windows
TOBA CE U3BBPIIIBA YPE3 CHOTBETHA HACTPOITKa Ha KOMITIOTHpA 3a paboTa B Mpexa,
KaTo UMETO Ha paboTHATa rpymna TpsioBa j1a 0bJie €THO U ChIIO 332 BCEKU €UH OT
KOMITFOTPHTE.

B cbpBBpHO-0a3upaHnTe MpEeXH JOCTBIBT JO pecypcute OuBa
KOHTpOJIMpaH mocpeacTBoM asmenmukayus (authentication) u paspewenus
(permissions). 3a BcekH CHOJCISH PECypC MPEKOBHUAT aIMUHUCTPATOP 3a/1aBa
paspenieHust (mpaBa Ha JIOCTHII) 32 BCEKH OTJACJICH MOTPEOUTEN WU 3a Iisijia
paboTtHa rpyma. Upes paspelieHusara ce yka3BaT HUBaTa Ha JOCTBII JI0 PECYPCHUTE,
HaIpuMep J1aiu aajeH (aida Moke caMo 1a Ob/ie MPOYUTAH WM B HETO Morar Ja
ObJaT U3BBPIIBAHU U IPOMEHH (peaakius wiu ustpusaue) [7-10].

B Ta3u HoBa wmH(pOpManMOHHA €pa, BHUCOKUTE CKOPOCTH HA JaHHU H
BHCOKAaTa HAJACKIHOCT TJIACKaT HAIUTE OEIKUYHM CUCTEMHU HAMpe] U Ce
MPEBPBHINAT B JOMUHHUpAI] (AKTOp 3a YCHENTHOTO PasrphbllaHe HAa THPTOBCKH
mpexu. MIMO-OFDM  (MyATUIIEKCHpaHE € MHOXECTBO BXOJOBE H

OpTOroHaIHO  4YCCTOTHO pasz[eJmHe), HOBa Oe3KHMYHA MU POKOJICHTOBA
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TEXHOJIOTUSA, MPUA00U TOIsIMa TMOMYJAPHOCT TMOPaaAd BB3MOXHOCTHTE CH 3a
BHCOKOCKOPOCTHO TMpEIaBaHE W HAJICKIHOCTTa CHU Cpelly MHOTOKaHAJIHO
3aTMXBaHEe U JPYrdM KaHadHU cmyleHus. OCHOBHOTO MPEAU3BUKATEICTBO 3a
MIMO-OFDM cucremute € Kak TOYHO U OBP30 Ja ce MoIydu uHPOopManus 3a
ChCTOSIHUETO Ha KaHajla 3a MOCJIEIOBATEIHO OTKpHBaHE HA WH(OOPMAIMOHHU
CUMBOJIM M CHHXPOHM3AIlMs Ha KaHana. B mbpBara yact Ha pabota e hopmyaupan
npobnem 3a oneHka Ha kaHama 3a MIMO-OFDM cucremu u € npemioxeH
JITOPUTHM 3a OlLIEHKa, 0a3UpaH Ha MUJIOTEH TOH.

CrnoxeHn ekBuBasieHTeH Mojiel1 Ha MIMO-OFDM curnamm ¢ ocHOBHa JieHTa
€ TpEeACTaBeH upe3 MaTpPU4HO IMpeacraBsiHe. Upe3 uzOupaHe Ha €IHAKBO
Pa3MNOJIOKEHN M €IHAKBO MOIIHU HWJIOTHH TOHOBE OT IMOJAHOCEHIUTE B €IHH
OFDM cumBoOn, ce mojiydaBa HaMaJieHa JAUCKPETHA BEPCHs HA OPUTHMHAIHUSA
MOJIe]l Ha curHaia. B jgombiaHeHue, TO3W MOJEN Ha CUTHaja ce mpeolOpa3yBa B
TuHEWHa gopma, KOSTO € pa3pellnMa 3a alropuThbMa 3a olleHka Ha LS (Haii-
MaJIbK KBajipaT). B3 ocHOBa Ha MoTydeHUs MOJIET ce Mpeyiara mpocT Ju3aiiH Ha
NUWJIOTHA TOHOBE TMOj (¢opMara Ha €JAWHHA MaTpulla, YUHTO PEIOBE
MPEJCTaBIABAT Pa3IMYHU HAOOpHU OT MUJIOTHM TOHOBE B YECTOTHaTa 00JiacT, a
KOJIOHUTE Ha KOSTO TMPEACTaBISIBAT PA3JIUYHU MpPEIaBaTEIHU AaHTEHU B
npocTpaHcTBeHaTa obnact. OT aHaIM3a U CUHTE3a Ha AU3aiiHa Ha MUJIOTHUS TOH
B Ta3u pa3paboTKa, HAIIMSAT aJIrOPUTHM 3a OIEHSABAHE MOXKE Ja HaMalu
W3YHCIIMTEIIHATA CIIOXKHOCT, HacieneHa B MIMO cucremute oT akra, 4e
MaTpuilaTa Ha MUJIOTHUS TOH € MO CHIIECTBO €MHHA MAaTPHUIIA U € I0Ka3aHO, Y€ €
ONTUMAJTHUAT OLICHUTEJI Ha KaHalla B CMUCHJI HA TOCTUTAaHE HA MUHUMYM.

MSE (cpenna xBampaTH4Ha TpeEIIKa) OICHKM Ha KaHaia 3a (uKcHpaHa
MOIITHOCT Ha MWJIOTHHS TOH. BTopaTta 4Wact Ha Ta3u JucepTalus pas3riiexkiia
mpobiema ¢ 6e3:KMIHOTO MecTonojoxkeHne B WiMax (riiobaiHa CbBMECTUMOCT
3a MUKPOBBJIHOB JOCTBI) MPEXKH, KOSITO ce 0asupa ocHoBHO Ha MIMO-OFDM

texHosorua. Ot um3mepBatennure nanHu TDOA (Pasnuka BBB BpemMeTO Ha
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npucturane), AOA (brbn Ha npucTurase) uiM KOMOUHALMS OT JABETE, CE
dbopmynupa kBaswimHEHHa ¢Gopma 3a pemenue ot Thn LS. Ilpmema ce, de
JAHHUTE OT HAOJIIOICHHS ca U3KpUBEHU OT HyJsieBa cpeiHa AWGN (aautuBeH 051
raycoB IIyM) ¢ MHOro maika aucrnepcusd. CbriacHO TOBa IPEIIOIOKEHUE CE
JI0Ka3Ba, Y€ TEPMUHBT IIyM B KBazuiuHeWHa (opma uma TPUOIUZUTEITHO
HOpManiHO pasnpenenenue. CrenoBaTenHo oneHkata Ha ML (makcumanHa
BEpPOSITHOCT) M pemeHreTo or tuna LS ca ekBuBaseHTHH. HO TexHukara 3a
orieHka Ha ML e HenpuiokuMa TyK MopaJivi HelHaTa U3YUCIUTENHA CI0KHOCT U
BB3MOKHOTO OTCHCTBUE HA ONITUMAJIHO PELICHUE.

IMO-OFDM cucrtemute ca HopMa B ChbBPEMEHHUTE O€3KUYHH CUCTEMH
(manp. 5G NR, LTE, WLAN) nopaau TsxHaTa HaJIeXIHOCT 32 YECTOTHO
CEJICKTMBHH KaHAJIM U BHCOKAa CKOPOCT Ha JaHHHU. C MOCTOSHHO HapacTBAIIUTE
U3UCKBaHUA 3a MOJAbPKAHU CKOPOCTH Ha JaHHU, TE3U CUCTEMH CTaBaT BCE IO-
CJIOKHU W TOJIEeMU B KOH(UTIypaluy C HapacTBall Opoil aHTEHHU €IEMEHTH U
CIIELMAIHU pecypcH (TIOHOCEIIIHN).

C aHTEHHM pEHmEeTKH W MOPOCTPAHCTBEHO MYJITHUIUIEKCUpAHE ca
He00xoanMH e(heKTUBHU TEXHUKH 32 IpeAaBaHe [6]. DopMUpaHETO HA JIbY € eHa
TakaBa TEXHUKA, KOSITO CE€ H3IMOJ3Ba 3a MOJ00psBaHE HA CHOTHOIIEHUETO
curHas/mrym (SNR), koeTo B kpaiiHa cMeTKa 110100psiBa MPON3BOUTEITHOCTTA HA
CUCTEMAaTa, U3MepeHa TYK MO OTHOIIEHHME Ha 4YecToTara Ha OMTOBATa Irpelika
(BER) [1].

To3u mnpumep WIIOCTpUpAa acuUMeTpuyHa enHonorpedutesncka MIMO-
OFDM cucrema, KbAETO MAKCUMAJIHUIT Opoil aHTEHHH €JEMEHTH B
MpeIaBaTeIHASI U TIPUEMHUS Kpal Moxke Aa Obae cboTBeTHO 1024 m 32 ¢ 16
HE3aBUCUMHU TOTOKAa JaHHU. ToW cuUMynHMpa TPOCTPAHCTBEH KaHal, KbJETO
MECTOIOJIO)KEHUATA HA MacuBa M MOJCIHNTE HAa AHTCHHUTE ca BKIIOYEHU B
ISJIOCTHUST JM3allH Ha cHCTeMara. 3a MpOCTOoTa C€ MOJeIupa eJAMHHYHA

KOMYHHKAIIUsI OT TOYKa J0 Touka (eIHa 0a3oBa CTaHIMS, B3aMMOJIEHCTBAIIA C
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equH moOuieH moTpebuten). KanambT m3mon3Ba 3BydeHe Ha KaHama, 3a Ja
MpEeIOCTaBu Ha mpenaBarens WHGopMamusaTa 3a KaHaida, HeoOxoamma 3a
dbopmMupaHe Ha JTbY.

[TpumepbT mpemara U300p OT HAKOJIKO MPOCTPAHCTBEHO AchUHUpAHU
KaHaJIHU MoJjiejia, Io-cnenuanHo mojena Ha kaHaiga WINNER II u moaena Ha
0azata Ha pasceiiBaHe, KaTo H JBaTa OTYMUTAT MPOCTPAHCTBEHUTE
MECTOITOJIOKCHHS Ha MpeAaBaHe/IpueMaHe U MojieinTe Ha anTeHaTa (dur. 27 u
28).

* ¥ Peak Finder

Transmit Antenna 1

Freq. (MHz)
-7.500
: 7.500

Channel Power

* ¥ Channel Measurements

duzypa 5 AHanu3 HO YecmomHama AeHmMa Ha KOMIMbPHA Mpexca ¢ matlab
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{9 Figure 2 Transmit Array Response Pattern
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] Figure 4: Transmit Array Elevation Pattern
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Gueypa 6 Cumynayusa Ha npedasaHe Ha OGHHU U aHAAU3 Ha wymose ¢ matlab 2018 paboma ¢ nakem MIMO-OFDM

Precoding with Phased Arrays®

Perahia, Eldad, and Robert Stacey. Next Generation Wireless LANS: % 802.11n and 802.11ac. Cambridge University Press, 2013.
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®ueypa 7 PascelisaHe Ha wymoseme - matlab 2018 paboma ¢ nakem MIMO-OFDM Precoding with Phased Arrays

MATEMATHYECKH MOAEJIH 34 AHAJIU3 HA
KOMITIOTBbPHA CUCTEMA

Teopust Ha urpure

B Teopus Ha urpute MPOTUBHUIIMTE CE HApUUaT urpadu. Bcexku oT Tsx numa
MHOECTBO OT BB3MOXXHHU X0j0Be. To MOXe Ja ObAe KpailHO uiau Oe3KpaiiHo.
Bb3mokHUTE NENCTBUSL Ce HapuUyaT CTpareruss Ha urpara. Pesynarature wnum

IUIalanusTa ce AepuHupar ot QyHKIHMH, 3aBUCEUIN OT CTpaTerusaTa Ha urpayva.
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MartpudHa urpa Ha IBamMa UTpadu € TaKkaBa Wrpa c HyJieBa cCyMa € TaKaBa,
IIpU KOSITO CyMaTta OT NevaaOnTe Ha MbPBUS U BTOPHUS UTPad V1 M V2 € paBHA Ha
HyJa:

n + w»n=0.

AKO ITBPBUSAT ¥ BTOPHUSAT UTPad U30epaT ChOTBETHO CMECEHA CTPATETHS X—=
(X1, X2,...xm) 32 y= (Y1, Y2,...Ym), TO MAaTEMaTHYCCKOTO OYaKBaHe 3a Ic4aada Ha

ITBPBHS UTPaAY €

E(x.y) :Zm:Z”:ainiyj

i=1 j=1

Heka Xu'Y ca MHOXecTBaTa OT CMECEHHU CTPATeTUH HA X U .

Bb3HuKBa BBIIPOCA 3a ChIIECTBYBAaHE HA ONTHUMAJIHA CTpaTerus x* u y* 3a
neyasiba (3aryba) Ha MBPBUSA, PECINEKTHUBHO BTOPHS T.€. MATEMaTUYECKOTO
OYaKBaHE 3a MbPBUS € MaKCUMaJllHa revyanda (ChbOTBETHO 3aryda ) € MaKCUMaJHO
MIpH Hail-moOpa urpa Ha MPOTUBHUKA.

Crnopen ocHOBHaTa TeopemMa OT TEOpUS Ha WIPUTE CHIIECTBYBAT
ONTUMAJIHU CTpaTterun Xx* U y* T.e. 3a MaTpuyHa Urpa C HyJeBa CyMa uUMa
perieHue

maxmin E(x,y) = minmax E(x,y) =E(xX*,y*)=v
xeX yey yey xeX

Taka 4de 3a BCsiko XeX U Y €Y € U3IMBIHEHO
E(c,y) <E(X*,y*) <E(X,¥%)

Yucnoro v=E(X*,y*) ce Hapuya II€HAa HA UIrpaTa, a TOYKaTa B KOATO CE

IIoCTUra C€ Hapru4da CCajioBa TO‘IKaG.

6 Vladimir Mazalov Mathematical Game Theory and Applications, Wiley, 2012, ISBN 978-1-118-89962-5
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AKO HHTepHenupame MpeICTaBEeHUTEe PE3yNITaTh ako UMaMe JIBaMa Urpavu
B eIHa KuOep cucTeMa eauHus ce OoTOpaHsBa, APYrusi aTakyBa BHHAru

CBIICCTBYBA OIITUMAJIHA CTPATCTHUA 3a 3allUTa, PCCIICKTUBHO aTaKa7.

Hexka na pasrnename u apyra ctparerust L urpaun (xakepu) arakysat, N/L
ca aTaKyeMUTEe KOMIIOTPU — BTOPUTE UTPAUH.
W3non3Baiiku Mosienna Ha Hamilton—Jacobi—Bellman

V (x) = max lim > logu, +e\7{eX—Zui - Zﬁij

ieL ieL ieN\L

VL(X):{_E%"m > log, +e\7L(ex—Zui - Zﬁij
! ieL

ieL ieN\L

Tbpcene Ha pelieHue B cieaHaTa popma

V. (x)=A logx+B,, V,(x)=Alogx+B

Kontpona Ha motoka Moxke aa ce jaeduHUpa IO CIASAHUS HaYuH

u=y‘xiel, 0 =y"x.

I
3a onTUMAaIHO PEIlICeHHE MOoJydaBaMe CJICTHUTE KOS(HUITUEHTH

K l-a
= X
k(l+(n—k)(1—a))

\7L(x)=L|ogx—1iéL.

1 o a
B, = k(l— " Iog(lJr (K a)J +log(1-a) + Ta log(a) — log( k)J

7 Vito (2021). Game Theory (https://www.mathworks.com/matlabcentral/fileexchange/51601-game-theory), MATLAB Central File

Exchange. Retrieved November 10, 2021
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dueypa 8 PeweHue HO MaMPUYHA U2pa 8 CMUCHAA Ha [Tapemo
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IIpunocu

Bb3 OCHOBa Ha M3BbPLUEHUTE N3cne[BaHUA U aHA/IM3KN gUcepTauuaTa npeanara

cneagHnTe Hay4YHO-NMPUNOKHU NPUHOCK:

1. OTkpoeHn ca npobnemHn obnactm B obnactta Ha obmeH Ha
nHbopMaumAaTa NpPU PasIMYHU KOMMIOTbPHU MPEXM M e HanpaseH

cucTemaTmyeH o63op.

2. lNpeacrtaBeHM ca pas/IMYHUTE METOAM XaKepCKWM aTaku M meTtoau Ha
TAXHATA 3aWMTa Ta3u rpyna aTaku BKAOYBA BCEKM OMUT 33 NOJly4aBaHe Ha
HEeoTOpPM3NpPaH AO0CTbN A0 CUCTeMaTa. HanpaBeH e aHaU3 Ha pPasnnyHUTe

BMAOBE aTaKuM KaTo:

e ATaKu OT TUN ,,0TKa3 oT ycayra“ (DoS): BMA aTaka, KOATO NPUYMHABA
3aryba Ha ycayra WMAM  HEBB3MOMKHOCT Ha MpexaTa Ja
GYHKLUMOHMPA.

e ¢ Yeb aTaku: TOBa € BCAKA aTakKa, KOATO ce onuTBa pAa
Hapywmn/npomeHn aageH yeb cant. [lBe OoT Hal-4ecTo cpelaHuTe
TaKkmBa aTaku ca: SQL injection (SQLi).

e o “OtBnnuaHe” Ha HTTP cecumn (Session hijacking): Te3n aTaku
npeacTasassat OTB/IMYAHE Ha naeHtTMduKaTopa Ha
notpebutenckata cecus (session hijacking).

e ¢ DNS oTpaBsHe (DNS poisoning): To3u TMN aTakn KomnpomeTmpaT
DNS cbpBbpa Taka, 4e noTpebutenute morat aga b6bagat

npeHaco4YeHu KbMm 3/10BpeaHu yeb calitose.
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Pa3paboTeH e MeToA Ha XaKepcKa aTaka no meTtoga Ha rpybarta cuna.
PeanunsnpaHd c xupuaeH KOMNIOTbP OT Tuna ApaywHo. HanpaseH e

dHaJ/In3 Ha C/IOXKHOCTTA Ha aTaKaTa.

Pa3spaboTeHn ca maTemaTMyeCcKn MoLesin 32 aHaIM3 Ha CTabMIHOCTTa Ha
CUTYPHOCTTA HAa KOMMIOTbPHA MPEKa M HAYMHM 33 aHA/IM Ha Ta3M CUCTeEMaA.
MN3non3BaHM ca maTemaTUyecku noaxoau Kato MapKoBCKM npouecw,
Teopwus Ha urpute c NpMpoaaTa C NPUNOXKEHUE Ha NpUHUMNA Ha beamaH

n TeopuA Ha KaTacTpoduTe.
B copTyepHuma naker Matnab ca HanpaBeHW MHOMECTBO CMMynauuu 3a
aHaNM3 Ha NpeHoca Ha AaHHM B Pa3/IMYHM KOMMIOTbPHU MPEXU U

B/IMAHUETO Ha WWyMa BbPXY TO3UN NPEHOC.

. AHaJ'II/I3I/IpaH e TpachKa Ha KOMNIOTbPHaA MperxKa Ha UHTEPHET AO0CTaBYUK

M Ca CUCTEMATU3NPAHUN OCHOBHUTE aTaKN U3BDBPLLUBAHU BbPXY AOCTaBYUKA.

HanpaBeH e KOHUeNnTyasieH aHa/M3 Ha BUAOBETe KOMMIOTbPHM aTaku um

Ha4YUHUTE UM Ha NpoBeX4aHeE BbpPXY 6I'OLI,)K€THMT€ npeanpuaTua.
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3aKJII0YeHHue

Temara 3a MpexuTe, IOPU U cCaMO OE3KUYHUTE MPEXKHU, € HAUCTUHA
OrpoMHa U He MOXke Jia ObJie oOXBaHaTa caMo B efiHa pa3padoTka. Hanssawm ce,
ye C TO3M MaTepuan cbM Bu gan HAkos HavanHa uHpOpMamus ¥ CbM BHU
OpUEHTHpal 1O OTHOUICHHWE Ha TOBa, KAaKBO TOYHO IMPEACTABIsSIBA T Haii-
Pa3NpPOCTPAHEHUTE 32 MOMEHTA 0€3>)KMUHU TEXHOJIOTUH U TEXHUTE IPOTOKOJIH 32
JOCTAHIL.

CpaBHsiBaiiku J1BaTa THUIa KOMYHHUKAIUH - )KUYHUTE U OC3KUYHUTE, MOTAT
Ja Cce BHUIAT 3HAYUTEIHO TOBEYE MPEIUMCTBA MPU OE3IKHUUYHUTE, OTKOIKOTO
HEJIOCTaThIU, AopU U B cpaBHeHue ¢ Ethernet. bescnopHo, TexHoMOTMUTE 111€
OpoABIDKABAT J1a CE€ pa3BUBAT C BCE OLIE MO-HApACTBAILO TEMIIO, U3YUCTBANKU
TPEIIKUTE U HETOYHOCTUTE, YBEITMYABAMKN CKOPOCTHTE 32 OOMEH U TPUIKEHKHUCE
1o-700pe 3a ChXpaHsABAaHETO HA IICHHUTE HU JAHHU.

[TpoTokonuTe 3a AOCTBHI A0 CHOOLIMTENHATAa cpeAa HpHU OE3KUUYHUTE
JIOKaJTHU MPEXHU CE paszinyaBaT OT MPOTOKOIUTE 32 MHOKECTBEH JOCTBI MPHU
KaOeJHUTEe MpPEXU MOpaaud TNPOMEHSIIUTE C€ BBB BPEMETO IapaMeTpu Ha
CHOOIINUTETHHS KaHAJ U SIBICHUETO CKPUT TePMHUHAI.

N3non3anero Ha 0611 MAC npotokoi 3a ISM paanokananu u audyseH
UHppauepBeH KaHall BOJAU JO YCJOXKHSABAaHE Ha MpoTokona. JledcTBamusar B
MomeHTa 802.11 MAC npoTrokosn mokas3Ba J00pH PE3yaTaTd MPEAUMHO MpH
pagroKaHaIHTE.

[Ipennoxxena e MmoguduUKalms Ha IPOTOKOJI 3a YIIpaBiIeHUE Ha TOCThIA 10
CHOOLIUTENHATA Cpea MPU OE3KUUHU JIOKATTHU MPEKU ¢ AU(Yy3eH nHppadepBeH
KaHAJI,KOWTO pelraBa mpodsemMa ¢ Bb3MOKHUTE KOH(DIMKTH Tpr 0OMEHa Ha KaJIpu

C IaHHU U HAJIMYHUEC HAa CKPUTH CTAHIUU OT THUII H2 BMpCKara.
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ANALYSIS AND SIMULATION INVESTIGATION OF THE
FEATURES OF LOCAL NETWORKS

Wireless computer networks are the result of the natural evolution of
computer systems in terms of flexibility in the use of computing resources and the
freedom of users available in space and time. Current technological solutions used
for wireless data transmission, depending on the geographical location of the user
and the distance at which the data is transmitted.

Wireless LAN LAN-WLANSs are one of the parts of wireless computer
networks that find application for the implementation of computer
communications and network applications in the local area of the type "in-root,
in-building or campusarea”. Their purpose is similar to cable-based LAN - to
transfer data frames between mobile or fixed stations belonging to the network,
providing the following additional features:

o Expansion of traditional local area networks for mobile
devices.

« Mobile access to corporate networks.

o Local area networks with equivalent access of the Ad Cape
type.

« Inter-LAN Bridge remote access bridges.

« Integration of computers and communication devices.

When considering the problems and parameters, the leading criteria are to
ensure the maximum data transfer rate and determine the probability of errors
(BER - bit error rate). However, the practical transmission of data is performed
by the protocols realizing the access to the communication environment (MAC -
media access control).

The purpose of this study is to review the most common methods of access
to the communication environment in WLAN and their corresponding MAC
protocols, how to operate and build wireless networks and types of computer
networks. In recent years, the development of technology has increased the need

for different types of communications [1-6]. One of the fastest growing methods
45



of communication is wireless. The biggest advantage of wireless communications
Is the mobility of the devices they use. In recent years, many wireless standards
have emerged, the most popular of which are -Bluetooth, IEEE 802.15.4 /
ZigBee, WiFi (802.11 *), Wi-Fi Direct. These standards are designed for a
wireless connection that requires a medium high and high data rate [5-12]. For the
implementation of the present work, the access protocols for wireless local area
networks (WirelessLAN-WIan) and the basic wireless standards are presented, as
well as the most common types of microcontrollers. The 802.15.4 / ZigBee
standard is also discussed, compared to other wireless standards.

The first chapter describes the general characteristics of computer networks
and the topology of different types of networks. The OSI model is briefly
reviewed and characteristics at its levels are presented. Particular attention is paid
to Wi-Fi and the protocols it uses. The reason for this is that in the third chapter
most computer simulations are made with WiFi.

In the second chapter an overview of the topic of the dissertation is
made. The IEEE Standard 802.15.4 / - ZigBee is briefly described. This is an
extremely flexible new technology that covers much of the needs of today's
market. It is characterized by low energy consumption and relatively good
security. The main types and characteristics of different types of hacker attacks
are presented. An analysis of the quality and quantity of the different types of
damage they can do has been made.

The third chapter presents the results of the dissertation. Conditionally, they
can be divided into three groups:

o Computer simulations for studying the characteristics of
computer protocols with the software package - Matlab;

o Development of mathematical models for analysis of
computer security and entropy of protocols and information
system;

o Practical testing of computer security in data transmission and

analysis of Cyber security of certain software systems.
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The chapter describes a practical attack implemented by the method of
brute force using Raspberry PIl. Analyzes of hacker attacks on real Bulgarian
companies are presented.
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Introduction

Wireless computer networks are the result of the natural evolution of
computer systems in terms of flexibility in the use of computing resources and the
freedom of users in space and time. Current technological solutions used for
wireless data transmission, depending on the geographical location of the user and
the distance at which the data is transmitted.

Wireless LAN LAN - WLAN is one of the parts of wireless computer
networks that find application for the implementation of computer
communications and network applications in the local area of the type " in-root ,
in-building or Their purpose is similar to cable-based LANSs - to transfer data
frames between mobile or fixed stations belonging to the network, providing the
following additional features:

e Expansion of traditional local area networks for mobile devices.
e Mobile access to corporate networks.

e Local area networks with equivalent access of the Ad Cape type.
e Inter -LAN Bridge remote access bridges .

e Integration of computers and communication devices.

When considering the problems and parameters, the leading criteria are to
ensure the maximum data transfer rate and determine the probability of errors
(BER - bit). error rate ). However, the practical transmission of data is carried out
by the protocols realizing the access to the communication environment (MAC -

media access control )



The aim of this study is to review the most common methods of access to
the communication environment in WLAN and their corresponding MAC
protocols, how to operate and build wireless networks and types of computers
networks.In recent years, the development of technology has increased the need
for different types of communications [1-6]. One of the most dynamically
evolving methods of communication is wireless. The biggest advantage of
wireless communications is the mobility of the devices they use. In recent years,
many wireless standards have emerged, the most popular of which are - Bluetooth
, IEEE 802.15.4 / ZigBee , WiFi (802.11 *), Wi-Fi Direct . These standards are
designed for a wireless connection that requires a medium high and high data rate
[5-12]. For the implementation of the present work, the access protocols for
wireless local area networks ( WirelessLAN-WIan ) and the basic wireless
standards are presented , as well as the most common types of microcontrollers.
The 802.15.4 / ZigBee standard is also discussed, compared to other wireless

standards.



Chapter One

Types and characteristics of computer networks

overview

A network is two or more computers connected to each other by the
necessary hardware and software that allow them to exchange information with
each other and between other devices. The hardware connection between the
individual computers and the other peripherals involved in the network can be
built with the help of cables (coaxial, twisted pair, optical), or with the help of
some wireless technology (IRDA, Bluetooth ). Many network protocols (TCP /
IP, NetBEUI , AppleTalk , PPTR, DHCP) take care of the network connection
[12]. Generally speaking, there are two types of network - LAN Area Network
(local area network) and WAN (Wide Area ) Network - network over a wide area).
A LAN is a network between multiple computers and peripherals, physically
located in a sufficiently small area — for example, within one or more adjacent
buildings [28].

WAN is a network that can extend a huge distance, and its main purpose is
to connect existing LANS in one network. In turn, one WAN can be connected to
another WAN, forming a higher level in the network hierarchy.

The best example of a WAN is the Internet. The data transfer rate between
two network devices is one of the most important indicators characterizing the
network and is measured in the number of bits transmitted per second [18-29]. In
sync with the increasing data rates there were abbreviations such as Kbps , Mbps
, Gbps , meaning thousands, millions and billions of bits per second. In terms of
LAN design, you can find many terms, the main ones being:

e network type - network with equal access and client - server type
7



e topology - bus, circular and star

e architecture - Ethernet , TokenRing

Types of networks

In today's world of computer technology, the connection between the
computer and external devices is needed, as well as with other computers and
computer networks. There are several types of connections. They can be wired or
wireless. Each personal computer is usually equipped with two serial and one
parallel port. Serial and parallel interfaces work differently The connection
between electronic devices can be made in two ways. It is possible to use cables
as a transmission medium or wireless technology.

Wired interfaces are mainly used in desktops. But with the advent of laptops
and smart mobile phones, wireless standards for data transmission are evolving
[18, 28-42].

Classification according to the method of transmission:

Serial

Serial ports send one bit across the transmission medium. Although bit - by
- bit transmission is required on the transmission medium, the number of wires is
significantly smaller.

There are two main types of serial communications - synchronous and
asynchronous [28, 35, 78].

Synchronous interfaces exchange information about synchronization
before the start of the transfer, but also exchange synchronization signals during
it [28, 31-38]. Synchronous transfers allow a higher exchange rate than
asynchronous ones.

Asynchronous communication means one in which there is no
synchronization [45- 62]. No "empty" bits are sent. The serial port of personal

computers is asynchronous. Although there is no synchronization, the beginning
8



and end of each byte transmitted must be indicated. This is done by starting and
stopping bits.

Parallel

Parallel ports send and receive information by transmitting 8 bits of data
simultaneously on a cable consisting of 8 wires. This method allows very fast
communication, but the cable used is inconvenient because it is thicker and
composed of many wires. Parallel ports are mostly used to connect a computer to
a printer.

Classification according to the rights of connected computers

There are  two basic types of local area networks, which differ in what
rights the connected computers have and how they receive them. In a network
with equal access, each computer has equal rights, while in a client-server network
it is the server that determines the access rights to other participants in the network
at the request of each client computer. Incidentally, a local area network can be a
combination of the two types [25, 78-91].

Equal access network.

As  the name implies this type of network, all participants in the

vagueness are equal, and at one time a computer can act as a server,
and at another - as a client. Access to shared network  resources IS
administered by a separate server, as is the case with client-server networks. This
type of network is used when the number of computers is relatively small and
there is no need for centralized storage of files and network applications. Support
for this type of network is built into all versions of operating systems and
Microsoft: 95,98, Me, 2000, XP, Vista, 7, 8, 8.1, 10 including Home edition [5,
8, 15, 69, 128, 159]. Other advantages of this type of network include the low cost
of construction, easy administration of each individual computer (node), the lack
of need for a network system administrator who should take care of configuration

and administration.



Client-server network

In this type of network the purpose of the individual machines is fixed from
the very beginning there may be one (or several) server (s) controlling the access
to resources and services of the connected workstations . Files can be stored
centrally on the server and applications available for use by any computer, which
means that if the server is turned on, each of the client computers can access the
files at any time. In peer-to-peer networks [126-158], provided that the files are
shared on one of the computers, there is a requirement that it not be stopped in
order to provide access to certain information . The level of security in a machine
from this type can be relatively easily enhanced thanks to centralized
management, usually performed by the network administrator, who can also take
care of centralized data archiving, application installation, user administration,
etc. [12, 158, 225, 321]. Networks of this type, in addition to being faster than
peer-to-peer networks, allow the inclusion of more devices (not only computers,
but also network printers, etc.), access to which is faster than peer  -to-  peer
networks. On the other hand, the equipment for building this  type  of
networks is many times more expensive, for  their  construction and
administration a network administrator is needed, who, among other things, must
deal with security issues, especially if the network is connected to the Internet. or
to another network.

Combined type of networks

As you may have guessed, this type of network is a combination of the
above two types of peer-to-peer network and client-server network. Very often
due to the specifics of the tasks performed within an organization, this type of
network is preferable [12, 56, 89, 90 -94]

10
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As can be seen from the diagram, a separate part of the network devices
forming a workgroup forms a network with equal access, in which resources are
shared between them without the involvement of the server [12, 54, 58, 95-112].
At the same time, the same computers are connected to a server that is part of a
client-server network. Thus, on the one hand, the server controls the primary
resources needed for the entire network, and on the other hand, does not allocate
resources for managing devices needed only to work on computers in the

workgroup connected to a peer-to-peer network 2.

OSI model

This model, OSI ( Open System Interconnect ), developed by the
international standardization organization 1SO, describes the structure of an

ideal network connection [45, 58, 69, 226], using the concept of levels of

https://www.it.souprovadia.info/node/29
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interaction of network components. The OSI model contains seven levels of

interaction that are relatively autonomous and can be distinguished 2.

L MEANING
EVEL
1 Physically
Media access|
2 control
Figure 2Levels of impact Channel of network components
local link control )

1. Physical
level - 3 AL responsible for
- - l - -
receiving  and 4 Transport transmitting
binary data. 5 Session This level
determines the electrical,

. 6 Representative
mechanical and procedural
.. 7 Applied
characteristics of the channel

between the end systems. It is the specifications [128, 128, 229] at the physical
level that determine the voltage levels, the rate of transmission of physical
information, fix the requirements for the environment for the transmission of
information, etc.

2. Channel level - ensures the transportation of data below the physical
level, ensuring the physical addressing the network topology, fault information,
administration of information flow.

3. Network layer - is responsible for choosing the route between the two
end devices, even if they are located in different geographical areas, as opposed
to the physical layer, which monitors only the nearby network connections.

4. Transport level - the highest in the hierarchy of levels responsible for

data transport. Provides monitoring of the integrity of sent or received data,

http://pencho.my.contact.bg/start/comp/lan/lan.htm
12



controls the flow and sequence of data packets, provides mechanisms for the
operation of virtual channels and troubleshooting systems [228, 229, 289, 291].

5. Session level - based on multiple network protocols establishes,
manages and closes the sessions for interaction between applications,
administering their requests.

6. Representative level - provides " readability " of the information sent
from the representative level of one system to the same level of another system.
For this purpose, this level can translate the sent information to some common
format, understandable for the other system [128 -139].

7. Application level - ensures the implementation of user tasks, serving
as an interface between the end system user and network services. At this level
the co-operating applications are synchronized, the devices with which the
connection will be established are identified, the amount of resources required for

the presumed connection is estimated [128, 145, 156].
Wireless LAN (wireless communication devices )

Wireless networks

Until recently, when we mentioned this term, we immediately thought of
mobile phones. But there are other areas where the convenience of wireless
communications has pushed them to the back of the communication wave.

The use of radio channels to connect devices, although not new as an
invention, has only recently evolved significantly, especially thanks to the
widespread use of the Internet, local and WAN networks, connecting many people
%to exchange voice, video and data with each other. and at noticeably high speeds
[140-167].

The need for greater freedom and convenience in building networks, the

need to easily connect the ever-increasing number of mobile subscribers who do

3 https://www.bukvar.bg/materials/browse/11,148,,,,/?page=14&so0=1
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not want to look for special points to connect to the network, has given impetus
to the development of wireless devices. globally - the need of modern man for
modern high-speed and high-speed communications [5, 36, 56, 128, 259, 321].

Building wireless networks

Building wireless networks requires certain knowledge, not only in the
selection of the necessary equipment, its deployment in the most appropriate way,
but also in setting up software, access rights and technical security [45, 59 128,
149, 189].

The easiest way to connect two computers in a wireless network is to plug
in each of them a WLAN card, no matter what interface it is (as long as it is
supported), to install drivers, to set the necessary parameters connection,
encryption levels, and the network is ready to exchange data between devices [5,
69, 128, 221].

The new generation operating systems such as Windows and Linux [221 -
240], after installing the necessary drivers , recognize the devices correctly and

allow "communication" with them, as well as setting some parameters “.

4 http://pencho.my.contact.bg/start/comp/lan/wlan.htm
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Figure 3Wireless network setup

Wireless communication devices ( WiFi )

WiFi ( Wireless Fidelity) is a type of WLAN - a wireless network designed
for short-range use (up to 100 m indoors and up to 300 m outdoors), such as
offices.

In order for a wireless network to be defined as WiFi , it needs to be built

according to the requirements of the Wireless Ethernet Compatibility Alliance
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(WECA). Compliance with these requirements ensures the compatibility of
wireless devices, regardless of their manufacturer [25, 58, 258].

Advantages of using WiFi wireless devices :

- WiFi creates a "flexible" workstation where you can work anywhere
and connect new users without adding additional connectors.

- WiFi allows you to connect to the Internet wherever there is a °
hotspot '.

- The standard allows office workers to use laptops, through which
they can use the company's network from different locations, which makes them
more mobile and flexible .

How the wireless network works [55, 98, 128, 157]:

In general, every WiFi wireless network has a HotSpot (literally a hotspot),
through which all connections are made to the local network. It also provides the
connection between the wireless network and other local area networks, as well
as the connection to the Internet [159, 168, 191, 228, 289, 297].

Figure 4Wireless data transmission system
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Wi-Fi Direct

Wi-FiDirect , originally known as Wi-FiPeer-to-Peer , will soon become
one of the main ways to wirelessly transfer data between devices.

Wi-FiDirect is a new standard for wireless data transmission that allows
devices to connect directly without an additional router-like intermediate [225,
297, 310].

It is currently not possible to connect a printer directly to a computer or a
phone to a laptop, so another router connector is required.

Wi-FiDirect is designed to remove this limitation and allow a direct
connection between devices.

And whether Wi-FiDirect will be able to completely replace Bluetooth is
difficult to say for sure now, but all the prerequisites are there. Compared to
Bluetooth , the new Wi-Fi derivative is much better in terms of transmission speed
and coverage, as well as data protection and ease of connection.

Getting rid of the redundant wireless interface in mobile devices will
benefit both manufacturers and consumers because the devices become more
compact, lighter, cheaper and simpler to manufacture. And users, instead of
monitoring two interfaces, will do so to switch to only one [45, 56, 128, 159].

The new technology can be built into virtually any device, including those
that traditionally work with Bluetooth (wireless keyboards, mice, headphones).
To increase the autonomy of Wi-FiDirect , new energy-saving operating modes
have been developed [158, 198, 197].

Specifications

Chapter Two OVERVIEW

The standard IEEE 802.15.4 / - ZigBee technology
ZigBee

17



ZigBee is a new wireless technology based on radio data transmission. This
Is an extremely flexible standard covering much of the needs of the wireless
market. The technology also fills a big gap in the products offered so far. This is
the first technology to offer very low power consumption, which is crucial for
wireless devices [25, 39, 78, 118, 189].

IEEE 802.15.4 standard and Zigbee technology.

IEEE 802.15.4 is a standard implemented in May 2003. It is based on a
simple protocol stack, with the aim of providing the hardware base for the further
implementation of wireless applications covering the standard.

The ZigBee alliance, on the other hand, is an organization founded by
several large corporations in the field of high technology (Philips, Motorola,
Samsung, etc.), aiming to make existing technology usable and rent it on the
market [185, 189, 199, 228].

The organization creates wireless technology based on the IEEE 802.15.4
standard, adding to its capabilities and logical network topologies, as well as
ensuring network security. It is important to note that the ZigBee alliance does not
Impose its own standard, but rather offers a ready -made set of solutions designed
primarily for sensors and control systems [127, 158, 189].

Main features of the ZigBee standard

ZigBee technology has two data channels: 2.4 Ghz and 868/915 Mhz . At
2.4 Ghz channel frequency, data transmission takes place at a maximum speed of
250 kbps . In the case of lower frequency channels, the speed is lower - from 20
kbps to 40 kbps [125, 158, 225].

One of the main advantages of ZigBee is the low energy consumption. A
device designed on the basis of this technology can run on a simple battery from
a few months to 2 years, and in some cases even more. The distance at which a

connection can be made is about 50 m (typical value) (from 5 m to 500 m

18



depending on the signal propagation environment). Data transfer is performed on
the basis of negotiation ( Hand-Shake protocols).

Another great advantage of ZigBee is the ability for devices designed on its
basis to perform many different topologies - star ( star ), peer-to-peer , mesh and

others.

Types of hacker attacks

WSN can be divided according to some functions. Some models are
extremely simple: the sensor measures and sends data. Complex models involve
the implementation of complex algorithms for operation and data processing. In
the WSN security discussion, we need to explore what to protect ourselves from
and what not. There are many forms and types of attacks [205, 289, 301]. We can
divide them into: Passive attacks - eavesdropping, surveillance data collection,
etc., Active attacks include fake appearance ( Masquerade ), replacement,
modification, denial of services of service ), etc. Of all, denial-of-service attacks
are the most dangerous, as others can be protected by authentication and
cryptography. Denial of service poses a threat to the entire system, which can be
carried out with an unintentional random attack, but is likely to be targeted
because in this case it is difficult to determine which of the participants is and
where in the network. Attacks on WSN can be divided into several groups that

follow:

Simple assembly ( Simple Collection and Tranmittal ):
« denial of services - denial of service
» transmission of fictitious data - broadcasting spurious information

« physical attacks - physical attack
19



« attack with forwarding of messages - replay attacks

The sensor node performs periodic measurements and sends them to
the base station on the assumption that it is accessible and within range. These
types of WSN is unstable to network-level attacks [201, 257, 258]. The denial-of-
service attack consists of jamming or radio frequency interference, which initiates
a collision. They are also susceptible to spoofing attacks in which malicious
people attack by sending fictitious data . spurious information ), resistant to
physical attacks attack ), such as theft, destruction, etc. Replay attacks on a

previously sent message attack ) are present here [16. 189, 190, 205].

Forwarding : _

* Black Hole

« Selective referral Forwarding

« Data Corruption _

« depletion of resources - Resource Exhaustion

The sensor collects them and sends the data to one of the neighboring
sensors located on the way to the base station. Thus, the intermediate sensors
forward the messages to the base station or to a neighboring sensor so that the
data eventually reaches the base sensor. When receiving data, the sensor (in the
first case) does not process it, it only transmits it on [15, 85, 94, 172]. Therefore,
WSN is vulnerable to Black Hole attacks , data corruption, and resource depletion
. Exhaustion ). In the Black Hole attack, the node that is responsible for
forwarding the data it repels (destroys). The attack on data corruption changes the
content of the data during transmission [187, 186, 275]. The purpose of these
attacks is to take control of the network. Depletion of resources takes place in such
a way that the malicious person sends a large amount of data which is an
unnecessary waste of energy resources (battery) [185, 189, 205]. When a packet

has an explicit path that needs to be traversed, this is called selective forwarding

20



. Forwarding ). Receiving and processing commands ( Receive and Process
Commands ) [211, 267, 287]:

« sending fictitious (false) commands The sensor node receives commands
from the base station that controls directly or through their neighbor (indirectly)
another node, sending commands to change the state or actions. The ability to
process commands is very useful for reducing the amount of data in the WSN.
Commands can be sent to all nodes ( broadcast ) or to one ( unicast ). When
sending to one node, it is necessary to provide some addressing of the nodes. Here
comes the attack in which the malicious node takes on the property of a master
node (base station) and sends fictitious (fake) commands. Self -Organization [ 15,
186, 211, 257] :

/[ atacks aginst routing protocol :

* spoofed , altered , or replayed routing information
« sinkhole attacks

* Sybil attacks

» wormholes

* HELLO flood attacks

* acknowledgment spoofing

WSN implementation is represented as just an organizational unit that
learns and manages the topology. Network topology information can only be
known on the base station or shared with some other second tier master nodes
again with all nodes in the network [14, 52, 185, 199]. The nodes are then required
to act as clusters so that they can solve the problem of network collision. WSN,
in short, is sensitive to all attacks related to routing protocols ( routing protocols
) [158, 186, 194], here we will mention the Induced attacks Routing Loops ,
Sinkholes , Wormholes , HELLO Flooding . When the data in the structure of the

21



network itself can be tracked, the malicious person can change the data, resend it
or invent it ( spoofed , altered , or replayed routing information ) [158, 856, 197].

This threatens the true figure of the network as seen by the base station.

22



Chapter three

GOALS AND TASKS

The aim of this dissertation is to study and analyze the transmission of data
in different computer networks. Data transmission and reception (or, more
broadly, data transmission or digital communication) is the transmission and
reception of data (digital bitstream or digitized analogue signal over point-to-point

or point-to-point communication).

Analog or analog transmission is a method of transmitting voice, data,
image, signal or video information using a continuous signal that varies in
amplitude, phase or some other property in proportion to the parameters of the
variable. The messages are represented either by a sequence of pulses using a
linear code (transmission in the main frequency band) or by a limited set of
continuously changing signals (transmission in the frequency band) using the
digital modulation method. Bandwidth modulation and corresponding
demodulation (also known as detection) is performed by the modem hardware.
According to the most common definition of a digital signal, both baseband and
bandwidth signals representing bit streams are considered digital transmission,
while an alternative definition considers only baseband signal as both digital and
digital transmission. bandwidth data as a form of digital to digital conversion. -

Analog conversion.

The data that can be transmitted can be digital messages from a data source,
such as a computer or keyboard. It can also be an analog signal, such as a
telephone call or a video signal digitized in bitstream , for example by means of

pulse code modulation (CMS) or a more advanced output coding (analog-to-
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digital conversion and data compression) circuit. This original encoding and

decoding is done using the codec hardware.

From the analysis we can formulate the following goals in the present

dissertation:

1. To make a systematic analysis of the different types of
computer networks and to analyze the security of data transmission in them.

2. To develop mathematical models for information system
analysis and to apply them to different computer networks.

3.  Consider the various hacker attacks and ways to counter them.

The following tasks can be formulated from the goals made

1.  Conceptual analysis of methods and approaches for

analysis of computer networks and software systems

2.  Overview of the different types of protocols and

description of their differences - an overview of the topic.

3.  Develop various software simulations using different
protocols and analyze data transfer and some characteristics of the

computer network such as data stability, bandwidth and more.

4.  Application of new mathematical approaches to analyze
and predict the stability of computer networks and information

systems in particular.
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5.  Testing of computer simulations and realization of a
hacker attack by analyzing different ways of entropy and the

complexity of the attack
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Discussion

Current next-generation network design research highlights the challenges
that need to be overcome before applications and services that require high
capacity, low latency and improved reliability can become the norm. Transport
networks have a vital role to play in providing new and innovative applications
and services that take full advantage of next-generation network architectures.
The new software-defined network (SDN) [25, 33, 35, 44-50] has been
successfully used to improve network solutions, such as data center and corporate
networks, and current research is focused on the wider application of SDN-based
network to the operator core and access networks, including wireless mobile
feedback.

The software-defined network (SDN) paradigm has emerged.

over the last decade and is now ready to be fully adapted to transport
networks. New technologies are constantly being developed that improve the
productivity, reliability and resilience introduced to meet the rapid growth in data
usage and the requirement for low latency and improved reliability.

The next generation of cellular networks, including 5th generation (5G)
mobile cellular communications, will introduce improved quality of data
transmission. Experience ( QoE ) and service quality ( QoS ) results that aim to
meet the expectations of users and service providers. The next generation of
cellular networks are seen as favorable factors for the network society, where they
are ubiquitous [43, 66, 161]. High-speed data connections will be available to
connect users and devices to the network. The growth of machine-to-machine
communications and the expected addition of hundreds, millions of devices led to
the emergence of the term Internet of Things ( 10T ). Adopted to highlight the
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growth and change that must occur by introducing next-generation cellular
networks.

Research and development of new technologies and systems for the Radio
Access Network (RAN) has introduced transport network related challenges that
need to be overcome to ensure that the next generation cellular networks work as
expected and facilitate growth [25, 132, 164] in new and innovative applications
and services. With earlier generation cellular networks, it may have been possible,
In some circumstances, to over-provide the transport network, thus eliminating
the need for complex transport network design and the use of technologies that
Improve the operation of transport networks. Excessive security of the transport
network ensures that this does not become an obstacle between the core and RAN,
however, the total cost of ownership for transport networks has increased as
cellular networks have expanded, leading to the adoption of cost-cutting
strategies. The introduction of small cells, pico cells, and ultra-dense small cell
networks (UDNS) [86, 100, 112] have created architectural, challenges to provide

and optimize for future transport network projects [111-118].

Tested on a computer system with Raspberry Pl by the brute force
method

Description of the algorithm

1. Introduction

The purpose of this text is to illustrate how a Raspberry mini computer
works Pie 3 can be used for WIFI hacking. (you can add brief technical

specifications for the device).

2. Need Hardware / Need Components
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- Raspberry Pie 3

- Micro SD card (16 GB)

- Card reader ( USB Micro SD Card Reader ) - used to copy the updated
firmware from our computer.

- Ethernet cable - Used to connect Raspberry Pie 3 and WIFI router. It is
needed to be able to control Raspberry Pie 3 from another device that is also
connected to the router.

- Adapter (2.5 Amps) - power supply

3. Install the Firmware

In principle , the inspection mode ( monitor mode ) of Raspberry Pie 3 does
not work. In order to use it, we must first install the updated firmware .

We can update the firmware as follows:

- We download the firmware to our computer

- We put / Turn on Micro SD card in the slot

- Extract (E xtract ) the downloaded file with Winrar ( Windows ) or
Unarchiver ( Mac )

3.1 Installation in Windows

We need to install Win 32 Disc first Imager . Then open the program,
highlight the extracted / unzipped file and press write .

It's not bad to have a screen shot here or more precisely cut only the

program window with snipping tool as in the video

3.2 Installation in IAC
First we open a terminal where we write discutil list . With this command
we identify which disk is our SD card. Then we wuse the

diskutill command unmountDisks Disk 1 ( as Disk 1 in this case is our SD card

).
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We continue with Sudo dd bs = 1 m if [ the path to the image] of =/ dev /
rdisk 1 (as Disk 1 in this case is our SD card). Then we wait for the command to
execute.

The next step is to plug the SD card into the Raspberry Pie 3. Then connect
the device to the router via Ethernet cable. The last step to turn everything on and

off is to turn on the power adapter.

4. How to find the IP address of Raspberry Pie 3
So we can run Raspberry Pie 3, we need to know the local IP address of the
device . There are many different methods to find his address. The proposed

methods use software to scan IP addresses, in this case we use Angry IP Scanner

Once we find the Raspberry IP address Pie 3, we can now control it.

5. Control Raspberry Pie 3 ( Windows and Mac)

Windows

First we need to download additional software, in this case Putty.

After loading the application, enter the IP address of Raspberry Pie 3.

Sign in as Root (Login as: Root)

We enter the password, which by default is toor .

MAC

Open a terminal and enter the following: ssh root @ 192.168.1.113
[address is example - Raspberry IP address must be entered Pie 3].

Everything is now configured and working and we can start hacking.

* We can also use terminal emulator to establish ssh connection through
our Android smartphone.

6. WIFI Hacking
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We need to follow certain steps as follows to complete the WIFI hack
successfully.

1. Find the file that contains the password for the WIFI network (*. Cap )

2. Copy the Raspberry password list Pie 3 through U SB .

3. Execution of wordlist attack against. file cap

6.1 Finding / capturing the file that contains the password for the WIFI
network (*. Cap)

We open the connection to the Raspberry terminal Pie 3. Write the
monstart command to run the network card check mode, then enter airodump -
ng wlan 0O to see all routers in range.

For the purpose of this text, we will assume that the network of the router
we are hacking is called Wireless Network . Once we identify the network we
are looking for, we need to capture the handshake file that contains the password
for the router 's WIFI network.

To perform this task, we need to write down the channel number (Ne6 in
our case, as well as the BSSID .

Press ctrl + C to stop the process and return to the command field (

command line ). Then we enter the following:

Computer simulations of various protocols with the Matlab software
package

A network can be _ organized in two ways:

as equal ( peer to peer ) a workgroup in which each computer can act as a
client or server, with each user administering their own computer resources;

as a server-based network, the administration of which is concentrated in a

central computer called a server.
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Equal networks are suitable for small networks involving no more than 10
computers . All computers in one such a network form a common working group
( workgroup ). This requires each of the computers to be configured to work in a
workstation group . In Windows this is done by setting up the computer for
networking, such as the name of the worker group should be _ the same for each
of the computers .

In server-based networks, access to resources is controlled through
authentication ( authentication ) and permissions ( permissions ). For everyone
shared resource the network administrator assigns permissions ( access rights )
for each individual user or for an entire working group . Permissions are indicated
__resource access levels, such as whether a file is read- only or can be in it changes
made ( edit or delete ) [7-10].

In this new information age, high data speeds and high reliability are
pushing our wireless systems forward and becoming a dominant factor in the
successful deployment of commercial networks. MIMO-OFDM ( Multiple Input
Multiplexing and Orthogonal Frequency Split), a new wireless broadband
technology, has gained great popularity due to its high-speed transmission
capabilities and reliability against multi-channel attenuation and other channel
interference. The main challenge for MIMO-OFDM systems is how to accurately
and quickly obtain channel status information for sequential information symbol
detection and channel synchronization. In the first part of the paper a problem for
channel estimation for MIMO-OFDM systems is formulated and an estimation
algorithm based on pilot tone is proposed.

A complex equivalent model of MIMO-OFDM signals with a baseband is
represented by a matrix representation. By selecting equally spaced and equally
powerful pilot tones from the subcarriers in one OFDM symbol, a reduced discrete
version of the original signal model is obtained. In addition, this signal model is

converted to a linear form, which is solvable for the LS (least squares) estimation
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algorithm. Based on the obtained model, a simple design of pilot tones in the form
of a single matrix is proposed, the rows of which represent different sets of pilot
tones in the frequency domain, and the columns of which represent different
transmitting antennas in the spatial domain. From the analysis and synthesis of
the pilot tone design in this development, our estimation algorithm can reduce the
computational complexity inherited in MIMO systems from the fact that the pilot
tone matrix is essentially a single matrix and has been proven to be the optimal
channel estimator. in the sense of achieving a minimum.

MSE (root mean square error) estimates of the channel for fixed power of
the pilot tone. The second part of this dissertation deals with the problem of
wireless location in WiMax (global microwave compatibility) networks, which is
based mainly on MIMO-OFDM technology. From the TDOA ( Arrival Time
Difference), AOA (Arrival Angle) or a combination of the two, a quasi-linear LS
solution form is formulated. It is assumed that the observation data are distorted
by zero average AWGN (additive white Gaussian noise) with very small variance.
According to this assumption, it is proved that the term quasi-linear noise has an
approximately normal distribution. Therefore, the ML (maximum probability)
estimate and the LS solution are equivalent. But the ML estimation technique is
not applicable here due to its computational complexity and the possible lack of
an optimal solution.

IMO-OFDM systems are the norm in modern wireless systems (eg 5G NR,
LTE, WLAN) due to their reliability for frequency selective channels and high
data rates. With the ever-increasing requirements for maintained data rates, these
systems are becoming more complex and large in configurations with an
increasing number of antenna elements and special resources ( subcarriers ).

With antenna arrays and spatial multiplexing , efficient transmission

techniques are needed [6]. Beamforming is one such technique used to improve
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the signal-to-noise ratio (SNR), which ultimately improves the system
performance measured here in terms of bit error rate (BER) [1].

This example illustrates an asymmetric single-user MIMO-OFDM system,
where the maximum number of antenna elements at the transmitting and receiving
ends can be 1024 and 32, respectively, with 16 independent data streams. It
simulates a spatial channel where array locations and antenna models are
incorporated into the overall system design. For simplicity, single point-to-point
communication (one base station interacting with one mobile user) is modeled.
The channel uses the sound of the channel to provide the transmitter with the
channel information needed to form a beam.

The example offers a choice of several spatially defined channel models, in
particular the WINNER 11 channel model and the scatter-based model, both taking
into account the spatial transmission / reception locations and the antenna models
(Figs. 27 and 28).
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Perahia, Eldad, and Robert Stacey. Next Generation Wireless LANS: % 802.11n and 802.11ac. Cambridge University Press, 2013 .
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MATHEMATICAL MODELS FOR COMPUTER SYSTEM
ANALYSIS

Game theory

In game theory, opponents are called players. Each of them has many
possible moves. It can be finite or infinite. Possible actions are called strategy
games. Outcomes or payments are defined by features that depend on the player's

strategy.
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A two-player matrix game is a zero-sum game in which the sum of the
winnings of the first and second players viand v is zero:

n+ wn=0.

If the first and second players choose a mixed strategy X = (X 1, X 2,... X m)
fory=(y1,Y2,... vm), then the mathematical expectation of the first player's

profit is

E(x.y) :Zm:iaijxiyj

i=1 j=1

Let X and Y be the sets of mixed strategies of x and y.

The question arises about the existence of an optimal strategy x * and y *
for profit (loss) of the first, respectively the second, ie. the mathematical
expectation for the first is the maximum gain (respectively loss) is the maximum
In the best game of the opponent.

According to the basic theorem of game theory, there are optimal strategies
X *and y *, ie. for a matrix game with zero sum there is a solution

maxmin E(x,y) = minmax E(x,y) =E(x*,y*)=v
xeX yey yey xeX

So forevery x eXandy €V is satisfied

E(x*,y) <E(x* y*) <E(x y*)

The number o =E(x*,y*)is called the price of the game, and the point at
which it is reached is called the saddle point ®.

If we interpellate the presented results, if we have two players in one cyber
system, one defends himself, the other attacks, there is always an optimal strategy

for defense, respectively attack 7.

6
7

Vladimir Mazalov Mathematical Game Theory and Applications, Wiley, 2012, ISBN 978-1-118-89962-5

Vito (2021). Game Theory (https://www.mathworks.com/matlabcentral/fileexchange/51601-game-theory), MATLAB Central File
Exchange. Retrieved November 10, 2021
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Let's look at another strategy L players (hackers) attack, N / L are the
attacking computers - the second players.

Using the model of Hamilton - Jacobi - Bellman

Vo (x)= max Iim{Zlog u; +6\7L(5X—Zui _ Z@T}

iel ieL ieN\L
V, () = max lim{ > log g, +e\7L(ex—Zui -~ Zaij
UieNAL il el ieN\L

Search for a solution in the following form

V,(x) = A_logx+B_,V,(x)= A logx+B,
as follows u, =y x,ieL,.0, = yx

For an optimal solution we get the following coefficients

" 1-a
P = X
k(l+(n—k)(1—a))

~ k 1 -~
VL(X):EIOQX—BBL.

1 o a
B, = k{l— " Iog[1+ (K a)J +log(1-a) + 1-a log(a) — log( k)J
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Figure 8Solution of a matrix game in the Pareto sense
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Yields

Based on the research and analysis, the dissertation offers the following

scientific and applied contributions:

1. Problem areas in the field of information exchange in different computer

networks have been identified and a systematic review has been made.

2. Thevarious methods of hacker attacks are presented and methods of their
protection. This group of attacks includes any attempt to gain
unauthorized access to the system. An analysis of the different types of

attacks has been made, such as :

e Denial of Service ( DoS ) attacks: A type of attack that causes a loss
of service or inability of the network to function.

e o \Web attacks: this is any attack that tries to disrupt / alter a
website. Two of the most common such attacks are: SQL injection (
sQlLi).

e ¢ "Hijjacking" of HTTP sessions ( Session hijacking ): these attacks are
a hijacking of the user session ID hijacking ).

e ¢ DNS poisoning : This type of attack compromises the DNS server

so that users can be redirected to malicious websites.

3. A method of hacker attack using the brute force method has been
developed. Implemented d with a hybrid computer of the Arduino type .

An analysis of the complexity of the attack was made.
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4. Mathematical models for the analysis of the stability of the security of a
computer network and ways for the annals of this system have been
developed. Mathematical approaches such as Markov processes, Theory
of games with nature using the Bellman principle and Theory of

catastrophes were used.
5. Matlab software package , numerous simulations have been made to
analyze the data transfer in different computer networks and the

influence of noise on this transfer.

6. The traffic on the computer network of the Internet provider is analyzed

and the main attacks on the provider are systematized.

7. A conceptual analysis of the types of computer attacks and their ways of

conducting on budget enterprises has been made .
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Conclusion

The topic of networks, even wireless networks, is really huge and cannot
be covered in just one development. | hope that with this material | have given
you some initial information and guided you in terms of what exactly is the most
common wireless technology at the moment and their access protocols.

Comparing the two types of communications - wired and wireless, one can
see significantly more advantages over wireless than disadvantages, even
compared to Ethernet . Undoubtedly, technology will continue to evolve at an
ever-increasing pace, clearing up errors and inaccuracies, increasing exchange
rates and taking better care of storing our valuable data.

The protocols for access to the communication environment in wireless
local area networks differ from the protocols for multiple access in cable networks
due to the changing parameters of the communication channel and the
phenomenon of hidden terminal.

The use of a common MAC protocol for ISM radio channels and diffuse
infrared channels complicates the protocol. The current 802.11 MAC protocol
shows good results mainly for radio channels.

A modification of the protocol for access control to the communication
environment in wireless local area networks with diffuse infrared channel is
proposed, which solves the problem of possible conflicts in the exchange of data

frames and the presence of hidden H2 type stations on the network .
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