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I. OBIIIA XAPAKTEPHCTHKA HA NHCEPTAITHOHHHS
TPYL

ARTyaAHOCT Ha mpobaema

CBBpEMEHHUAT TEXHOAOTWYEH HAIlpeIbK B MUHUATIOPH3AlUATA Ha
ycTpoiictBa H 0E€3KHMYHHUTE CEH30PHH TEXHOAOTHH, pas3IIupsaBa
BB3MOXKHOCTHUTE 3a IIPHAOKEHHS Ha Oe3KNYHHUTE CEH30PHU MPEeXKU
(BCM). CenzopHaTa MpexKa € caMoopraHu3upalla ce U ChCTaBeHa OT
roAssM OpoH, pa3AWdeH THUII CEH30PH, KOUTO Ca PasloAarat B OIIpeaeAeHa
30HA 3a MOHHUTOPHHT U IIpeJaBaT NAaHHU IIOMEXKIYy CH 4pe3 Oe3KudHa
KOMYHUKAIIHS.

[Mpusroxkenuara Ha BCM ca mHOrOOpoOiiHH, KaTo HabAlOAeHWE HA
OKOAHATa Cpena, HUHAYCTpUATA U T.H. KOAWYEecTBOTO MAHHH, KOUTO
TeHEepHUpPAaT CEH30PHUTE MPEKHU € OIPOMHO U Pa3HOPOIHO.

Crnemmudpuyna ocobenoctr Ha BCM ca orpanudeHUTE pPeECypCH.
OrpaHu4YeHHaTa BKAIOYBAT M3UCKBaHUA 32 MaAbK pPa3xXxo[ Ha €Heprud,
HepUMeThP Ha KOMYyHHUKAIHd, HHCKa 4YeCTOTHA AEHTa, OrpaHHYeHa
06paboTKa Ha CEH30PHUTE JAaHHU U IP.

3a epeKTHUBHOTO HU3II0A3BaHE HA roAeMHuTe 00eMHU OT JaHHU, CHOUpPaHU
OT CEH30pHHTE MpeXMH € HyXKHa MOIIHa, Maladupyema
BHCOKOITPOU3BOUTEAHA HU3YHCAUTEAHA MH(PACTPYKTypa 3a o6paboTka
U CBhbXpaHeHHe Ha OaHHU B peasHO BpeMe, KaKTO U 3a aHaAu3 Ha
obpaboTeHara nHpOPMAIIUL.

O6AaYHUTE CTPYKTYPHU IIPEAOCTABAT OIPOMHA U3YHUCAUTEAHA MOIITHOCT
U MSCTO 3a ChbXpaHeHWe Ha JaHHHU. MHTerpaliuara MeXay obsanurte u
CEH30PHUTE MPEXKH € UyLeCHO pellleHHe Ha npobieMa ¢ orpaHudYeHaTa
H3YUCAUTEAHA MOIIHOCT Ha CEH30PHUTE MpPEXKHU, 3a CbXpaHeHHEe U
obpaboTkaTa Ha HAaHHUTE. 3a OCHIIECTBABAaHE Ha Ta3W HHTErpalusd €
cdopMmyanpaHa HoBa napaaurMma HapedeHa Sensor Cloud Computing.

ArxmyanHocmma Ha paborata ce obycaaBa u oT dakra, ye BCM
IPenoCTaBAT BB3MOKHOCT 3a pa3paboTBaHe Ha MHOBATUBHU IIOAXOIU 32
crbupane, 00paboTKa Ha JaHHU U UHTETPAIUITa UM B 00AQYHU CUCTEMHU
3a AUCTAHIIMOHHO yIIpaBA€HHE B MHOrO 00AACTH HA HHAyCTpHAAHATA
aBTOMAaTH3allMsd, MOHUTOPHHTA Ha OKOAHATA cpena U Op.

Hacroamata pabora e HacodeHa KBM H3CAe€ABAaHE Ha HIKOH
BB3MOXKHOCTH U AATOPUTMH 3a edeKTHBHA paboTa Ha CEH30pHUTE
MpeXKHU IIPU UHTETpaIHaTa Ha CEH30PHUTE JAaHHU B 00AaYHU CTPYKTYPH.

HAYYHA OIIPEAEAEHOCT HA H3CAEOABAHETO

OGeXT Ha H3CAEABAHETO

OGeKT Ha H3cAeABaHEe HA AUCEPTALMOHHUS TPYL CA CEH30PHU MPEXKH,
b6asupanu Ha craggapta [EEE 802.15.4.

IIpeameT Ha H3cAeABaHE Ca MOIEAH C KABCTEPHA U MEINI TOIIOAOTHH
U IIpenaBaHe Ha gaHHU 3a craHpaptutre IEEE 802.15.4, momeamn 3a
HHTerpalys Ha CEH30PHU JaHHU KbM 00AaYHU CTPYKTYPH.
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Ilea Ha AucepTamuaATAa:

Ha ce wuscaenBa paborara Ha 0€3KUYHU CEH30PHU MPEXKH U
IPEIAOXKAT MOOEAN U aATOPUTMU 32 UHTETPUPAHE Ha CEH30PHUTE JaHHU
KBM 00AQYHU CTPYKTYPH.

3anmauH:

1. U3caenBaHe M aHAAM3 Ha CHBPEMEHHU METOAM 3a Ch3AaBaHe U
yIIpaBAeHUE Ha CEH30PHU MPEKHU.

2. AnHaAu3 Ha MIPOTOKOAUTE M IMIPOOAEMHTE Ha HHTErpaluara Ha
CEH30PHUTE MPEXKHU C 06AQYHU CTPYKTYPH.

3.  ®u3n4ecko U3rpazKkaaHe Ha CTPYKTypa CEH30pHA MpexKa-00AaK U
paspaboTBaHe Ha aATOPUTHM 3a e(PEKTUBHO UHTETPUPAHE HA CEH30PHU
[OAHHHU 4Ype3 IIpueMaHe, [IpefaBaHe, BU3yaAU3UpaHe U aHAAU3HUpPaHe Ha
[OAHHHU OT CEH30PHHU YCTPOHCTBA.

4. [a ce u3caenBaT, CUMYAQIIMOHHO U (PHU3UYECKH CHUTYPHOCTTA Ha
IpenaBaHUTE CEH30PHU AAaHHU B 00AaYHA CTPYKTypa.
5. [a ce OILleHHM BAWSHHETO Ha IIPOTOKOAUTE U MEXaHHU3MHUTE

IPenoCTaBsIIH YCAyTA 33 MHTErpalus B CHCTEMAaTa CEeH30pHAa Mpeka —
06Aak, BEPXY €(PpeKTHBHOCTTA 34 IPEeNOoCTaBsIHe Ha [IaKeTUTe JaHHU.

MeTozaH Ha H3CAeABaHe

3a pelraBaHe Ha IOCTABEHHUTE 3aJa4U B AUCEPTAIIMOHHATa pabora ce
HU3II0A3BAT METOAWUTE Ha CHUCTEMHHI aHaAu3, CHHTE3, UMHUTAIIMOHHO
MoOeAupaHe, KOMIIOTbPHA CHUMYyAAQllHs M IporpaMupaHe, eMINPUIHU
METOAU KaTo HabAlofieHue, CpaBHEHHE U IIPAKTUYECKH eKCIIEPUMEHTH.

AnpobGanusa Ha H3CA€ABAHETO

B mpoiieca Ha wu3cAegBaHe Cca pPEAAH3UpPAHU CHUMYAAIIMOHHU U
E€KCIIEPUMEHTAAHH OIHUTHU IIOCTAHOBKH, ITO3BOASBAIIN IPOBEXAAHE Ha
penuna M3cAeABaHUA Ha IIPOTOKOAM 3a KOMYHHKAIIWA U IIPEHOC Ha
CEeH30pHHU OaHHU, KAKTO U pa3paboTBaHe Ha yIIpaBAgBall coPpTyep 3a
HHTETpallvd Ha [OJAHHUTE KBbM o00aak. MeXXOUHHHUTE pe3yATaTH ca
oTpa3eHH B Oegem nybaukayuu, KOUTO ca MOOKAAABAHH Ha
MEXIOYHAPOAHU KOH(EepeHIIuY, B CIHCAHHS, OT KOWUTO S5 ca B
pedepupanu 6a3u nanHu Scopus 1 Web of Science, 2 ca B 6a3ara naHHHU
Ha Hanmp, 2 B MexkayHapoaHU BTOpUYHH 6a3u oT ganHU Google Scholar,
EBSCO, Crossref, Publons, DOAJ c ap.

CTpykTypa H 00eM Ha AHCEPTALHOHHHS TPYA

[ucepTalluoOHHUAT TPYZL € B obeM oT 182 cTpaHHIlM, KATO BKAIOYBA
YBOH, TPU TAABU 3a pellaBaHe Ha (POPMYyAHPAHUTE OCHOBHHU 3aadH,
COUCBHK Ha OCHOBHHUTE IIPUHOCH, CIHCBHK Ha IIyOAHUKAIIUUTE II0
OUCEePTalluaTa, M3M0A3BaHaTa AUTEpaTypa U IpUAOXKeHUd. LluTupanu
ca o610 155 auTepaTypHH U3TOYHHUIN, KaTo 144 ca Ha aatuHHIA U 11
Ha kupuauna. Paborara BralouBa obmo 119 durypu u 10 Tabauu.
Homepara Ha durypure u TabauiiuTe B aBropedepara CHOTBETCTBAT HA
TE3W B AUCEPTALIHOHHUL TPYI.

Ilpakmuuecka npunoxumocm: IlpakTudeckaTa IIPHAOKHMOCT €
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roagMa, nopaau akrta dye OposT Ha HHTEPHET CBBbP3aHUTE YCTPOHCTBA
HapacTBa HellpekbcHaTo. ObemMa Ha mHMpOpMaUATa HEIIPEKBCHATO Ce
yBeAMdYaBa U ca HYKHH HOBH PEIIEHHs 3a HUHTErpallid Ha CEH30PHUTE
MpeXH KbM 00AQYHU CTPYKTYPH 3a IOBHUIlIaBaHe Ha e(PEKTUBHOCTTA U
CBBP3aHOCTTA.

II. CBABPKAHHE HA NHCEPTAIITMOHHMHS TPY L
II'bBPBA TAABA

AHaAH3 HAa CbBpEMEHHHTE NOAXOAH 3a C'h3AaBaHe H yIpPaBAE€HHE
Ha DE3XHUYHH CEH30PHH MPEKH

B pesyaraT Ha aHaAW3a Ha CbBPEMEHHUTE METOIOU 3a H3TpaskiaHe U
yupasaenue BCM, ca:

v [IpoydyeHN U CHCTeMaTH3NPAHU OCHOBHUTE HAIIPABAEHUS, BHPXY
KOHUTO Ca IIPOBEXIAHU M3CACABAHUSA 3a CHEIU(PUIHUTE OCOOEHOCTH,
U3UCKBaHUS U IPEeIN3BUKATEACTBA, CTOSIIH IIpes 6e3:KUIHNUTE CEH30PH,
OCHOBEH KOMIIOHEHT IIPH M3rpakaaHe Ha CEH30PHUTE MPEKU;

v U3caenBaHu U cucTeMaTU3UpaHU ca apxurektypara Ha BCM,
MOOEAUTEe 3a KOMYHHUKAIlMsS U VIpaBA€HHE Ha 3axpaHBaHETo,
MOOHAHOCTTA U 331a49UTe B CEH30PHUTE MPEKU;

v AHaan3upaHa e CTPyKTypaTa Ha CEH30PHHUTE MpeXH H
oIIpedeAeHH crelnu@UKaTa Ha IIPHAOKEHHE Ha TOIOAOTHHTE 3Be3a,
OBbPBOBHAHA, MeIll, XUOpMAHA U KABCTEPHA TOIOAOTHUS  IIPU
H3TPaKAaHEeTO U IIPHUAOKEHUETO Ha CEH30PHUTE MPEKHU;

v UacaenqBaHm ¥ aHaAM3UpPaHU Cca OCHOBHHUTE IIpobaeMM Ha
CUTYPHOCTTA, IIPEAU3BUKATEACTBATA, CTOSIIH IIPES CEH30PHUTE MPEKHU
KaTo OTPAaHUYEHUTE PECYpPCH Ha CEH30pPUTE, PAAHOKOMYHHKAIIMOHHATA
cpema 3a IOpelaBaHe Ha OAaHHUTe, YIpaBA€HHE Ha eHepruiiHara
KOHCyMallisl OT CeH30pa, AMMHTHpPaHa MOIIHOCT Ha Ipollecopa U
panmoobcer;

v OrpaHu4YeHus U3YHCAHUTEACH KalallUTeT Ha CEH30PHUTE MPEXKH,
BOOAU OO0 OpoOAeM IIpU aHaAu3a U CHhXPaHEHUETO Ha TIeHepHUpaHUTe
OTPOMHO KOAMYECTBO CEH30pHHM MOaHHU. HWHTerpamuara MeXAay
o06AaYHUTE CTPYKTYPHU U CEH30PHUTE MpPEXHU [OaBa BB3MOXKHOCT 3a
pellleHHe Ha TO3M IIpobaeM, KAaKTO M 3a CbXpaHeHM U obpaboTka Ha
crOpaHuTe MOaHHH, 0€3 W3AWIIHO OCKBIIIBaHe cebecTofHOCTTa Ha
CEH30PHUTE MPEKH;

v dopMyAupaHa € Te3aTa, dUe Cb3AAaBAHETO Ha MOIEAH 3a
HHTEeTpallid Ha CEH30PHUTE JaHHU KBM 00AaK, [TO3BOASIBA [1a C€ CHKPaTH
BpeMeTo 3a paszpaboTBaHe U oleHU e(EeKTHUBHOCTTA Ha CEH30PHHUTE
MpeXH, [Oa Ce OCHUIYpPH I[I0-BHCOKA HANEKOHOCT U eHepruiiHa
€(peKTHUBHOCT Ha IIPOEKTHPAHUTE CUCTEMHU, KOETO € aKTyaAeH IIpobAeM B
obaacTTa Ha CEH30PHUTE MPEXKHU.

v [IpoBemeHM ca  €KCIEPHMEHTAAHH  HM3CA€ABAHHUS  BBPXY
edpekTHBHOCTTA Ha apxurekTypara Ha BCM.
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1.3.2. Apxumexmypa Ha BCM u mo0en Ha KOMYHUKAUUS U YynpasieHue

Apxurektypata Ha BCM e musrpageHa OT pasaAMYHH THIIOBE BB3AH,
H3II0A3BaHU 3a HabAIOeHUe Ha Pa3ANYHU [IapaMeTpU B OKOAHATA cpena.
Te3n BB3AM MoraT Oa ce H3IIOA3BaT B PA3AMYHU IIPHUAOXKEHHS B PEAAHO
BpeMe Hu e(deKTHBHO MapuipyrusupaHe wMexnay BC wu  Bb3auTe.
Apxurerktypara Ha BCM OumBa mgBa 2 Tuma: MHorocaoifiHa MpezKoBa
apxurekTypa U KabcrepHa apxurekrypa. MHocnoliHa wmpeixosa
apxumexkmypa, U3I0A3Ba MHOXKECTBO CEH30PHH BB3AM M €IHa MOIIHA
BC.

Knwvcmepha mperkosa apxumekmypa, TyK OTAEAHU CEH30PHH BB3AH Ce
mobaBar B rpynu (Kabcrepu), upe3 LEACH Protocol ,IIpoTokoa 3a
n3Bandane“. [IpegumcrBoTo Ha LEACH e B HamMmaasgBaHe KOHCyMAallusTa
Ha eHeprus 4Ype3 Chb3ZlaBaHe Ha KABCTEPH U HepapXUdHO
MapUIpyTH3HUpaHe KaTo II0 TO3HW Ha4MH ce yBeandaBa kuBoTa Ha BCM,
3al10TO CKbCIBa BPEMETO 3a IIpeflaBaHe Ha JaHHH Ha BCEKU CEH30PEH
BBb3eA. BcUUKM BB3AM B MpexKaTa ca OpraHU3UpPaHU B AOKaAHU KABCTEPH,
C eqHA KABCTepHA ‘“raaBa”. DyHKIINNTE Ha KABCTEPHATA TAaBa U3UCKBAT
TS 1a IMa BUCOKa eHepruiiHa e(peKTUBHOCT. 3a [a ce u3bepe KAbCTepHAa
raaBa C Hal-BHCOKa eHepruiiHa epeKTUBHOCT Ca CH3AANCHU Pa3ANYHU
BapuaHTu Ha LEACH.

AAropUTBMBT 3a POPMUpPaHE Ha KABCTEPHU CE€ IIPOEKTHpa TaKa, ue
BCEKHU BB3€A B MpekaTa II0CAEIOBATEAHO [1a UT'Pae POAdTa Ha raaBa Ha
KABCTEP 33 €OHAKBB OTPs3BK OT BpeMme, ¢ur.1.10, mpu ycaoBue ue
BCHYKH BB3AH 3allouyBaT C €OHO M CBIIOTO KOAWYECTBO €HEprus.
[TparoBaTa CTOMHOCT ce oIIpeneAs cbraacHo mu3pasa 1.1.

—t ifnea
Tn(LEACH) = 1-px(rxmod;) 1.1.
0 otherwise

Kwoero:

P - mpenBapuTeaHO OIIpeeAeH IIPOLEHT 3a BBb3MOXKHUA OpOM raaBHU
BB3AH;

R - Texymusa naETEpBaA 3a PYHKIIMOHUPAHE;

G - 6poi1 CeH30PHU BB3AM, KOUTO He ca U30paHU 3a TAABHU IIpe3
nocaenHUTe 1/p MHTEPBaAH.

AKo TOBa caAy4yaMHO 4HCAO € II0-MaAKO OT IparoBara croiHoct, T (n),
BB3EABT CTaBa KABCTEPHA I'AaBa 3a TEKyIIHs Kpbr (MuKbA). CToHHOCTTA
Ha IIpara ce M34YHCAgBa Bb3 OCHOBa Ha ypaBHeHue (1.1). Koraro manen
BB3€eA € u30paH na 6b/ie KAbCTEPHA TAaBa, TOH U3ABYBa choOIIeHrue ADV.
ToBa crpoOOIIEHHE CBHOBPPIKA HIOEHTH(HUKATOpa Ha Bb3eAa U 3arAaBHE.
Bceku BB3€A, KOUTO HE € KABCTED, OIpeneAs KbM KOM KABCTEP IIe
IPUHAAEXKH, KaTo H30Upa KABCTEP, KOUTO H3HCKBa MHUHHMaAHaTa
KOMYHHKAaITMOHHA €Heprusl, Bb3 OCHOBA Ha CHAATa Ha IIOAYYEHUS CUTHaA
oT ADV 0T BCHYKH KABCTEPHU TAABH.
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MarpaxaaHe Ha mpexara
—
PasnenaHe Ha Mpexara Ha
KTbCTEeDH
Npepasake Ha AaHHK OT
HKABCTEPDHUTE TNasBm U 5330531'3

W3uncneHue Ha ycTaTbuHaTa

EHeprva 8be Bb3ivTe

&ur.1.10. Aaropursm Ha LEACH

Bceku BB3eA mpenaBa chobIleHNe 3a 3asBKa 3a IpUchkeauHaBaHe Join-
REQ obpaTtHo KbM HM30paHaTa raaBa Ha Kabcrepa. Kancrepure B LEACH
oedcTBaT KaTO AOKAaAHM KOHTPOAHH IIEHTPOBE 3a KOOPAWHHpaHe Ha
npeagaBaHeTO Ha JaHHU. Bb3eabT Ha KABCTEpHATA raaBa cb3maBa TDMA
rpadpuKk ¥ IIpegaBa ToO3W TpaPuK Ha BB3AUTE B KABCTepa. ToBa
rapaHTupa, 4Ye HaMa [Ja HuMa KOH(MAUKTH MEXKAYy [OpeaaBaHUTe
CBOOIIEHUS M CBILO TaKa II03BOAIBA PASUOKOMIIOHEHTHUTE Ha BCEKU
KpaeH BB3eA Oa paboTdarT caMo, OpH OpeaaBaHe Ha OAHHH, KaTo
MUHHMH3HUPAT U3IIOA3BAHETO HA €HEePrusd.

1.3.2.2. ExcnepumeHmanto uscneosare eHepauliHama
epeKmusHOCM HA CEeH30PHA MPeIKa C KabemepHa monosozust [A7].

[lanaHyBaHO € EeKCIIEPUMEHTAAHO CTHMYAAQIIMOHHO  H3CA€IBaHE
paborara Ha LEACH, H-LEACH u N-LEACH nporokoaute. H-LEACH
MUHHMHU3HPA €HEepruifHuTe pas3Xoay KaTo B II'BPBHA KPBr paboTH KaTo
LEACH. B caegpamute KpBbroBe, U3IIOA3BA METO 3a OIITUMH3HUpPaHe Ha
pascrogHHeTO 3a IIpefaBaHe Ha JaHHU [0 0a30Ba CTaHIVd, 3a Oa ce
u3bepe KOU BB3AU IIle CTaHAaT KAbCTepHH raaBu. N-LEACH momampzxka
HH(poOpMalia 3a ocTaBalllaTa €Heprus Ha BCHUYKU BB3AW U 4 HU3IIpalla
o BC mpu Bceku 1ukbA. PazpaboteH e kon ¢ Matlab 3a peaanzaiuga Ha
aAropuTbMa.

Anzopumoem

// n e MHOXKECTBOTO OT BCUYKH BB3AHM B MpexkaTra, r e Opodar Ha
KPBIrOBeTe, p € BEPOATHOCTTA CEH30p naa Obae raaBa Ha KABCTED.

Crenka 1: PasnoroxkeHHe Ha BCHYKH N BB3AH Ha CAyYaeH ITPHHITHUII
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¢ur.1.13.

Cmwvnka 2: 3anaBaHe Ha I'bpBOHAYaAHA €JHAKBA €HEPrud Ha BCUYKH
BB3AU.

Cmwovnka 3: U36op Ha KabcTepHa raaBa B Hang 0,5 mpoiieHTa OT
BB3AUTE B MpexkaTta. B LEACH-N, BB3AU C I0-BHCOKU €HEPTrUMHU HUBA
ca u3bpaHu 3a KabcTepHU raaBu. B LEACH-H 3a KaBCTEpHH raaBU ce
n30upaT BB3AH, KOUTO ca Haii-6an3o no BC.

Cmwovnka 4: Bcaka He-CH BB3ea ce IpucheqUHABA KBbM Hal-0an3KaTa
raaBa Ha KABCTEpa.

Cmwvnka 5: Bcaka CH npenaBa o6obiienute ganuu Ha BC 1o Haif -
KpPaTKHd IIBT.
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&ur.1.11.PangoMusnpaHo pa3oAOXKEHNE Ha CEH30PUTE B CEH30PHOTO II0AE

Pesyamamu om CUMyaayuoHHOmMO usciedsare

A) Bpoli Ha noanyueHume 0aHHU HaA 6bazoeama cmaHyus, ¢gue.1.14

PesyataTuTe mokasBaT, de Opod Ha IIpenaleHUTE IIAKeTH [AaHHH,
nsnpateH ot LEACH-H, 6aBHO ce yBeAHdYaBaT U CTaBaT II0-TOAEMHU OT
Te3u Ha LEACH u LEACH-N. -
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E) Cpedra ocmamwbuHa eHepaust Ha 8b3aume, ¢guz. 1.15

ExcnepuMeHTHTE IIOKa3BaT, Y€ cpegHaTa ocTaThbyHa €HEPrus Ha
pe3auTe npu LEACH e mo-masaka ot Tasu npu pabora ¢ LEACH-N u
LEACH-H.
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&dur.1.13. CpegHa ocrarbyHa eHeprus Ha Bp3auTe npu LEACH. LEACH-N u LEACH-H

B) Bpoti usmowieHu 8b3au, ¢ue.1.16

ITpu BeposTHOCT 0,5 32 100 BB3AM 1 3500 KpEra, ot ¢ur.1.16 e BugHO,
4e 11pu okoao 1500 Kpbra BB3AUTE 3arouBart na ymupar B LEACH. IIpu
LEACH-N - okoao 2000, a nmpu LEACH-H - okoao 2500. PesyaraTture
nokassat, 4e B LEACH-H mokasBa Hai#i-mobpute pe3yATaTH OT TAeaHA
TOYKa Ha IomoOpsgBaHe Ha XXKHUBOTA HA MpeXaTa B CpaBHEHHE APYLUTE
[Ba IIPOTOKOAA.
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DSWHe | A 0PEL- A 0B D

100 ! . ! ———y a
i -~ LEACH
i i [ eAcHn
] — — LEACHH
80 i _’L
70 i I
&0 N

50 i '

40 f
i f
30 [

Number of nodes dead

0 500 1000 1500 2000 2500 3000 3500
Time{round)

&ur.1.16. Bpoit usromenu Bu3su B LEACH, LEACH-N u LEACH-H
OOuUKHOBEeHO Hali-eHepro eQEeKTUBHUAT IIBT C€ OIIpeneAd KaTo
OIITUMAaA€H IIBT 3a IpeaaBaHe Ha AaHHHU. [0 To3M HAYMH BCEKH BB3EA
TpabBa fa e 3amo3HaAT C BE3MOXKHOCTHUTE Ha CBOUTE CBCENH, 3a na n3bepe
Ha¥i-mobpusa chceld, II0 KOUTO Oa H3Ipalla OaHHU. BBIOpeKH de e
IIOCTUTHATO 3HAYUTEAHO IMOHOOpeHMe Ha IKHU3HECIIOCOOHOCTTa Ha
MpexaTa, TO3H THII METOAU M3HCKBaAT 4YeCTO aKTyaAu3upaHe Ha
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uH(opManugTa 3a eHeprudara Ha T B TabaunuTe  3a
MapuIpyTH3HUpaHe, KOeTO BOAHU MO0 MAOI'BAHUTEAHO HaTpyIlIBaHe Ha
CcaMOOpPraHU3UpaHU OE33KUYHU CEH30PHH MPEXKH.

1.5.5. ExcnepumeHmanHo u3cnedeaHe 61USIHUEMO HaA
mononoz2usima ebpxy egdexmueHoCcmMma HA KOMYHUKAUUOHHUSL
obxeam nHa mpexcama [A 5]

3a n3caegBaHEe BAUSHUETO HA TOIOAOTHSTA € IIAQHYBaH U IIPOBEIEH €
€KCIIEpHMEHT, YHUITO METOIOAOTHS o0XBaIa:

1)  XapoyepeH ousaiin Ha XBee ceH30pHa Mpexka cbCc ceneM XBee
MoayAa, KOUTO MMaT (PYHKIIMM Ha KOOPAMHATOP, PyTepH U KpalHHu
yCTpo#CcTBa, C TPH Pa3AWYHHU TOIIOAOTHH: 3Be3/a, KABCTEP U MeIIl.

2)  Mpexos oOusaiiH, KOHMHUTYPUpPaHE ca TPH BHUIAA MPEXH THII
3Be3a, MeIl U KAbCTEPHA.

3) Anzopumoem 30 u3cnedsaHe BAUSIHUEMO MONO02USIMA 8bpXy
epekmusHocmma HA KOMYHUKAYUOHHUSL obxsam Ha ceH3opHama
Mmperxa.

Cmwonka 1. H360p Ha napamempume HA XapoyepHume Mo0Yyau

Cmwovnka 2. HncmanupaHe Ha cheyuaausuparus cogpmyep XCTU.
Cod1yepbT BKAIOYBA HHCTPYMEHTH, YAECHABAIIM HacTpoiikaTa Ha XBee
MOJYAH..

Cmwovnka 3. KoHgueypupaHe pesxuma Ha paboma HA modyaume U
akmyaausayust Ha ¢ovpmyepa 8 o0ea pexuma. XBee modynu e AT
transparent pesxxum. BcHYKu cepufHU JaHHH, IIOAVIEHH OT Moayaa XBee
ce manpama 0e3}XKUYHO 10 OTAaAeUYeHUTe MoayAu. OmoaneueHu MOO0Yyau
8 API pexum. 3a pma TecTtBa obOxBaTa Ha OezxkmdHaTta Mpexka, XCTU
TpabBa MMa OOCTBII OO IIOHE €IHO oTAasedeHo ycrpoiictBo XBee3 B
mpexaTta. B API pexxum. Vsnipainia ce APl Tx pamka ot ennH XBee moaya
KBM ApyT MoayAa API Rx.

Cmuwvnka 4. KoHduzypupaHe pyHKYuume Ha ycmpoilicmeama, KaTo
KpaiHo yCTPOHCTBO, PyTep U KOOPAHHATOP.

Cmwovnka 5. [IposexxdaHe Ha mecma. Ilpu crapTupaHeTO Ha TecTa,
XCTU w3mpailiia IIakeTH [OJaHHU OT AOoKaaHUA Moxaya XBee KbM
OTHAA€UYEHUd M H349akBa exoTo na ce BbpHe. XCTU orumra Opoa Ha
npemafieHuTe ITaKeTH U OLIEHsSBa CHAATa Ha CHUTHaAa OT ABETE CTPaHU
gype3 RSSIL

Cmwobnka 6. AHanu3 Ha noayueHume pesyamamu. 3arybata Ha IakeT
OT OaHHUW, KodTO € Ham 5%, MOXe aa [0Bele A0 BAOIIaBaHe Ha
Ka4decTBOTO Ha paborara Ha MpexaTa. AHaAHU3BT Ha IIOAYYEHHUTE
apaMeTpH B pPe3yATaT Ha eKCIIepHMEHTa JaBa OTTOBOP Ha BBIIpOca 3a
Haii-epekTuBHaTa Tomoaoruda. Ha c¢ur. 1.30. ca mokazaHu pe3yATaTUTE
IpU IpenaBaHe Ha NaHHHU OT KPalHO YCTPOHCTBO O KOOPAWHATOP B
KabpcTepa. Ha ¢ur.1.31. ca mokasaHu IaKeTUTe, TPEIIKUTE IIPH
3akbCHeHUe, RSSI guarpama npu mnpemaBaHe Ha OaHHHU OT KpadHO
YCTPOHCTBO KBbM PyTep B KABCTepa. PesyaraTure oT TecTa 3a IpenaBaHe
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Ha OaHHH OT pPyTep MO0 KOOPAWHATOP B KABCTEpa € II0OKa3aHo Ha
dur.1.32. IlokazaHu ca IIPOLIEHTUTE Ha IIOAYIECHUTE ITAKETH, 3aTyOECHUTE
IaKeTH, TPEelIKH IIpu 3aKbCcHeHHe, RSSI guarpama u 3a Router to
Coordinator B KabCTEpA.

= Device selection
‘Secrshe lacsd racin davice: O selecrtoe remate radin device:
i WETE Zgkee anL ; { |
‘ 1
Ranga Tast
o
FEas |
8., oo | :
§ ) e
2 @ 100 =
- i i i i . i =
1m2e a5 1528 s 16:32 16:34 5% 16:38 15:40 1642 1644 1m0 =)
1000

1 2 ocat Pt [ 2 Remote RS [ 2 Prscentage

e

&ur.1.30. TecT oT KpaiHO yCTPOHCTBO A0 KOOPAUHATOP B KABCTEP

= Devics seloction

 seiect the focel ratio device: @ select the remole ratio device:

i e Taper A1 Fama i . =

|. s e e derce. 2
U3AAM0SILAT) - -

Rangs Test

e
Gl o v
e i

W wE o= em om ms

7] Loz Rsst [ Remoe 25 [ 9] Percennage

@ur. 1.31. TecT oT KpaiiHO yCTPOMUCTBO KBM PyTEP B KABCTEPA

= Devier seletion

‘select the local radio device: €D select the remane ragio device:

‘. DELIAZOMMTERDT Zigher 4E1L | Remcteselection: Discovered device B
= e B

Range Test

RSS1 [dm]
=

¥ ¥ et i | oo

N
Suceess [%]

M BB I W R A % L® ke e

W Fiicceinss W Remone w53 [ Porcenege

dur. 1.32. TecT oT pyTep [0 KOOPAUHATOP B KABCTEPA

PesyaTaTuTe OT TeCcTa Ha KPaHOTO YCTPOMCTBO 0 KOOPAUHATOPA
IIPH TOIIOAOTHS 3Be3/a e ImokasaH Ha ¢wur.1.33, TecTsT 3a 06xXBaT
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IIOKa3Ba IIPOIIEHTA Ha IIPUETUTE ITaKECTH.

= Device selection

Sl the ecal i cinice: @ Salectthe romane radia divice:
[} AR [T Ay [T e —— -]
: ]
Range Test
W‘“’-_\ : ]
E.,, ! — ' E e .
0 A e O o Configure payk.. L
i i =
- =
= B

iz I I W D M i WX M 143 4 MM 93 1002 2

®ur. 1.33. Tect oT KpaiiHO yéTpoﬁCTBo 10 KOOPAWHATOP B 3Be3/1a

W e [ et v [ T erezetaze

PesyataTtute oT Tecta Ha KpalfHO YCTPOHCTBO [0 KpatHO yCTPOHCTBO
B 3Be3/a € nokaszaHo Ha dwur.1.34.

= Devica selection

Selert te Incal racic deviee; @ Selert e remate radd device:
B s LA #i1 [Fon s e, - l

a1

A7 IR07 100 1308 1000 TRL1 IR0 IRLD 1R M 115 1820 L7 IRU 1R 1700 1730 1A20 1003 IR 138 —

W tecalfsst [ 9 Remcte s I Pecerane

@ur. 1.34. TecT oT KpaiHO yCTPOHCTBO A0 KpalfHO YCTPOMCTBO B 3Be31a

PesyataTuTe OT Tecra Ha pyTep KBM pyTep Ipu Mem TOIoAOTHs Ha
¢our.1.35. AHAAU3ZBT HA PE3yATATHUTE 332 KOMYHHUKAITMOHHA €(PEKTUBHOCT
Ha CEH30PHHUTE MPEXU IIPHU PA3ANYHH TOIIOAOTHHU € HU3BBPIIEH CHrAACHO
yKazaHugaTa B paboru [57] u mokassa de:

1) Ilpu Tononoezusi 36e30a HaHHUTE, U3NIpPaTeHW OT KpaiHuTe
YCTpOMCTBa 40 KOOpAUHATOPA, HIMAT 3aryba Ha MaKeTH OT Pa3CTOSHUE
noxn 10 m. Ho nma 3aryba Ha nmakeTu ot pascrosHue Hazg 10 m. TecroBere
ca u3pbpuieHH ¢ 1000 nmakera 3a npenaBaHe. [loaydeHHTE IMaKeTH ca
cpenHo 82% .Tas3u TOIIOAOTHS IOKa3Ba Hali-HUCKOTO HUBO Ha PE3yATATH
II0 OTHOLIEHHWE Ha pa3CTOSHHETO Ha o0xBaTa, IPHUEeTHTE [IaKeTH U
3abaBgHHUATA.

2) Ilpu Mew Tonosozusi,, C yBeaAMdYaBaHETO Ha pPa3CTOSHHETO cCe
yBeaHdaBa U 3arybaTa Ha TIakeTu U 3abaBaHeTOo, TBH KaTo

12



KOMYHHKAIIUSATA Ha [TBbATH PA3CTOSHHS OTHEMa BpEMe B IIpoleca Ha
[IpefaBaHe Ha JaHHU IIpe3 pyTepa.

= Daviea salactlon

Sebact the lncsl radio devic: @ sslectthe ramats radia cavice

F ] I IATNHISFD Tightesh AP T T ———— E

OLAmMseE - -
Range Test

Configurstion
Fargo Tectype | Lnopeace -

backek payloack Configune paylzac.

Betimesut{mep 1020

™

RSST [dom]
4 @8 B

ﬂ
Success [+a]

Tenterstl sl 1970
5 Mumber oigecets. 1100
W Lecaies [l 9 Pemene 553 ] Fecentage Loog ifintey
Packnts sant 0,275
Local: _74 dim  Remote: _72 dBm 1002
Tr e 91
Packets received

904
Packels lest: 7

®ur. 1.35. Tect ot pyrep KBM pyTep B Mem Tormoaorus

TectoBete ca u3BbpuieHu ¢ 1000 nmakera 3a npemaBaHe. [loaydeHuTe
naketu ca 90,22%. Ta3u TOIOAOTHsS TMIOKa3Ba MO-I00pPO KadeCTBO Ha
pe3yATaTuTe, HO MOXe Mna [IO0Bele [0 HaMaAeHO KadecTBO Ha
IIPOU3BOAUTEAHOCTTA Ha MpeKaTa.

3) IIpu KnecmepHa Tonosnozusi, TECTOBETE ca HaIpaBeHU C TPH
pa3AnYyHH THUIIa yCTpoHcTBa - KOOPAWHATOP, pPyTep M KpaiHo
ycrpoiictBo.  M3BBpIIeHHM ca  TecToBe MeXOy  KOOpAMHATOP-
MapUIPyTH3aTOpP, KpaWHO YCTPOHCTBO OO KOOpAWHATOpa U KparHO
YCTPOMCTBO 10 Mapipyrusarop. [Ipu TecroBere ca nmpenasanu o 1000
naketa. [loaydeHure maketru ca cpenHo 97,30%, Koero He BOAU [0
BAOIIIaBaHe Ha Ka4eCTBOTO Ha MpexkaTa. PesdyaTaTure moka3Bar, de Hal-
roadM ycllex HuMa IIpeJaBaHeTO Ha MOaHHU MeXIy KOOpAHUHAaTOP-
MapUIpyTH3aToOpP, IIOCA€ABaH OT  MaplIpyTHU3aTOP-KOOPAUHATOP,
MapUIpyTH3aTOP-MapLUIpyTH3aTOP, KpaWHO YCTPOHCTBO-KOOPAMHATOP
KpaWHO yCTPOMCTBO- MaplUpPyTH3aTOP M KparWHO yCTPOHCTBO-KpanHO
ycTpoiicTBo. PesyaTaTuTe mokasBaT, de KABCTEpHATa TOIIOAOTHS HMa
3HAYUTEAHO I10-BHCOK IIPOIEHT Ha yCIIeX OT APYTHUTE ABE TOIIOAOTHH.

B pesyaTaT Ha U3BBPIIEHOTO AUTEPATYPHO U3CAEABAHE 1 HAIIPABEHUTE
EKCIIEPUMEHTAAHU U3CAEABAHNS MOXKe Aa 06061mum:

> YCcTaHOBEHO €, Ye B IIOCACAHHUTE TOAWHH KHM HIpPoOAEMHUTE Ha
CEH30PHUTE MpPEXKH HMa 3aCHA€H MHTEPEC 3a BHeApPSBaHE B
HHAYCTPUSTA U C€ IIPOBEXKAAT MHTEH3UBHN HAYYHU U3CAE€IBAHUA BbPXY
IPOEKTUPAHETO M  H3TPaKIaHETO Ha 0Oe3KWYHH CEH30pH C
XapaKTePUCTHUKH, KOUTO [1a IIPEOIOAIBAT YeCT OT MapKHUpPaHHUTE 110 rope
KOHCTPYKTHBHHU Hedunutu. [IpoBeneHnTe N3cAeABaHUS 3aCATaT ChII0 U
BBIIPOCHUTE, CBBP3aHU CHC CUTYPHOCTTA Ha MpPEXHUTE, €EHEPTOeMKOCTTa
Ha CEH30pUTE U XKUBOTa Ha CEH30PHUTE MPEXKU.
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> Hama yHHMBepcasHa MeTOAHMKA M HHCTPYMEHTApUyM 3a
H3CAEIBAHE U OLIEHKA Ha ITapaMeTpUTe Ha CEH30PHHUTE MPEXKH, [IOPaIu
KOeTo € HeobOxXoaumo pas3paboTBaHe Ha HOBU MOJEAW, IIOAXOOU H
AATOPUTMH 3a IIPOBEXIAHE Ha EKCIIEPUMEHTAAHU U CHUMYAAIMOHHU
HU3CAEIBAHHUS.

> Baxxen mpobaeM mIpH CEH30pPHUTE MPEXKH € TeHepHpaHeTo Ha
OTPOMHO KOAWYECTBO CEH30PHH MOaHHH, OTpaHMYeHATa H3YHCAUTEAHA
MOIITHOCT Y OTPAHUYEHHs KallallUTeT Ha CEH30PHUTE MPEXKH, a OT TaM
opyr mpobaeM CBBpP3aH C KHUBOTA Ha Mpexkara. HTerpanugara MexXay
obAaYHUTE CTPYKTYPU U CEH30PHUTE MPEXKH [OaBa BB3MOXKHOCT 34
peleHre Ha TO3U IIpobAeM, KaKTO M 3a ChbXpaHEHH U o0paboTka Ha
cebpaHuTe gaHHM, 0e3 H3AHUIIHO OCKBIsSBaHe cebecToiHOCTTA Ha
CEH30PHUTE MPEXKH.

> dopMyAHpaHa € Te3ara, Ye Ch3IaBaAHETO HA MOAEAU U AATOPUTMHU
3a HMHTErpalnys Ha CEH30PHHTE AAaHHU KBM 00AAK, II03BOASBA A Ce
CBKpaTH BpeMeTO 3a paspaborTBaHe U OlEeHU e(EKTHBHOCTTA Ha
CEH30PHUTE MPEKH, Aa CE OCUTYPH IT0-BHCOKA HAAEKIHOCT U EHEPrUiiHA
ePEeKTUBHOCT Ha IIPOEKTHUPAHUTE CUCTEMH, KOETO € aKTyaAeH IpobAeM B
o6AacTTa Ha CEH30PHUTE MPEXKHU.

BTOPA I'AABA

MoneAH H aATOPHTMH 3a HHTErpalHs Ha CEH30PHHTeE
AaHHH B O0AaYHH CTPYKTYPH

2.1. AHanus Ha cvepemeHHUME peweHus 3a
cbxXpaHeHue u oopabomra ceH3opHume OaHHU

[aHHNUTE, KOUTO Ce H3BAWYAT OT CEH30pPHUTE U Ce IIPEACTABST
KaTo IIPOCTH BPEMEBH PEAOBE Ce HAPHUIAT CeH30pHU OaHHU. YecTo
3a OBABr IIEPHO[ OT BpeMe OaHHHUTE OT CeH30pa MOXKe Oa He
IIPOMEHSIT, a B APYTHM CAydYau Oa HapacTBaT OBpP30, HAKOAKO
oTyeTa B CEKyH[a 3a €OIUH HAHW IIOBeYe CEH30pPH OT e€IHa MpeKa.
OCHOBHHUTE MOJEAH 3a ChbXPaHEHUE U 00paboTKa Ha CEH30PHUTE
maHHu ca: 1)CexpaHeHue H o00paboTka Ha [OAaHHU HU3BBH
ceH30pHaTa Mpezka u 2) PasnpeneaeHo CBhbXpaHeHHEe u
o6paboTKka Ha CEH30PHUTE OAHHU B MpezKaTa.

Baszume odarHu c epemesu pedoge TSBD (time series database)
ca CHelnMaAHO IPOEeKTHUPAHH 3a ChbXpaHsBaHe Ha CEH30PHU JAHHH.
TSDB ca codpryepHa cucrteMa, OINITUMH3HUpaHa 3a obpaboTka Ha
OAHHU OT BPEeMEBHU PeOOBE, MACHBH OT YHCAA, HHAEKCHUPAHU II0
BpeMe (mata -4dac). XapakTepHute cBoMictBa Ha TSDB ca
VIpaBA€HHETO Ha KHU3HEHUd IUKBbA Ha JAaHHUTe, 0000IIaBaHeTo
¥ CKAHUPAHETO Ha roAdM ob6XBaT Ha MHOIO 3aIlIHCH.

2.2. Cmpyxmypu 3a uHmMe2payust Ha ceH3opHuUme OAHHU 8
obnaunu cmpyrxmypu
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2.2.2. Xapaxmepucmuku Ha obaauHume cmpykmypu

O6aagHHUTE CTPYKTYPH Ca €IHOBPEMEHHO ImaaTdopma U BULI
IIPUAOKEHUE.

ObaauHHuTE CTPYKTYpH IIpemocraBaT: 1) Ycayra mpu mOHCKBaHe, 2)
H3mepBaHe Ha ycayrata, 3)O0enuHsaBaHe Ha PECYPCUTE.

2.2.3. Modenu obnayu, cnoped HU80 Ha O00OCMbNHOCM Ca dYacCTeH,
nybavdeH, oOmecTBeH M XubpupgHa o0sadHa HHOPPaACTPYKTypa.
dyHKIIMOHaAHATa CTPYKTypa Ha CBHbp3BaHe Ha CEH30PHUTE AAaHHU C
obaaluTe € TToKa3zaHa Ha pur.2.4.

"ﬁ
H
1 I
N m A
@ur.2.4. PyHKIIMOHAAHA CTPYKTypa Ha IIpefaBaHe HA CEH30PHUTE NAaHHU KBbM
obaaruTe

KoMmOuHupaliku pa3AndHHUTE TEXHOAOTHH, MOXKe na Ce Cbh3aaBaT
Pa3AMYHU CHCTEMH 3a pelllaBaHe Ha HeoOxomumure 3amadu. Hampumep,
Mathworks mpemocraBa roToBa oObOaayHa maardgopma 3a loT
npusoxkenud, ThingSpeak. Ta3zm 6GesmaaTHa obaadHa ycayra cudOupa
CEH30pHH JAaHHU U C HHCTPYMEHTHUTE, IPENOCTaBEHH OT IIPUAOKEHUETO,
IIpenocTaBs BU3yaAHU3alllsd U aHaAW3 Ha Pa3AMYHU THIIOBE JaHHHU.

2.3. IIpoTOKOAH 3a KOMYHHKAIIHA H IIpeJZaBaHe Ha MOaHHHTE
MeXAy CEH30PHH MpPEeXH H ob0AauyHH nmaaTdopmu

2.3.1. KomyHukayuoHHU npomoKoau 3a uHmezpupaHe Ha
CeH30pHU OaHHU KbM 000K

Haii-roaamMoTo mpeau3BHUKATEACTBO IpH npoekTupane Ha [oT cucremu
€ YCTaHOBABaHETO Ha KOMYHUKAUUOHEH KaHal Mmexdy ycmpoiicmaa,
w3 U obnaunHu naamcepopmu. CaemoBaTEAHO, TOBa H3HUCKBa
H3MOA3BAHETO HaA PAa3AUYHH IIPOTOKOAU. [I'BAHHAT KOMYHHUKAITMOHEH
CTEK CE€ CBCTOH OT YETHPH Pa3AMYHU HHUBA - ,caoeBe“ [85] mokasaHU B
TabAa.2.1.

Ta6.2.1. TIpOTOKOAHU 38 KOMYHHUKAIIMOHEH CAOH IIPH IIpefaBaHe Ha JaHHH KbM 00AaK
Caol PYHKIHH IIpoToxoAn
*MQTT (Message Queuing
Telemetry Transport)
* HTTP, REST
(Representational state
transfer), RESTful

TCP u UDP

CpxpaHaBa ITOAE3EH

[IpuaozxeH caoit
TOBap

Ocwurypgasart

TpaHCIOPTEH CAOH .
KOMYHHKAIIHS OT Kpai
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[0 KpaH 3a

TIIPHUAOXKEHMS CAOH.
HHTEpHET IPOTOKOA

(IP), caoit, ompeneas

HUnTepHeT caoi IPv4 u IPv6
IPEXBBPASIIIY JaHHU
MEKY XOCTOBE.
. YnpasagBa BpB3Ka *802.11 WiFi *Zigbee
KanaaeH caoi
XOCT - MpeKa *Ethernet

2.3.2.  HTTP 3a komyHurayusi 8 ceH3opHu u IoT mpexu

[MporokoasT HTTP onpeneas HaunHa, Ha IpeaaBaHe Ha CHOOIIEHUATA
u ¢Qopmatupar B HuTepHer. HTTP mnpexBbpas roaaMm Opoit Masku
makeTH, Koraro kKoMmyHukupa c loT. Bpe3kure TCP ce ocBoboxkmaBat
IpU BCEKH OOCTBHII U NIPEXBHPAIT BB3 ocHoBa Ha IP m URL azpec u
TIXHaATa  Bpb3Ka Cce  IIPOMEHd  OUHAMHYHO. CaemoBaTeAHO
KOMYHUKaIydTa B IoT IIpUYIKUHABAa KOHCyMallyud Ha MPEXKOBU PECYPCH U
TOAEMH 3aKBbCHEHHA.

HTTP 3aseka
HTTP Otrosop

HTTP 3aaska
—
MNotpeburen
HTTP OTrosop
»

dur. 2.7. Kordurypauusa Ha cucremarta c nomorrra Ha HTTP

2.3.3. Rest u Rest full

Rest e codpryepHa apxuTekTypa 3a peasmusaysd Ha yeb ycayTrH, KaTo ce
nsnoa3Ba ¢ HTTP. REST ce c¢bCcTOM OT KAMEHTH U ChPBBPU U H3II0A3BA
apxXuUTeKTypa, 6a3upaHa Ha LUIMHA, KBOETO He € HeobxoauMm Opokep U
KpalHuTe ycTpoicTBa MoraT 1a KOMyHHUKHPAT JUPEKTHO.

3ansku POST/PUT/GET

B
Knunent Knnent

<
<

REST Otrosop REST

I

EEl

dur.2.9. Apxurekrypa Ha RESTful
REST o3rauaBa cbepBBpP, KoiiTo criogeasg JSON ¢atinoBeTe ¢ KAUEHT I10
HTTP. KamenTHTE WHHUIIMHpPAT 3aIBKH KBbM CBPBBPUTE; CHPBBPUTE
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npepaboTBaT 3agBKHTE M BPBIIAT MOAXOIAIIN OTTOBOpPU. Restful e
YCBBBPIIEHCTBAaHAa (popMa Ha CHPBBP 3a yed oOMeH, KOHTO cromeAd
BCHUYKH ApyTHU AokyMeHTH AU JSON daiiroBe 3a pazpaboTBale Ha HOBU
TIPHUAOXKEHUS.

2.3.4. IIpomowrxon MQTT

MQTT e TpaHCIOPTEH IIPOTOKOA 3a CHOOIIEeHHsI, O0asupaH Ha
apxutrektypa publish/subscribe. MQTT pa6oru Ha TCP/IP, kouto
OCHUTypsiBaAT IHOAPENEHU, ABYIIOCOYHHU BPB3KHU. Publish/subscribe
ce ympaBAsSiBa OT CBOUTHA M II03BOASIBA CHOOIIIEHHSATA Oa Ce
IPUABUXKBAT MEXKIYy YCTpOMcTBaTa M KAMEHTHUTE, Ype3 Opokep,
KouiTo yupaBaaBa Publish/subscribe omnepaimuure. Basken
eaeMeHT Ha MQTT apxutrekTypara € 6pokepsT, KOHUTO oOpadboTBa
CBHOOIIIEHUATA, OTACAS U3aTeAs oT aboHaTa U AelficTBa KaTo pyTep
3a cBHOOIIeHNsITa. BCeKH KAMEHT, KOUTO IyOANKyBa CHOOIIeHHe 10
Opokepa, BKAIOUBA TeMa B CHOOIIIEHUETO.

R—— /”"7'\
CeHsopu MQTT
BEpokep |

1 Temun |

MQTT
Kanent . \ ABoHWUpaHH LA
 EEEEE— ‘ KnuenTn —

(Pub/Sub) N e—

L TCP/IP -

dur.2.11. MQTT apxurexkTypa, aboHUpaHe U TeMH

ITakemrnama cmpyxmypa Ha MQTT , dur.2.14 [94] ce cbcTOU OT:
Durcuparo 3aznasue (Fixed header) - Cpappzka KOMaHIUTE 3a
Bpp3ka (CONNECT, PUBLISH.) 2 6atita. 3aenasue Ha
npomernusa (Variable Header). CpabpKaHUETO Ha 3arAaBHUETO
Bapupa B 3aBHCHMOCT OT TuIla Ha mnakera (UHpopmainua 3a
daarosere, makerTeH naeHTHPUKATOP). [Tonezen moeap (Payload)
- JaHHUTE, KOUTO TPAOBa Aa 6baaT U3NIPATEHU.

(1 Baiir 1-4 Baiita_ | (0-Y Baiita ) [(0-X Baiira )

-~
q)PIKCH[JaHO 3aryiaBue

dur. 2.14. MQTT ITakeTHa CTPYKTypa

Ha ¢dpur.2.15 e nokasaHa IIOCAELOBATEAHOCTTA 3a HU3BBPIIBaHE
Ha oOMeEH Ha CBhOOIIlEHUITA.
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CeH30pH
Publish

dur.2.15. MQTT O6MeH Ha 3adBKHU. BaoKk-cxema

2.3.5. Mooen Ha ouaKkeaHomMo 3aKbCHeHUe npu npeodasaHe HA
JdaHHUME npu KomyHukayuu basuparHu Ha MQTT npomokonaa.

MopgeasT [97] ommucBa Bpb3KaTa MeXAYy pasMepa Ha OaHHUTE,
WHTEpBaAUTe 3a CBOUpaHe Ha MAaHHH, MPEXKOBUA TpadUuK U
3abaBgHETO, KaToO € IIPeACTaBeH IIoOAXOo[ 3a MOAeAupaHe Ha
MpexxkoB MQTT muzaiin, 6a3upaH Ha E€KCIEpUMEHTHpaHe Ha
IIOBEIEeHUETO Ha HUBO IIaKeT. 3aKbCHEHHETO OT Kpad A0 Kpal B
MpeXKoBaTa BPB3Ka Ce ChCTOH OT Pa3AMYHH CHOUTHSI, KOUTO ca
u3pa3eHu d4Ype3 ypaBHeHHe 2.1. 3a BCEeKHM OaleH BB3€A
ChIlleCTBYBa 3abaBsaHe mopaagu oO0paboTka, omalka, rpegaBaHe 1
pasnpocTpaHeHHe.

Dnode = Dpracessing + uneuing + Dtransmission + Dpropagatian (2 1)

3akbCHEeHUATA B 00paboTKaTa U IpeaaBaHEeTO BBH3HUKBAT BLB
BBb3€Aa, a 3ab6aBAHETO B PAa3MNPOCTPAHEHHUETO BBH3HHUKBA MEXKIY
BB3AuTe. CHoelnmasHO BHUMaHHe TpsgbBa ma ce oO0OBpHE Ha
3abaBgHeTO Ha IIpenaBaHeTo (transmission delay), xoraro
CBBKYIITHUTE [OAaHHH OT MHOXKECTBO CEH30pHH MpPEeXH Cce
pasnpocTpaHgaBaT npes3 e0uH gb3esl. 3abaBaHeTo Ha IIpeaaBaHeTOo
MO3Ke [1a Ce OIIPENEAH C ypaBHeHUe 2.2.

Dtransmission (sec) = Segment Length(bits)/Rate(bits/sec)- (22)
2.3.6. CpasreHue mexoy MQTT u HTTP

MQTT e opueHTupaH KpM naHHute, a HTTP - KbM ODOKYMEHTH.
HTTP e mpoTokoa 3a 3adBKa-OTTOoBOpP, a MQTT m3rioa3Ba MOIEA
nybauKyBaHe-aboHupaHne. B cpaBHenue c¢ HTTP, MQTT e mo-
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KOMIIaKTEH (KpaTKO 3araaBHd Ha CBHOOIIEHHETO M HaM-MaAKHAT
pasMep Ha MaKeTHOTO CHOOIIeHNe oT 2 6aiiTa) U TO3BOASIBA Oa Ce
CBCTaBAT OBATH 3araaBud U ChoOIeHHs. OCHOBHHUTE Pa3AHUKU
MEXIOy IIPOTOKOAHTE Ca CHCTeMAaTH3upaHU B Taba.2.5, [86]. [98],
[99], [100].

Tab6. 2.5 Pazauku B MQTT u HTTP

ITapameTHp MQTT HTTP
Unme Message Queuing Hyper Text Transfer
Telemetry Transport Protocol
ApXUTEKTypa INy6amnkyBaHe /aboHHupaHe 3asBKa/0TroBop.
CAoKHOCT ITo-maaka CAOKHOCT ITo-caozxkeH
PaGOTH BEDX Transmission Control User Datagram
Py Protocol Protocol

du3afinsT HA

[n3aliHBbT Ha IIPOTOKOAA IIPOTOKOAA €
ITpoekTupaHe Ha

€ OPUEHTHPAaH KbM OPHEHTHPAaH KbM
IIPOTOKOAA :
nmauauTe (Data centric). JOKYMEHTH.
(Document centric).
Cb3naneHuaT
Pasmepa Ha pasmep Ha
Pasmep Ha CBHOOIIIEHHUETO € IT0-MaABK, CBOOIIIEHHUETO € I10-
CBOOIIIEHHETO opaau ABOUYHHUA (POpPMAT. | FOAAM, THH KaTo
(binary format). uznoa3Ba ASCII
dopmar.
Pasmep H . .
asmep Ha 2 batiTa 8 Gaiira.
3araaBHaTa 4acT
Howmep Ha nopt 1883 nopT 80 nau 8080.
CurypHoCT Ha Ocurypsgasa 3ammTa Ha HTTP 6e3 3amura,
NaHHUTE mauHuTe cbc SSL/TLS. "o HTTPS uma.

2.3.6. ITpomorxon MQTT-SN

IMporokoasT MQTT-SN (Message Queue Telemetry Transport -
Sensor Network) e Bepcua Ha MQTT, agantupaHa KpMm BbCM,
KOEeTO I'o IIpaBH Hal-IIoAXOAdI] 3a CEH30PHHU yCTpoHcTBa, Iopaiu
TEXHUTE KOMIIAKTHU CBhOOImIeHusa. MQTT-SN wusmoazsa UPD/IP,
3allloTo € Io-KoMmIlakTeH B cpaBHeHHe ¢ TCP/IP. Apxurekrypara
Ha IIPOTOKOAa € IoKazaHa Ha dur.2.17. Hatt-Baskuuar MQTT-SN
roMrioHeHT € MQTT-SN miaro3 (GW), mmo3BoagBalll Bpb3KaTa Ha
MQTT-SN kauentute ¢ MQTT Opoxkep.
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m__uanm
0
uq_rl'r-su
m}n )

&$ur.2.17. Apxurekrypa Ha MQTT-SN
2.4.AuTerpanuss Ha CEH30PHHTE MOaHHH B o0AadyHa
CTPYKTYpa
2.4.1.CvwHocm Ha uHmezpayusma [A6]

CBBp3BaHETO Ha CEH30pHAaTa Mpezka C obaadHa CTPYKTypa
pelraBa nmpobaemMa ChbC ChbXpaHEeHUEeTO U 06paboTKaTa Ha TOAEMUTE
obeMH MOaHHH OT CEH30PHHUTE MpexKH. KoMyHHKaIudaTa MeXKIy
BCM u o6aa4yHU TAaT(POPMH Ce peasu3upa Ype3 YCTPOHCTBO KaTo
IIAIO3 HAHW KoopawmHaTop. Ha dwur.2.21 e mpemcraBeHa OAOK-
cxeMa, HAIOCTpHpAllla WHTerpalds Ha 06e3KudHa CeH30pHa
MpezKa ¢ obaadHa CTPYKTypa.

|
¢ ¢

L storidge

Internet /

f'

et
e - M‘T@% i
+

i

dur.2.21. I/IHTeran,HH Ha CM KbM obaadyHa CTpyKTypa [A6]

Notpe6utenn

2.4.2. Cuerapuu 3a npedasaHe Ha oaHHuUme 0o obrarka

JlaHHHUTE MOZKe [a ce IIpemaBaT Ype3: KOOPAMHATOP HAH IIIAIO3,
OUPEKTHO IIpeaaBaHe, OO0 CHPBBpa Ha obaaka. H3BecTHH ca
HAKOAKO Ha4YWHA Ha OpraHW3allus Ha MOOCThIIa MO0 CIOAEACHHU
pecypcH - KOMYyHHKAIIMOHEH KaHaA U CBPBBPHH H3YHCAUTEAHU
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pecypcu: 3aruTBaHe, IIPEKBCBAHUS ¥ MHOXKECTBEH AOCTHII.

2.5. loaxonu 3a ynmnpaBA€HHE CHT'YPHOCTTAa Ha CEH30PHHTE
AaHHH IIPH HHTErpamusaTa KbM 00AaK

KbM HacTodIIMAT MOMEHT Ce IIpHAaraT pasAHWYHM IIOAXOOU 3a
yHOpaBA€HHE CHUIYPHOCTTA Ha IIpolleca Ha HWHTEerpHUpaHe Ha
CEH30pHUTE MOaHHHU KbM O00AaK KaTo: IIPOeKTHUpaHe U
paszpaboTBaHe Ha MpPEXKOBH KOHTPOAEPH, paspaboTBaHe Ha
MEXAYHapOOHU CTAHOAPTH 3a 00AaYHAa CUTYPHOCT, pa3paboTBaHe
Ha XapayepHa 3alyra.

2.5.5. Aneopumoem 3a yoocmoeepsisaHe docmwbhna 00 CeH30pHU
Mmpesku, bazuparu Ha MQTT npomokxon

HNMma pgBa MmexaHM3Ma 3a cUrypHocT npu MQTT. EpguHuar e
yoocmoegepsisaHe Upe3 IMOTPEOUTEACKO HME M I1apoAad, APYTUAT €
KoHmpos Ha oJdocmwna upe3 ACL (cmuchbK 3a KOHTPOA Ha
noctbeiia/Access control list) patia uam 6aza mauuu. Ilaposata u
IIOTPEOHUTEACKOTO MME Ce€ IIPEXBBPAAT B TSIAOTO Ha CHOOIIIEHHETO
CONNECT (npotorkoasT MQTT mooabpka 16 TUa CHOOGIIEHUS).
AKo ymocroBepsBaHETO € IIpedaeHO, IMIAIO3BT OTroBaps
CcBOTBeTHO CcBC cpobieHmero CONNACK. B [123] ce mpemaara
uarnoa3sBaHeTo Ha TLS 3a CHUTYypHOCT Ha yAOCTOBEpPSIBaHE MEXKIY
ceH30opuTe U 11A103a. TLS ce peaansupa Ha aBa eramna. [IspBUAT €
reHepHupaHeTo Ha OOl KAIOY 3a cecHus Ha 0azaTta Ha cepTHu(PHUKATH
ot popmat X509 upes nporokoa DH (Diffie-Hellman vau ECDH —
Eauntuuna kpuBa (Elliptic curve) Diffie-Hellman). Bropuar e
H3M0A3BAHETO Ha aATOPHUTHBM 3a CHUMETPHUYHO HAM aACHUMETPUIHO
kpunrupane, Harp. AES, RSA (Rivest-Shamir-Adleman). Hati-
BasKHOTO IIPEAHMCTBO Ha TO3H METOJ € I'bAHOTO KPHUIITHpPaHe Ha
BpBb3KaTa. 3a ga ce cBbpkKe upe3d TLS mpoTokoa, ycTpoiicTBOTO
TpsbBa [a ce CBBPKE CHhC IIAI03a II0 IIOCAEIHHS alpec, HO C
pasauwdeH mopT HoMep. Hampumep, 3a HesamuTeHa Bpb3Ka
anpecwsT 1me oO6pae «TCP://127.0.0.1:1883», mokaTo 3a BpPBH3KA
ype3 TLS mporokoa - mie 6bae «SSL://127.0.0.1:8883». ITo To3m
Ha4YMWH CE€ OCBIIEeCTBABa CHUTypHa BpbB3Ka upe3 TLS. Caexm ToBa
YOAOCTOBEPSIBAHETO Ha IIIAIO3a CE€ U3BBPIIBA Upe3 HOTPEOHUTEACKO
uMe U nnaposa. PyHKIIHOHUPAHETO Ha aATOPUTHMA 34 JOCTHII UMa
3a IIeA a yBepH, Ye YCTPOHCTBOTO 3Hae Iapoaara, 0e3 AUPEeKTHO
na g nupeagaBa. KpadHOTO YCTPOHCTBO TpsbBa Oa H3BBPIIHN
opornenypara IO  pPerucTpanus dYpe3  3alIuTeH  KaHaa.
[Tpouienypara 3a perucrpalud e rokasaHa Ha pur.2.26.
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Hpatu: HMe (login), naex. CH‘EI'HIII: F=H (login IT

y-eo (clid); 2 clid) @ PSKJ;
Sanazu:login IT
Hzopartu: Fg,p;

Cuetau: X=H (napoaa), Y=g*mod
P

3al YXgpF login, clid;
Hznopatm: Y;

Banazu:Y;

dur. 2.26. [Ipouenypa 3a perucTpanud Ha Ypes3 3allluTeH KaHaa

Kpatinoro ycrpoiictBo uma croiHoctu X, Y, F u nmybamynu g, p
CTOMHOCTH. 3a [a IIPeMHHE IIpolleAypaTa 3a yAOCTOBepsBaHe,
YCTPOMCTBOTO T€HEpHUpa TOASIMO IIPOU3BOAHO dYHCAO R m
HU3YHCAABAME:

T = gRmodp (4) (2.17)

HNsnoasBatiku croiiHocture Ha T m F, xpaiiHoTo ycrpoiicTBO
reHepupa KAKY 34 CeCHsI KaTo:

K=F ® H(T) (2.18)

2.8. H3ze00u KoM emopa 2nasa

e AHaAM3HUpPaHM ca OCHOBHUTE MOJIEAUW 3a IIPeacTaBdHE U
npemgaBaHe Ha CEH30PHH MOaHHH, CHEeIlUaAH3HupaHu 06a3u oT
OaHHU C BpemeBU pemoBe TSBD 3a ceH30pHM OaHHU U
npobaeMHUTE Ha HWHTETrpalludTa Ha CEH30pHUTE MaHHU KbBM
obarayHa CTPYKTypa CTBIKHUTE 3a yIIpaBACHHE Ha CEH30PHUTE
OAaHHUTE

e [ledmHUpPaHHU ca BBIIPOCUTE pelIlaBaHU B pe3yATaT Ha
HUHTErpalmsiTa MeXIy CeH3opHaTa Mpexka U -obaadyHa
CTPYKTYypAa.

e o AHaAM3HMpPAaHU Cca MOJAEAUTE 3a ChbXpPaHEeHUe Ha CEH30pHU
naHHu: Iletr caoeH monmea 6aszupan Ha OSI u Tpm Monmeaa
(dbatinoBO, GAOKOBO M OGEKTHO ) 3a ChbXpaHEHMHEe Ha AAaHHU B
CAO4 3a yIIpaBA€HHUE Ha JaHHH.

e PazraemaHu ca OCHOBHHUTE IIPOTOKOAU 3a KOMYHHKAITUS U
npemgaBaHe Ha OJAaHHUTE MEXKAY CEH30pHH MpPEKH U 00AadYHU
naatddopmu HTTP, HTTPS, REST, RESTful, MQTT u MQTT SN.

e lzsicHeHa e ChIIHOCTTAa Ha UHTerpanudara MeKay CEH30pHa
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MpezKa U obaaKa U OIIpPeAeACHHU IIOAXOOHUTE 3a yIIpaBAE€HUE
CHTYPHOCTTA Ha CEH30PHHUTE JAaHHU IIPHU MHTETPpaIlUudTa UM KbBM

obrak KaTo: IIPOEKTHUPAaHEe " pa3paborBane Ha
CIIEIITHAaAU3HUPaHHU MPEXKOBH KOHTPOAEPH, pa3paborBaHe HA
MeSKIyHapOIHU cTaHOapTH, pa3paborBaHne Ha

crieliiaAu3upaHa XapayepHa 3aliuTa.

e [ledmHUpPaHHU Cca OCHOBHHTE pPEXHWMH Ha IIpeaaBaHe Ha
JaHHUTE OT CEH30PUTE KbM CHPBHPUTE B 00AaYHATA CTPYKTYpa
U aHaAU3UPAHHU BB3MOXKHOCTUTE 3a 3abaBsHe Ha IIpeaaBaHETO
Ha OaHHUTE.

e [IpemcraBeHHM ca aATOPUTMH 34 YyOOCTOBEpdBaHE Ha
KOMYHHUKAIIUd, Oa3upaHa Ha KOMYHHKAIIMOHHUS IIPOTOKOA
MQTT, Ko#iTOo IMO3BOAABA A Ce€ IIPOBEPHU aBTEHTHUYHOCTTA Ha
YCTPOHCTBO 0e3 AUPEKTHO IIpeaaBaHe Ha IIapoAaTa, KaKTO U
MeTonma 3a 3ammTta Ha gaHHuTe B MQTT upes TLS mpoToKoA,
qHUETO HpI/IAO}KeHI/Ie IIOBHAIIIaBAa HHMBOTO HaA CI/II‘ypHOCT Ha
yIaOCTOBEpPsSIBAHE 32 CEH30PHH MPEZKU.

hd CI/ICTeMaTI/ISI/IpaHI/I ca METOOAUTE 3a HU3CA€ABaHE Ha
OEe33KUYHHU CEH30PHHU MPEXKH, CUMMYyAAIllMOHHHW HHCTPYMEHTHU H
IIPEOAOZKEHAa METOAHMKA 3a IIpoBEXXKAaHE€ Ha KOMIIIOTBPHO
6a31/1paH1/1 CHUMYAAQITMOHHH H3CACOBaAHHA.

TPETA T'AABA

H3cAaenBaHe Ha HAKOH B'b3MOXKHOCTH 3a HHTerpalHsi Ha
CEH3O0pHHTE ZAHHH B O0AAYHH CTPYKTYPH

3.1. Moden 3a uscnedeaHe uHmMezpupaHemo HA CEH30pPHU
JaHHU KbM obnauHa cmpykmypa

I[IpoBexkgaHeTO Ha EKCIEPUMEHTAAHUTE H3CACOBAHUS 3a
H3CAeIBaHE Ha BB3MOXKHOCTHTE 34 OCBIIeCTBABAaHE Ha
HHTETpanusg MEXAy CEH30PHUTE MPEKH U 00AaYHH CTPYKTYPH €
peasnn3upaHo, ChrAacHO IpenasozkeHusd Momea Ha dur.3.1. Tozu
MOZEeA € B ChOTBETCTBHE CBHC CXeMaTa 3a IIpegaBaHe Ha JaHHU
uype3 redTyed, mogpobHO aHaAu3HUpaHa B padota [A4].

dusuueckusam caolli BKAIOYBA HHTEAHUTE€HTHU CEH30PH, KOUTO
H3IIpanaT AJaHHUTE Ha MHKPOKOMOIOTBHpa. Mpexosuam cnoil
BKAIOYBAa MHUKPOKOMIIIOTBHP, KOMTO Hrpae poAdTa Ha IIIAI03 U
Ipemnpaiia OaHHUTE KbBM TEACKOMYHHUKAIIMOHHATa 6a3oBa
craHiua. BC TpaHcHmopTHpa IIOAYYEeHHTE MAHHU OO obAadHaTa
naaTopma, KOATO CHhABPKA CHPBBLPUTE 3a CbXpPaHeHHe U
obpaboTka Ha maHHUTe. Crosam 3a ynpasaeHue Ha naardopmara
ocurypdaBa (PyHKIIUH 34 CbXpaHeHHe Ha JaHHU U yIIPaBACHHE Ha
ycrpoiictBa. Crosm Ha ycnyzama 3a NPulosKeHusi € CBBP3aH C
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obaagyHaTa naatdpopma upe3 API, 3a na ce peasnsupa pyHKIHATA
3a OHAAWH 3a9BKH 3a JaHHHU U JUCTAHIIMOHHO HabAIOoeHUE.

°
! L)
L
N
L

) ==
i EE@

Mpexosu cnoi
besxkunyeH
pyTep, 6asosa
CcTaHuuA

dusnuecku cnoi,
CeH30pM 3a IUM, OTbH,
pasnpbeKBaTeM Ha Boa, KOHTpoNEp

Cnoii 3a ynpaeneHue
06nak, CbpBbpH 3a
cvbupaHe,
CbxpaHaBaHe ,
obpaborBaHe Ha
AaHHK

i

MpunoskeH cnoit
AHanus Ha
faHHuTe
notpebutenn

dur.3.1 Mozea 3a UHTETpUpaHe Ha CEH30PHU OJaHHU KBbM 00AaYHA CTPYKTYypa

3.2.

Komynuxaunonnn MOAOEAH Ha Bsaumoneifrc'rnue

MeXAYy CEH30pHATa Mpeika H oO0AadHaTa CTPYKTypa

3.2.1.

mooen

KomyrnurxayuorHHuam

request-response,

II03BOASIBA Ha KAMEHTA [a IIONCKa HH(popMaIlls OT CbPBBP, KOUTO
moAydaBa CBHOOIIIEHHETO 3a 3asBKa, o0paboTBa To W BpbIIA
cpOOIIleHHe 3a OTroBop. [IBata HaB-H3BECTHH IIPOTOKOAA,
Oaszupanu Ha momesa ca REST HTTP u CoAP. Ha ¢ur.3.2. e
nokazaHo B3aumopgeiictBue REST HTTP zaaBka/oTroBop Mexkay
IBa KAWMEHTA U €IUH CBHPBBDP.

HTTP POST Request

REST HTTP
Client

POST /resources HTTP/1.1

Host: server_ip_addr:port_number
Content-Type: application/json

{ "id": 1, "name": "test” )

————

REST HTTP
Server

(3) HTTP GET Request
GET /resorces/1 HTTP/1.1
Host: server_ip_addr:port_number
—
HTTP Response 200

{"id": 1, "name": "test" }
HTTP Response 201

dur.3.2. KoMyHHKAIIMOHEH MOJEA Ha B3aUMO/IeiCTBHE OTTOBOpP-3asdBKa

3.2.2. KomyHurkayuoHeH mMmolen nybiauxyeaHe-aboHupaHe
publish/subscribe, ocurypsaBa KOMYHUKAIIHST MEXKIY
Hu3IpalmadYuTe Ha [OaHHH W OecTHHauuute. MoaeabpT Ha

B3auMOIeHCTBHE Ce ChCTOHU OT TPH CTpPaHHU: uzdamesn, aboHam u
6pokep, pur.3.3. BpokepsT € copryep, paboTell] Ha KOMIIIOTHP U
neficTBa KaTo IIOIIEHCKA CTAHIIHS, 3a YCTPOHCTBO, U3II'BAHSIBAIIIO
poas Ha Opokepa, € HeobxomuMo ma ce wuHcTtasupa MQTT

Opokepcka 6ubavoTeka.
—
Subscribe
} ji -

Publish "topic/1"

Publish

packetid: 4234
topicName: “topic/1"
qosi1

retainFlag: false
payload "test: 5"

dur.3.3. Moxea Ha B3auMoAeHCTBHE IIyOANKyBaHe, 6pokep, aboHaT

3.3. MeTonOAOTHS 3a HHTErPHpPAHETO HAa CEH30pHa Mpexka
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3a chbOHpaHe H cHmozZeAdHe HAa AaHHH 4Ype3 H3MOA3BaHe Ha
Pub/Sub meTona upe3 REST 6a3supaHu yeb ycnyau ikxom obnax
ThingSpeak [A3]

3.3.1. Momusauus

IleaTa e ma ce usrpanu pusndecka XBee cenzopHa Mmpexka ¢ Digi
XBee Cloud Kit u olleHHM BB3MOXKXHOCTTA 3a HWHTErpalmgd Ha
cBOpaHUTEe CEeH30PHH OAaHHH B uanpamaHero uM B ThingSpeak
obaak, upe3s REST HTTP.

3.3.2. XapoyepHu KomnoHeHmMu

3a mHTerpanusra ,ceH3op-obaak“ ce usnoasBa Digi XBee Cloud
Kit [142]. Paspaborern e Python koa B Digi XBee Gateway,
[IO3BOASBAIl HHTerpauudra Ha gaHHu B ThingSpeak,
MMo3BoAdBAaIlla OHAAMH aHaau3 M o00paboTKa Ha OaHHUTE, 4dpe3l
Matlab ko.

&dur.3.4. Digi XBee Cloud Kit
3.3.3.Apxumerxmypa Ha eKCnepumMeHmaiHaAma mpex3cama

aHanmMs3 Ha
[aHHM

= ThingSpeak _
- ERbEd o/
é \'*—“-».\“‘;_‘-__—_—_-_;x\q___:____,__ff_—--'

Matlab
é ANV
» ‘ CeH30pHU AaHHM 3a paspaboTka Ha
V i aHanM3MpaLLm anroputmMmn

dur.3.6. UHTerprupate Ha CEH30pHU AaHHU B obaak ThingSpeak

3.3.4. Anzopumem 3a uzzparKoaHe HA CEH30PHAMA MpPexa U
uHmezpupaHemo u Kem obnaxa

IMepeo: KoHjuzypauusi Ha XBee mooynume upes XBee ZigBee
KOOPAUHATOP.
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Bmopo: /JIonb/HUMEeAHU MpeKosu U  KOMYHUKAUUOHHU
Hacmpoiliku Ha ycmpoticmeama - TUII Ha PbpMyepa, KpUIITHPaHe,
PAN ID, npucreanHsaBaHe Ha BB3AUTE KBbM MpexKaTa U [Op.

Tpemo: IHzzparkdarHe Ha KaHal 3a hpedasaHe HA CeH30pHUme
oarnHu e ThingSpeak, exnousa nedpruHUpPaAHEe UMETO Ha KaHasa U
API karodyoBe Ha KaHaaa.

Yemeovpmo: CevpssaHe Ha XBee mperxama kem ThingSpeak
uypesz XBee Gateway u paspabomeaHe ko0 Ha Python 3a XBee
Gateway 3a uHmezpupare Ha daHHU 8 ThingSpeak. ThingSpeak
u3BAWYA JAaHHU OT ycTpoiicTtBara upe3 HTTP.

IIemo: CvbupaHe u usnpawaHe HA ceH30pHume OAdHHU KbBM
XBee Gateway upe3 XCTU. Or XBee Gateway Te ce uampaluiar I1o
REST/HTTP no ThingSpeak.

IIlecmo: Busyaiuzayus U aHaaus Ha 0aHHU, ¢ koxa Ha Matlab.

Field 1 Chart o Fx Field 2 Chart g o & x

Temp\Light TempLight

15 30
\ : /\—/
)
2
2
13:00 14:00 15:00 13:00 14:00 15:00

Date Date
ThingSpeal.cam ThingSpealccom

Temp

&ur.3.10. PesyaraTu oT m3MepBaHUsATaA Ha HaHHUTe B ThingSpeak

Use a histogram to understand variation ... Z O F x

Histogram of Temperature Variation
250

L |
o 240 300
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Compare temperature data from three ... Z o & x

3-Day Temperature Comparison

50
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o

0 200 400 600 800 1000 1200
Minutes min

dur. 3.11. Omiuu 3a Matlab Busyasusanua B ThingSpeak

PCBYATaTI/ITe OT BU3yaAHU3alludTa, IIOKa3BaT, 9€ IIPECAAOKEHHUA
AATOPHUTHM 3a HHTEIrpHpPaHE€ Ha CEH30OPHHUTE OJaHHH B ()651\211(,
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ocHUrypdBa OHAAWH [OOCTHII, MOHHTOPHHI H aHaAHu3 Ha
IIOCT'BIIMAHUTE JAaHHH.

3.4. EKCIepHMEHTAaAHO H3CA€ZBaHe CHrypHoOCTTa Ha
npenaBaHHuTe CeH30pHH naHHU B ThingSpeak obaaka [A2]

3.4.1. AHanus Ha npobrema

I[IpobaeMuTE Ha CHUTYPHOCTTA Ha IIpeJaBaHUTE [JaHHHU B
CEH30PHUTE MpEXH ca pasraegaHu B T.2.6. MHoro6poHHHUTE
u3cAeABaHUsI, o0obmieHn B [137] mokasBaT, Ye CHUTYPHOCTTa Ha
mHTerpanusara upe3d REST/HTTP u MQTT, kouto ca obeKT Ha
H3CA€ABaHHUSTA € Hal-1leAecChOOpa3HO [Ja ce HU3BBPIIBA Upe3
TLS/SSL.

3.4.2. H360p Ha npomoKos 3a CUBYPHOCM

HN360pBT Ha TO3HU IIPOTOKOA C€ OIIPENEAd OT BB3MOXKHOCTHUTE Ha
uzbpanara xapayepHa peaamzanus. Ha ¢pur.3.13 e mnokaszau
pe3yAaTaThT OT H3cAeaBaHe Ha KoMraHusaTa RF Desk security
solution [143].

$55 AN

Competitors

Solutions
Common
HSM
Solutions

RE7 .
OTP-HSM

Simple :
Password : : :
$ : I

L | Hardware Encryption

Common MFA Solutions

dur.3.13. 360p Ha pellleHHe 3a CUTYPHOCT Ha maHHUTe [143]

Nsbupame npomorosn TLS, TBH KaTo 3ainuTaBa JaHHUTE, KOHUTO
ce IpenaBaT OHJ/AUH MexX0y yeb bpaysvp u yebeaiim upesz HTTPS
U 3alI0TO TrapaHTHpa, Ye JaHHUTE 3alia3BaT I'bpBOHAYaAHATa CH
IISAOCT B OCUTYPIBa KOHMUIAECHIINAAHOCT Ype3 KPUIITHPAHE.

3.4.3. ExcnepumeHmanHa YycmaHoeKa 3a uscsiedsaHe Ha
cueypHocmma

ITpoBexxgaHeTO Ha €KCIIEPUMEHTA € PEaAU3HUPAaHO 10 MOJAEAUTE
ceraacHo ¢ur.3.1 u dur.3.3. EkciepuMeHTasHaTa yCTaAHOBKA €
u3rpazeHa, cbraacHO 6AOK cxeMmaTta Ha dwur. 3.14.
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Nod Read, Java script

- - -
DHT

dur.3.14. ExcriepuMeHTaAHa YCTAaHOBKA 3a U3CA€ABaHE CUTYPHOCTTA

M T ¥

ThingSpeak
MQTT Broker

3.4.4. Anzopumoem 3a uscaedeaHe cuypHocmma HA
npedaeaHume OAHHU OM CEH30pPHA mperKa Kbm obnakx

ITvpeo: H360p Ha obak. [JaHHUTE Cce U3MIpalllaT B peasHO BpeMe
c ThingSpeak , KoeTo naBa BB3MOZKHOCT 34 aHAAW3 U U3IIpallaHe
Ha ngaHHU B peasHo BpeMe ¢ Open API (HTTP uau MQTT).

Bmopo: H360p Ha npomoKoa 3a 8pb3Ka HA mpexama ¢ obnaxka
u npedasare Ha darHu. N36upa ce MQTT, To KaTo e paspaboTeH
3a CBBpP3BaHe Ha YCTPOMCTBa C OTpaHHUYEHa MOIIHOCT IIpe3
0e33KUYHU MPEZKH, HU3I0A3Ba MomeA nybaukysaHe/aboHupaHe U
Opokep 3a mpegaBaHe Ha KPaTKH CHOOIIEHMS.

Start

Choice of Cloud Configure security
with akey

Choice of pratocol

network connection Connect on MQ!

server via port 8883

Choice of hardware Yes
implementation
No Generate a self-
signed certificate
No with Open 51
Existence
of TPM?

Existence of on
external HSM?

Security data in s cloud on
Yes port B33 TCP (TLS/S5L)
Choice
TLS
Yes

Creating sensor data
flow with NR

dur.3.15. AaropuTeM 3a IpoBepka TLS curypHocTTa Ha npegaBaHUTE
CEH30pHHUTE NJaHHHU
Tpemo: H360p Ha NPOMOKON 3a CU2YpHOCM 8 3a8UCUMOCTM Om
xapoyepHama peanusayusi. CbraacHo crobpazkeHusta B 1.3.4.2 e
n3bpan nmpotokoa TLS.
Yemewvpmo: Cv3dasaHemo HA NOmok 3a cvbupaHe Ha OAHHU,
cmasa upe3z MQTT u Node-RED.

IIemo: CsvpzsaHemo Kbm MQTT  6bporkep/copsbp U
nybrukyeaHe ¢ nomowma HA 8b3ena 3a nybiaukysaHe, ce
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uzgvpuwiea upe3z BBBexXmaHe Ha IP adpeca/umemo Ha Broker u
nopma, Kotimo ce usnosnszea (8883). MQTT OpoKepbT Ipemaara
KPHUIITHPAaHEe U YAOCTOBEpPsIBaHE Ha IOTPEOUTEACKO HMe/Iapoaa,
¢dpur.3.17.

IlTecmo: Hacmpotixa Ha cuzypHocmma

. I'enepupare Ha camo noonucaH cepmugpuxam. 3a 1eATa
MO3Ke [a ce cb3mane cobeTBeH (self-signed) ceprtudukar,
usnoasBaiku Open-SSL.

. Bawuma e obnaxa: 3a koudurypupauero Ha MQTT
KAWEHTAa ¥ OCBIIECTBABAHETO HAa KOMYHHKAIIHUs ¢ 6pokepa
ThingSpeak MQTT, e Hy>KHa eHa OT OIIIIUUTE 3a BPBH3KAa,
mokasaHu B Tabauia 3.2.

Tab.3.2. ThingSpeak MQTT 6pokep, ONIINY 3a KOMyHHKAIIHS

Port Connection Type Encryption
1883 TCP None

8883 TCP TLS/SSL
80 WebSocket None

443 WebSocket TLS/SSL

Field 1 Chart Z o & x Field 2 Chart E o 72 =%

Temp/Humid Temp/Humid

NN

1. Jun 8. Jus 15. Jun 22. Jun
Date Date

ThingSpeak com BengSpeak.com

i

Humid

T

$ur.3.18. PesyaTaT OoT HHTErPHPaAHETO Ha CEH30pHUTE naHHu B ThingSpeak

Cenmo: [Ipoeeprka pabomocnocobHocmma HA A20pUmMbdMaA 34
npeoasaHe HA KpunmupaHu OaHHU.

PaborocriocobHOCTTA Ha IIPEIAOKEHHS aATOPHUTBMAa U PEasHOo
IIOCTUTHATA CHUTYPHOCT Ha MOAaHHUTE € IIPpOBEepeHa 4Ype3 TecTBaHe Ha
IPOM3BOAUTEAHOCTTA Ha Mpexkarta Wireshark codryepa. To#t yaaBsa
MpeXoBHA TpadHUK B AOKasHATa Mpexka U ChXpaHdaBa JaHHHU 3a opaaliH
a"aaus ot Ethernet, Bluetooth, Wireless (IEEE.802.11), Token Ring,
Frame Relay BpB3KH 1 Apyrd. Pe3yaTaTa oT IpoBepKaTa € IIoKasaHa Ha
¢ur.3.19 u moTBEPKAABA, Ue IaKEeTUTe JaHHU, KOUTO Ce H3npariar oT
ceHzopHara mpexka no ThingSpeak upe3 MQTT mpoTOKOA 3a IIPEHOC Ha
OaHHH Ce€ CBBpP3BaT KbM KOMYyHHUKaIlMOHeH ImopT 8883, KoHTo e
3ammTeH /Kpuntupan upe3 TLS/ SSL npoTokoa.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am mOBB«sEFLDEQaaE

(W] apply a display filter .. <Ctrl =3 -] Expression.. +

No. Time Destination Protocol Lengtt Info =
1294 9.628335483 .8 192.168.1.4 TCP 54 5900 - 53174 [ACK] Seq=267938 Ac

| 1295 9.786478984 .4 192.168.1.8 VNC 81

H 1296 9.786632076 .8 192.168.1.4 TCP 54 5908 ~ 53174 [ACK] Seq=267938 Ac

! 1297 9.889977718 .4 192.168.1.8 VNC 81

! 1298 9.890084939  192. .8 192.168.1.4 TCP 54 5900 - 53174 [ACK] Seq=267938 Ag
1300 9 9751087@4 192.168.1.8 192.168.1.4 VNC 1514 —

! 1301 9.976262481 192 158 1 8 192.168.1.4 VNC 1514

“ 12Q7 0 O7AR0176R AR 1R 107 1A% 1 A e 1514 5 b

} Frame 1209: 163 bytes on wire (1304 bits), 162 bytes captured (1304 bits) on interface @
» Ethernet II, Src: dc:a6:32:7e:eB:f7, Dst: 5c:la:6f:d:a3:d4d
» Internet Protocol Version 4, Src: 192.168.1.8, Dst: 34.231,253.113
} Transmission Control Protocol, Src Port: 36260, Dst Port: 8883, Seq: 08, Ack: 1, Len: 97
~ Secure Sockets Layer

» TLSv1.2 Record Layer: Application Data Protocol: mgtt

5¢ 1a 6F d6 a3 40 dc a6 32 7e o8 f7 08 00 4506 \0o @ - 2~ E -

80 95 ec 55 40 00 40 G6 6c B4 cO a8 01 B8 22 e7 ug-@ 1 " -
wireshark_wlan0_...15_L2gBcW.pcapng  Packets: 1631 - Displayed: 1631 (100.0%) - Dropped: 0 (0.0%) = Profile: Default

[ B hark_wl e layed ( ) d: 0 (0.0%) file: Defaul

dur.3.19. PeayaTaTuTe OT aHaAU3HUpPaHeTo Ha nakeTu ¢ Wireshark

3.5 MoaeaupaHe H H3CAeABaHe Ha CEH30pHA Mpeixka 3a
H3MepBaHe Ha HHCYAHHOBH HHBa [Al]

3.5.4. Mooden mna ceH30pHaA MmperXka 3a OUCMAHUUOHHA
30paeHa nomouw,, uUpe3 MOHUMOPUH2 HA oJuabemHomo
cbcmosinue, 6a3zupan Ha mexHonozausima IoT

3.5.4.2. Apxumerxmypa HA CEeH30pHA Mpexa 3a udmepsaHe Ha
2/1I0KO03HUSL UHOEeKC

[IpenaozkeHaTa apXUTEKTypa 3a CEH30pHATa MpeXKa € 00AadYHO
Oazupana. ®ur.3.21 nokasBa AUPEKTHO CBHP3BAHE Ha CEH30PUTE
KBbM oODOAaKa UAM TIIpe3 IIIAI03. [eHepupaHuTe MJaHHU OT
ycTpoMicTBara Morar aa obpaaT TPAHCIIOPTHUPAHU A0 PETHOHAAEH
HAU TAODaAeH CHPBBP 3a obpaboTKa.

Hospital
center

Jf Wearable (\D

} Sensors Doctor,s office

AN S

dur.3.21. ApxuTeKTypa Ha CEH30pHa MpezxKa 3a U3MepBaHe Ha T'AIOKO3€H
HHIEKC

3.5.4.3. Mooden Ha ceH30pHA Mpexa 34 U3mMepeaHe Ha
2/1I0K03eH UHOeKC
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3apaBHUSAT MOOEA pasraekaa abCTpaKTeH CAydal C MalMeHT C
auaber. [lalieHTHT U3MI0OA3ZBA 3PaBHA KOMIIAHHUL 32 MOHUTOPUHT
(health monitoring company/HMC), 3a nga uszberHe mumabeTHa
koMma. To¥l HOCH YCTPOMCTBO 3a HEMPEKHBCHATO HAOAIOAEHUE Ha
rarokosaTta (continuous glucose monitoring/CGM). Koraro
MJaHHUTE 3a 3ApaBeTO Ha IIallMeHTa IIOKa3BaT OIIaCHU MOJIEAU
(BAOIITABaHE TTOKAa3aTeAUTE Ha TAMKO3eH HHaekc), HMC usmnpariia
CUTHAaA Ha HWHTEAUTEHTHOTO YCTPOMWCTBO Ha IalllueHTa Oa Cce
CBBpP3KE CBbC 3OpaBHUS I[IEeHTHP. B caydauTe, KOTATO CAEL
HU3II'bAHABaHE Ha yKasaHudta naneHu oT HMC Hama mpoMmsHa B
CBCTOSTHHETO Ha IIallueHTa, Ce MIpeaBUsKaa H3IIpaliaHe Ha
MOOMAEH €KHUII 3a CcIielrHa momoll. Moaeaupanero Ha [oT
IIPOTOTHIIA HA IOTEHIIMAAHUTE B3auUMOAeNCTBUA U OoT Tuna M2M,
M2P u P2P.

3.5.4.4. Anzopumeom 3a npoexmupaHe Ha Mmooen 3a
CeH30pHa Mmpexca 3a HabawoeHue HA UHCYAUHO8UME HUBA,
6asupar Ha [oT cbe cumynayuoHeH cogpmyep

IIepea cmvnka: KoupurypupaHe Ha OCHOBHHU MPEXKOBHU
HacTpoiku. IP anpecupaHe Ha CEH30pHUTE U IIIAIO3A.

Bmopa cmounka: Cebp3BaHe Ha ycTpoucTBaTa c
MHKPOKOMIIIOTHD. YCTpoHcTBaTa Ce€ CBBP3BAT KBM AOMAIlleH
miAr03 U KM [IoE Perucrpanunonnus CepBBHP.

Tpema cmwvnka: KondurypupaHe Ha IIAIO3 3a CBBP3BaHE Ha
ycTpoiictBata B Mpexka. Cbp3BaHe Ha [oT ycrpoiictBata KbBM
H3rpaskiaHe Ha goMalllHaTa MpesKa 3a IallheHTa.

Yemevpma cmwovnka: Cb3gaBaHe Ha Mpexka u HHTepHeT
nmocraBuuk. Ce3naBaHe Ha CHPBBPU.

IIema cmevnkxa: Cbp3maBaHe Ha MaTEMAaTHYECKH OOEKTH 3a
nepuHUpPaHe HAa TAUKO3HHUTE HUBA B KPBbBTA U HUHTETPUPAHE B
KoOa Ha IIPUAOKEHHUETO.

3.5.4.5. Tecmeare Ha cucmemama

I[TpoekTHpaHara cuHucTeMa € usrpageHa oOT MHTEAUTeHTHH
ycTpoMicTBa c rarokozeH MmoHutTop (CGM), orumran; HHUBaTa Ha
rAIOKO3aTa. YerpoiicTBaTa u3npanaT 0e33KUIHO HHPOPpMAIIUa I0
AOMAIITHUA IIIAIO3 U CA€A TOBa A0 KOMIIAHHA 3a 34PaBHU I'PHUXKH.
Kommanugara Mozke mna HU3IpaTH MEeIUuIIMHCKa IIOMOIIl, aKo
CBHCTOSIHHETO Ha IaIllMeHTa CTaHe KHBOTOo3acTpaniaBalro.

A) Cumynupare Ha Xunepenukemust. [IpruaoRKeHHETO HU3MIpaIa
curHaa no IoT ycrpoiictBaTta. M3npaina ce cbIIo CHOOIIIEHUE O
CBEPBBpPa Ha MEOUIIMHCKHUA ILIEeHTHP, KBIEeTO [JaHHUTE Ce
aHaAWu3UpaT U IIPU HyKOa ce u3lpailra 0bp3a IIOMOIII.
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Warming!

g
HIGH!
Contact your heath

provider inmediaty!
o rviponie wil
dpatchan
&
'

®ur.3.24. CumMyanpaHe Ha XUIIEPIrPrANKEMHUT

B). Cumynupave Ha Xunoenukemusi. [IpuaoRKeHHETO H3IIpalia
curHaa no IoT ycrpodicrBaTa, KOUTO IIOKasBaT HUBaTa Ha
rarokosaTta. [laHHU, IIOAYYEHHU I[TPU XUIIOTAMKEMHS ce HabAaaBaT
Ha pur.3.25.

B). Cumynupare Ha HopmanHu Huea. CUMyAHpa ce HOPMaAHO
HHBO Ha TAIOKO3aTa, CTEIIeHTAa Ha AUIllaHe, HUBO Ha (PHU3HUYECKO
HaToBapBaHe U Op. ca BU3yaausupaHe Ha ¢ur.3.26.

warning!
Sugar levels are very
Contact your health
provider immediaty
No respanse will
dispatch an
ambulance.

dur.3.26.CuMmyanpaHe HOpMaAHH HHBa Ha KpbBHaTa 3axap
»YMHUTE

[laHHUTEe OT TAIOKO3HHd CEH30pP ce IIpenaBaT Ha
ycTporicTBara“ Ha nanpueHTa npe3 MQTT npoTokoa KaTo 3a 1ieata
e paspaboren koxm Ha Python 3a publisher/subscriber moneaa,
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YuHATO HACTPOUKH OpoKepa M KAMEHTa ca IIoKa3aHu Ha ¢pur.3.28
u 3.29 B mucepTranugra.

PesyAaTaTHUTE OT CUMYAQIITMOHHHUTE MU3CACABAHUS, [IOKA3BAT, U€ B
IpoeKTUpaHaTa CHCTEMa Morar ma ObaaT CAeIeHu U
yIpaBASBaHH: HWHCYAMHOBHUTE HHUBA, [IHUXaTeAHaTa 4YecToTa,
CTelleHTa Ha HaToBapBaHe U ApP. [IPEIAOKEHHUST AATOPHUTHBM H
MeToauKaTa 3a KOH(MPUIypHUpPAaHETO U I[IPOEKTHPAHETO HAa
IpeaAOKEHATA CHUMYAAIIMOHHA CHCTEMA, AaBaT BB3MOZKHOCT 3a
OpumobuBaHe Ha IIAOCTHATA KapTHHA 3a CBbCTOSIHHETO Ha
mamnyeHTa. BHeapsaBaHeTO Ha TO3U MOOEA AaBa BB3MOXKHOCT 3a
HabOAIOlaBaHE 3OPaBOCAOBHOTO CBCTOSHHE HA IIAIlUEHTHUTE B
peasHoO BpeMe, OIleHKa 3a CHhCTOSHHETO U B3EMaHe Ha pelIeHUS
OTHOCHO 3ApPaBHHS CTATYC Ha IallHeHTAa.

3.5.EXcCnepHMEeHTaAHO H3cAeABaHe BAHAHHETO Ha
IIPOTOKOAA B'bPXY HHTErPAIlHSATA HA CEH30PHHTE AAHHH K'bM
obaaka

3.6.1.Ilexma Ha eKchepumeHma € [aa HaIllpaBH OILIeHKa Ha
HHTErpanusaTa, 4dpe3 H3CA€OBAHE BAWUSHHETO Ha IIPOTOKOAUTE
HTTPS, HTTP, MQTT u MQTT-SN 3a uHTerpaiiiss Ha CEH30PHUTE
IaHHU OT MpezkaTa KbM obaak. OIleHKaTa Ha HHTerpanuaTa MoxKe
a Ce H3BBPLIN II0 Pa3AWYHH KPUTEPHH KaTo: MNOANPEHXKKA Ha
IIPHUAOZKEHUSI, paboTely ¢ pa3ANYHE KOMYHUKAITMOHHHU MOJEAHU U
OoCHUTypsiBallll pa3AWMYHa CKOpocT Ha gaHHuTte. OOIIoro
HM3HUCKBaHE € Haode)XOHO npedasaHe Ha OaHHuUme. 3a rapaMeTbp
Ha eeKTUBHOCTTA Ha HHTEerpaludTa npuemame 3aKbCHeHUemo
Ha npedasaHume OaHHU, HamosapsaHemo Ha CPU u RAM,
IIoOKa3Ballly CTelleHTa Ha Hu3pas3xogBaHaTa eHeprus.

3.6.2. IlpomeHnusume napamempume ca: OpoH IakeTH, OpoH
TeMH, 6aifiToBa CTOWHOCT 3a TeMa B TAXHOTO BAUSHUHE BBPXY
3aK'bCHEHHETO MEXKIy IeHEepHUpPaHEeTO Ha CEH30pPHUTE MNaHHHU U
IIoAydaBaHeTO HUM B of6aaka, IOPOJAEHO OT IIpeHoca Ha
cBOOIIIeHNEeTO 10 OpoKepa/ChLPBBD.

3.6.3. [uzaiin Ha ekchepumeHma

Sensor
networks,
Mesh topology

ThingBoardCloud

__—
’: RPI4, Phyton code

dur.3.31. [AuzaiiH Ha €eKCIIEPHUMEHTA

Usrpanena e dusndecku XBee ceH3opHa Mmpexa. CubpaHuTe
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OaHHU ce npenasaT Ha RPI4, B Ko#To ce 3apexkna pa3zpaboTeHud
KO/ 3a IIpoBexXAaHe Ha ekcrnepuMmeHTa. RPI4 npemaBa ceH3opHUTE
maHHu KbM obaaka ThingBoard mo mporokoan MQTT, HTTP,
HTTPS u MQTT-SN.

ObaaxpeT ThingBoard He e mpoeKTHpaH 3a AJOCTHII HA JAaHHU OT
MQTT-SN. 3a npemaBaHeTo Ha ceH30pHU maHHU 110 MQTT-SN ce
u3noa3Ba doudbamoreka MQTTSNClient Eclipse Paho, oTpa3sBalia
HayuHa, 1o ko#ro MQTTClient pa6oru. MQTT-SN wu3uckBa
MQTT-SN Gateway, koHTO neifictBa KarTo IIpeodOpasyBaTes Ha
IIPOTOKOAHU U TIpeobOpasyBaHe Ha MQTT-SN crobieHuda B MQTT
cpobiieHuss. Te3u mOeWHOCTH H3HUCKBAT IIpeoOpasyBaHe Ha
nauaute. Jupekrtopuara MQTTSNPacket cbabpzka OHOAMOTEKA,
ocurypdpaliia IIpolleAypH 3a HIpeobpasyBaHe Ha OaHHU dUpe3
cepHaam3alyd U necepuaasusalysa. Cepuasusanudara € IIpoliec Ha
npeobpasyBaHe Ha CTPYKTYPH OT JAaHHH HAHU OOEKTH A0 IIOTOK OT
OaiiToBe, 3ara3BaiikKi CHLCTOSIHHETO Ha TEXHUTE CBOMCTBA.

3.6.4. Anzopumom u K00 3a npoeexoaHe HA uscnedeaHemo

I'vpea cmvnka: Hacmpoiika Ha CceH30pHUmMEe 8b31U 8
»OpoyoKacm*“ pexxum 3a npeoasaHe Ha OAHHUME 8 MeUl Mperka U
Kom RPI4.

Bmopa cmbvnka: PazpaborBaHe Ha Koaa 3a pabora Ha RPI 3a
ceOUpaHe Ha CEH30PHUTE JaHHU.

Tpema cmbnka: 3agaBaHe Ha IapaMeTPUTE 3a [IPOBEXKIAHE
Ha U3CAEIBAHETO II0 PA3AUYHU CIleHApUU: Opoil nmpenaBaHu
makeTu, Opoii Temu, baliToBa CTOMHOCT HA TEMHUTE

'Ieme'bpma cmuvnKa: BPB3KA C O6AaKa, T€HEPpHUpPaHE Ha
JaHHHWUTE U ITOCT'hIIBAHE B 6aszara AJaHHH 3a CbXPaHCHHCE.

ITema cmbnka: aHaAu3 U BHU3yaAH3AlIUd HA JaHHUTE B obaaka.

3.6.5. Hacmpoiika Ha ekcnepumeHma BKAIOYBa HacTpoMKa Ha
obaaka, HacTtporika Ha XBee wMoayauTe, HacTpoiika Ha
npororkoauTe 3a mHTerpanud MQTT u HTTP u BHenpsiBaHe Ha
HTTP u MQTT kameHT. 3a npoBexXagaHe Ha €eKCIIepUMeHTa e
Hy>XHa peructpaius B ThingBoard, ko#ito mpuema HTTP u MQTT
BPB3KH. PerucTepbhT HacodBa CHOOIEHHATA Ha CEH30PHUTE KBM
enHa tema Pub/Sub, koaro uma emHa KpariHa Toduka Ha Cloud
Functions xato aboHat. Cloud QyHKIHITa IIPOCTO 3amHcBa
IIOA€3HHsSI ToBap B XypHaaa (payload to log). Kpatinoro
ycrpoitictBo paboru ¢ MQTT u HTTP kameHTH, KaTO H3MepBa
BpPEMETO 3a peakKIud U IIPOCAesiBa H3IpaTEeHHUTE IIaKeTH U
ckopocrtTa, dur. 3.33.
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Sig Fox ThingsBoard Things Board
LoRA 10T G End User
2 CF.Sateway Real Time dashboards
IoT Sansar ZigBee J\I\ o
] [
(((.))) Bluetooth | 4 O hd

Analytics

& Rules and plugins F———
MQTT/ HTTP/ COAP { 3o | 4
Sty 4

&ur.3.33. ThingBoard ApxutekTypa
3.6.6. ExcnepumeHmanHo u3cnedeaHe eaUSIHUEmMO Ha
napamempume HA naKemume ebpXy 3aKBbCHEeHUemo HaA
npedaeaHume OaHHU.

IleanTa Ha H3CAEOABAHETO € A CeE OIPEIEeAr BAUSHUETO Ha
Pa3AUYHU ITapaMeTpPH KaTo Opoil makeTH, 6poii TEMHU B IIAKETUTE
u GadiToBa CTOMHOCT 3a BCdKa TeMa BBPXY CKOPOCTTAa
(3akbCHEHHETO) Ha IIpedaBaHUTE MOaHHU KbM ob0aaka IIpes
PA3AUYHU IPOTOKOAH, PAOGOTEIHM 10 PA3AMYEH KOMYHHKAITMOHEH
MomeA Kato: HTTP, HTTPS, MQTT m MQTT-SN u oileHH
epeKTUBHOCTTA Ha HHTErpalusaTa MeKay MpexKaTra H obAak.

3.6.6. 1.CueHapuu 3a npogexcoaHe HA eKcnepumeHmume
Taba. 3.3. CueHapuu

- Bpoit Bpoit Temu | BaiToBe
CueHapui H3cAeABaHH MIPOTOKOAH
naKeTH B MaKeTHTE | 3a TeMma

1. HTTP, HTTPS,MQTT 10 100 10
MQTT-SN

2. HTTP, HTTPS,MQTT 100 100 10
MQTT-SN

3. HTTP, HTTPS,MQTT 200 100 10
MQTT-SN

4. HTTP, HTTPS,MQTT 800 100 10
MQTT-SN

5. HTTP, HTTPS,MQTT 900 100 10
MQTT-SN

6. HTTP, HTTPS,MQTT 1000 100 10
MQTT-SN

7. HTTP, HTTPS,MQTT 200 200 1400
MQTT-SN

8. HTTP, HTTPS,MQTT 200 200 1800
MQTT-SN

0. HTTP, HTTPS,MQTT 200 200 2000
MQTT-SN

10. HTTP, HTTPS,MQTT 200 200 2500
MQTT-SN

11. HTTP, HTTPS,MQTT 200 400 2500
MQTT-SN

12. HTTP, HTTPS,MQTT 400 600 2500
MQTT-SN

13. HTTP, HTTPS,MQTT 600 600 800
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MQTT-SN
14. HTTP, HTTPS,MQTT 1000 100 100
MQTT-SN
15. HTTP, HTTPS,MQTT 200 1000 100
MQTT-SN
16. HTTP, HTTPS,MQTT 200 800 100
MQTT-SN
17. HTTP, HTTPS,MQTT 200 400 100
MQTT-SN

ExcnepumenTa BKalOuBa 17 creHapus. IlpemaBaHeTo Ha
MJaHHUTE Ce HU3BBpPIIBa II0 dYeTHpHu IHIpoTokKoaa HTTP, HTTPS,
MQTT, MQTT-SN kaTo HnapaMeTpHUTE Ha EeKCII€EpUMEHTaAHUTE
MaHHU ca IIOCOYeHH B npusoxeHue 3.4 Ha aucepTaliusiTa.

6.6.6.2. HszcnedsarHe enusHuemo Ha b6posi Ha npedasaHume
nakemu ebpxy 3aKbCHeHuemo Ha odocmassHume OaHHU npu
Pa3UUHU NPOMOKONU.

HN3caenBaHUsaATa ce U3BBPUIBAT ChraacHo ciieHapuu Nel no Neo,
npu 100 6pos Ha TeMmute B makeT U 100 OaiiTa 3a TeMa.

BAMAHHE Ha BPOA HA NPEAABAHUTE NAKETH BLPXY  3aKBCHEHMETO, NS

600 45

500 -

400 s 30

300
2 20
200 15
10
100
-— - -
. = - . w .
!

pu HTTP u HTTPS

we B

H

bCHe!
3aKbcHeHue npu MQTT u MQTT-SN

10 pakets 100 packets, 900 packets, 1000 packets

- HTTP MQTT-SN

dur.3.34. BausHue Ha 6pod Ha NpefaBaHUTE [IAKETH BbPXY 3aKBCHEHHETO

AHaau3bT Ha ¢Qur.3.34 nokassa, de IIPU yBeAWdaBaHe Opos Ha
makeTuTe, Hali-roassMo e 3aKbCHeHueTro 1pu HTTPS, a nHaii-maako
opu MQTT. 3akbecuernuero Ha MQTT-SN (UDP) ce mpazxu Ha TOBA,
Ye He IIpeaaBa JaHHUTE JUPEKTHO Ha obaaka, a TH IIpeobpasyBa
ype3z MQTT-SN Gateway, Taka 4de ga ca csBMmectuMu c MQTT
(TCP).

6.6.6.3.H3cnedsarHe enusHuemo Ha 6posi Ha npedasaHume
nakemu evpxy CPU HamosapsaHemo

H3caenBaHUuaTa ce U3BBPIIBAT chraacHO cieHapuu Nel mo Ne6,
npu 100 Oposa Ha TemuTe B nnaket u 100 Oatita 3a Tema.
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BaurHue Ha GpoR Ha NpeaBaHUTe NaKeTH BEPXY HATOBAPBAHETO Ha
npoyecopa

MHz
&

-
"

Spackets  10pakets 100 packets, 200packets 800 packets 900 packets, 1000 packets

e HTTP ol HTTPS el MOQTT MQTT-SN

dur.3.35. BausHuero Ha 6post Ha naketure Bbpxy CPU HaToBapBaHeTO

I'pacpukara Ha ¢ur.3.35 DokazBa, dYe HaATOBApBaHETO HAa

nponiecopa npu MQTT-SN e Hali-BHCOKO, IIOpaau OIINCAaHUTE
0coOEeHOCTH IIO-TOope.

6.6.6.4. H3zcnedsarne enussHuemo Ha bposi Ha npedasaHume
naxkemu 8bpxy RAM

HN3caenBaHUsaTa ce U3BBPIIBAT ChraacHO ciieHapuu Nel mgo Ne6,
npu 100 Gpost Ha Temure B nnakeT U 100 Gatita 3a Tema.

Gpon Ha NaKeTH BLpXy na RAM

500
mHTTP
W HTTPS
m MaTT
MaTT-sN
°

10 pakets 100 packets 200 packers 800 packets 900 packets 1000 packers
Bpoii naket

Harosapsane na RAM, MB
8 ]

-
8

g

®ur.3.36. BausgHueTo Ha 6pos Ha IIpefaBaHUTE IIaKeTH Bbpxy RAM
Anaam3bT Ha Gur.3.36 nokassa, 4Ye C HapacTBaHe Opos Ha
MakeTuTe, HapacTBa U HaToBapBaHeTo BBpxy RAM. Haii-roaamo

HaToBapBaHe ce HabaogaBa mnpu HTTPS mnporokoaa, mopammu
usroasBaHeTro Ha TLC 3ammra.
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6.6.6.5. H3cnedsaHe enusitHuemo Ha bumosama cmoiiHoCm 8 bpxy
3aKbCHEeHUemo

N3caemBaHUsATa Ceé U3BBLPIIBAT CBrAAaCHO cueHapwuu oT No7 mo
NelO, mpu 200 6posa Ha TemuTe B riakeT u 200 Gaiita 3a Tema.

BnuaHKWe Ha BUTOBaTa CTOMHOCT BLPXY 3aKbCHEHWETO NPU
200 naketa, 200 Temn B ns. 10"9

120
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60 |
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20
0

tutoBa

" Gutosa
CcTOMHOCT

- Butosa
CTOMHOCT - Gutosa
1400 CTORHOCT

1800 CTORHOCT
2000 2500

EHTTP BHTTPS MQTT EMQTT-SN

dur.3.37. BausHueTro Ha OaifiToBaTa CTOHHOCT BBPXY 3aKbCHEHHETO

Haii roaamo e BausHueTo npu HTTPS mopanu ocurypsiBaHeTo
Ha TLC 3aumura, a Hati maako ripu MQTT.

6.6.6.6. H3cnedeare enusiHuemo Ha bumosama cmoitiHOCm 8 bpxy
HamosapeaHemo Ha npoyecopa

HNscaeagBaHuaTa ce U3BBPIIBAT ChIAACHO clieHapuu oT No7 mo
NelO, mpu 200 6posa Ha TemuTe B rtakeT u 200 Gaiita 3a Tema.

W3cneasaHe BAMAHWETO Ha BUTOBETE CTOMHOCT Ha NEKETUTE , BbPXY
HaTOBapBaEHETO Ha NpoLuecopa, MHz

I
% |
20
0
HTTP

HTTPS
mMaTT
MQTT-5N
B GrToBa CTOWMHOCT 1400 M Gwtosa cToiHocT 1800 Gutosa cTodHocT 2000 W GuTosa cToiHocT 2500
&ur.3.38. BausHueTro Ha GadiToBaTa croiiHocT Bpxy CPU HaToBapBaHeTO

Ha ¢pur.3.38 YBeanuyeHaTa 6MTOBa CTOMHOCT Ha ITaKETUTE BAUAE
Hali-mHoro Ha MQTT-SN, nmopaamu Bede oIIHMCaHHUTE CBOMCTBA.

6.6.6.7. Hszcneoeare enusHuemo Ha bumosama cmotiHocm HaA
memume 8 nakema 8bpxy HamosapsaHemo Ha RAM

HN3caenBaHUATA Ce U3BBPIIBAT CBLAACHO clieHapuu ot No7 mo
Nel1O, mpu 200 6poga Ha Temute B 1akeT u 200 OaiitTa 3a Tema.
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MSC)’Ie,ﬂ,BaHe BENMAHUETO Ha BUTOBAETA CTOMHOCT Ha TEMMTE B

nekeTa npw 200 nakeTa, Bbpxy HaToBapBaHe Ha RAM
560

540
520
500
o
=
480
460

GuToBa CTOMHOCT  BWTOBa CTOWHOCT GWTOBE CTORHOCT GWTOBa CTOWHOCT
1400 1800 2000 2500

EHTTP EMHTTPS EMQTT BMQTT-SN

dur.3.39. Bausguuero Ha baifiToBaTa CTOMHOCT HAa TEMHUTE BHPXy RAM
HaTOBapBaHETO
Ha ¢wur.3.39 e BugHO, 4e Haii-MHOIo ce HaTOBapBa IIaMeTTa OT
paborara Ha nporokosa MQTT-SN,a uHati-maasko ot MQTT.

6.6.6.8 HzcneosaHe enusiHuemo Ha ©6poss Ha memume 8
nakemume 8bpXxy 3aKbCHeHUemo Ha npedagaHume OaHHU.

H3caenBaHUsSATAa Ce H3BBPUIBAT CBrAacHO clieHapuu oT Nel5,
Nel6, Nel7 mmpu 200 6pos Ha TemarTa B naketute u 100 GadiToBa
CTOHMHOCT.

BAWAHWE Ha 3MeHeHWeTo Ha BpoA Ha TEMUTE B NaKETUTE BBPXY
CKOpOCTTa Ha npefasaHe Ha AaHHuTe, Nnpr 200 nakeTa ns. 1079

1000 data pointin packets ___
B0 data POt N Peck et | —
400 data point in packets -__
0 20 40 60 80 100 120 140 160

CKOPOCT Ha NpefaBaHe, 3akbCHeHME Ha AaHHuTe, ns. 1049

EMQTT-5N EMOTT BEHTTPS BEHTTP

&®ur.3.40. BausHueTo Ha 6post Ha TEMHUTE BBPXY 3aK'BCHEHHETO Ha
npenaBaHUTE JaHHU
IIpu yBeamyaBaHe Oposi HA TEMHUTE B ITAKETHUTE 3aKBCHEHUETO €
Hati-roaaMo npu HTTPS, a 6posg Ha Temure npu MQTT uma
HpCHCGpe}KI/IMO MaAKO BAHMAHHE HA 3aKbCHEHHETO.

6.6.6.9. H3zcnedsaHe enusHuemo Ha 6pos HAa memume 8
nakemume 8bpxy HAMO8aApP8aHemo Ha Npoyuecopa.

HN3caemBaHUsATAa Ce HM3BBPLIBAT CBrAAaCHO clieHapuu oT Nel5,
Nel6, Nel7 mmpu 200 Opos Ha Temara B naketute u 100 OadiToBa
CTOMHOCT.
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BnuaHWe usmeHeHWeTo Ha BpoAa Ha TemMTe Bbpxy RAM np
200 naketa

Uy

HTTPS
MaTT
MQTT-5N

W 400 data point in packets B 800data point in packets
M 1000 data pointin packets

&$ur.3.41. BausHueTOo H3MEHEHHETO Ha Oposi Ha TeMHUTe BEPXy RAM

Ha ¢wur.3.41 HaToBapBaHeTO Ha IIaMeTTa € II0-BHUCOKO IIPH
nporokoauTe MQTT-SN m HTTPS, a Haii MaaKo ce HaToBapBa
nnamerTa ripu MQTT.

6.6.6.10. HzcnedeaHe enusHuemo Ha 6posi Ha memume 8
nakemume 8bpxy HamosapseaHemo Ha RAM

N3caenBaHUugTa ce U3BBPIIBAT CBLAACHO clieHapuu oT Nel6o,

Nel7, Nel8 mpu 200 O6pos Ha Temara B nakerute u 100 MB
OafiToBa CTOHHOCT.

BaunaHue Ha Bpos Ha TEMUTE B NaKkeTWTE BbPXY HATOBapBaHeTo
Ha CPU npw 200 naketa

MQTT-SN
maTT

HTTPS

HTTP

=]

10 20 30 40 50 60 70

1000 data point in packets W 800 data point in packets
W 400 data point in packets

CPU, MHz

dur.3.42. Bausuuero Ha 6poss Ha Temute BbpxXy CPU HaToBapBaHETO
HaroBapBanero Ha CPU e Haii-roasmo npu MQTT-SN, mopanmu
Beue OIMMCcaHuTe cBoiicTBa. 3abeaasBa ce de nipu HTTPS uma mo-
roaaMo HaTtoBapBaHe, ropanu TLC 3ammra. [IpakTudecku Ha-
Maako ce HaroBapBa CPU npu MQTT.
6.6.6.11. HzcnedsaHe HA KOMNJIAEKCHOMO  &auslHUe HAa
napamempume Ha nakemume 8bpxXy 3aKbCHEeHUemo Ha daHHuUme
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H3caegBaHuaTa ce HU3BBPIIBAT CBLAACHO clieHapuu oT Nell,
Nel4, Nel5 u Nel6.

C yBeanuaBaHe Oposl Ha MAKEeTHTE Ce YBeANYaBa 3aKBCHEHHETO
opu IpemaBaHeTo Ha gaHHUTe, Gur.3.43. OrTunraiiku
€IHOBPEMEHHOTO BAWLGHNE Ha TPUTE IIapaMeTbpa, Ce BHXKIA Ue
npu MQTT 3akbcHeHHETO ITOYTH He ce poMeHst, a MQTT-SN e Ha
BTOPO MSICTO C MHHHMAAHO BAUSHHE BHPXY 3aKbCHeHHeTOo. Mozke
a ce o0oOIy, ye Hall roAgMo e 3aKbCHeHuetro rmpu HTTPS.

KomnneKkcHo BAMAHKWE HA NapamMeTPUTE Ha MaKETUTE BbPXY
38KbCHEHMETO HA NPeAaBaHKUTE AaHHMTE

400
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150
100
: il -

packetCount = packetCount = packetCount = packetCount =
1000, 600, 200, 200,
dataPoiniCount=  dataPointCount=  dataPointCount= dataPointCount
100, dataPointSize 600, dataPoiniSize 1000, =200,
=100, =800 dataPointsize = dataPointSize =
2500

3aKbCHEHWE B NS
el
@
=)

100
= HTTP m HTTPS = MQTT = MQTT-SN

dur.3.43. KoOMIIAEKCHOTO BAHSGHUE Ha IIapaMeTpHUTe Ha [TIAKETUTE BBPXY
3aK’bCHEHHETO Ha IIpeJaBaHUTe JaHHUTE

6.6.6.12.H3cnedsaHe enustHuemo Ha napamempume HA
JdaHHUMe 8bpxy 3azyberHume nakemu npu HTTP u HTTPS

H3caenBaHHUaTa Ce U3BBPIIBAT ChrAaCHO cliieHapuu oT Nell no
Nol4

WaryGenn naetn
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R A
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data point

mHTTP  mHTTPS = MQTT

dur.3.44. BaugHueTo Ha IIapaMeTPUTe Ha JaHHUTE BBPXY 3ary0eHHUTe [TaKeTH
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EnHoBpeMEHHOTO yBEANYaBaHe Ha [TAKETHUTE, Oposa HA TEMHUTE U
OouToBaTa MM CTOMHOCT BOAH OO0 HAaM-roadMa 3aryba Ha HaKeTH
npu HTTPS.

6.6.9. Busyanusayust Ha daHHUume 8 obisiauHama cmpykmypa
Busyaau3supaHeTo Ha HAaHHHUTE 3a HOTPEOHTEAHUTE Cce peasn3upa
ype3 BrpaZieHy BBH3MOZKHOCTH Ha obaaka. EqHa oT BB3MOKHOCTH
€ HCTOPHYECKH IpadUK Ha KadBaHuTe maHHU, pur.3.53. [Ipyra
BB3MOKHOCT € HabAlogaBaHETO B PEaAHO BpeMe Ha OaHHUTE B
obaaka, dpur.3.54.
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dur.3.54. HabArogeHre B peaasHO BpeMe Ha KadyBaHUTE JAaHHU B obAaka

CpaBHUTEAHHUAT aHaAHU3 OT IIPOBEAEHUTE €KCIIEPHMEHTAAHHU
uscaenBaHuss I1okKasBa, d4Ye MQTT ocurypsBa Hal-MasKo
3aK’bCHEHHE IIpHU IIpeAaBaHe Ha JaHHUTE, Hal-MaAKoO HaToBapBa
mpollecopa M IIaMeTTa, PECIEeKTHBHO H3HMCKBa Hali-MaaKo
KOHCyMallusl Ha €Heprud M Hal-KpaTKO BpeEMeE 3a IIpefaBaHe Ha
JaHHUTE.

HTTPS u MQTT-SN, paboTdT C HIO-roASMO 3aKbCHEHUE, IIO-
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TOASM Pa3xXOl Ha €HEPrus, Mopaau AOIbAHUTEAHHUTE 00paboTKH,
KOHWTO U3BBPIIIBAT.

OneHaBalKHU pe3yATaTHTE Ha IIPOBEAEHUTE €KCIIEPHUMEHTH 3a
HHTEerpanus, Hali-epeKTHUBEH OT IAefHa TOYKa Ha CKOPOCT Ha
IpegaBaHe Ha JaHHUTE U pasxon Ha eHeprus e MQTT.

3.7. H3zeo0u Kkbm mpema 2naea

> NsrpaneHa e peaaHa ceH30pHa Mpexka oT XBee moayau.
JaHHUTE ce BHU3yaAW3HpaT, aHaAu3upaT W Ha3Opai@aT IIo
MeTona request-response upe3d REST 6aszupanu yeb ycAyru u
nporokoaa HTTPS keM obaak ThingSpeak.

> ITpenaozkeH U IpaKTHIECKH PEaAU3HpPaH € aATOPHUTHM 3a
WHTETPUPaHe Ha CEH30PHM M[OaHHU B o0sak d4pe3d REST
6azupanu yeb yCAyTH.

> PazpaboreHu ca Kon 3a HWHTErpHpaHe Ha MOaHHU B
ThingSpeak upe3 Phyton u kox 3a Bu3yaau3aliyss 1 aHaAAHU3 Ha
ceH30pHHUTE naHHU upe3 Matlab B ThingSpeak.

> AprymeHTHpaH e wu3bopa Ha npotokoa TLS 3a
rapaHTHpPaHe CUT'ypHOCTTA Ha  IIpemaBaHUTe  OaHHUH.
IIpenaoskeH aATOPUTHM 3a [IpeaBaHe Ha CEH30pHU JaHHU Ype3
TLS B ob6aak ThingSpeak. MHTerpauusTa MexRay CeH3opHAaTa
Mpexka 1 obaaka e uyped rniporokosa MQTT, a moToka 3a maHHU
e ce3aaneH upe3 codpryep Node-RED.

> Bepuduiinupasna e paboToCriocooOHOCTTa HA aATOpUTHMa
CUTYPHOCT Ha IIpeaaBaHUTE MAJaHHH dYpe3 MHCTPYMEHTAa
Wireshark, koaTo HmoTBBp3KAaBa, dYe HUINPaAIllaHUTE IIaKeTH
OJAaHHU OT CEH30pHAaTa Mpeska mo0 obaaka IpeMuHaBaT IIpe3
KPUIITHPAH KOMYHUKAIIMOHEH ITOPT U IIpoTokoaa TLS.

> ITpenasozxeH MoOZIEeA Ha CEeH30pHAa Mpexka 3a
OUCTAHIIMOHHA 34paBHa IIOMOI, dYpe3 MOHHUTOPHHI Ha
nrabeTHOTO ChbCTOsAHME, Oa3upaH Ha TexHoaorusara loT.

> IIpenaoskeH U peasu3upaH € aATOPUTHM 34 IIPOEKTHUPAaHE
Ha Mozesa M KOH(MUIypHpaHe Ha CHMYyAallMOHHa CHCTeMa 3a
HHTEerpalms Ha CEeH30pHUTe [OaHHHU OoT OHnoceH3opuTe 3a
HabOAIOmeHre Ha HWHCYAMHOBHTE HHBAa CHC CHMYAAIlMOHEH
codryep.

> PaGorata Ha HIIPeOAOKEHHS MOILEA € BepUuHUIIIpaHa
Ype3 CHMyAHpaHe Ha XUIIEPTAUKEMHS, XHIIOTAMKEMHS U
HOPMAaAHU HHUBa Ha KpbBHaTa 3axap. CeH30pHUTE MJAaHHU Ce
mpenaBaT yCIEIIHO OT YMHHTE yCTPOHCTBa Ha IIallMeHTa 00
CHMyAQIIHOHHHS CHPBBHP 34 aHAAW3 U B3eMaHe Ha pellleHUsd.

> IlpoekTHpaHa W HOpPaAKTHYECKH  peasu3upaHa e
u3MepBaTesHa cucreMa otT XBee ycrpoifictBa U obaadHa
crpykrypa ThingBoard Cloud 3a u3caemBaHe BAUGHUETO Ha
Pa3AHMYHHUTE IIPOTOKOAHM 3a HHTErpallld Ha CeH30pHa Mpexka
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KBM o0fOaaK HW HampaBeHa OlleHKa e(@eKTHBHOCTTA Ha
IIpenaBaHe Ha CEH30PHUTE JaHHU.

> IlpenaoskeH € MomeA 3a HU3CAeABaHE Ha HHTErpaliuaTra
CEeH30pPHAa MpesKa- o0AaK C pa3AUYHU IIPOTOKOAH. AHAAU3ZUPAHU
ca OCHOBHHM KOMYHHKAIIMOHHH MOJJEAM 3a HHTerpalusga-
request-response u  publish-subscribe u  paspaboTeHa
METOIOAOTHS 3a OCHIIEeCTBABaHE Ha HHTerpaludaTa CeH30pHa
MpexKa- obaak

> PazpaboTeH ¥ IIpPaKTHUYECKH IIPHAOXKEH € aATOPUTHM U
kKonm Ha Python 3a ercnepuMeHTaAHH HW3CA€ABaHHUA Ha
nporoxkoautre HTTP, HTTPS, MQTT m MQTT-SN mu
BepuduiupaHa paborocrnocobHoctTa UM upe3 Wireshark.

> IlaamyBaHO HW  IIPOBEIEHO €  EeKCIepHUMEHTAAHO
n3caeaBaHe, KOETO BKAIOYBa 17 cleHapHsi, 3a OIIpeaeAsTHe
paborocriocobuocrra HTTP, HTTPS, MQTT u MQTT-SN B
3aBHCHMOCT OT PA3AMYHU IIapaMeTpH KaTo Opoil makeTu, Opoit
TEeMH B IIaKEeTHUTE B OHMTOBE 3a BCAKa TeMa BBHPXYy CKOPOCTTA
(3axbpCcHEeHHETO) Ha IIpegaBaHUTE JAaHHHU KBM obaaka.

> YcranoBeHo e, de mpoToKoabT MQTT ocurypsiBa Haii-
MaAKO 3aKbCHEHUE IIPH IIpeaaBaHe Ha OAaHHUTE, HAall MaAKoO
HaToBapBa IIpollecopa U [IaMeTTa, PECIIEeKTHUBHO U3UCKBa Haii-
MaAKO KOHCyMallyd Ha C€HEpPprud Hu HaM KpaTKO BpEME 3a
IpemgaBaHe Ha OAaHHUTE.

> YcranoBeHno e, ue HTTPS u MQTT-SN, pabGorar c mo-
roAdMO 3aKbCHEHHE, IIO-TOASIM pPas3xol Ha €eHeprus u
HaToBapBaHe Ha  IIaMeTTa, rmopagu  OOIVBAHUTEAHUTE
obopaborku. HTTPS wm3moaszBa TLS mpoTokoa 3a CHIYPHOCT,
KoeTo 3abaBga nnpemaBaHeTo Ha ganHute. MQTT-SN peaausupa
IIpollec Ha cepuaamaaluss KaTo usrnoasBa MQTT-SN Gateway
3a mpeoOpasyBaHe Ha CTPYKTYPH OT AAaHHU HAM OOEKTH MO0
IIOTOK OT OadiToBe, 3ama3BaliKu CHCTOSHHETO Ha TEXHUTE
IIOA€TAa U CBOMCTBA, KOETO OOSICHSBA IMO-TOAIMOTO 3aKBbCHEHUE.

> OrieHaBaiku pe3yaTaTure Ha IIpoBeaeHUTE
EKCIIEPUMEHTH 3a HHTerpalud MeXOy CEeH30pHa Mpeska Hu
obarak Hali-epeKTHBEH OT TrAegHa TodYKa HAa CKOPOCT Ha
IpemgaBaHe Ha MAAaHHUTE U pPas3xold HaA €HEPrud € IPOTOKOA
MQTT.

> IToaygeHmuTE pe3yATaTH gaBaT IIOA€3HA U IMPaAKTHYIECKHU
IIPUAOKHMAa HH@OpMAIMg, OTHOCHO e(PUKaCHOCTTa Ha
IpemgaBaHUTE MOaHHYU dYpe3 4YeTHPH OT HaW-IIOIIyASIPHUTE
IIPOTOKOAM 3a MHTEerpanusa Ha ceH30pHUu nganHu HTTP, HTTPS |
MQTT u MQTT-SN xbpM oOaauHa CTPYKTypA.
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IIL. SAKAIOYEHHE H OCHOBHH IITPHHOCH

3a U3ITBAHEHHME Ha IIOCTaBeHAaTa IleA M 3a7a4dd  Ha
aucepTanruoHHaTa pabora ca IPOBENEHU TEOPETHUYHH,
CUMYAQIIUOHHH U IIPAKTHYECKH H3CAEABAHHS MU Ca [IOCTHUTHATH
pe3yATaTH, KOUTO MOTaT Aa 6baaT o6O0OIIIEHH 10 CA€IHUS HAYWH:

v TIpoy4yeHu u cucrteMaTHu3UpaHU ca OCHOBHHUTE
HaIlIpaBA€HUsI, BBPXYy KOUTO ca IPOBEXOAHN H3CAE€ABaAHUSI,
nedpuHUpPaAHU ca H3UCKBaHUATA U IIPEeaAu3BUKATEACTBATA,
crodmy npen 0e3xkudHUTE ceH3zopu u BCM;

v AHaau3upaHa € CTPyKTypaTa Ha CEH30PHHUTE MPEXKU
U oIpeaeAeHM crHelmdUKaTa Ha IIPHUAOXKEHHE Ha
TOIIOAOTHHUTE 3Be34a, MAHPBOBHAHA, MeENI, XHOpHUAHA U
KABCTEPHA TOIIOAOTHUS IIPH H3TPasKAaHE U IIPUAOKEHHUETO
Ha CEH30pPHHUTE MPEXKH;

v TlaaHyBaHO M IIPEBEIEHO € EKCIIEPUMEHTAAHO
H3cAeIBaHEe Ha KOMYHHUKAIIMOHHA e(eKTHBHOCT 3a
CEH30PHHU MPEXKHU C pa3sAu4dYHHU TOIIoAOTHMH U XBee MoayaH.

v IlpenaokeH e aATOPUTHM 3a Hu3caegBaHe
KOMYHHUKAITMOHHA ePeKTHUBHOCT Ha CEH30PHU MPEXKU HIPU
pPa3AuM4YHH TOIIOAOTHH. PesyataTuTe NnokassBaT, d4Ye HaM
epeKTUBHA KOMYHHUKAITHUG UMa IIPHU KABCTEPHA TOIIOAOTHS.

v TlpoBemeHO € CHMYAAQIIMOHHO  HM3CAEIBaHE  3a
eHeproeeKTUBHOCTTA Ha CEH30PHU MpPEXH C KABCTEepHAa
Torioaoruss u nporokoam LEACH, LEACH-N u LEACH-H,
KOETO yCTaHOBdBA II0O-BHCOKAaTa €HepruiiHa ePeKTHBHOCT
Ha LEACH-N.

v' HaMma yHUBepcaaHa METOAHKa M HWHCTPYMEHTAPHUYM
3a H3cAeaBaHEe U OIleHKa Ha IIapaMeTpPHUTEe Ha CEH30pHUTE
MpEeXXKH, IIopaaH KOETO € HeoOXoaumo pazpaboTBaHe Ha
HOBH MOJEAH, IIOAXOAH W AATOPHUTMH 3a IIpPOBEXKIAaHE Ha
€KCIIEPUMEHTAAHH HU3CACIBAHUS.

v BaxxeH mpo6AeM TIIPH CEH30PHUTE MpPEXRU €
TreHepHupaHeTO Ha OTPOMHO KOAWYECTBO CEH30pHH MOaHHU,
orpaHHYeHaTa HW3YHCAWUTEAHA MOIIHOCT W OTPaHUYEHUHd
KaramuTeT Ha CEH30PHUTE MPEXKH, U JKUBOTa Ha MpexkaTa.
HNuTerpanusra MEeXKIY obAauHUTE CTPYKTYPH u
CEH30PHUTE MPEXKHU AaBa Bb3MOKHOCT 3a PEIICHNE Ha TO3H
mpobaem, 6e3 HM3AUNIHO OCKEBIABaHe cebecToiiHOCTTa Ha
CEH30PHUTE MPEXKH.

v dopMmyaupaHa e Te3ara, UYe Chb3aaBaHETO Ha MOJEAU U
AATOPHUTMH 3a HWHTErpalusd Ha CEH30pHUTE MaHHU KbM
obaak, TIO3BOASIBA Oa Ce€ CBKpaTH BpeMeTo 3a
paspaboTBaHe U OlleHH €(PEKTHUBHOCTTA Ha CEH30pPHUTE
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MpeXXH, [ga CE€ OCHULYPH IIO-BHCOKa HaAeXIHOCT U
eHepruiHa e(peKTHUBHOCT Ha IIPOEKTHPAHUTE CHCTEMH,
KOEeTO € aKTyaaeH IIpobaeM B oOaacTTa Ha CEH30pHUTE
MpPE3KH.

v/ AHaAM3UpPAaAHHU Ca OCHOBHHUTE MOEAU 3a IIPENCTABSIHE
¥ IpedaBaHe Ha CEH30PHH [OaHHH, CIIeIHaAU3UpPaHUTE
0a3u oT maHHU C BpeMeBH pemoBe TSBD 3a ceH3opHH
OAaHHU W IIpoOAeMHTE Ha HHTerpalusgaTa Ha CEeH30pHHUTEe
OaHHU KBbM 0o0AaYHAa CTPYKTypAa.

v/ AHaAM3UpaAHU Cca MOJEAHUTE 3a ChXpaHEHHEe Ha
ceH30pHU naHHU: [leT caoeH moaea 6a3upan Ha OS] u Tpu
Moaeaa 3a padaoBO, OAOKOBO M OO0EKTHO ChXpaHEHHEe Ha
MaHHU B CAO4 3a yIIpaBA€HUE Ha JaHHU.

v’ AHaauzupanHa e paborara Ha OCHOBHHTE IIPOTOKOAH
HHTEerpalys Ha CEH30PHH MpPEeXXU U 00Aa4YHH ITAaT(OpPMH,
HTTP, REST, RESTful, MQTT wu MQTT-SN wu
CHCTEeMaTU3UPaHU Pa3AUKHUTE MEXIY TIX.

v U3sicHEHa € CBIMHOCTTA HA HHTETPALUATA MEXIY
CeH30pHa Mpezxka U obaaKa U OIpemeAeHH IIOAXOAUTE 3a
yIpaBA€HHE CHUTYPHOCTTA Ha CEH30pHUTE [OaHHU IIPH
HHTerpanudara UM KbM o00AaK KaTo: IIPOEeKTHUpaHe U
paspaboTBaHe Ha CIEIHAaAH3UPAHU MPEKOBH KOHTPOAEPH,
paspaborBaHe Ha MeXKIYHaPOIHU CTaHIOAPTH,
paszpaboTBaHe Ha CIEIHaAH3HpaHa XapayepHa 3aluTa.

v’ JeduHUPAHU Ca OCHOBHHUTE PEXHUMH Ha IIpeaBaHe
Ha OaHHUTE OT CEH30pUTEe KBM CHPBBLPUTE B obOaavHaTa
CTPYKTYpPa U aHAAHU3HUPAHU BBH3MOZKHOCTHUTE 3a 3abaBdaHe
Ha IIpegaBaHETO Ha JaHHUTE.

v [lpeacraBeHU ca aATOPUTMH 3a yAOCTOBEPSIBAaHE Ha
KOMYHUKAaIUd, 0asupaHa Ha KOMYHHUKAITUOHHHUS IIPOTOKOA
MQTT, koi#iTo Imo3BOAdBa Oa Ce€ IIPOBEPU ABTEHTHUIHOCTTA
Ha yCTpo¥cTBO 6e3 AUPEKTHO IIpegaBaHe Ha IapoaAara,
KaKTo U MeToza 3a 3ammra Ha gasHute B MQTT upes TLS
IIPOTOKOA, YHETO IIPHUAOKEHHE IIOBUIIIaBa HHUBOTO Ha
CHUTYPHOCT Ha yAOCTOBEPSABAHE 3a CEH30PHH MPEKU.

v UsrpameHa e peaaHa ceH30pHa wMpexa orT XBee
MOOyAH IIO MeTona request-response upe3 REST 6asupanu
yeb ycayru u mpotokoaa HTTPS kbsM o6aak Things Speak u
pazpaboTeH U peasu3upaH aATOPUTHM 3a MHTErpUpaHe Ha
CEH30PHHU AaHHU B 00Aak upe3 REST 6asupanu yeb ycayru.

v’ PaszpaboreHH ca KOI 3a HWHTErpUpaHe Ha OaHHU B
ThingSpeak upe3 Python u Koz 3a BU3yaausaliud 1 aHaAAUS3
Ha CEeH30pHHUTEe naHHU upe3 Matlab;

v NacaenBaHa U €KCIIEPUMEHTHPAHA € CUTYPHOCTTA Ha
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HHTerpanusaTa Ha IIpefaBaHUTe AaHHHU. [IpemaoxkeH e
aATOPHUTHM 3a IpoBepKa Ha CUTYPHOCTTA Ha IIpelaBaHUTE
CEH30pHH [OaHHU 4pe3 ImnpoTokoaa MQTT B obaak
ThingSpeak, upe3 mporokoa TLS kaTo moToka OaHHU €
ce3naneH uypes codpryep Node-RED.

v' Bepuduimmpana e paboTocmocobHOCTTA Ha
aATopHUThbMa 3a CUTYPHOCT 4upe3 mHcTpyMeHTa Wireshark,
KOSITO IIOTBBPIKAABA, Y€ H3NpallaHUTE IIaKeTH HTAaHHHU OT
CeH3opHaTa Mpexka Oo0 obaaka IIpeMHHaBaT IIpes
KPUIITHPAH KOMYHHKAIIOHEH IIOPT U IIpoTokoaa TLS.

v/ IlpenaokeH MOZAEA Ha CEH30pHa Mpexa 3a
OUCTAHIIMOHHA 3apaBHAa IIOMOII, 4Ype3 MOHHUTOPHWHI Ha
nuabeTHOTO ChCTOdHUE, 6a3upaH Ha TexHoaorusaTa [oT.

v TlpeaokeH ¢ peaAu3upaH € aATOPUTBM  3a
IIpOoeKTHpaHe Ha Moleaa U KOHPUIypHUpaHe Ha
CHMyAallMOHHAa CHCTeMa 3a HHTerpalys Ha CEH30pHUTE
OaHHU OT OHMOCEH30puUTe 3a HaOAIOAEeHHEe HAa MHCYAHHOBHTE
HHUBa CHhC CUMyAAQIIMOHEH codTyep.

v/ Paborara Ha ONPOEKTHPAHUS MOLAEA € TECTBaHAa 4Ype3
CUMyAWpaHe Ha XHUIIEPTAMKEMHd, XHIIOTAUKEMHUd U
HOpPMaAHH HHBa Ha KpbBHaTa 3axap. CeH30pHUTEe NaHHU
ce mpeaaBaT YCIIEIHO OT YMHHTE YCTPOHCTBA Ha IarueHTa
OO0 CHMYAAQIIMOHHHS CBHPBBP 3a aHaAu3 U B3eMaHe Ha
pelleHud.

v/ [IpoekTUpaHa ¥ [IPAKTHIYECKH peasu3upaHa e
EeKCIIEpHUMEHTAAHO H3MepBaTeAHa cuHcrema oT XBee
ycrpoiictBa u obaauyHa crpykrypa ThingBoard Cloud 3a
H3CAeIBAaHE BAUSHHETO HA Pa3AHYHUTE IIPOTOKOAU 3a
HWHTEerpalus Ha CEeH30pHa Mpexka KbM 00AaK M OIleHKAa
epeKTHUBHOCTTA Ha IIpeaaBaHe Ha CEH30PHUTE OTAaHHH.

v' TIpenAosKeH € MOZEA 3a U3CAEABaHE HA UHTErpalusara
CeH30pHa Mpexka- ofbAak C pasAH4YHU IIPOTOKOAU
AHaAI/IBI/IpaHI/I ca OCHOBHH KOMYHHWKAITMOHHH MOILECAHU 3a
HHTerpamnus- request-response u publish-subscribe u
paszpaboTeHa  METOHOAOTHS 3a  OCBIIECTBIBaHE Ha
HHTEerpanusTa CeH30pHa Mpexka- 00AaK

v' PaszpaboTeH ¥ NpPaKTHUYECKH IIPHUAOKEH € aATOPUTHM
u Koxm Ha Python 3a ekcrepmMeHTaAHM H3CA€IBaHHUS Ha
nporokoautTe HTTP, HTTPS, MQTT u MQTT-SN wu
BepudwuimpaHa paborocriocobHocrTa UM upe3 Wireshark.

v’ TlaaHyBaHO H TIIPOBEIAEHO € EKCIIEPUMEHTAAHO
H3cAeABaHe, KOeTO BKAIOYBA 17 clieHapHd, 3a OIIpeaeAsHe
pabotocmoco6HocTTa HTTP, HTTPS, MQTT u MQTT-SN B
3aBHCHMOCT OT Pa3AHMYHU IIapaMeTpH KaTo O6poH makeTH,
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Opoii TeMH B IIaKeTHUTE MU OHUTOBE 3a BCAKa TeMa BBPXY
CKOpoCTTa (3aKBbCHEHHETO) Ha IIpenaBaHUTE MaHHU KbM
obaaxka.

v' YcraHoBeHO €, 4e npoTokoabT MQTT ocurypsiBa Haii-
MaAKO 3aKbCHEHHE IIpH IIpelaBaHe Ha MOaHHUTe, HaH
MaAKO HaToBapBa IIpollecopa M IIaMeTTa, PECHEKTHBHO
H3HUCKBa Hal-MaAKO KOHCyMallud Ha €Heprud Hu Ha#
KpaTKO BpeMe 3a IIpeaaBaHe Ha JaHHUTE.

v' ¥Ycranoseno e, ve HTTPS u MQTT-SN, pabGoTar C mo-
ToAsIMO 3aKbCHEHHE, IIO-TOASIM pPa3xol Ha e€eHeprus u
HaToBapBaHe Ha I1aMeTTa, Iopaau OdOII'bAHHUTEAHUTE
obpaborku. HTTPS nsnoaszBa TLS mpoTokoA 3a CUT'YPHOCT,
KoeTo 3abaBs mpemaBaHeTo Ha mgaHHuTe. MQTT-SN
peaansupa mpolec Ha CepHaAnu3allysg KaTo H3II0A3Ba
MQTT-SN Gateway 3a mpeobpasyBaHe Ha CTPYKTYPH OT
JaHHHU HAHM ODEKTH [0 IIOTOK OT OaifToBe, 3amnasBadikKu
CBCTOSHHUETO Ha TEeXHHUTE IIoAeTa UM CBOMCTBA, KOETO
ob6sicHSIBa IIO-TOASIMOTO 3aKbCHEHUE.

v' OueHaBaiku pe3yaTaTutre Ha IIPOBEIEHUTE
eKCIIEPUMEHTH 3a HHTerpallld MeXKAy CEeH30pHa MpexKa U
obaak Hal-e(PEeKTHBEH OT TrAeQHAa TOoYKa Ha CKOPOCT Ha
mpemaBaHe Ha OJAaHHUTE U Pa3xol HA €HEpPrusl € IPOTOKOA
MQTT.

v Tloay4ueHuTe pe3yaTaTu oaBart moAe3Ha u
IIpakKTHU4YE€CKH IIPHUAOKHMA mHoOpMAaIls, OTHOCHO
edpuKaCHOCTTA Ha IIpeAaBaHUTE OAHHU 4Ype3 YEeTHPHU OT
HaH-TIONYASPHUTE IIPOTOKOAH 3a MHTETpPAallls Ha CEH30PHHU
maaau HTTP, HTTPS , MQTT u MQTT-SN xbM obaauHa
CTPYKTYpPa

v" Peayararure oT IIPOBEIECHUTE TEOPETHYHH,
IIPaAaKTU4Y€CKH H CHMYAAITMOHHH H3CA€ABaHULA MoraT nga
CAyZKaT KaTo IIOA€3€H MHCTPYMEHT Ha CHEIIHaANCTHUTE IIPU
H3rpaskiaHe Ha HHTErpalus MezKOAy CEeH30pHa MpexKa U
obaak.
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IIPHHOCH HA NHUCEPTAITMOHHMUSA TPY
Hay4YHO-IIPHAOKHH NPHHOCH

1. IlpemaoskeH B IIPAKTHUYECKH PEaAH3HpPaH € aArOpUTHM 3a
H3cAeIBaHE KOMYHHUKAITHOHHA e(DEKTUBHOCT Ha CEH30PHU MPEKHU
IPpHU Pa3AUYHH TOIIOAOTHH. PesyaTaTuTre mnokassBaT, dYe IIPU
KABCTEpHATa TOIIOAOTHY IIPHETH IIaKeTH U 3aKbCHEHHS ca C
MUHHUMAaAHU 3aryou.

2. IIpenaozxeH " H3cAeIBaH e aATOPUTEM 3a
eHeproepeKTUBHOCTTA Ha CEH30pHH MpPEeXH C KABCTEpHA
Torionorust u I1porokoaun LEACH, LEACH-N u LEACH-H.
Pesyarature mnokasBaTr, dYe LEACH-H e Hal-eHeprutiHo
epeKTUBEH.

3. [IpenaosxkeH U peasu3HupaH € aATOPUTEHEM 3a HHTErpHupaHe Ha
CeH30pHU maHHU B 00aak Things Speak upe3 REST 6a3zupanu yeb
ycayru u npotokoasa HTTPS mo meTona request-response.

4. IlpenaokeH,  e€KCIEepHMEHTHpaH W  BepuUIUpPaH €
AaATOPUTHM 3a IIPOBEPKA CUTYPHOCTTA HAa IIpefaBaHUTE CEH30PHU
nmaHHu c nnpotokosa MQTT B obaak ThingSpeak, upes mpoTokoa
TLS u nmoTok Ha maHHHU peaansupaH ¢ Node-RED.

S. [IpenaozkeH, peasu3HpaH H BEPUMPUIIMPAH € asTOPHUTHM 3a
H3rpaskiaHe U eKCIIEpHUMEHTHPaHe Ha CHMyAQllMOHHA CUCcTeMa 3a
HHTEeTrpalus Ha CEH30pHUTE JAaHHHU OT OHoceH30puTe B o6Aak 3a
MOHHUTOPHUHT HAa MHCYAMHOBHUTE HUBA Ha IMAIlUEHTH C AuadeT dpes
XUIIEPTAUKEMUd, XUIIOTAUKEMUd U HOPMAaAHU HHBA Ha KpbBHATa
3axap.

6. IIpemaozkeH, peasn3upaH M BEPUPUIIMPAH € asTOPUTHM 3a
n3caeaBaHe ePEeKTHUBHOCTTA Ha HHTErpaludaTra MeKAy CEeH30pHa
Mpexka u obaak upes3 nmporokoaute HTTPS, MQTT u MQTT-SN.

7. OnpeneaeHa © oOlleHeHa e paboTocrmocoOHOCTTAa Ha
IIPOTOKOAUTE 3a HWHTerpalys Ha CEeH30pHH OaHHU KbM 00aak
HTTP, HTTPS, MQTT u MQTT-SN B 3aBUCHMOCT OT Pa3AUYHHU
mapaMeTpHu Kato Opoil makeTu, 6poil TeMHU B MaKeTHUTE U OGUTOBE
3a BCsKa TeMa BBPXY CKOPOCTTA (3aKbCHEHHETO) Ha IIpeJaBaHUTe
JaHHH KbHM obAaka.

8. YcraHoBeHO e, de npoTokoabT MQTT ocurypaBa Haii-MmaaKo
3aK’bCHEHHE IIPHU IIpeaaBaHe Ha JaHHHUTE, HAll MaAKO HaToBapBa
IIpollecopa U ramMeTTa U UMa Hall-MaAKa eHeEPpruiiHa KOHCyMallud.
YcranoBeHo e, ue HTTPS u MQTT-SN, paboTaT C IIO-TOASIMO
3aK’bCHEHHE, IO-TOASIM pa3xXol Ha e€Heprud U HaToBapBaHe Ha
maMeTTa, Iopaau OOITbAHUTEAHUTE 00paboOTKH.
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IIpHAOIKHH IIPHHOCH

9. IlpemaoskeH e MOZEA U Ch34aZeHa TeCToBa MH(POPMAIIMOHHO-
n3MepBaTeAHa CHCTeMa 3a H3CAeABaHe HWHTerpalusTa MeXKIy
CEH30pHaA MpexXa U o00saK, Ype3 KOodaTO € IIPOBEAEHO
eKCIIEPUMEHTAAHO U3CA€ABaHe, BKAIOYBAIIO 17 clieHapusd.

10 Pazpaborenu ca komoBe Ha Python 3a ekcmepuUMeHTaAHU
n3caeaBauud Ha rporokoante HTTP, HTTPS, MQTT u MQTT-SN.
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I. GENERAL CHARACTERISTICS OF THE
DISSERTATION

Relevance of the problem

Modern technological advances in the miniaturization of devices and
wireless sensor technologies expand the possibilities for wireless sensor
networks (WSN) applications. The sensor network is self-organizing and
consists of a large number of different types of sensors that are located
in a specific monitoring area and transmit data to each other via
wireless communication.

The WSN applications are numerous, such as environmental
monitoring, industry, etc. The amount of data generated by sensor
networks is huge and diverse.

A specific feature of WSN is the limited resources. Limitations include
low power consumption requirements, communication perimeter, low
bandwidth, limited sensor data processing, etc.

The efficient usage of large volumes of data collected from sensor
networks requires a powerful, scalable, high-performance computing
infrastructure for real-time data processing and storage and analysis of
processed information.

Cloud structures provide enormous computing power and storage
space. Integration between clouds and sensor networks is an excellent
solution to the problem of the limited computing power of sensor
networks for data storage and processing. A new paradigm called Sensor
Cloud Computing has been formulated to achieve this integration.

The relevance of the work is determined by the fact that WSN provides
an opportunity to develop innovative approaches to data collection,
processing and integration into cloud remote control systems in many
areas of industrial automation, environmental monitoring, etc.

The present work explores some possibilities and algorithms for the
efficient operation of sensor networks in integrating sensor data in cloud
structures.

SCIENTIFIC DEFINITION OF THE RESEARCH

The object of the research

The dissertation's research object is sensor networks based on the
IEEE 802.15.4 standard.

The research subject is models with cluster and mesh topologies and
data transmission for the IEEE 802.15.4 standards, models for
integrating sensor data to cloud structures.

The objective of the dissertation:

To study the operation of wireless sensor networks and propose
models and algorithms for integrating sensor data into cloud structures.

Tasks:

1. Research and analyze modern methods for creating and managing
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sensor networks.

2. Analysis of the protocols and problems for sensor networks - cloud
structures integration.

3. Physical construction of a sensor network-cloud structure and
development of an algorithm to effectively integrate sensor data by
receiving, transmitting, visualizing and analyzing data from sensor
devices.

4. To explore the physical security of the transmitted sensor data in
the cloud structure.

5. To evaluate the influence of the protocols and mechanisms,
providing services for sensor network-cloud integration.

Research methods

The dissertation uses methods, analysis, synthesis, modelling,
computer simulation and programming, empirical methods such as
observation, comparison, and practical experiments to solve the given
objectives.

Approbation research

In the research process, simulation and experimental setups are
realized, allowing several types of research of protocols for
communication and transmission of sensor data and the development
of control software to integrate data to the cloud. The intermediate
results are reflected in nine publications reported at international
conferences, in journals, 5 of which are in referenced databases Scopus
and Web of Science, 2 are in the Nacid database, 2 in international
secondary databases Google Scholar, EBSCO, Crossref, Publons, DOAJ,
etc.

Structure and volume of the dissertation

The dissertation has 182 pages, including an introduction, three
chapters for solving the formulated main tasks, a list of key
contributions, a list of dissertation publications, references and
applications. A total of 155 literary sources were cited, 144 in Latin and
11 in Cyrillic. The work includes a total of 119 figures and 10 tables.
The numbers of the figures and tables in the abstract correspond to
those in the dissertation.

Practical applicability: The practical applicability is enormous due to
the fact that the number of Internet-connected devices is constantly
growing. The volume of information is continuously increasing, and new
solutions are needed to integrate sensor networks into cloud structures
to increase efficiency and connectivity.



II. DISSERTATION CONTENT
FIRST CHAPTER

Modern approach analysis for creating and managing wireless
sensor networks

As a result of modern methods, analysis for construction and
management of WSN are performed:

v Researching and systematizing the main directions of the
specific features, requirements and challenges facing wireless sensors,
a major component in the construction of sensor networks;

v Studying and systematizing architecture of WSN, the models for
communication and power management, mobility and operations in the
sensor networks;

v Analyzing the structure of sensor networks and the specification
of star, tree, mesh, hybrid and cluster topology in the construction and
application of the sensor networks;

v Studying and analyzing the main security issues and challenges
facing sensor networks, such as limited sensor resources, radio
communication environment for data transmission, sensor energy
consumption management, limited processor power and radio range;

v The limited computing capacity of sensor networks leads to a
problem in analyzing and storing the generated huge amount of sensor
data. The integration between cloud structures and sensor networks
enables the solution for this problem, as well as the storage and
processing of collected data, without unnecessarily costing increasing
the sensor networks;

v Formulated are thesis that creating models for sensor data
integration to clouds reduces the development time and efficiency
evaluation of sensor networks. To ensure higher reliability and energy
efficiency of designed systems, which is a current problem in the field
of sensor networks:

v Experimental studies have been conducted on the effectiveness
of the WSN architecture.

1.3.2. WSN architecture, communication and management model

The WSN architecture consists of different node types used to monitor
different parameters in the environment. These nodes can be used in
real-time applications and efficient routing between BS and nodes.
There are two types of WSN architecture: Multilayer network architecture
and Cluster architecture. Multilayer network architecture uses multiple
sensor nodes and a single powerful BS.

In the Cluster network architecture, individual sensor nodes are added
in groups (clusters) via LEACH Protocol "Retrieval Protocol"'. The
advantage of LEACH is in reducing energy consumption by creating
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clusters and hierarchical routing, thus increasing the life of WSN
because it shortens the time for data transmission to each sensor node.
All nodes in the network are organized in local clusters, with one cluster
"head". The functions of the cluster head require high energy efficiency.
Different LEACH variants have been created to select the cluster head
with the highest energy efficiency.

The clustering algorithm is designed so that each node in the network
sequentially acts as a cluster head for the same period of time, Fig. 1.10,
provided that all nodes start with the same amount of energy. The
threshold value is determined according to expression 1.1.

—t ifnea
Tn(LEACH) = 1-px(rxmodz) 1.1.
0 otherwise

Where:

P - predetermined percentage for the possible number of head nodes;

R - the current operating interval,

G - number of sensor nodes that are not selected as heads during
the last 1/p intervals.

If this random number is less than the threshold value, T(n), the node
becomes a cluster head for the current cycle. The threshold value is
calculated based on equation (1.1). When a node is selected as a cluster
head, it transmits an ADV message.

Network building
—
Cluster heads Choice

Dividing the network into clusters

Data transmission from cluster
heads to the base station

Calculating residual energy in the
nodes

.

p ohn

Fig.1.10. LEACH algorithm
This message contains the node ID and title. Each non-cluster node
determines which cluster it will belong to by selecting a cluster,
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requiring the minimum communication energy based on the strength of
the ADV signal received from all cluster heads.

1.3.2.2. Experimental study of sensor network energy efficiency
with a cluster topology [A7].

An experimental simulation study of the operation of the LEACH, H-
LEACH and N-LEACH protocols is planned. H-LEACH minimizes energy
costs by operating as LEACH in the first round. The following rounds
use a method to optimize the distance for transmitting data to the base
station (BS) to select which nodes will become cluster heads. N-LEACH
maintains information for the remaining energy of all nodes and sends
it to the BS in each cycle. Matlab code has been developed to implement
the algorithm.

Algorithm

// nis the set of all nodes in the network, r is the number of circles,
p is the probability that the sensor is a cluster head.

Step 1: Random location of all n nodes fig.1.11.

Step 2: Set the initial equal energy to all nodes.

Step 3: Select a cluster head in over 0.5 percent of the nodes in the
network. In LEACH-N, nodes with higher energy levels are selected for
cluster heads. The nodes closest to the BS are selected for cluster heads
in LEACH-H.

Step 4:: Each non-CH node joins the nearest cluster head.

Step 5: Each CH transmits the data to the BS by the shortest path.
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Fig.1.11. Random location of all nodes in the field

Results from the simulation study

A) Number of data received at the base station, Fig.1.12

The results show that the number of transmitted data packets sent by
LEACH-H slowly increases and becomes bigger than LEACH and
LEACH-N.
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Fig.1.12.Number of data received at the base station in LEACH, LEACH-N, LEACH-H

B) Average residual nodes energy, fig.1.13
The experiments show that LEACH's average residual nodes energy is
less than LEACH-N and LEACH-H.
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Fig.1.13. Average residual nodes energy in LEACH. LEACH-N and LEACH-H

C) Number of exhausted nodes, fig.1.16

With a probability of 0.5 per 100 nodes and 3500 rounds, from
Fig.1.16, it is seen that at 1500 rounds, nodes start to die in LEACH.
LEACH-N - about 2000, and LEACH-H - about 2500. The results show
that LEACH-H gives the best results in improving network life compared
to the other two protocols.
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Usually, the most energy-efficient path is defined as the optimal path
for data transmission. In this way, each node must be aware of its
neighbours' capabilities to choose the best neighbour to send data to.
Although a significant improvement in network viability has been
achieved, this type of method requires frequent updating of the road
energy information in the routing tables, leading to an additional
accumulation of self-organized WSN.

1.5.5. Experimental study of the topology influence on the
network communication range efficiency [A5]

To study the network topology influence, an experiment was planned
and conducted that includes:

1)  Hardware design of XBee sensor network with seven XBee
modules. We have coordinator, routers, and end devices functions with
three different topologies: star, cluster, and mesh.

2)  In the Network design, three types of networks are configured:
star, mesh, and cluster.

3) Algorithm for studying the topology influence on the communication
efficiency range of the sensor network.

Step 1. Select the parameters of the hardware modules.

Step 2. Install XCTU software. With the software, we set up the XBee
modules.

Step 3. Configure the module's operation mode and update the
firmware in two modes. XBee modules in AT transparent mode. All serial
data received from the XBee module is sent wirelessly to remote
modules. Remote modules are in API mode. To test the wireless network
range, the XCTU must have access to at least one remote XBee3 device
on the network in API mode. An API Tx frame is sent from one XBee
module to another API Rx module.

Step 4. Configuring device functions, like terminal, router and
coordinator.

Step 5. Conduct the test. When the test starts, the XCTU sends data
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packets from the local XBee module to the remote Xbee and waits for
the echo to return. XCTU records the number of packets transmitted
and estimates the signal strength on both sides via RSSI.

Step 6. Analysis of the obtained results. The loss of more than 5% of
the data packet can deteriorate network performance quality. The
analysis of obtained parameters resulting from the experiment answers
the question of the most efficient topology. Fig.1.30. shows the data
transfer results from an end device to a coordinator in the cluster.
Fig.1.31. shows the packets, delay errors, RSSI diagram when
transmitting data from an end device to a router in the cluster. The test
results for data transmission from the router to the coordinator in the
cluster are shown in Fig.1.32. The percentages received are displayed
as lost packets, latency errors, RSSI charts, etc.
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Fig.1.30. Test from end device to coordinator in a cluster
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Fig. 1.31. Test from the end device to the router in the cluster
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Fig. 1.32. Test from router to coordinator in a cluster

The test results from end device to coordinator in a star topology are

shown in Fig. 1.33, and the range test shows the percentage of received
packets.
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Fig. 1.33. Test from end device to coordinator in star

The test results from the end device-to-end device in the star are
shown in Fig 1.34.
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Fig. 1.34. Test from end device-to-end device in star
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The router to router test results in Mesh topology is shown in Fig.1.35.
The analysis of the results for sensor network's communication
efficiency in different topologies was performed according to the
instructions in works [57] and showed that:

1) In Star Topology, the data sent from the end devices to the
coordinator does not lose packets from less than 10 m distance. But
there is a loss of packages above 10 m. The tests were performed with
1000 packets. The received packets are, on average, 82%. This topology
shows the lowest results in terms of range distance, received packages
and delays.

2) In Mesh Topology, as the distance increases, so do packet loss and
delay, as long-distance communication takes time to transmit data
through the router.
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Fig. 1.35. Test from router to router in Mesh topology

The tests were performed with 1000 transmission packets. The
received packages are 90.22%. This topology shows better quality
results but can reduce network performance quality.

3)  In Cluster Topology, the tests are performed with three different
types of devices - coordinator, router and end device. Tests were
performed between coordinator-to router, end device - to coordinator
and end device - to the router. During the tests, 1000 packets were
transmitted. The received packets are, on average, 97.30%, which does
not lead to a deterioration in the network quality. The results show that
the most successful data transfer is between coordinator-router, router-
coordinator, router-router, end device-coordinator, end device-router
and end device-end device. The results show that the cluster topology
has a significantly higher success rate than the other two topologies.

As a result of the performed literature research and the performed
experimental research, we can summarise:

> In recent years, the industry's interest in integration problems
of sensor networks has been established. Intensive research is being
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conducted on the design and construction of wireless sensors, with
features that overcome part of the above deficiencies. The study also
addresses network security, energy consumption, and sensor networks'
life issues.

> There is no universal methodology for research and evaluation
of sensor networks parameters, so it is necessary to develop new
models, approaches, and algorithms to improve experimental and
simulation research.

> An essential problem with sensor networks is generating a huge
amount of sensor data because the limited computing power and
capacity of sensor networks make it difficult to process the data. The
integration between cloud structures and sensor networks gives the
solution to this problem and the storage and processing of the collected
data without unnecessarily increasing the cost of the sensor networks.

> The thesis is formulated that creating models and algorithms for
sensor data integration to the cloud allows for reducing the time for
development. Evaluating the sensor network's efficiency to ensure
higher reliability and energy efficiency of designed systems is a relevant
problem in the sensor networks field.

CHAPTER TWO

Models and algorithms for sensor data integration in cloud
structures

2.1. Analysis of modern solutions for storage and
processing sensor data

The extracted sensors data, presented as simple time series, is
called sensor data. Often, sensor data may not change over a long
time, but in other cases, it grows rapidly, with several reports per
second for one or more sensors from one network. The main
models for storage and processing of sensor data are 1) Storage
and processing of data outside the sensor network and 2)
Distributed storage and processing of sensor data in the network.

TSBDs (time-series databases) are specially designed to store
sensor data. TSDB is a software system optimized for processing
data from time series, arrays of numbers indexed by time (date-
time). Characteristic features of TSDB are data lifecycle
management, aggregation and scanning of a wide range of many
records.

2.2. Structures for sensor data integration in cloud
structures

2.2.2.  Characteristics of cloud structures
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Cloud structures are both a platform and a type of application. Cloud
structures provide 1) On-Demand Service, 2) Service Measurement, 3)
Pooling of Resources

2.2.3. Cloud models, according to the accessibility level, are private,
public, social and hybrid cloud infrastructures. The functional
structure of the connection of the sensory data with the clouds is shown
in Fig.2.4.

Fig.2.4.Functional structure of sensory data transmission to the clouds
By combining different technologies, different systems can be created
to solve the necessary tasks. For example, Mathworks provides a ready-
made cloud platform for IoT applications - ThingSpeak. This free cloud
service collects sensor data and, with the tools provided by the platform,
provides visualization and analysis of various types of data.

2.3. Protocols for communication and data transmission between
sensor networks and cloud platforms

2.3.1.Communication protocols sensor data for integrating into clouds

The biggest challenge in designing [oT systems is establishing a
communication channel between devices, gateways and cloud
platforms. Therefore, this requires the use of different protocols. The
complete communication stack consists of four different levels - "layers"
[85] shown in Tab 2.1.

Tab.2.1. Communication layer protocols for data transmission to the cloud

Layer Functions Protocols
*MQTT (Message Queuing
Telemetry Transport)
Application layer Stores payload e HTTP, REST

(Representational state
transfer), RESTful

Provide end-to-end
Transport layer communication for the TCP/UDP
application layer.
Internet Protocol (IP)
Internet layer is a layer that defines IPv4 and IPv6
transferring data
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between hosts. IPv4
and IPv6

Channel layer Controls host- *802.11 WiFi *Zigbee
network connections *Ethernet

2.3.2. HTTP for communication in sensor and IoT networks
The HTTP protocol determines the way messages are transmitted and
formatted on the Internet. HTTP transfers a large number of small
packets when communicating with the IoT. TCP connections are
released each time they are accessed and transferred based on IP and
URL, and their connection changes dynamically. Therefore, IoT

communication causes network resources consumption and long
delays.

HTTP Request

HTTP uest
HTTP Response M
s = HTTP RG’SDOI‘IW
sEsssmmsmEmsmREmEE .

Fig. 2.7. HTTP System configuration

2.3.3. Rest and Rest full
Rest is a software architecture for implementing web services using
HTTP. REST consists of clients and servers and uses a bus-based

architecture where no broker is needed, and end devices can
communicate directly.

Request POST/PUT/GET J

Client "l Cclient
l— —
REST Haspons REST
HTTP HTTP
TCP TP
P P

Fig.2.9. RESTful architecture
REST means a server that shares JSON files with an HTTP client.
Clients initiate requests to servers; the servers process the requests and
return appropriate responses. Restful is an advanced form of web
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sharing server that shares all other documents or JSON files to develop
new applications.

2.3.4. MQTT protocol

MQTT is a message application protocol based on
publish/subscribe architecture. MQTT runs on TCP/IP, which
provides orderly, two-way connections. Pub/sub is event-driven
and allows messages to move between devices and clients
through a broker who manages Pub/sub-operations. An essential
element of the MQTT architecture is the broker, which processes
the messages, separates the publisher from the subscriber and
acts as a router for the messages. Each client who publishes a
message to the broker includes a topic in the message.

2 : p ~ b
Sensors MaTT
Broker
|
MQTT
Clients . | Subscribe
(Pub/Sub) Me—

4
- { TCPR/IP }

‘—\ TCR/IP

Fig.2.11. MQTT architecture, publisher and topics

Fig.2.14 [94], The MQTT packet structure consists of: Fixed
header - Contains 2 bytes (CONNECT, PUBLISH.). Variable
Header. The title's content varies depending on the type of
package (Flag information, package identifier). Payload - The data
to be sent.

| 1Byte 1-4 Bytes | || 0-¥Bytes L 0-X Bytes |

-

A

Fixed header

Fig. 2.14. MQTT packet structure
Fig.2.15 shows the sequence for exchanging messages.
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Fig.2.15. MQTT requests exchange. Block diagram

2.3.5. MQTT based communications expected delay model in
data transmission.

The model [97] describes the relationship between data size,
data collection intervals, network traffic and delay and presents
an approach to modelling MQTT network design based on
experimenting with packet-level behaviour. The end-to-end delay
in the network connection consists of various events expressed
by equation 2.1. For each node, there is a delay due to processing,
queuing, transmission and propagation.

Dnode = Dpracessing + uneuing + Dtransmission + Dpropagatian (2 1)

Processing and transmission delays occur at individual nodes,
and propagation delays occur between nodes. Particular
attention should be paid to transmission delay when aggregate
data from multiple sensor networks is propagated through a
single node. The transmission delay can be determined by
equation 2.2.

Dtransmission (sec) = Segment Length(bits)/Rate(bits/sec)- (22)

2.3.6. Comparison between MQTT and HTTP

MQTT is data-oriented, and HTTP is document-oriented. HTTP
uses the request-response model, and MQTT uses the pub-sub
model. Compared to HTTP, MQTT is more compact (short
message headers and smallest packet message size of 2 bytes)
and composed of longer headers and messages. The main
differences in the protocols are systematized in Tab 2.5,
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[86].[98],[99],[100].

Table. 2.5 Differences in MQTT and HTTP

Protocol

Parameter MQTT HTTP
Name Message Queuing Hyper Text Transfer
Telemetry Transport Protocol
Architecture Pub/Sub Request/Response
Complexity Less complexity More complex
Transmission Control User Datagram
Works on

Protocol

Protocol design

The data design is data-
centric.

The design of the
protocol is document-
oriented.

Message size

The message size is
smaller due to the binary
format.

The created
message size is larger
due to the ASCII

format.
Header size 2 bytes 8 bytes
Port number 1883 port 80 or 8080.

Data Security

Provides data protection
with SSL/TLS

HTTP without
security, but there is
HTTPS.

2.3.6. MQTT-SN protocol

The MQTT-SN (Message Queue Telemetry Transport -Sensor
Network) protocol is a version of MQTT adapted to WSN, making
it the most suitable for sensor devices due to its compact
messaging. MQTT-SN uses UPD/IP because it is more compact
than TCP/IP. The architecture of the protocol is shown in
Fig.2.17. The MQTT-SN component's most important MQTT-SN
Gateway (GW) allows MQTT-SN clients to connect to an MQTT

broker. N
g -
B

marm

Broker

W
MQTT-SN

Fig.2.17. MQTT-SN Architecture
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2.4.Sensor data integration into cloud structures
2.4.1.Basics of integration [A6]

Connecting sensor networks to cloud structures solve the
problem of storing and processing large amounts of data from
sensor networks. The communication between WSN and cloud
platforms is realized through a gateway or a coordinator device.
Fig.2.21 is a block diagram illustrating the integration of a WSN
with a cloud structure.

i ]

Fig.2.21. Sensor data integration into cloud structures [A6]
2.4.2. Scenarios for data transmissions to the cloud

Data can be transmitted via coordinator or gateway, direct
transmission, to the cloud server. There are several ways to
organize access to shared resources - communication channels
and server computing resources: query, interruptions and
multiple access.

2.5. Approaches to managing sensor data security in cloud
integration

Currently, various approaches are applied to manage the
security of the sensor data integration process to the cloud, such
as the design and development of network controllers,
international standards for cloud security, and hardware
protection.

2.5.5. MQTT based algorithm for sensor networks authentication
access

There are two MQTT security mechanisms. One is
authentication with a username/password, and the other is
access control via ACL (Access control list) file or database. The
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username/password is transferred to the body of the CONNECT
message. If authentication is passed, the gateway responds with
CONNACK. In [123], the use of TLS for the security of
authentication between sensors and gateway is proposed. TLS is
implemented in two stages. The first generates a common session
key based on X509 certificates using DH (Diffie-Hellman or ECDH
- Elliptic curve (Diffie-Hellman)). The second is using an algorithm
for symmetric or asymmetric encryption (AES, RSA (Rivest —
Shamir - Adleman)). The advantage of this method is the
complete encryption of the connection. Connecting via TLS, the
device must connect to the gateway at the last address but with
a different port number. For example, for an unsecured
connection, the address will be «TCP://127.0.0.1:1883», while for
a connection via TLS - it will be «SSL://127.0.0.1:8883». In this
way, a secure TLS connection is established. The gateway is then
authenticated with a username/password. The operation of the
access algorithm aims to ensure that the device knows the
password without transmitting it directly. The end device must
perform the registration procedure through a secure channel. The
registration procedure is visualized in Fig.2.26.

ot

Sendusername (login), device id Calculate: F=H (Hilegin || &_id)
(cl_id); r @PSK);

Store: login] | ci_id;

Send: Fe.p

Calculate: ¥=H (password), Y=g* mod p;
Store: ¥,X,2,pF logincl_id;
Send: ¥;

Fig. 2.26. Registration procedure

The end device performs the registration procedure through a
secure channel. The device provides login and cl_id values to the
gateway. The gateway then calculates token F:

F= H (H(login | | cl_id) ® PSK), (2.17)

PSK is a secret key for the gateway. It sends to the device F,g,p.
The parameters p and g are public.
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Once the device receives p, g, F values from the gateway, it can
calculate the X and Y values:

X = H(password), (2.18)
Y=gX modp. (2.19)
The gateway stores the Y value. The procedure is complete

2.8. Conclusions from the second chapter

* Analyses are made for the main sensor data presentation
and transmission models, specialized sensor data time series
TSBD databases, problems of sensor data integration to cloud
structures, and steps for sensor data management.

* The issues resolved for sensor network-cloud structure
integration are defined.

* Sensor data storage models have been analyzed: a Five-
layer OSI model and three models (file, block and object) for
data storage in the data management layer.

e The main protocols for communication and data
transmission between sensor networks and cloud platforms
HTTP, HTTPS, REST, RESTful, MQTT and MQTT-SN are
considered.

* The essence of integrating the sensor network and cloud is
clarified. The approaches for managing the sensor data
security for cloud integration are defined: design and
development of specialized network controllers, international
standards, and specialized hardware protection.

e The main data transmission modes from sensors to the
servers in the cloud structure are defined, and the possibilities
for delaying the data transmission are analyzed.

* Algorithms for authentication of communication based on
the MQTT communication protocol are presented, which
allows verifying the authenticity of a device without direct
password transmission and the MQTT TLS protocol data
protection method, whose application increases the level of
authentication security for sensor networks.

e The methods for WSN research, simulation tools and
proposed methodology for conducting computer-based
simulation research are systematized.
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CHAPTER THREE

Exploring some possibilities for integrating sensor data
into cloud structures

3.1. Model for studying the integration of sensory data
into cloud structure

Experimental research for possible integration models between
sensor networks and cloud structures is realized, according to
the proposed model of fig.3.1. This model aligns with the gateway
data transmission scheme analyzed in [A4].

The physical layer includes intelligent sensors sending data to
the microcomputer. The network layer includes a microcomputer
that acts as a gateway and forwards data to the
telecommunications base station (BS). BS transports the received
data to the cloud platform, which contains data storage and
processing servers. The platform management layer provides data
storage and device management features. The application service
layer is connected to the cloud platform via API to implement the
online data request and remote monitoring feature.

W
il
5

Fig.3.1 Sensor data - cloud structure integration model

3.2. Communication models of interaction between sensor
networks and cloud structures

3.2.1. Communication model request-response allows
clients to request information from a server that receives the
request message, processes it, and returns a response message.
The two best-known protocols from that model are REST HTTP
and CoAP. In Fig.3.2. REST HTTP request/response interaction
between two clients and one server is shown.

HTTP POST Request (3) HTTP GET Request
POST /resources HTTP/1.1 GET /resonces/l HTTPf1.1

- Host: server_ip_addr:port_nusber = i Host: server_ip_addr:port_number
“ Content-Type: application/json Server
{ "id": 1, "name": "test” } —————————

A — HTTP Response 200

{"id": 1, "name": "test" )
HTTP Response 201

Fig.3.2. Communication model request-response
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3.2.2. Communication model pub/sub provides communication
between data senders and destinations. The model consists of
three parties: publisher, subscriber and broker, fig.3.3. The
broker is software running on a computer and acting as a "post
office" for a device acting as a broker. It is necessary to install the
MQTT broker library.

Publish

—
ketld: 4234 Subscribe
packet| e
packetld: 4235
Publisher topicName: “topic/1" packef i 3!
qos:1 ~ges Subscriber
topicl: "topic/1’

retainFlag: false
payload "test: 5"
Publish "topic/1"

Fig.3.3. Communication model pub/sub, broker
3.3. Methodology for integrating a sensor network data
collection and sharing using the request-response method
via REST-based web services to ThingSpeak cloud [A3]
3.3.1. Motivation

The objective is to build a physical XBee sensor network with
the Digi XBee Cloud Kit and evaluate the ability to integrate the
collected sensor data and send it to the ThingSpeak cloud via
REST HTTP.

3.3.2. Hardware components

Digi XBee Cloud Kit is used for cloud-sensor integration [142].
Python code is imported in Digi XBee Gateway, allowing data
integration to ThingSpeak, allowing online data processing and
analysis via Matlab code.

Fig.3.4. Digi XBee Cloud Kit
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3.3.3.Architecture of the experimental network

aHanu3 Ha

{ & JaHHM
_ ThingSpeak %-’
\:.:-_.__'_'-{\M,__\“-_‘:'_ :'j//:__ -

Matlab

CeH30pHM JaHHM 3a pa3paboTka Ha
aHanM3MpaLLM aNropUTMu

Fig.3.6. Sensor data integrate into ThingSpeak

3.3.4. Algorithm for building the sensor network and
integrating it into the cloud

First: Configuration XBee modules network via XBee ZigBee
coordinator.

Second: Additional network and communication devices settings
- firmware type, encryption, PAN ID, nodes connection to the
network, etc.

Third: Building a channel for transmitting sensor data in
ThingSpeak, includes defining the channel name and API keys.

Fourth: Connect the XBee network data to ThingSpeak via XBee
Gateway and develop Python code to integrate data into
ThingSpeak. ThingSpeak retrieves data from devices via HTTP.

Fifth: Collecting and sending sensor data to the XBee Gateway
via XCTU. From the XBee Gateway, they are sent via REST/HTTP
to ThingSpeak.

Sixth: Using MatLab code visualization and analysis of the data.

Field 1 Chart 2 o & x Field 2 Chart 2 o ¢ x

Temp'\Light Temp'Light

15 30
a

- \ £

= = 20

14:00 15:00 14:00 15:00

13:00
Date
ThingSpesiceam ThingSpeaicam

Fig.3.10. Results of data measurements in ThingSpeak
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Fig. 3.11. Matlab preview options in ThingSpeak
The visualization results show that the proposed algorithm
for integrating sensor data into the cloud provides online
access, monitoring and analysis of incoming data.

3.4. Experimental study of the transmitted sensor data
security in ThingSpeak cloud [A2]
3.4.1. Problem analysis
The security problems of the sensor networks transmitted data
are considered in item 2.6. Numerous studies, summarised in
[137], show that the integration security through REST/HTTP
and MQTT, which are the subject of research, is most appropriate
to be performed through TLS/SSL.
3.4.2. Choice of security protocol
The choice of this protocol is determined by the capabilities of
the selected hardware implementation. Fig.3.1 shows the result
of a study by the company RF Desk security solution [143].
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Fig.3.13. Choice of data security solution [143]

We choose the TLS protocol because it protects the transmitted
data online between a web browser and a website via HTTPS. It
ensures that the data retains its original integrity and
confidentiality through encryption.

3.4.3. Experimental installation for security research

The experiment was performed according to the models from
Fig.3.1 and Fig.3.3. The experimental setup is constructed
according to the block diagram in fig. 3.14.

VA L

Nod Read, Java script

- g .

DHT

Fig.3.14. Experimental installation for security research

3.4.4. Algorithm for studying the security of the
transmitted data from the sensor network to the cloud

First: Choosing a cloud. Data is sent to ThingSpeak in real-time,
allowing analysis and transmitting of data in real-time with Open
API (HTTP or MQTT).

Second: Select a protocol for connecting the network to the cloud
and data transmission. We choose MQTT because it is designed
to connect devices with limited power over wireless networks,
uses a pub/sub model and a broker to send short messages

ThingSpeak
MQTT Broker
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Fig.3.15. Algorithm for checking TLS security of transmitted sensor data
Third: The choice of security protocol depends on the hardware

implementation. According to the considerations in item 3.4.2, the
TLS protocol was chosen.

Fourth: Creating a data collection stream is done through MQTT
and Node-RED.

Fifth: The connection to the MQTT broker/server and publishing
using the publishing node is made by entering the IP
address/name of the Broker and the port (8883). The MQTT broker
offers encryption and authentication of username/ password,
fig.3.17.

Sixth: Security settings

. Generate a signed certificate. For this purpose, we can
create our own (self-signed) certificate using Open-SSL.

o Cloud protection: To configure the MQTT client and
communicate with the ThingSpeak MQTT broker, we need one
of the connection options shown in tab.3.2.

Tab.3.2. ThingSpeak MQTT broker, communication options

Port Connection Type Encryption
1883 TCP None

8883 TCP TLS/SSL
80 WebSocket None

443 WebSocket TLS/SSL
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Fig.3.18. Result of sensory data integration in ThingSpeak

Seventh: Check the operability of the algorithm for transmitting
encrypted data.

The operability of the proposed algorithm and the actually achieved
data security were checked using Wireshark software. It captures
network traffic on the local network and stores data for offline analysis
from Ethernet, Wireless (IEEE.802.11), etc. The check result is shown
in Fig.3.19 and confirms that the data packets sent from the sensor
network to ThingSpeak via MQTT are connected to communication port
8883, which is encrypted via TLS/SSL.
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Fig.3.19. The results of the analysis of the package in Wireshark

3.5 Modelling and testing a sensor network for measuring
insulin levels [A1]

3.5.4. IoT Diagnostic network model for remote health care
through diabetes monitoring based on IoT technology

3.5.4.2. Sensor network architecture for glucose index
measurement

The proposed sensor network architecture is cloud-based.
Fig.3.21 shows the direct connection of the sensors to the cloud
or via a gateway. The generated devices data is transported to a
processing server.
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Fig.3.21. Sensor network architecture for glucose index measurement

3.5.4.3. Sensor network model for glucose index
measurement

The health model considers an abstract case of a patient with
diabetes. The patient uses a health monitoring company (HMC).
It carries a device for continuous glucose monitoring (CGM).
When patient health data shows dangerous patterns, the HMC
sends a signal to the patient's smart device to contact the health
centre. In case his condition worsens, an ambulance is
dispatched.

3.5.4.4. Algorithm for designing a model for a sensor
network for monitoring insulin levels, based on IoT with
simulation software

First Step: Configure basic network settings—IP addressing of
sensors and gateway.

Second step: Connecting the devices to a microcomputer. The
devices connect to the home gateway and the IoE Registration
Server.

Third Step: Configure a gateway to connect devices to a
network. We are connecting IoT devices to build a home network
for the patient.

Fourth Step: Create a network and Internet provider. Creating
Servers.

Fifth Step: Create mathematical objects to define blood glucose
levels and integrate them into the application code.
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3.5.4.5. System testing

The designed system consists of intelligent devices with a
glucose monitor (CGM). The devices wirelessly send information
to the home gateway and the HMC.

A) Simulation of Hyperglycemia. The application sends a signal
to the IoT devices, to the medical centre's server, where the data
is analyzed and, if necessary, an ambulance is dispatched.

Fig.3.24. Simulation of hyperglycemia

B). Simulation of Hypoglycemia. The application sends a signal
to IoT devices that display glucose levels. Data obtained in
hypoglycemia are observed in Fig.3.25.

(C) Simulation of normal levels. Simulate normal glucose levels,
respiration rate, etc. (Fig.3.26.)
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Fig.3.25. Simulation of hypoglycemia
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Fig.3.26. Simulation of normal blood sugar levels

The data from the glucose sensor are transmitted to the
patient's "smart devices" via MQTT. And for this purpose, Python
code has been developed. The settings for broker and client are
shown in Fig.3.28, and 3.29 in the dissertation.

The simulation studies show that the designed system can be
monitored and managed: insulin levels, respiratory rate, etc. The
proposed algorithm, configuration and design of the simulation
system allow obtaining a complete picture of the patient's
condition. The implementation of this model makes it possible to
monitor the health status of patients in real-time, assess their
condition, and make decisions about the patient's health status.

3.5.Experimental study of the protocols integration
influence from sensor data to the cloud

3.6.1.The experiment objective is to evaluate the integration by
studying the influence of the HTTPS, HTTP, MQTT and MQTT-SN
protocols from sensor data network integration to the cloud. The
integration evaluation can be done by criteria such as support for
applications running on different communication models and
data rates. The general requirement is reliable data transmission.
As a parameter of the integration efficiency, we accept the
transmitted data, delay, CPU and RAM load, showing the degree
of consumed energy.

3.6.2. The variable parameters are: the number of packets,
number of topics per packet, bytes value per topic and their
influence on the delay between the generating sensor data and
their receipt in the cloud.

3.6.3. Experimental design
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A physical XBee sensor network is built. The collected data is
transmitted to RPI4, which loads the developed code for the
experiment. RPI4 transmits sensor data to the ThingBoard cloud
via MQTT, HTTP, HTTPS and MQTT-SN protocols.

The ThingBoard cloud is not designed to access MQTT-SN data.
The MQTTSNClient Eclipse Paho library transmits MQTT-SN
sensor data, reflecting how MQTTClient works. MQTT-SN
requires the MQTT-SN Gateway, which acts as a protocol
converter and converts MQTT-SN messages to MQTT messages.
These activities require data transformation. The MQTTSNPacket
directory contains a library that provides procedures for
converting data through serialization and deserialization.

Serialization is the process of transforming data structures or
objects into a stream of bytes while maintaining the state of their
properties.

3.6.4. Algorithm and code for conducting the research

First step: Setting the sensor nodes in "broadcast” mode for data
transmission in the mesh network and RPI4.

Second step: Develop code in RPI to collect sensory data.

Third step: Setting different parameters for conducting the
research: number of transmitted packages, number of topics per
packet, bytes value per topic.

Fourth step: Connect to the cloud, generate data and access
the storage database.

Fifth step: Visualization and analysis of the data in the cloud.

3.6.5. Experiment setups include cloud, XBee modules, and
integration protocol setups. To run the experiment, we need to
register in ThingBoard, which accepts HTTP and MQTT
connections. The registry directs sensor messages to a Pub/Sub
topic with a Cloud Functions endpoint as a subscriber. The cloud
function simply writes the payload to the log. The end device
works with MQTT and HTTP clients, measuring the response time
and tracking sent packets and speed, fig. 3.33.
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3.6.6. Experimental study of the packet parameters
influence on the transmitted data delay.

The objective of the study is to determine the influence of
different parameters such as the number of packets, the number
of topics per packet, and bytes value per topic on the speed (delay)
of data transmitted to the cloud through different protocols
working on different communication models such as HTTP,
HTTPS, MQTT and MQTT-SN and evaluate the effectiveness of
network - cloud integration.

3.6.6.1.Scenarios for conducting experiments
Tab. 3.3. Scenarios

Number of Bytes
q Number of 3
Scenario Research protocols topics per per
packets 3
packets topic
1. HTTP, HTTPS,MQTT 10 100 10
MQTT-SN
2. HTTP, HTTPS,MQTT 100 100 10
MQTT-SN
3. HTTP, HTTPS,MQTT 200 100 10
MQTT-SN
4. HTTP, HTTPS,MQTT 800 100 10
MQTT-SN
5. HTTP, HTTPS,MQTT 900 100 10
MQTT-SN
6. HTTP, HTTPS,MQTT 1000 100 10
MQTT-SN
7. HTTP, HTTPS,MQTT 200 200 1400
MQTT-SN
8. HTTP, HTTPS,MQTT 200 200 1800
MQTT-SN
9. HTTP, HTTPS,MQTT 200 200 2000
MQTT-SN
10. HTTP, HTTPS,MQTT 200 200 2500
MQTT-SN
11. HTTP, HTTPS,MQTT 200 400 2500
MQTT-SN
12. HTTP, HTTPS,MQTT 400 600 2500
MQTT-SN
13. HTTP, HTTPS,MQTT 600 600 800
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MQTT-SN
14. HTTP, HTTPS,MQTT 1000 100 100
MQTT-SN
15. HTTP, HTTPS,MQTT 200 1000 100
MQTT-SN
16. HTTP, HTTPS,MQTT 200 800 100
MQTT-SN
17. HTTP, HTTPS,MQTT 200 400 100
MQTT-SN

The experiment included 17 scenarios. The data transmission
is performed according to four protocols HTTP, HTTPS, MQTT,
MQTT-SN and the parameters of the experimental data are given
in Appendix 3.4 of the dissertation.

3.6.6.2. study of the transmitted packets number influence delay
for the delivered data in different protocols.

The research is performed according to scenarios Nel to Neo,
with 100 topics per package and 100 bits per topic.

Packets number influence on delay, ns

Fig.3.34. Number of transmitted packets influence on delay

The analysis of Fig.3.34 shows that the most significant delay
is in HTTPS and the smallest in MQTT by increasing packets
number. The delay in MQTT-SN (UDP) is that it does not transmit
data directly to the cloud but converts it via the MQTT-SN
Gateway to be compatible with MQTT (TCP).

3.6.6.3.Study of the number of transmitted packets influence
CPU load

The research is performed according to scenarios Nel to Ne6b,
with 100 topics per package and 100 bits per topic.

Delay in nsfor HTTP, HTTPS

Delav in nsfor MQTT.MQTT-sN
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Fig.3.35. The number of packets influences on CPU load

The graphic in Fig.3.35 shows that the CPU load at MQTT-SN
is the highest due to the features described above.

3.6.6.4. study of the transmitted packets number influence on
RAM

The research is performed according to scenarios Nel to Ne6,
with 100 topics per package and 100 bits per topic.

The transmitted packets number influence on RAM
700

600
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%00
WHTTP
BHTTPS
300
: = MaTT
MQTT-SN
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10 pakets 100 packets 200 packets 800 packets 900 packets 1000 packets

RAM load, MB

Fig.3.36. The transmitted packets number influences RAM

The analysis of Fig.3.36 shows that as the number of packets
increases, so does the RAM load. The highest load is observed
with HTTPS due to the use of TLC protection.

3.6.6.5. study of the bit value influence on the delay

The research is performed according to scenarios from Ne7 to
Ne10, with 200 topics per package and 200 bits per topic.
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Fig.3.37. The bit value influences the delay

The greatest impact is with HTTPS due to the provision of TLC
protection, and the smallest with MQTT.

3.6.6.6. study of the bit value influence on CPU load

The research is performed according to scenarios from Ne7 to
NelO, with 200 topics per package and 200 bits per topic.

The bit value influence on CPU load, MHz
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Fig.3.38. The bit value influences CPU load

In Fig.3.38, The increased bit value of the packets affects the
MQTT-SN the most due to the properties already described.

3.6.6.7. study of the bit value topics in the package influence on
RAM load

The research is performed according to scenarios from Ne7 to
NelO, with 200 topics per package and 200 bits per topic.
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The bit value of the topics influence on RAM load in 200 pakets
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Fig.3.39. The bit value of the topic's influence on RAM load

Figure 3.39 shows that the most RAM load is in MQTT-SN and
the smallest in MQTT.

3.6.6.8 Study of the number of topics in the influence of the
packet on the delay of the transmitted data.

The research is carried out according to scenarios Nel5, Nel6,
Nel7 with 200 topics number in the packages and 100-bit values.

The number of topics influence on the delay on transmitted
data, in 200 pacets, ns. 10°

-
1000 data PNt In Pack et e —
800 data point in packets  ——
-
400 data point in packets | —

0 20 40 60 80 100 120 140 160

Transmition speed, data delay, ns. 10°

EMQTT-SN EMQTT BHTTPS EHTTP

Fig.3.40.The number of topics influences the delay in transmitted data

As the packages number of topics increases, the delay is
greatest in HTTPS, and the number of topics in MQTT has a
negligible effect on the delay.

3.6.6.9. Study the number of topics in the packages that influence
CPU load.

The research is carried out according to scenarios Nel5, Nol6,
Nel7 with 200 topics numbers in the packages and 100-bit
values.
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Fig.3.41.The effect of changing the number of topics on RAM

Fig. 3.4, the RAM load is higher for MQTT-SN and HTTPS. The
smallest RAM load is for MQTT.

3.6.6.10. Study the number of topics packages that influence the
RAM load.

The research is carried out according to scenarios Nel6, Nel7,
Ne18 with 200 topics number in the packages and 100-bit values.

The topics number influence on CPU load in 200 packets

400 data point in packets

CPU, MHz
Fig.3.42. The topics number influences CPU load
CPU load is highest at MQTT-SN due to the properties already

described. It is noticed that HTTPS has a higher load due to TLC
protection. Virtually the smallest CPU load on the MQTT.

3.6.6.11. A study of the parameters of the complex packet
influence data delay

The research is carried out according to scenarios Nell, Nol4,
Nel5 and Nel6.

As the number of packets increases, the delay in data
transmission increases, Fig. 3.43. Considering the complex
influence of the three parameters, it can be seen that in MQTT,
the delay is almost unchanged MQTT-SN is in second place with
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minimal influence on the delay. It can be summarised that the
biggest delay is in HTTPS.

The complex packets parameters influence on data delay
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Fig.3.43. The complex packet parameters influence data delay

3.6.6.12. Study of the data parameter's influence on lost
packets in HTTP and HTTPS

The research is carried out according to scenarios from Nel1l
to Nel4.

Lost packets

packets
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2500 byte:
data poi

data point
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Fig.3.44. The influence of parameters on lost packets

Simultaneous increase of packages, number of topics, and bit
value lead to the greatest packets loss in HTTPS.

3.6.6.13. Visualization of data in the cloud structure

Visualization is realized through built-in cloud capabilities. One
of them is a historical graph of the uploaded data, Fig. 3.53.
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Another is the real-time monitoring of data in the cloud, Fig.3.54.
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Fig.3.54. Uploaded real-time data monitoring in the cloud

Comparative analysis of experimental studies shows that MQTT
provides the smallest delay in data transmission. The smallest
CPU and RAM load require the smallest power consumption. Due
to their additional processing, HTTPS and MQTT-SN work with
more significant delays and higher energy consumption.
Evaluating the results of integration experiments, the most
efficient data rate and energy consumption are MQTT.

3.7. Conclusions to the third chapter

> A real XBee sensor network is built. The data is
visualized, analyzed and sent by the request-response method
via REST-based web services and the HTTPS protocol to the
ThingSpeak cloud.

> An algorithm for integrating sensor data in the cloud
through REST-based web services is proposed and practically
implemented.

> Phyton code for data integration in ThingSpeak and
Matlab code for visualization and analysis of sensory data in
ThingSpeak are developed.

> The choice of TLS protocol for ensuring the security of
the transmitted data is justified. Proposed algorithm for
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transmitting sensor data via TLS in ThingSpeak. The sensor
network-cloud integration is created through the MQTT, and
the data stream is created through Node-RED software.

> The operability of the security algorithm of the
transmitted data has been verified using the Wireshark tool,
which confirms that the data packets sent from the sensor
network to the cloud pass through an encrypted
communication port and TLS.

> Proposed model of a sensor network for remote health
care, through diabetic state monitoring, based on IoT
technology.

> An algorithm for model design and configuration of a
simulation system for sensory data integration from
biosensors for monitoring insulin levels with simulation
software has been proposed and implemented.

> The work of the proposed model was verified by
simulating hypoglycemia and normal blood sugar levels.
Sensory data is successfully transmitted from the patient's
smart devices to the simulation server for analysis and
decision making.

> A measuring system of XBee devices and ThingBoard
has been designed and practically implemented to study the
impact of the various protocols for sensor networks on cloud
integration and evaluate the efficiency of sensor data
transmissions.

> A model for sensor-cloud integration research with
different protocols is proposed. Basic communication models
for integration - request-response and publish-subscribe are
analyzed, and a methodology for implementing the sensor
network-cloud integration is developed.

> Python code and algorithm are developed and
practically applied for experimental research of HTTP.
Wireshark has verified HTTPS, MQTT and MQTT-SN protocols
and their operability.

> An experimental study was planned and conducted,
including 17 scenarios to determine the performance of HTTP,
HTTPS, MQTT and MQTT-SN depending on various
parameters such as number of packets, number of topics per
packet and bits per topic on the speed (delay) of transmitted
data to the cloud.

> It has been established that the MQTT protocol provides
the smallest delay in data transmission. The smallest CPU and
RAM load, respectively, requires the smallest power
consumption and the shortest time for data transmission.
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> HTTPS and MQTT-SN have been found to run with
greater delay, higher power consumption and CPU load due to
additional processing. HTTPS uses the TLS security protocol,
which slows down data transmission. MQTT-SN implements a
serialization process using the MQTT-SN Gateway to convert
data structures or objects to a byte stream, preserving the
state of their fields and properties, which explains the more
significant delay.

> Evaluating the results of the experiments for sensor
network-cloud integration, the MQTT is the most efficient in
terms of data transfer rate and energy consumption.

> The obtained results provide useful and practically
applicable information on the transmitted data efficiency
through the most popular protocols for sensor data integration
HTTP, HTTPS, MQTT and MQTT-SN to the cloud structure.

III.CONCLUSION AND MAIN CONTRIBUTIONS

In order to achieve the dissertation objectives, theoretical,
simulation, and practical research have been conducted, and
results have been achieved, which can be summarised as follows:

v" The main research directions are conducted and
systematized, the requirements and challenges facing the
wireless sensors and WSN have been defined;

v The structure of the sensor networks and specifics
application of star, tree, mesh, hybrid and cluster
topologies are analyzed to improve sensor networks
operability;

v" An experimental study of the XBee sensor network's
communication efficiency with different topologies has
been planned and conducted;

v' An algorithm for studying the communication sensor
network's efficiency in different topologies is proposed. The
results show that the most effective communication is
cluster topology;

v" A simulation study for the sensor network's energy
efficiency with cluster topology and LEACH, LEACH-N and
LEACH-H was conducted, which established the higher
energy efficiency of LEACH-H.

v" There is no universal research methodology of WSN
parameters, so it's necessary to develop new models and
algorithms for conducting experimental research;

v" An important problem with sensor networks is the
generation of huge amounts of sensor data, limited
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computing power, capacity, and network life of sensor
networks. The sensor networks - cloud structures
integration makes it possible to solve this problem without
unnecessarily increasing the sensor networks cost;

v" The thesis is formulated that the creation of models
and algorithms for sensor data - cloud integration allows
reducing time for development and evaluation of sensor
networks efficiency to ensure higher reliability and energy
efficiency of designed systems, which is a relevant problem
in the sensor networks field;

v The main models for sensor data presentation and
transmissions, specialized time series TSBD databases for
sensor data and problems of sensor data - cloud structure
integration are analyzed;

v" Sensor data storage models have been analyzed: Five-
layer OSI-based model and three files, block and object
storage models in the data management layer.

v" The work of the main protocols for sensor networks -
cloud platforms integration, HTTP, REST, RESTful, MQTT
and MQTT-SN is analyzed, and the differences between
them are systematized;

v" The nature of the sensor network - cloud integration
is clarified. The approaches for managing the sensor data
security to cloud integration are defined, such as the
design and development of specialized network controllers,
development of international standards, specialized
hardware protection.

v" The primary data transmission modes from sensors
to servers in the cloud structure are defined, and the
possibilities for delaying the data transmission are
analyzed;

v' Algorithms for authentication of MQTT based
communication are presented, which allows verifying the
device authenticity without direct password transmission,
as well as the MQTT data protection method, using TLS
protocol, which increases the authentication security level
for sensor networks.

v A real XBee sensor network has been built. An
algorithm for sensor data - cloud integration has been
implemented, using the request-response method via
HTTPS web service protocol, sending data to ThingsSpeak;

v" Python code for data integration in ThingSpeak and
Matlab code for visualization and sensory data analysis in
ThingSpeak have been developed,;
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v" The integration security of transmitted data has been
studied, and experiments were done. An algorithm for
checking the transmitted sensor data security via MQTT in
the ThingSpeak cloud has been proposed via TLS protocol,
and the data stream has been created using the Node-RED
software;

v' The operability of the security algorithm has been
verified via Wireshark, which confirms that sented sensor
network data packets to the cloud pass through an
encrypted TLS communication port;

v" A sensor network model for remote health care is
proposed, through diabetic state monitoring, based on IoT

technology;
v" A design model algorithm has been proposed and
implemented for simulation system software

configurations, designed to integrate biosensors data for
monitoring insulin levels;

v" The performance of the designed model was tested by
simulating hypoglycemia and normal blood sugar levels.
Sensory data is successfully transmitted from the patient's
smart devices to the simulation server for analysis and
decision making.

v An experimental XBee device and ThingBoard
platform measurement system were designed and
practically implemented to study the impact of various
protocols for sensor network - cloud integration and
sensor data transmission efficiency evaluation was tested.

v A model for research of sensor network-cloud
integration with different protocols is proposed. Basic
communication models for request-response and publish-
subscribe integrations are analyzed, and a methodology
for implementation of sensor network-cloud integration is
developed;

v' Python code and algorithm have been developed for
experimental Research of HTTP, HTTPS, MQTT and MQTT-
SN was practically applied. Also, their operability was
verified via Wireshark;

v An experimental study was planned and conducted,
which includes 17 scenarios, determining the operability
of HTTP, HTTPS, MQTT and MQTT-SN, depending on
various parameters such as number of packets, number of
topics per packet and bits value per topic on the speed
(delay) of transmissions data to the cloud.

v It has been established that MQTT provides the
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smallest data transmission delay, the smallest CPU and
RAM load, respectively shows the smallest power
consumption and the shortest data transmission time;

v HTTPS and MQTT-SN have been found to run with
higher delay, higher CPU and RAM load, power
consumption, respectively, due to additional processing.
HTTPS uses TLS security, which explains the higher delay.
MQTT-SN implements a serialization process using the
MQTT-SN Gateway, which explains the higher delay;

v Evaluating the experimental results for sensor
network - cloud integration, the most efficient in terms of
data transfer rate and the energy consumption is MQTT;

v' The obtained results provide useful and applicable
information on the transmitted data efficiency, through
the most popular sensor data integration protocols, like
HTTP, HTTPS, MQTT and MQTT-SN to the cloud;

v" The results of theoretical, practical and simulation
research can serve as a useful tool for professionals
building sensor network - cloud integration;
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CONTRIBUTIONS TO THE DISSERTATION

Scientific and applied contributions

1. An algorithm for studying the communication efficiency of sensor
networks in different topologies has been proposed and practically
implemented. The results show that packets and delays have minimal
losses in the cluster topology.

2. An algorithm for sensor network's energy efficiency with cluster
topology and protocols LEACH, LEACH-N and LEACH-H is proposed and
studied. The results show that LEACH-H is the most energy-efficient.

3. An algorithm for sensory data - ThingSpeak cloud integrating
through REST HTTPS web services protocol using the request-response
method has been proposed and implemented.

4. An algorithm for checking the transmitted sensor data security with
MQTT in ThingSpeak cloud, using TLS protocol and a data stream
implemented with Node-RED, has been proposed, experimented and
verified.

5. An algorithm for construction and experimentation was proposed
and implemented for the simulation system of biosensors data
integration to the cloud, monitoring insulin levels through
hyperglycemia, hypoglycemia and normal blood sugar levels simulation.

6. An algorithm for studying the sensor network - cloud integration
efficiency through HTTP, HTTPS, MQTT and MQTT-SN protocols have
been proposed, implemented and verified.

7. The performance of sensor data - cloud integration of HTTP, HTTPS,
MQTT and MQTT-SN is determined and evaluated, depending on various
parameters such as number of packets, number of topics per packet and
bits value per topic on the transmissions data to the cloud speed (delay).

8. It has been found that the MQTT provides the smallest data
transmission delay, CPU and RAM load, and lowest power consumption,
respectively. It was found that HTTPS and MQTT-SN work with higher
delay and power consumption due to additional processing.

Applicable contributions

9. A model is proposed, and a test information-measuring system is
created to study the sensor network - cloud integration, through which
an experimental study was conducted, including 17 scenarios.

10 Python codes have been developed for experimental testing of the
HTTP, HTTPS, MQTT and MQTT-SN protocols.

46



IV. PUBLICATIONS ON THE DISSERTATION TOPIC

[Al]. Pandurski M., Tsvetanov F., Application of Sensor Networks for
Measuring Insulin Levels, International Journal of Online and Biomedical
Engineering (iJOE) Vol 16, No 14 (2020) pp-122-136,
https://doi.org/10.3991 /ijoe.v16i14.17185,
https:/ /www.learntechlib.org/p/218476/ Scopus, Web of Science

[A2]. F A Tsvetanov and M N Pandurski, 2021, Security of the Sensory Data
in the Cloud, Journal IOP Conference Series: Materials Science and
Engineering, International Scientific Conference of Communications,
Information, Electronic and Energy Systems — CIEES 2020, vol. 1032, pp.
012005, Web of Science

[A3]. Tsvetanov F., Pandurski M., 2020, Methodology for Integration of
Sensors data in the cloud, Fifth International Scientific Conference
"Telecommunications, Informatics, Energy and Management", pp 109-113,
Nacid

[A4]. Tsvetanov F., Pandurski M., Some aspects for the integration of
sensor networks in cloud structures, Proceedings of International Conference
on High Technology for Sustainable Development HiTech 2018 p.p. 249-253.q
Scopus

[A5]. Tsvetanov F., Georgieva 1., Pandurski M., 2019, The influence of the
topology on the radio communication range of sensor networks, Technium:
Romanian Journal of Applied Sciences and Technology (ISSN: 2668-7798)
Proceedings of the Technium International Conference Vol. 2 (2020): p.p. 17-
24 https://techniumscience.com/index.php/technium/issue/view/3, Ebsco,
Google Scholar, Crossref, Publons, DOAJ c aop.

[A6]. Pandurski M., Storage of sensor data in cloud databases, XXIX
International Conference for Young Scientists, 2020

[A7]. Pandurski M., Tsvetanov F., (2020), research of energy resources of
the cluster sensor network, "Journal of Engineering Science and Technology
Review", Special Issue on Conference in Telecommunications, Informatics,
Energy and Management, (ISSN: 1791-2377) vol.13, pp.32-36, Scopus, DOAJ,
Google Scholar, EBSCO, ACS Publications, CERN

[A8]. Tsvetanov F., Pandurski M, 2019, Multidisciplinary Journal of
Science, Education and Art, TeXHHUYECKH HPHAOKEHUS Ha PA3AWUYHH THIIOBE
CEH30pH B 3aBHCHMOCT OT H3MepBaHara BeanduHa, ISSN 1313 - 5236, p.p.
415-427, Nacid

[A9]. Filip Tsvetanov, Martin Pandurski, Ivanka Georgieva, Grigor Mihajlov,
Simulation of the performance of wireless radio controlled fire protection
system, 2020 7th International Conference on Energy Efficiency and
Agricultural Engineering (EE&AE), pPp- DOI:
10.1109/EEAE49144.2020.9279048, Scopus, Web of Science

Five of the publications are referenced in Scopus, Web of Science, two in
Nacid and two in international secondary databases Google Scholar, EBSCO,
Crossref, Publons, DOAJ and others.

47



South-West University "Neofit Rilski"
Faculty of Engineering

DEPARTMENT of "Communication and computer technique and
technologies "

MARTIN NIKOLOV PANDURSKI, M.Sc,
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ABSTRACT of PhD. THESIS

The current PhD thesis subject is wireless sensor networks
(WSN), protocols like Zigbee, HTTP, HTTPS, MQTT, MQTT-SN and
cloud platforms. In the dissertation, research tasks are solved,
testing the performance of the protocols (HTTP, HTTPS, MQTT,
MQTT-SN) regarding their ability to integrate sensor data on
cloud platforms and offering a modification of the standard
algorithms, offering new models for studying and evaluating
protocols' performance, and conducting theoretical and practical
research on the most popular representatives of the wireless
sensor networks, protocols, and cloud platforms.

Analysis of the results of the studies found significant
differences between the performance of HTTP, HTTPS, MQTT and
MQTT-SN regarding the data speed transmitted from the sensor
network to cloud platforms and energy consumption. MQTT
shows the highest-level performance, while HTTPS and MQTT-
SN work at a lower-level performance due to their specifications.

The results of the theoretical and practical studies can serve
as a useful tool for professionals when designing WSN and
choosing a protocol for the integration of sensor data in cloud
platforms.
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