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1. [laHHM 33 AOKTOPaAHTA

Wmx. Maptun Hukonos [langypcku e poaen B bnaroesrpan mpe3 1991 r.
3aBbpiBa cpenHo obpaszoBanue npe3 2010 r. B8 7 COY "Kysman Illankapes"-
bnaroesrpaa. Ot 2010 r. 3aBbpiiBa ooOpazoBatennu crenenu B O3V | Heodut

Puncku‘ kakTo cieBa:
KoMIIOTHpHU CUCTEMH M TEXHOJIOTHU- bakanaBbp;
Nupopmaruka- Marucrsp;
KoMIIOTHpHU CUCTEMH U TEXHOJIOTUU- MarucTsp;
Enexktponuka- Maructsp.

Ot snyapu 2018 r. unx. Maptun [langypcku € peaoBeH JOKTOPAHT B
kateapa KomyHUKallMOHHA ¥ KOMIIOTbPHA TEXHUKA M TEXHOJIOTMH 10
crenuasiHocT 5.3. KomyHUMKallMOHHA M KOMITIOThpHA TexHUKa - KommoTbpHH

CUCTCMHU KOMIIJICKCH 1 MPCKHU.



2. AKTYanHOCT Ha AUCepPTaLMOHHNA TPYA

AKO cu npencTaBUM KOMYHUKAIIMOHHATA TEXHUKA KAaTO KUB OPTraHU3bM,
TO CEH30pUTE Ca HETOBUTE CETHBA, 4 CCH30PHUTE MPEXKU HEPBHATA MYy CUCTEMA.
ToBa HampaBieHHME Ha KOMYHHKAal[MOHHATA TEXHUKA THPIU HENPEKBCHATO
pa3ButHe. Ch31aBaT c€ HOBU TEXHOJOTUH, MATEMAaTUYECKNA MOJEIIH, TEXHUYECKU
CpeICcTBa M CE€ OYEpTaBaT HOBM MEPCIIEKTUBU B PAa3BUTUETO HA TAa3U HAY4YHO-
TexHuyecka oOinact. OCHOBHa 3ajaya € Ja ce MojoO0psBaT HapaMeTpuTe Ha
CEH30pUTE, KAaTO TAXHATa YYyBCTBUTEIHOCT, MHHHMATIOpU3ALUs, CHEPruiHa
e(eKTUBHOCT, ObP30/1eCTBUE Ha NIpEAaBaHe Ha JaHHUTE, 3alllUTa OT 3JI0HaMEpEH
JOCTBII, Pa3LIMPSBAHE HA NPWIOKEHHUTA 33 TPAXKAAHCKH M BOCHHU LIEIU U JIp.
Onuncanure B aucepraumoHHu Tpya Ha Maprtun IlaHnypcku m3cnenBaHus Ha
BB3MOKHOCTHUTE 3@ MHTETPALMSI HA CEH30PHUTE MPEKU B O0JIAUYHU CTPYKTYpH ca
AKTYaJIHA U B CbOTBETCTBHUE ChC CbBPEMEHHUTE TEHACHIIMN HA PA3BUTHE HA Ta3H

o0OiacT Ha KOMYHHUKAIITMOHHATA TCXHHUKA.

3. Obula xapaKTepMUCTMKa Ha AMCEPTALMOHHNA TPYA,

JlucepTallMOHHUAT TpyA € pa3paboTeH B TpHU TIJaBH, BbBEICHUE U
3akirodeHue ¢ obem 182 crpanunu craHgapTHO O(OPMEH TEKCT, BKIFOYBAII]
¢urypu, rpaduku, Tabmuuu, Gopmyau U npuioxeHus. bubmmorpadusra
BarouBa 155 3armaBusi Ha anHmmicku (144) um Owirapcku  (11)  eswk,

BKIIFOUUTCIIHO U JIMHKOBC KbM CJIICKTPOHHU U3JJaHHA.

YBOIBT € BbBEXKAAIl B 00JIACTTa HA CEH30pUTE U OE3KUYHUTE CEH30PHU
mpexku (BCM). M3TpkHaTa € MepCreKTUBHOCTTa Ha 00JIAaYHUTE CTPYKTYPH TIPH
NPUWIOKEHUS B WHIYCTPUATA, JIOMAKMHCTBATa, 3JIPaBEONa3BaHe, EKOJOTHS,

CEJICKO CTOIAHCTBO, OTOpaHa u Jip.

B Ilvpsa cnasa ,,AHanu3 Ha CHBPEMEHHUTE MOAXOJU 32 Ch3JaBAHE U
VOpaBJICHHE HAa O€3KUYHU CEH30PHU MPEKHU JTOKTOPAHTHT € HaIpaBuil

NoAPOOHO W 3aABJIOOYEHO U3JIOKEHHWE Ha CpeACTBaTa M MOAXOJAUTE MpH



KOHCTpYHpaHE Ha ChbBPEMEHHa O€3KMYHA CEeH30pHAa Mpexka. Pasrmemanu ca
BHUJIOBE CEH30pH, NMEPCHEKTUBHUTE 32 TAXHOTO PA3BUTHE, BUAOBE CTPYKTYpH H
tonosiorun Ha BCM, curypHoct Ha ceH30pHHUTE Mpexu. M3ThKHATH ca
npeauMmcTBata Ha ZigBee TexHomorusTa 3a Ch3JaBaHe HA KOMYHHKAIIMOHHA

apxutektypa Ha BCM.

IIpencraBenn ca naBa mNpuMepa, KOUTO OHArjeAsBaT TEOPETUYHOTO
uznoxenue. CuUMyJallMOHHO € WU3Cle[BaHa €HepruifHata eQeKTUBHOCT Ha
CEH30pHA MpeXka C KI'bCTEpHA TOIOJOTHUS MPU PA3MOIOKEHUE HA CEH30PUTE 10
CllydyacH IpPUHLMI Ha omnpeaeneHa Iwom. Ms3ciaenBaHu ca €HEPrUHUTE

3aBUCUMOCTHUTE Ha IBa BapuaHTa Ha npotokon LEACH cbc cpoTBETHHM M3BOIM.

C mporpamen npoaykt Radio Range Test ca m3cienBanu KOMyHUKAaIlMOHHATA
e(eKTUBHOCT Ha CEH30PHU MpPEKU MpHU pa3audyHu Tomojornn c¢ XBee momynu.

N3crnenBanusta IOTBBPXKIaBaT €PEKTHBHOCTTA HA KIIbCTEPHATA TOMOJIOTHSI.
B kpast Ha riaBaTa ca popMyJHpaHu, 3a1a4uTe Ha JUCEPTAIUATA:

1. HSCJ’IGI{BaHe H AaHallu3 Ha CBBPCMCHHHM MCTOAM 3a Cb3JaBAHC U

YHOPaBJICHUEC HA CCH30PHHU MPCIKU.

2. AHanu3 Ha TNOPOTOKOJUTE U MNpoOJIEeMUTE HA HHTErpanusaTa Ha

CEH30PHUTE MPEKU C OOJAYHU CTPYKTYPH.

3. @usnyecko u3rpaXkgaHe Ha CTPYKTypa CEH30pHa Mpexka-o0jak U
pa3paboTBaHe Ha aNrOpuThM 3a €(OEKTUBHO HWHTETPUpPAHE HA CEH30PHU
JaHHU Ype3 I[pUeMaHe, MpeJaBaHe, BHU3yalM3UpAaHE W AaHAJIU3UpaHEe Ha

JJAHHU OT CEH30pHU yCTPOMUCTBA.

4. MWscnenaBaHe, CUMYJAlMOHHO W (U3WYECKO HA CUTYPHOCTTa Ha

pelaBaHUTe CEH30pHU JaHHU B 00JIayHa CTPYKTYypa.



5. Ja ce oOueHH BIMSHUETO HA MPOTOKOJHUTE M  MEXaHU3MUTE
MPEOCTaBSIIM yCIyra 3a HHTErpalusi B CHUCTeMaTa CEH30pHAa Mpexka —

O6HaK, BbPXY C(i)eKTI/IBHOCTTa 3a IPCAOCTABAHC HA ITAKCTUTC JdHHHU.

I[e(bI/IHI/IpaHI/I Ca IMPUWIOKCHUTC MCTOOHN HA HU3CIICABAHHA 34 IIOCTUTAHC HA

IIOCTaBCHUTC LCIIN.

I'naea émopa ,,Monenu u aITOPUTMHU 32 HHTETpallisl HA CEH30PHUTE JTAHHU
B O00JauHU CTPYKTypu“, € HacoyBalla KbM OpUTHMHAJIHATa YacT Ha
aucepTalroHHus Tpyd. CHCTEMAaTUYHO ca ONMKMCAaHU ChbBPEMEHHUTE PELICHHS 3a
ChXpaHeHue U 00paboTKa CEH30PHUTE JAaHHU, UHTETPALUs HA CEH30PHUTE JaHHU
B 00JIaYHU CTPYKTYPH, MPOTOKOJIM 32 KOMYHHUKAIIMS U Tpe/aBaHe Ha JaHHUTE
MEXy CEH30PHH MPEXH U 00JauHU MIaTPOPMHU, HHTETpAlUsATa HA CEH30PHUTE
JTaHHU B 00J1auHa CTPYKTYypa, YIPaBICHUE CUTYPHOCTTA Ha CEH30PHUTE TaHHU U

MCTOAHU 3a U3CJICABAHC Ha CCH30PpHU MPCIKH.

JIOKTOpaHTBT € AEMOHCTpUpaI 3abJ100YeH HAay4YeH MOAXOJ U MO3HAHMUS.
OnucaHuero € NpuApyKEeHO ¢ BHYLIUTENEeH Opoil purypu, Tabiuiy U HUTUPAHA
JUTEPATYPHU U3TOYHULM. AHAIMTUYHO Ca OIMCAHU BEPOSITHOCTTA 3a KOJIM3UU
npu TpaHcep Ha JaHHU C pasnpeaencHue Ha [lyaHCOH W anroputTeM 3a
yIOCTOBEPsIBaHE JOCTHIIA JI0 CEH30pHU Mpexu, 6azupanu Ha MQTT mpoTokor.
W3BBpIIEH € aHAJIN3 Ha [TET CXEMU 3a [TPEAABAHE HA JAHHUTE B CUCTEMATa CEH30P-
o0Jlak B 3aBUCHUMOCT HW3TOYHUIUTE Ha O€3KUYHMS cUTHai. Pasrmeganu ca
OCHOBHUTE MPOTOKOJIM 3a KOMYHHUKAlUs W TpedaBaHe Ha HJAHHUTE MEXIY
ceHzopuu Mmpexu u obnaunu miargopmu HTTP u RESR, RESTfull, MQTT,
MQTT SN, CoAP, AMQP u DDS.

B kpas Ha [ 7a6a 6mopa TOKTOPAHTHT € U3JI0KHUII METOAUTE 3a U3CIICIBAHE
Ha 0€3KUYHHU CEH30PHU MPEKHU, U3MOI3BAHUTE CUMYJIAIITMIOHHA HMHCTPYMEHTH U €
Opeasio’keHa METOJMKa 3a [MPOBEXKJaHE Ha KOMIIOTHPHO  Oa3upaHu
CUMYJIALIMOHHHU W3CIIC/IBAaHUSI 34 pEIIABAaHE Ha NOCTABEHUTE 3aJadyd B

IUCEPTALMOHHUS TPY.



B I'nasa mpema ,JA3cnenBane Ha HIKOW Bb3MOKHOCTH 33 MHTETPALUS HA
CEH30pPHUTE JaHHU B OOJAYHU CTPYKTypH € OpWUTHHATHATA YacT Ha
JTUCEPTALIMOHHUS TPYJ. 3a MPOBEXKIaHE HA EKCIIEPUMEHTAITHUTE U3CICABAHUS U
CUMYJIAIINH, TOKTOPAHTHT CIOIYWIMBO CE€ € HACOYMJ KbM H3IOJI3BaHE Ha
npodecronanen kut Digi XBee Cloud Kit 3a pa3zpaboTka Ha nepcoHaaHu yeo
npwiokenusi.  [lpu  u3cienaBaHusiTa  JTOKTOPAHTBT €  JEMOHCTpUpAI
3a0eNeKUTEICH WHXKEHEPEH TMOAXOJ W aKypaTHOCT. YacT oT pe3yinrature ca
nyOJUKyBaHM B CIHCAaHUS M JOKJIaAu Ha KOH(MEpeHIMH, KOeTO JaBa

JOIBJIHUTENHA ITyOJIMYHOCT BBPXY pa3pabOTBAHUTE TEMU B JUCEPTALIMAITA.

OmnmcaHa € METOJNOJIOTHATA 33 MHTETPUPAHETO HAa CEH30pHA Mpexa 3a
chOMpaHe U CIOJICIISTHE Ha JaHHH, EKCIIEPIMEHTAITHO € U3CJIeIBaHa CUTYPHOCTTA
Ha TIpellaBaHUTE CEH30PHHM JIaHHW, CEH30pHA MpeXa 3a H3MEpBaHe Ha
WHCYJUHOBH HHBA, BIMSHHETO Ha IIPOTOKOJIA BBPXY HHTErpalusaTa Ha

CCH30PHUTC JaHHU KbM o0aka.

JIOKTOpaHTBT € JEMOHCTpHUPal 3a0€JIEKUTEIIHU YMEHUSI B U3I0JI3BAHETO
Ha nporpaMHu e3uiy karo Phyton, Matlab u 06padoTka Ha nanuu. IIpoBenenure
€KCIIEpUMEHTH M CUMYJIAlMA Ca W3BBbPLIEHW KOPEKTHO M Ca OHArJIEJEHU B

3HauuTeNeH Opoit Gurypu, TabIUIK U KOMITIOTBPHU MTPOTPaMHU.

TeMarnkara Ha TUCEPTALMOHHUS TPy ChbBIAaJa U 3HAYUTEIHO JI0PA3BUBA
y4eOHUsI MaTepua Mo AUCIUIUTUHUTE ,,CeH30pU U CEH30PHU MPEXKU‘‘ B KaTeapa
KomyHMKallMOHHA ¥ KOMMIOThPHAa TEXHHUKAa W TEXHOJOTUM Ha TeXHUYECKH
dakynrer Ha FO3Y ,,Heodut Puncku®. Onucanure cumyianuu U eKCIepUMEHTH
¢ npodecuonanied kut Digi XBee Cloud Kit morat ga n3nos3Banu 3a o0ydeHue

Ha CTYACHTHU.

B kpas Ha aucepTaniMOHHU TPYI JOKTOPAHTHT € 3asBWJI NPETCHIMU 32

CJIEIHUTE HAYYHO-TIPUJIOKHHU U MPUIIOKHU IPUHOCH (LIUTUPaAM).

Haylmo—npuﬂoofmu npuHocu



1. IlpennokeH U NpaKkTUYECKU pEau3UpaH € aIrOPUTHM 32 U3CJEABaHE
KOMYHHKAITMOHHA €()eKTUBHOCT HA CEH30PHU MPEXKU MPHU Pa3TMYHU TOIIOJIOTHH.
Pesynrature moka3BaT, ye NpU KIbCTEpHATa TOMOJOIUS MPUETH IAKETH U

3aKbCHCHUSA Ca C MUHHUMAJIHU 3ary6n.

2. IlpennokeH W W3CIEABaH € AJTOPUTBM 3a €HEpProe(eKTUBHOCTTA Ha
CEH30pHHU MPEXHU ¢ KiIbcTepHa Tomnojorus u nporokoan LEACH, LEACH-N u

LEACH-H. Pesynrature nokassar, ue LEACH-H e Haii-enepruitHo epexkTuBEH.

3. Ilpenyoxen u pealn3upaH € alfOPUTHM 3a UHTETPUpPaHE HA CEH30PHH
nanHu B oonak Things Speak upe3 REST 6a3zupanu yed yciayru u mpoToOKoja

HTTPS no meroaa request-response.

4. TlpenyioxkeH, €KCIEPUMEHTHpPAH U BepUUIMpPAH € aIrOPUTHM 3a
MPOBEPKA CUTYPHOCTTA HA MPEJABAHNUTE CEH30PHU JIaHHU ¢ npoTokosia MQTT B
obnak ThingSpeak, upe3 nporokon TLS u notok Ha manHu peanusupan ¢ Node-

RED.

5. IlpensioxkeH, peanu3upad U BepUUIIMPAH € AITOPUTHM 3a U3TPAKIAHE
Y €KCIIEPUMEHTHPAHE Ha CUMYJIAI[MOHHA CHCTEMA 32 MHTErPAIlUsl Ha CEH30PHUTE
JaHHU OT OMOCEH30pUTE B OOJIAK 32 MOHUTOPHHI Ha WHCYJIMHOBHUTE HHUBA HA
MAalMEHTH C JUa0eT Uype3 XUTEPIIIMKEMHUS], XUTIOTJIMKEMUs] 1 HOPMaJIHU HUBA Ha

KpbBHATA 3axap.

6. Ilpennoxen, peanu3upan u BepuduIupana € padoTocrnocoOHOCTTa Ha
aITOPUTHM 3a u3ciieBaHe eexkTuBHOCTTa Ha MHTerparusata va, HTTPS, MQTT

u MQTT-SN.

7. OnpeneneHa W OICHEHA € pabOTOCITOCOOHOCTTa Ha TPOTOKOJIUTE 32
HMHTerpanus Ha ceH3opuu ganau kbM ooak HTTP, HTTPS, MQTT u MQTT-SN
B 3aBHCHMOCT OT Pa3JIMYHU TTapaMeTPH KaTo Opoii makeTH, Opoii TEMU B NTAKETHTE
1 OUTOBE 3a BCSKA TeMa BbPXY CKOPOCTTA (3aKCHEHUETO) Ha TIPEIaBaHUTE JaHHH

KBbM 00J1aKa.



8. VYcranoBeHo e, uye mnpotokoabT MQTT ocurypsiBa Hali-Maiako
3aKbCHEHHME NIPU NPENaBaHE HAa JAHHWUTE, Hall MAJKO HATOBapBa Mpouecopa u
naMeTTa U MMa Hali-MaJIka eHepruiiHa KoHCcyManus. Y craHoBeHo €, ue HTTPS u
MQTT-SN, paboTAT ¢ TO-TOJIIMO 3aKbCHEHUE, MO-TOJISIM Pa3XxoJl HAa CHEPTUS U

HATOBapBaHE Ha MaMEeTTa, MOPaaU JOMbIHUTEITHUTE 0OPaOOTKH.
Ipunoosicnu npurnocu

9. IlpennmoxkxeH € Mojael W Ch3JaJeHa TeCcToBa HWH(POPMAIIMOHHO-
M3MEpBaTeIIHA CHCTEMA 3a U3CIICIBAHE MHTETPAINATa MEXTY CEH30pHA MpeXa U
o0Jak, Upe3 KOSTO € MPOBEACHO € EKCTIEPUMEHTATHO U3CIIeIBaHe, BKIIt0UBAIIo 17

CIICHApHSI.

10. Pa3paboTenu ca kogoBe Ha Python 3a ekciepuMeHTaHU U3CIIeIBaHUS

Ha niporokoaute HTTP, HTTPS, MQTT u MQTT-SN.

[Io Moe MHeHue HM30pOEHUTE MPUHOCH W NPETEHIMUTE Ha aBTOpa ca

OCHOBATCJIIHU U Ca IPUAPYKCHHU C 00uJICH A0Ka3aTCJIICTBCH MAaTCpHUall.

4. 3abenexkn 1 NpenopbKu

Karo usano aucepTaiOHHUAT TPYJl € HalucaH 100pe U opOpMEH Cropen
MouTe pa3OupaHusi 3a HayyeH Te3uc. MIMa HsAKoM ApeOHU HEeIOTJIeHKIAaHUS.
Hanpumep na ®wur.1.24. ,Tomosiorum 3a CEH30pPHM MPEXKHU“ ca pa3MEHEHU
MecTaTa Ha JIbPBOBUIHATA W 3BE3/I0BHUJIHATA TOIOJIOTHS; NMAa Pa3MUHABAHE Ha

HOMCpara Ha CTPaAHUIIUTC B C’bI[’bp)KaHI/IC U TCKCTA.

[Ileure na e mo-pazdbupaemo, ako TeMmreparypHute ganHu Ha ¢wur. 3.11 ca B
rpagycu o Llens3uii, a He mo dapenxant. ToBa MOXKe 1a CTaHE JIECHO KaTO OT

naHHKATE B Koza Ha Matlab na ¢wur. 3.12 ce uzBaau 32 u ce ymHoxkat o 5/9.

bux npenopsuan Ha mHk. Maptun Ilangypcku na ce opueHTHpa KbM
YCBBBPILIEHCTBAHE HA CHOCOOHOCTUTE CH B 00J1aCTTa HA CEH30PUTE U CEH30PHUTE

MPEXKH.



5. MNybankaunm

B marepuanuTe KbM JAUCEPTAIMOHHUS TPYA UHK. Maptun ITanmaypcku e
MPEACTaBHI CIUCHK C JAEBET Hay4YHHU MyOIMKAIMH, IIET OT KOUTO B ChABTOPCTBO
ca myonukyBanu B Scopus u Web of Science. Toa e eana MHoro mo0pa

aTecTarus 3a MyOJMKaIlMOHHATa aKTUBHOCT Ha WHXK. MapTus [lanaypcku.
3ak/IloueHue:

[Ipenyoxenara nucepranys UMa KadyecTBAa, KOUTO CE€ MOTBBPKIABAT OT
IoJydyeHurTe pesyirard. [IpegocraBeHure MM Marepuaid ca JOCTaThYHU 3a
MOKpUBaHE Ha Kpurepuute U u3uckBanuara Ha HAIIMJI. ToBa mu naBa
OCHOBaHHE Ja Mpeuioxka Ha HaydHOoTo Xypw na mpuchau Ha WHXK. MapTul
[Tanaypcku oOpa3oBaTeHO-HayYyHATa CTEIEH ,,JJoKkTop” B 00J1acT Ha BUCIIETO
oOpazoBanue 5.3. KoMyHUKallMOHHa U KOMMOIOThpHA TeXHUKa - KommioThpHH

KOMIIJICKCH CUCTCMHU U MPCKHU.

27.02. 2022 /mipod. nrH. urk. [leTbp Amoctosos/



REVIEW

by Prof. Dr. Petar Stoyanov Apostolov

of dissertation for awarding the educational-scientific degree "Doctor", scientific
specialty 5.3. Communication and computer technology - Computer systems and

networks

on the topic: Research of the possibilities for integration of the sensor

networks in cloud structures
PhD student: Eng. Martin Nikolov Pandurski

Scientific adviser: Ch. Assistant Professor Dr. Philip Tsvetanov

1. Data for the doctoral student

Eng. Martin Nikolov Pandurski was born in Blagoevgrad in 1991. He
graduated from high school N 7 Kuzman Shapkarev in 2010 at 7 High School in
Blagoevgrad. Since 2010 he has been graduating from SWU "Neofit Rilski" as

follows:

Computer Systems and Technologies - Bachelor;

Informatics - Master;
Computer Systems and Technologies - Master;

Electronics - Master.

Since January 2018, Eng. Martin Pandurski is a full-time doctoral student
in the Department of Communication and Computer Engineering and Technology
in specialty 5.3. Communication and computer technology - Computer systems

complexes and networks.



2. Relevance of the PhD thesis

If we imagine the communication technique as a living organism, then the
sensors are its senses, and the sensory networks are its nervous system. This
direction of communication technology is constantly evolving. New technologies,
mathematical models, technical means are being created and new perspectives in
the development of this scientific and technical field are emerging. The main task
IS to improve the parameters of the sensors, such as their sensitivity,
miniaturization, and energy efficiency, speed of data transmission, protection
against malicious access, expanding applications for civil and military purposes
and more. The studies of the possibilities for integration of sensor networks in
cloud structures described in Martin Pandurski's dissertation are up-to-date and in
accordance with the modern tendencies of development of this field of

communication technology.

3. General characteristics of the PhD thesis

The dissertation is developed in three chapters, introduction and conclusion
with a volume of 182 pages of standard text, including figures, graphs, tables,
formulas and applications. The bibliography includes 155 titles in English (144)

and Bulgarian (11), including links to electronic publications.

The introduction is introductory in the field of sensors and wireless sensor
networks (BSM). The perspective of the cloud structures in applications in
industry, households, healthcare, ecology, agriculture, defense, etc. is

emphasized.

In the First Chapter "Analysis of modern approaches to the creation and
management of wireless sensor networks" the doctoral student has made a
detailed and in-depth presentation of the tools and approaches in constructing a
modern wireless sensor network. Types of sensors, perspectives for their

development, types of structures and topologies of BSM, security of sensor



networks are considered. The advantages of ZigBee technology for creating a

communication architecture of BSM are highlighted.

Two examples are presented that illustrate the theoretical exposition. The
energy efficiency of a sensor network with cluster topology in the location of the
sensors at random on a certain area has been simulated. The energy dependences
of two variants of the LEACH protocol with corresponding conclusions were
studied.

The communication efficiency of sensor networks in different topologies
with XBee modules was studied with the software product Radio Range Test.

Research confirms the effectiveness of the cluster topology.
At the end of the chapter are formulated, the tasks of the dissertation:

1. Research and analysis of modern methods for creating and sensor

network management.

2. Analysis of the protocols and problems of integration of sensor networks

with cloud structures.

3. Physical construction of the sensor network-cloud structure and
developing an algorithm for efficient sensor integration data by receiving,

transmitting, visualizing and analyzing data data from sensor devices.

4. Research, simulation and physical security of the transmitted sensory
data in a cloud structure. 5. Assess the impact of protocols and mechanisms
providing a service for integration into the sensor network system - cloud, on the

efficiency of providing data packets.
The applied research methods for achieving the set goals are defined.

Chapter two "Models and algorithms for integration of sensory data in
cloud structures” is a reference to the original part of the dissertation. Modern

solutions for storage and processing of sensor data, integration of sensor data in



cloud structures, protocols for communication and data transmission between
sensor networks and cloud platforms, integration of sensor data in a cloud
structure, sensor data security management and methods for sensor data are

systematically described study of sensor networks.

The doctoral student has demonstrated a thorough scientific approach and
knowledge. The description is accompanied by an impressive number of figures,
tables and cited literature sources. Collision probability data transfer with random
distribution and algorithm for authentication of access to sensor networks based
on MQTT protocol are analytically described. An analysis of five schemes for
data transmission in the sensor-cloud system depending on the sources of the
wireless signal was performed. The main protocols for communication and data
transmission between sensor networks and cloud platforms HTTP and RESR,
RESTfull, MQTT, MQTT SN, CoAP, AMQP and DDS are considered.

At the end of Chapter Two the doctoral student presented the methods for
researching wireless sensor networks, the simulation tools used and proposed a
methodology for conducting computer-based simulation research to solve the

tasks in the dissertation.

In Chapter Three "Exploring Some Possibilities for Integrating Sensory
Data into Cloud Structures” is the original part of the dissertation. To conduct
experimental research and simulations, the PhD student successfully focused on
using a professional Digi XBee Cloud Kit to develop personal web applications.
In his research, the doctoral student has demonstrated a remarkable engineering
approach and accuracy. Some of the results have been published in journals and
conference reports, which gives additional publicity to the topics developed in the

dissertation.

The methodology for the integration of a sensor network for data collection

and sharing is described, the security of the transmitted sensor data, a sensor



network for measuring insulin levels, the influence of the protocol on the

integration of sensor data to the cloud are experimentally studied.

The PhD student has demonstrated remarkable skills in the use of
programming languages such as Phyton, Matlab and data processing. The
conducted experiments and simulations were performed correctly and are

illustrated in a significant number of figures, tables and computer programs.

The topic of the dissertation coincides and significantly develops the study
material in the disciplines "Sensors and sensor networks" in the Department of
Communication and Computer Engineering and Technology at the Technical
Faculty of SWU "Neofit Rilski". The described simulations and experiments with

the Digi XBee Cloud Kit can be used to students’ education.

At the end of the dissertation the doctoral student has stated claims for the

following scientific-applied and applied contributions (I quote).
Scientific and applied contributions

1. An algorithm for studying the communication efficiency of sensor
networks in different topologies has been proposed and practically implemented.
The results show that in the cluster topology received packets and delays have

minimal losses.

2. An algorithm for energy efficiency of sensor networks with cluster
topology and protocols LEACH, LEACH-N and LEACH-H is proposed and
studied. The results show that LEACH-H is the most energy efficient.

3. An algorithm for integrating sensory data in the Things Speak cloud
through REST based web services and the HTTPS protocol using the request-
response method has been proposed and implemented.

4. An algorithm for checking the security of the transmitted sensor data with
the MQTT protocol in the ThingSpeak cloud, using the TLS protocol and a data



stream implemented with Node-RED has been proposed, experimented and

verified.

5. An algorithm for construction and experimentation of a simulation
system for integration of sensory data from biosensors in the cloud for monitoring
insulin levels of patients with diabetes through hyperglycemia, hypoglycemia and

normal blood sugar levels has been proposed, implemented and verified.

6. The operability of an algorithm for studying the efficiency of the
integration of, HTTPS, MQTT and MQTT-SN is proposed, implemented and

verified.

7. The performance of the protocols for integration of sensor data to cloud
HTTP, HTTPS, MQTT and MQTT-SN is determined and evaluated depending
on various parameters such as number of packets, number of topics in packets and

bits for each topic on the speed (delay) of transmissions data to the cloud.

8. The MQTT protocol has been found to provide the least data delay, the
least CPU and memory load, and the lowest power consumption. It was found that
HTTPS and MQTT-SN work with greater delay, higher power consumption and

memory load due to additional processing
Applied contributions

9. A model is proposed and a test information-measuring system is created
to study the integration between the sensor network and the cloud, through which

an experimental study was conducted, including 17 scenarios.

10. Python codes have been developed for experimental studies of the
HTTP, HTTPS, MQTT and MQTT-SN protocols.

In my opinion, the listed contributions and claims of the author are well-

founded and are accompanied by abundant evidence.



4. Remarks and recommendations

In general, the dissertation is well written and shaped according to my
understanding of the scientific thesis. There are some minor oversights. For
example in Fig.1.24. "Topologies for sensor networks™ are the places of exchange
of the tree and star topology; there is a mismatch between the page numbers in the
Table of Contents and the text.

It would be more understandable if the temperature data in fig. 3.11 are in
degrees Celsius, not Fahrenheit. This can be done easily as from the data in the
Matlab code in fig. 3.12 subtract 32 and multiply by 5/9.

| would recommend to Eng. Martin Pandurski to focus on improving his

skills in the field of sensors and sensor networks.

5. MNybankaunm

In the materials for the PhD thesis, Martin Pandurski presented a list of nine
scientific publications, five of which were co-authored in Scopus and Web of
Science. This is a very good attestation for the publishing activity of Eng. Martin

Pandurski.
Conclusion:

The proposed dissertation has qualities that are confirmed by the results
obtained. The materials provided to me are sufficient to meet the criteria and
requirements of NACID. This gives me grounds to propose to the Scientific Jury
to award Eng. Martin Pandurski the educational-scientific degree "Doctor" in the
field of higher education 5.3. Communication and computer technology -
Computer systems and networks.

27.02. 2022 /prof. ScD Peter Apostolov/



