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BBPXY AUCEPTALMOHEH TPYA 3a MoJyyaBaHe Ha 0Opa3oBaTeIHaTa U Hay4YHa CTENeH “TOKTOp”
10 HayyHa crenuaiHocT: " KoMNITbPHH CHCTEMHU, KOMILIEKCH U MpeKu''
B podecroHanHo HanpasieHue: 5.3 KoOMyHMKallMOHHA U KOMIIIOTbPHA TEXHUKA

ABTOp Ha nucepraunoHHus Tpya: MapTun Ilanaypcku
Tema Ha gucepranuoHHus TpyA: M3caenBane Ha Bb3MOKHOCTHTE 32 HHTerpanust Ha
CEeH30pHHUTE MPeKU B 00JIAYHHN CTPYKTYPH

MarorBui: gou. A-p uH:k. Arata Xpucrosa ManoJsioBa, @akyinrer no TerekoMyHUKaIWH,
Texuuuecku Yuusepcuter-Codus

1. AKTyaJTHOCT Ha pa3padoTBaHusA MPodIeM

B nocnenHuTte necetmsneTus MMa 3HAYMTENIHO pa3BUTHE B o0OjacTra Ha Oe3KUYHHUTE
KOMYHHUKAIIUOHHU TEXHOJIOTMH, HWH(QOPMAIlMOHHUTE U KOMYHUKAIIMOHHU CHCTEMH,
IPOMMIUICHUSI JW3allH M EeJIEeKTPOMEXaHWYHUTE CUCTEMH, HAachpyaBallld Pa3BUTHUETO Ha
oezxununuTe cenzopuu mpexu (BCM). Uaesra va BCM e na cBbpKar BCUUKU WM BCIKAKBU
YCTPOMCTBA KbM MHTEPHET WM IPYrH CBbp3aHu ycTpoiictea. BCM 1o3BosiBaT CBbP3BaHETO
Ha (U3MYECKU YCTPOWCTBA, CHAOIEHU CHC CEH30pPHU, CNEKTPOHHKA M aKTyaTOpPH, KOUTO Ja
cbOupatr U obmeHaT uHopmauus. Ot npyra crpaHa, xapakrepuctukure Ha BCM kato
HalpyMep HHCKA JIATCHTHOCT, MH()OPMHPAHOCT 3a MECTONOJOXXEHHETO U Teorpadcko
pasnpezeneHue, ca KpUTHYHU 3a Hikou loT mpuinokeHus, BKIIOUUTETHO WHTETUT€HTHU
ceeroapy, ympaBiIeHHE HAa JOMAIHA €HEPIrus M Pa3IMIHPEHa PEaTHOCT. 3a YCHEIIHOTO
BHE/IpSIBAaHE U YINpPaBJICHUE HA TE3U MNPHIOKEHUs, OOJIAYHM H3YMCIUTEIIHM TEXHUKU ca
HE3aMEHUMH, Thil KaTO OCUTYpSIBaT BUCOKU W3YUCIUTEIHH BB3MOKHOCTHU, KAKTO U TOJSIM
KallalUTeT 3a ChbXpaHEHHUe. 3a ChXkKalleHHe, apXuTeKTypH, 6asupanun Ha BCM ca u3npaBeHu
IpeJl pa3jMuHU PUCKOBE 3a CUTYPHOCTTA M IOBEPUTEIHOCTTA, KOMTO MOPaXXJaT CEPUO3HU
oraceHMs 3a MOoTpeduTenuTe. AHAIM3BT HAa CHBPEMEHHHMTE IOAXOIM 3a Cbh3/JaBaHE U
yhOpaBiieHue Ha O€3KMYHU CEH30pHU MpPEXKH, pa3pabOTBAHETO Ha MOJAXOASIIM MOJEIH U
QITOPUTMHU 3a MHTErpalys Ha CEH30pHUTE JaHHU B OOJAaYyHM CTPYKTYpH, KaKTO U
UHTErpanusiTa Ha CEH30pPHUTE JaHHU B OOJauHU CTPYKTYpHU, HaMupaT OTpaK€HUE B
nucepTrauumoHHus Tpya Ha Mar. Maprun Ilanaypekxn. Hayunara o0nact Ha npeicTaBeHus 3a
pELIeH3Hs TUCEPTALMOHEH TPy, 0€3 CBMHEHUE, € 3KIIIOUUTEIHO aKTyalHa, KaTo MMa 3a Ll
Ja TpenoctaBu  MHpopMmanus 3a  oOjayHaTa  apXUTEKTypa, BHEAPSBAHETO H
npousBogutTenHocTra Ha BMC. IlpoyuyBaT ce HSKOIKO NOTEHUMAIHM CLEHapus 3a
npunoxenne Ha BCM u ce o0Chkaa apXUTEKTypaTa 10 OTHOLIEHHE Ha (YHKIMOHATHOCTTA
Ha BCEKHM KOMIIOHEHT. OCBEH TOBa MOAPOOHOCTUTE 3a BHEIPSIBAHETO UM B o0Oyaka ca
IIPEICTaBEHU 3a€HO C YCIYIMTe, KOUTO Mpeasarar.

TemaTta Ha QUCepTALMOHHHUS TPYA NPSAKO Kacae H3CIACABAHETO HA BB3MOKHOCTH H
AIropuTMU 3a e(eKTHBHA padoTa Ha CEH30PHM MpeXH NpPH HHTerpalusita Ha
CEeH30pHHUTE JAHHH B 00JIAYHHU CTPYKTYPH.

2. TlozHaBaHe HA CBHCTOSIHMETO Ha TMpodjeMa M TBOpPYECKa HWHTepIpeTalusi Ha
JIMTepaTypHHUsl MaTepHaJl

JlvcepTalmoHHUS TPyl MTOKa3Ba, Y€ JOKTOPAHTHT MO3HABa J00pEe ChbBPEMEHHUTE MOIXOIU 3a
Ch3/IaBaHE W yIpaBlieHHE Ha O€3)KWYHU CEH30PHU MPEXH U HSKOHM CHITBTCTBAIINA COPTYECPHH
npuioxenus. JlurepatypHusT 0630p ob6xBama 155 U3TOYHUIIM, KHUTH, HAYYHU yOJIMKaIuy,
uHTepHEeT caiitoBe oT 1998 mo 2020 r.



C.HGI[ HaIltpaBCH 00CTOEH aHain3 Ha Haﬁ-CLBpeMCHHHTG IoaAxXo4Ju 3a Ch3JaBaHC H
ylipaBJieHHE Ha 0€3)KMUYHHM CEH30PHHU MPEXH U €KCHEPUMEHTAIHO U3CIIe/IBaHe BIUSHUETO Ha
TOIOJIOTUSTA BBPXY €(PEKTHBHOCTTa Ha KOMYHHKAIIMOHHHS OOXBAaT Ha CEH30pHA MpeXka, B
kpas Ha ['maBa 1, mar. [lannypcku o6ocHOBaBa (pOpMyJIMpPaHETO HA OCHOBHHTE 3aJa4M Ha
JUCEPTALlMOHHUS TPYA:

1. AHaIM3 Ha NMPOTOKOJMTE W NMPoO/eMHTe HA MHTErpPalMATA HA CEH3OpPHHTE
MpeXH ¢ 00/1a4HU CTPYKTYpPH.

2. @du3nuyecko M3rpakaiaHe Ha CTPYKTypa CeH30pHAa Mpexa-o01ak M
pa3spa0doTBaHe Ha AJITOPUTHM 32 e()eKTHBHO MHTErpHUPaHe HA CEH3O0PHU JaHHM 4pe3
npueMaHe, NpeAaBaHe, BH3YAJIH3HMPaHe M AaHAJM3HMPAaHEe HA JaHHU OT CEH30PHH
ycTpoiicTBa.

3. U3caenBaHe, CHMYJIALIMOHHO W (M3MYECKO HA CUTYPHOCTTA HA NpedaBaHUTe
CEeH30pPHH IaHHHU B 00JIa4HA CTPYKTYypa.

4. Jla ce oleHH BJIMSIHHETO HA NMPOTOKOJHMTe W MEXaHM3MHTEe INpPeJoCTaABSALIU
ycJIyra 3a MHTerpanus B CHCTEMAaTa CeH30pHa Mpeika — 00/1aK, BbPXY e)eKTHBHOCTTA
3a MpeJoCTaBsiHE HA AKeTHTE JAHHH.

PemaBanero Ha Taka NPEACTAaBEHUTE 3aJadyd Ha JUCEPTALMOHHUSA TPyId €
IIPEJCTaBEHO B CJICABAILUTE 3 IJIaBH.

3. CboTBeTCTBHE HA HsﬁpaHaTa METOAMKA HA U3CJIeABAaHE C IMOCTaBeHATA 1EJ U 3aaYU
Ha TMCEPTALMOHHUSA TPy

B rnaBa 1 Ha gucepraumoHHus Tpya ca AepuHHpaHM 4 OCHOBHM 3ajlaud M
MOJTyYCHNUTE EKCICPUMEHTAIHH PEe3yATaTd IpearnojiaraT, 4¢ B OCHOBHAaTa CH 4YacT Taka
dbopMynupaHUTe 3aJaud ca U3MbJIHEHU. Pa3paboTeHM M mpencTaBeHH B JUCEPTALMOHHUSA
TpYyA ca:

e ExcrnepuMeHTalHO H3CIe/BaHE €HepruiiHata e(QEeKTUBHOCT Ha CEH30pHa
Mpexa ¢ KIIbCTEpHa TOMOIOTHS.
e Pa3paboreHa exkcriepuMeHTallHa KOMYHUKAllMOHHA apxuTekTypa Ha BCM cbe
ZigBee TexHONOTUsS
e ExcnepuMeHTaNnHO HU3CJIEIBAaHE BIMSHUETO Ha  TOMOJOTHATA  BBPXY
e(eKTUBHOCTTa Ha KOMYHUKAIIMOHHUS 00XBaT Ha Mpexara
e [loaxon 3a nHTErpanus Ha CEH30PHUTE JIaHHU B O0JIayHa CTPYKTYpa, OazupaH
Ha pa3IMyHU CLIEHAPUH 3a MIPeJaBaHe Ha JTaHHUTE
e Meromonoruss 3a HMHTEIPUPAHETO HA CEH30pHA Mpexa 3a CbOUpaHe U
CHOJENsIHE Ha JaHHU 4Ype3 usnoi3BaHe Ha Pub/Sub meroma upe3 REST
6a3upanu ye6 yciyru kbM o6aak Things Speak
e ExcnepuMeHTaHO W3CIeNBaHE CUTYPHOCTTa Ha TNPEIaBaHUTE CEH30pHU
nauuu B ThingSpeak oGnak
e MozenupaHe 1 u3cie/lBaHe Ha CEH30pHA MpeXka 3a U3MEpBaHe Ha NHCYJIMHOBU
HUBA
e ExcrniepuMeHTaHO W3CIIe/IBAHE BJIMSHUETO HA TapaMeTpUTe Ha MaKETHTE
BBPXY 3aKbCHEHHETO Ha MpeIaBaHUTE JaHHU.
OT npencTaBeHUTE pPe3yNTaTH U HAyYHH MyOJMKAIlMH Cle/[Ba, 4e pa3paboTeHUTe MOJEIH Ha
BMC c¢ o6Omauna wHTerpamusi 3a chOMpaHe W CIOJACNISHE Ha JaHHU, CHOTBETCTBAT Ha
MOCTAaBEHUTE 337a4YM Ha AUCEPTAL[IOHHUS TPY/.

4. KpaTka aHAJMTHYHA XapaKTePUCTHKA HA eCTeCTBOTO U OLIEHKA HA JOCTOBEPHOCTTA
Ha MaTepuaJia, BbPXY KOHTO ce rpaasT MPUHOCHTE HA IMCePTALMOHHUS TPYI



JlucepTallMOHHUAT TPYA CbAbpkKa 182 cTpaHMIM, KaTo BKJIIOYBA YBOJ, TPU IJIaBH 3a
pemiaBaHe Ha (QOpMyJIHMpaHMTE OCHOBHM 3ajaud. B kpas Ha palortara ca (opMynupaHu
NPUHOCUTE W TEPCIEKTUBUTE 3a Obaema paboTa, W ca MPHIOKEHH CIHCHIM Ha
M3II0JI3BaHaTa JIUTepaTypa, Ha MyOJaMKalMUTEe O AUCEPTALUATa, C Y4acTUE HAa JOKTOPaHTa.
He ca npencranu U3noia3BaHU ChKpAIEHUs U O3HAYEHMsI, HO KbM JUCEPTALMOHHHUA TPYH ca
IIPEJCTABEHU JOMBIHUTEIHU PUIIOKEHUS C KO KbM MPEACTaBEHUTE MOJIEIIH.

B kpas na ['maBa 1 Bb3 OCHOBa Ha HalpaBeHUs 0030p U MPOBEACHU EKCIEPUMEHTH,
aBTOPBT CH IOCTaBs HIKOJKO LIEIM M 33[Jaud 3a U3II'BJIIHEHHE, HA KOUTO CE JlaBa OTIOBOP B
CJIEJIBAIIIUTE TJIABU.

B I'maBa 2 ca aHanmu3upaHu ca OCHOBHMTE MOJENH 3a NPEICTaBSHE U IpeJaBaHEe Ha
CCH30PHHM JIaHHM, CIEeUUAIM3UpaHu 0a3u oT JaHHM ¢ BpemeBU pepoBe TSBD 3a cenzopuu
JAaHHU M IpoOJeMHTe Ha MHTErpalusra Ha CEH30pHHUTE JaHHM KbM 00JlauHa CTPYKTypa
CTBIIKUTE 32 YIPABJICHUE HA CEH30PHUTE JaHHUTE. ABTOPBT Ae(hUHUPA BBIPOCUTE, CBBP3aHU
C HHTerpauusTa MeXJy CEH30pHaTa Mpexka M oOnauHa cTpykTypa. Ilpeanoxkenu ca u
aHAJM3UpPaHU ca TeT CXEMH 3a MpelaBaHe Ha JaHHUTE B CHCTEMara CEH30p-O0JlaKk B
3aBUCUMOCT HM3TOYHMLUTE Ha Oe3xkuuHus curHaia. IlpaBu ce aHanu3 Ha MozenuTe 3a
ChXpaHCHHE HA CCH30PHU JaHHM: TEeT cjoeH Moaen 6asupan Ha OSI u Tpu Mmozena (¢aitioso,
OJIOKOBO M OOEKTHO ) 3a CbXpaHEHHE Ha JaHHM B CJOS 3a YOpPaBJICHUE Ha JaHHM.
JIOKTOpaHTBT pas3riiexia OCHOBHHUTE IMPOTOKOJIU 32 KOMYHHKAIMS M IpeJaBaHE Ha JaHHU
Mexay ceH3opHu Mpexxku u oonaynu mnatdpopmu HTTP u RESR, RESTfull, MQTT, MQTT
SN, CoAP, AMQP u DDS. M3sicHeHa € ChUIHOCTTAa HAa MHTErpalusTa MEXIy CEH30pHa
Mpexa U oOjaka M OINpelesIeHH MOJIXOAMTE 3a YNPAaBICHHWE CUTYPHOCTTA HA CEH30pHHUTE
JaHHU [P MHTErpalusaTa MM KbM O00JIaK KaTo: MPOEKTUpaHe M pa3paboTBaHE Ha
CHELUANIN3UPAaHU MPEKOBU KOHTPOJEpH, pa3pabOTBaHE Ha MEXAYHApOJIHU CTaHAAPTH,
pa3paboTBaHe Ha CleNUANM3MpaHa XapayepHa 3amuTa. JlehuHupaT ce OCHOBHHUTE PEKUMHU
Ha Ipe/aBaHe Ha JIAHHUTE OT CEH30pUTE KbM CBHPBBPUTE B OOJauHaTa CTPYKTypa U ca
aHaJIM3MpaHU BB3MOKHOCTUTE 3a 3a0aBsHE Ha INpeaaBaHeTo Ha JgaHHHUTE. [IpencraBeHu ca
JITOPUTMHU 32 yJIOCTOBEpsIBAaHE HAa KOMYHHKallUs, Oa3upaHa Ha KOMYHUKALMOHHUS TPOTOKOJI
MQTT, xoilTo mo3BOJsIBA J1a C€ MPOBEPH ABTCHTHYHOCTTA HAa YCTPOHCTBO 0€3 TUPEKTHO
MpeJaBaHe Ha Mapoyara, KakTo M Meroaa 3a 3ammurta Ha gaHHute B MQTT upes TLS
MIPOTOKOJI, YHETO NPUJIOKEHHE IMOBUIIABA HUBOTO HA CUTYPHOCT Ha YAOCTOBEpsSIBaHE 3a
CEH30pHU MPEXKHU.

B rnaBa 3 e mpencraBeHa peajiHa ceH30pHA Mpexa oT XBee MOmyiH, KaTo JaHHU Ce
BU3yaJIM3UpaT, aHAJM3UpPaT U U3Ipamar no meroaa request-response upe3 REST 6a3upanu
ye0 ycnyru u npotokona HTTPS kpm obnak ThingSpeak. [Ipeanokena e u mpakTuuecka
peanu3anys Ha aaropuTbM 3a MHTETpHpaHe Ha CEH30pHM JaHHU B oOmak upe3 REST
6asupanu yed yciayru. Pa3paboreHu ca koj 3a uHTEerpupaHe Ha JaHHu B ThingSpeak upes
Phyton u xox 3a BU3yanu3auus ¥ aHaJU3 Ha CeH30pHMUTE JaHHM upe3 Matlab B ThingSpeak.
[IpennoxeH anropuThM 3a MpenaBaHe Ha ceH30pHM AaHHU upe3 TLS B obOnak ThingSpeak.
[IpennoxkeH Mozaen Ha CEH30pHa Mpeka 3a AMCTaHLMOHHA 3[paBHA IIOMOIL, Ype3
MOHUTOPHHT Ha JHA0ETHOTO CBCTOsIHHE, OaszupaH Ha TexHonorusita loT. Ilpemmoxen u
peanu3upaH € aJropuThbM 3a MPOEKTHPaAHE Ha MOjela U KOH(UTypUpaHe Ha cCHUMYJallMOHHA
CHUCTeMa 3a HWHTEerpanus Ha CEH30pPHHMTE JaHHH OT OHOceH30puTe 3a HaOII0JeHUE Ha
UHCYJIMHOBUTE HUBA. lIpoekTupaHa M NPAaKTUYECKH pEANM3UPaHA € EKCIEPHUMEHTAIHO
n3MepBaTeniHa cuctema oT XBee ycrpoiictBa n obmayna crpykrypa ThingBoard Cloud 3a
U3CIEeABaHE BIUSHUETO HA Pa3IMYHUTE MIPOTOKOJIMU 33 MHTETPALMs HAa CEH30pPHA MpEkKa KbM
o0JaK M OIeHKa ePEeKTUBHOCTTA Ha NpeJaBaHe Ha CEH30pHUTE NaHHU. ABTOPBHT Ipensara
MOJIENI 3a M3CIe/IBaHe Ha MHTErpaluara CEeH30pHAa MpeXka- O0JIak ¢ Pa3JInYHMU MPOTOKOIU
KaTO aHaJW3Wpa OCHOBHM KOMYHHKAIIMOHHW MOJICNIM 3a WHTErpanus- request-response u
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publish-subscribe u pa3paboTeHa METOMOJOTHS 3a OCHINECTBSIBAHE HA HMHTETpaIUsATa
CeH30pHa Mpexa- obnak. [IpoBeneHn ca eKCepUMEHTAIHU M3CJIEIBAaHUs, KOUTO BKIIOYBAT
17 cuenapusi, 3a onpenensae padorocnocobnocrra HTTP, HTTPS, MQTT u MQTT-SN B
3aBHCHMOCT OT Pa3JIMYHK IapaMeTpu KaTo Opoil makeTH, Opoil TeMUu B MaKeTUTE U OUTOBE 3a
BCsIKa TeMa BHPXY CKOPOCTTA (3aKbCHEHHETO) Ha IPEIaBaHUTE IaHHU KbM O0JIaKa.

B npunoxenuero 3.1 ca mageHu KoJoBeTe Ha javascript (M34UCIMTENHA YacT) | html
(Bu3yaiHa 4acT) KbM cuMynaTopa packet tracer. B mpunoxenuero 3.2 e mpeacTaBeH Ko 3a
HTTP xknmeHT, OT KOWTO ce cbhbOuUpaT JaHHUTE 3a W3MPATCHUTE IAKETH, JIOKATO 3a
npopummpanero Ha MQTT, ce u3non3Ba ocBeH koza, W kiaueHTckust maker Eclipse Paho
MQTT. B nmpunoxenue 3.3 e npeAcTaBeH kKoja 3a GyHKIHS 3a CBbP3BaHE U MPEKbCBaHE, 32
na ce 3apenu npeaBaputenHo MQTT kimeHTa ¢ BCUYKH WICHTH(PUKAIMOHHU JAaHHU, OT
KOHUTO c€ HY)KJae, 3a JIa ce CBbpKe ¢ 00JaKka, Taka 4e UJIeHTU(PUKALNOHHUTE JaHHH J1a MOTaT
Ja ce M3MO0J3BaT IMOBTOPHO BBB BCEKM LUKBJI Ha H3MepBaHe. B mpmioxenue 3.4 ca
MIpe/ICTaBEHU EKCIIEPUMEHTAIHH JaHHU OT 17 pa3nuyHu clieHapHsl.

5. HayyHnu n/uim HAyYHONPUIIOKHY NPHUHOCH HA 1M CEPTALMOHHUS TPYA

Hucepranusta uMa TMPWIOKEHH XapakTep W MPUHOC B IIOCOKAa M3CJIEIBAHETO Ha
BB3MOKHOCTH U aJITOPUTMHU 32 e(peKTUBHA pab0oTa HAa CEH30PHU MPEKHU IPU UHTErpanusTa Ha
CEH30PHHTE JIaHHH B 00JaYHU CTPYKTYPH.
OCHOBHUTE MPUHOCH HA JAMCEPTALUATa MMAT OCHOBHO HAYYHONPWIOXKEH U HPUIOKEH
XapakTep ¥ MOTaT J1a ce 0000IIAT 1O CIICAHNUS HAuWH:

a) Hay4HOIpPUIIOKHUTE TPHHOCH

e JlpennokeH ¥ NPAKTUYECKHM pEAIM3UPAH € QITOPUTBM 3a H3CIEABaHE
KOMYHHMKAIlMOHHA €(QEKTUBHOCT HAa CEH30PHU MpPEXHU IMpU pa3IudyHU
Tonojoruu. Pesynrature mokassar, 4ye IpU KIIBCTEPHATa TOIOJOTUS NPUETH
MAKETU U 3aKbCHEHUS Ca ¢ MUHUMAJIHU 3aryou.

e [IpemiosxeH u U3CieaABaH € aJITOPUTHM 33 €Heproe()eKTUBHOCTTa Ha CEH30pHU
Mpexu ¢ kirpctepHa tononorus U nporokonn LEACH, LEACH-N u LEACH-
H. Pesynratute nokassat, ue LEACH-H e Haii-eHepruiino eexTHBeH.

e [IpemioxkeH u pealn3upaH € alrOpUThM 3a UHTETPUPAHE HA CEH30PHU JIaHHU
B 001ak Things Speak upe3 REST 6a3upanu ye0d ycimyru u nporokoia HTTPS
1o MeToa request-response.

e [IpemoxxeH, eKCIepUMEHTUPAaH U BepUUIMPAH € aJrOpUTHM 3a MPOBEpKa
CUTYpHOCTTA Ha NpeaBaHUTe CeH30pHH JaHHU ¢ nporokoia MQTT B oGnak

ThingSpeak, upe3 nmporokon TLS u motok Ha manHu peanusupan ¢ Node-
RED.

e Ilpennoxen, peanuszupaH U BepUPHUIUPaAH € AITOPUTHBM 3a U3TPAXKIAAHE U
€KCIIEpUMEHTHPAHE Ha CUMYJIAIIMOHHA CUCTEMa 3a UHTErPalls Ha CEeH30PHUTE
JAaHHU OT OMOCEH30pUTE B O0JIAK 32 MOHMTOPUHT Ha MHCYJIMHOBUTE HUBA HA
MAUEHTH ¢ IUadeT uype3 XHUIEePTIUKEeMHUs, XUIOTJIMKeMHs] 1 HOPMaJIHU HUBA
Ha KpbBHATa 3axap.

o Ilpennoxen, peanu3upaH W BepuduIpaHa € pabdOTOCIOCOOHOCTTAa Ha
ATOPUTBM 3a M3cieBaHe e(peKTUBHOCTTa Ha uHTerpamusra Ha, HTTPS,
MQTT u MQTT-SN.

e OrmpeneneHa ¥ OlEHEHA € pabOTOCTIOCOOHOCTTa HA MPOTOKOJIHUTE 3a
WHTErpanus Ha ceH3opHu AanHu kbM obnak HTTP, HTTPS, MQTT u MQTT-
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SN B 3aBHCHUMOCT OT pa3JIMYHU MapaMeTpu Kato Opoil maketu, Opol TeMH B
MaKeTuTe W OWTOBE 3a BCSKAa TeMa BBPXY CKOpPOCTTa (3aKbCHEHHETO) Ha
IIpelaBaHUTE JIaHHU KbM O0JIaKa.

b) IlpunoxxHu npuHOCH

L4 HpezmoxceH € MOJCHI U Ch3JaJC€Ha TECTOBA I/IH(i)OpMaI_[I/IOHHO'I/I3MepBaTCJ'IHa
CHUCTEMA 3a MU3CJICABAaHC MHTCrpanusaTa MEXAY CECH30pHA MPEKa U O6J'IaK, upe3
KOATO € HpPOBCACHO € CKCICPUMCHTAJIHO HU3CJICABAHC, BKJIKOYBAIIO 17
COCHapu:.

e [IlpennoxxeH Mozen Ha CEH30pHA MpeXa 3a IUCTAaHLMOHHA 3paBHA IOMOMI,
Ype3 MOHUTOPHHT Ha AMa0ETHOTO ChCTOsSIHUE, Oa3upan Ha TexHonorusTa [oT.

L4 HpeI[J'IO)KeH MOJZCII Ha CUMYJIallMOHHA CUCTEMA 3a UHTErpalivsd Ha CEH30PHUTC
JaHHHU OT 6I/IOCGH30pI/ITe 3a Ha6J'II-O,Z[eHI/I€ Ha MHCYJIMHOBUTC HUBA.

6. Onenka 3a cTeneHTa Ha JJUHYHOTO ydyactue Ha fUCEPTAHTA B IPUHOCUTE

[IpenoctaBeHUAT MU 3a PELEH3HsS TUCEPTAIIMOHEH TPYA OE3CHOPHO ChAbPKA HAy4HO-
MPUJIOXKHH U TIPHIIOKHU TIPUHOCH, KaTo T€ ca MPEACTaBEHH Ha HaydHH (popymu B bbiarapus u
yy)kOWHA WM B JPYI'M HAYYHH WM3JaHUS M ca MOJYYHJIM HEOOXoJumara MmyOJIMYHOCT U ca
OWIM peleH3UpaHd OT HE3aBUCHMHM peleH3eHTH. [0 aucepranmsara ca HampaBeHH ooOmpo 9
nyOJIMKAallMd B CHAaBTOPCTBO W €HA CAMOCTOSTENIHA, OT KOMTO | Ha OBJIrapcKu €3WK,
OCTaHAJIUTEe Ha aHTJHICKU e3uK. [ler or myOmukamuu ca pedepupanu B Scopus, Web of
Science, nBe B HALIW/I, n1Be B MeXayHapoaHu BTopuuHU 0a3u oT maHHu Google Scholar,
EBSCO, Crossref, Publons, DOAJ. Ilyonukanusrta mox Homep [Al] e B crmcanue ot Q3 ¢
SJR 0.18. I[Iy6nukanusta noa Homep [A4] e renepupana 4 nurara, a myoaukamusata [A5]
uMa eluH 3a0eNsa3aH IMTAaT, KOETO J0Ka3Ba MPHIOKHMOCTTa Ha TUCEPTAL[HOHHUS TPYI U
OlLlICHKaTa Ha MEKIAyHapoJHaTa HaydHa OOIIOCT 3a MPHHOCA HA JUCCPTAIMOHHHS TPYI U
paboTara Ha JOKTOpPAHTA.

7. Ilpenenka Ha NyOJIMKANMUTE 110 AUCEPTALMOHHUA TPYI

[To mucepranmsara nMa eaHa caMoCTosATeNHa myOnukanusa. Hanpasenure 9 myOnmkanuu mo
AucepTalMoHHus Tpya ca B meprozaa 2018 - 2020 r.: 1 crarust B ciucanue “ International
Journal of Online and Biomedical Engineering”, unaekcupano B Scopus, Web of Science ¢
SJR 0.18 u kBaptun Q3; 1 crarus B cmucanue ,,Multidisciplinary Journal of Science,
Education and Art“, ungekcupano B 0Oa3zara manuu Ha HAILIUJ], 1 cratus B cnucanue
,»Technium: Romanian Journal of Applied Sciences and Technology*, nunexcupana B Ebsco,
Google scholar, Crossref, Publons, DOAJ. 6 cratuu ca B COOpHHIIM JOKJIAIH, IPEJACTABCHU
Ha MEeXJIyHapOJHU WM TaKWBa C MEXIYHApOJIHO yyacThe HaydyHU KoHpepeHuu. OT TaX 3
OT Te3u MyOJMKallMKM ca MHAEKcHpaHu B Oazara Scopus. Ilocouenute Tpynose mo Opoil u
MACTO Ha NyOJMKyBaHe IOKpPHBAT H3LSJIO M3MCKBaHMATA 3a npugobuBane Ha OHC

» LOKTOp”.
8. U3nosn3BaHe HA pe3yJTATHTE OT AMCEPTANUATA B HAYYHATA U COLMATHATA NPAKTUKA
Hama

9. MHeHMs1, IPeNOPBKHU U OeJIeKKH
JlucepTaHThT € AOCTUTHAN A0 HMHTEPECHH HAy4YHO-TIPUJIOKHHU pe3yaraTH. O4eBHIHO €
rOJISIMOTO TOJI€ 32 TSIXHOTO MPAaKTUYECKO MPUIOKEHHE BbB BCEKHIHEBHHUS KUBOT.

[lo orHomIeHMe Ha mpejAcTaBeHaTa (PUHATHA BEpCUS HA JUCEpTAlMsITa MMaM CIeIHUTE
OeneXKU U BBIIPOCH:
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a)

b)

[IperopbunTenHo €, 0coOeHO 3a MyOJMMKAlMM B MEXAYHAPOIHU H3MAAHUS U
ungekcupanu B Scopus/Web of Science na ce mcka mo3BOJEHHETO HA OPUTHHATHHS
aBTOD 3a U3MoN3BaHe Ha Gurypu u rpaduku. TakaBa nHpoOpMaLKs HE € IPEeJOCTaBeHA
3a HACTOSIaTa IUCEPTALIUS.

B rmaBa 1, touka 1.8, MOKTOpaHTHT MpaBU BaXKeH W3BOA. ,,BakeH mpobiem mpu
CCH30pHUTE MPEXH € TeHEPHUPAHETO Ha OrPOMHO KOJMYECTBO CEH30PHHU JIaHHWU,
OrpaHUYEHATa M3YMCIIMTEHA MOIIHOCT M OTPAaHMYCHHS KalalUTeT Ha CEH30pHHUTE
MpEXH, a OT TaM JApYyr MNpobiieM CBbpP3aH C KMBOTa Ha Mpexara. MHTerpamnusrta
MEXy 00TaYHUTE CTPYKTYPU U CEH30PHUTE MPEXKH J1aBa Bb3MOXKHOCT 32 PelIeHHE Ha
TO3W TpoOJieM, KaKTO M 3a ChXpaHEHH W o0paboTka Ha chOpaHUTE HaHHH, Oe€3
W3JIMIITHO OCKBIIIBaHE ceOECTOMHOCTTa Ha CEH30pHHUTE Mpexu . B chiiara rimasa ce
pasmiiexaar M pa3iMYHUTE BUAOBE OE€3KUYHM CEH30pU, KOUTO TeHepHupar
XETEepPOreHHU CUTHAIU. B3eTo u € B mpeaBuja B MPEASIOKEHUTE YyBCTBUTEIHU KbM
BpemeTto [oT mpuiioskeHus, U3cielBaHu B I1aBa 2 U 3, BIUSHUETO Ha pa3HOpPOJHATA
HaTypa Ha CUTHAJIUTE M Kak TOBa OM TNPOMEHWIO BPEMEBUTE IapamMeTpu |
pasmpeneaeHeTo Ha €eHepTUiHUTE pecypcu?

dopmynute B [1aBa 2, He ce 0OSICHCHH SICHO B TEKCTa M HE CTaBa SICHO KOUM € TEXHUSAT
nbpBou3TOYHKMK. Hampumep (2.29) u (2.30).

Komupanero Ha Koa B JMCEPTAlMOHHUS TPyA He ¢ Heobxomumo (ciara ce B
NpUIOKEHHsATa) - Harnpumep ¢ur. 3.12. B HayuHu Tpya0Be NpU HEOOXOAUMOCT CTE
3ajara rceBJo-KoJ.

B rnaBa 3, touka 3.4.4 ce u3cineaBa ajaropuThM 32 U3CIEABAHE CUTYPHOCTTa Ha
MpeJaBaHNuTEe TaHHU OT CEH30pHAa MpeXka KbM O0JIaK, KaTo B CTHIIKA 7 ce MpoBepsiBa
paboTocrnocoOHOCTTa HA AITOPUTHhMA 3a MpeJaBaHe HAa KPUNTHUPAHU TaHHH, YUUTO
pe3yiaru ca OT 0coOeHa BaKHOCT, Thi KaTO aTaku BbpXY jgoBepueto upe3 SSL/TLS-
KpUTNITUPaHUs TpaduK Beye ca 4eCTO CpelllaHd M HapacTBAT MO Y€CTOTa U CIOXKHOCT.
HuckopuckoBust xapaktep u noayiaspHoctta Ha SSL/TLS rapantupa, 4e Tte3u
TEHJCHIMH 1Ie NPOABIKAT, H3JIaraiku OpraHu3alMUTe Ha pPUCK OT TNPOOUB,
HEYCIICIIHU OJUTH W HeIUIaHWpaHu Oyiokupanusi (downtime) Ha cucremara. B
MIPEJICTaBEHUs] EKCIIEPUMEHT He ce MpaBH ONHUT Jia ce Mpobue u30paHus IPOTOKOI 3a
CUTYpHOCT, 3a JIa ce JOKaxxe HeroBara e(peKkTUBHOCT. MiMa nmu antepHatuBh Ha TLS
npotokona? TbhH Karo mo-rosisiMaTa YacT OT ChBPEMEHHHUTE KPHUNTOrpadcku
AITOPUTMU Ca TPOCKTHPAHH 3a HACTOIHH/CHPBBPHH CpPEAHW, MHOTO OT TE3H
ITOPUTMU HE MoraT Aa ObJaT BHEJAPEHU B yCTpoiicTBaTa, u3noi3BaHu or BCM.
Koraro TtekymuTe ainropuTMH MOraT aa ObJaT NPOEKTUPAaHU Ja C€ BIHUIIAT B
OTpaHUYEHUTE pECypCH Ha OrpaHUYEHHUTE CpPEeAH, TAXHATa MPOU3BOAUTEIHOCT
OOMKHOBEHO He ¢ mpueminBa. M3cnensana u e uaesta 3a Lightweight Cryptography:
Masanobu Katagi and Shiho Moriai, Lightweight Cryptography for the Internet of
Things, Sony Corporation, 2008.

HanpaBeHHTe 3a0€JIe)KKH He OMaJIoBa)kaBaT 3HAYMMOCTTAa Ha PE3YITATUTE.

10. 3akauenune

HMucepranusata Ha Maptun Ilangypckn ce oTim4aBa € peaMma  JOCTOMHCTBA B
eKCIIepUMEHTaIHO-IpuIoKeH MiaH. Karo msio aucepTanMoHHUAT Tpya u3gaBa go0Opa
KOMIIETEHTHOCT I10 TIOCTaBeHaTa TeMaTHKa U CJIe]] HalpaBeHUTe 3a0eNeKKH U KOMEHTATH I11e
orroBapsi Ha u3nckBanuaTa Ha 3PACPb u Ha [lpaBunnanka na FO3Y «Heodut Punckm» 3a
IpwiaraneTo My. Bb3 OCHOBa Ha TOpPENOCOYEHUTE JOCTOMHCTBA M IPUHOCHM Ha
JTUCEPTALIMOHHMS TPYyJ, CUMTaM, Y€ ca JOCTaThYHO OCHOBaHWE 3a npuchxkiaaHe Ha OHC
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»»JJOKTOp** IO HayyHaTa CIENUuaIHoCT ,,KOMIIOTBPHU CUCTEMHU, KOMILJIEKCH U MPEXU** Ha Mar.
nmwk. Maptus [Taanypcku. 3aToBa npejyiaraM Ha yBakaeMUTE WieHOBe Ha HaydHOTO Xypu
J1a ce MPUCHEIUHAT KbM MOSTA MMOJOKUTETHA OLICHKA U Ja riacysar ¢ ,,JJA%.

31.03.2022 r. IMonmnuc:
/mon. n-p Arara MaHosoBa/

Review

on the dissertation work for obtaining the educational and scientific degree ,,Doctor”
Author of the thesis: MSc. Eng. Martin Pandurski



Title of the thesis: INVESTIGATION OF THE POSSIBILITIES FOR INTEGRATION OF
SENSOR NETWORKS IN CLOUD STRUCTURES

Reviewer: assoc. prof. Agata Hristova Manolova, PhD, Faculty of Telecommunications,
Technical University of Sofia

1. Actuality of the problem investigated in the PhD thesis and tasks, developed in
the dissertation
In recent decades, there have been significant developments in the field of wireless
communication technologies, information and communication systems, industrial design and
electromechanical systems promoting the development of wireless sensor networks (WSN).
The idea of WSN is to connect all or any devices to the Internet or other connected devices.
WSN allow the connection of physical devices equipped with sensors, electronics and
actuators to collect and exchange information. On the other hand, WSN features such as low
latency, location awareness, and geographic distribution are critical to some loT applications,
such as smart traffic lights, home power management, and augmented reality. For the
successful implementation and management of these applications, cloud computing
techniques are indispensable as they provide high computing capabilities as well as large
storage capacity. Unfortunately, WSN-based architectures face various security and privacy
risks that raise serious concerns for users. The analysis of modern approaches for creation
and management of wireless sensor networks, the development of appropriate models and
algorithms for integration of sensor data in cloud structures, as well as the integration of
sensor data in cloud structures, are reflected in the dissertation of Mag. Martin Pandurski.
The scientific field of the dissertation submitted for review is, without a doubt, extremely up-
to-date, aiming to provide information about the cloud architecture, implementation and
productivity of the WSN. Several potential scenarios for the application of WSN are explored
and the architecture regarding the functionality of each component is discussed. In addition,
the details of their implementation in the cloud are presented together with the services they
offer.
The topic of the dissertation directly concerns the study of possibilities and algorithms
for efficient operation of sensor networks and the integration of sensor data in cloud
structures.

2. Degree of knowledge of the problem

The dissertation shows that the doctoral student is well acquainted with modern
approaches to the creation and management of wireless sensor networks and some related
software applications. The literature review covers 155 sources, books, scientific
publications, websites from 1998 to 2020.

After a thorough analysis of the most modern approaches to the creation and
management of wireless sensor networks and experimental study of the influence of topology
on the efficiency of the communication range of a sensor network, at the end of Chapter 1,
Mag. Pandurski substantiates the formulation of the main tasks of the dissertation:

1. Analysis of protocols and problems of integration of sensor networks with
cloud structures.

2. Physical construction of a sensor network-cloud structure and development of
an algorithm for effective integration of sensor data by receiving, transmitting,
visualizing and analyzing data from sensor devices.
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3. Research, simulation and physical security of the transmitted sensor data in
the cloud structure.

4. Evaluation of the influence of the protocols and mechanisms providing service
for integration in the sensor network network - cloud, on the efficiency for providing
the data packets.

The solution of the presented tasks of the dissertation is presented in the next 3
chapters.

3. Correspondence of the chosen research methodology and the set objective and
tasks of the thesis with the achieved contributions

Chapter 1 of the dissertation defines 4 main tasks and the obtained experimental
results suggest that in the main part the tasks formulated in this way are fulfilled. Developed
and presented in the dissertation are:

» Experimental study of the energy efficiency of a sensor network with cluster
topology.

* Developed experimental communication architecture of WSN with ZigBee
technology

» Experimental study of the influence of topology on the efficiency of the
communication range of the network

» Approach for integration of sensor data in the cloud structure, based on different
scenarios for data transmission

» Methodology for integrating a sensor network for data collection and sharing using
the Pub / Sub method via REST based web services to the Cloud Speak cloud

» Experimental study of the security of transmitted sensor data in ThingSpeak cloud
* Modeling and research of a sensor network for measuring insulin levels

» Experimental study of the influence of packet parameters on the delay of transmitted
data.

From the presented results and scientific publications it follows that the developed
models of WSN with cloud integration for data collection and sharing correspond to the tasks
of the dissertation.

4. Short analytical characteristics of the thesis

The dissertation contains 182 pages, including an introduction, three chapters for
solving the formulated main tasks. At the end of the dissertation, the contributions and
perspectives for future work are formulated, and lists of the used literature, of the
publications on the dissertation, with the participation of the doctoral student are attached.
Abbreviations and notations used are not presented, but additional applications with code to
the presented models are presented as part of the dissertation.

At the end of Chapter 1, based on the review and experiments, the author sets several
goals and objectives for implementation, which are answered in the following chapters.

Chapter 2 analyzes the main models for the presentation and transmission of sensor
data, specialized TSBD time series databases for sensor data and the problems of integration
of sensor data into the cloud structure, the steps for sensor data management. The author
defines the issues related to the integration between the sensor network and the cloud
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structure. Five schemes for data transmission in the sensor-cloud system depending on the
sources of the wireless signal are proposed and analyzed. An analysis of the sensory data
storage models is performed: five OSI-based five-layer model and three models (file, block
and object) for data storage in the data management layer. The PhD student discusses the
basic protocols for communication and data transmission between sensor networks and cloud
platforms HTTP and RESR, RESTfull, MQTT, MQTT SN, CoAP, AMQP and DDS. The
essence of the integration between sensor network and cloud is clarified and the approaches
for managing the security of sensor data in their integration to the cloud are defined, such as:
design and development of specialized network controllers, development of international
standards, development of specialized hardware protection. The main modes of data
transmission from the sensors to the servers in the cloud structure are defined and the
possibilities for delaying the data transmission are analyzed. Algorithms for authentication of
communication based on the MQTT communication protocol are presented, which allows to
verify the authenticity of a device without direct transmission of the password, as well as the
method of data protection in MQTT using TLS protocol, whose application increases the
level of authentication. sensor networks.

Chapter 3 presents a real sensor network of XBee modules, as data is visualized,
analyzed and sent by the request-response method via REST based web services and HTTPS
protocol to ThingSpeak cloud. A practical implementation of an algorithm for integrating
sensor data in the cloud through REST based web services is also proposed. Code for
integrating data in ThingSpeak through Phyton and code for visualization and analysis of
sensory data through Matlab in ThingSpeak have been developed. Proposed algorithm for
transmitting sensor data via TLS in ThingSpeak cloud. Proposed model of a sensor network
for remote health care through diabetes monitoring based on 0T technology. An algorithm
for model design and configuration of a simulation system for integration of sensory data
from biosensors for monitoring insulin levels has been proposed and implemented. An
experimental measurement system of XBee devices and ThingBoard Cloud cloud structure
was designed and practically implemented to study the impact of various protocols for
integration of sensor network to cloud and evaluate the efficiency of sensor data transmission.
The author proposes a model for studying the sensor network-cloud integration with different
protocols by analyzing the main communication models for integration-request-response and
publish-subscribe and developed a methodology for implementing the sensor network-cloud
integration. Experimental studies have been conducted, which include 17 scenarios, to
determine the performance of HTTP, HTTPS, MQTT and MQTT-SN depending on various
parameters such as number of packets, number of topics in packets and bits for each topic on
the speed (delay) of data transmission to the cloud.

Appendix 3.1 provides the javascript (calculation part) and html (visual part) codes
for the packet tracer simulator. Annex 3.2 presents the HTTP client code from which the data
for sent packets is collected, while for MQTT profiling, in addition to the code, the Eclipse
Paho MQTT client packet is used. Appendix 3.3 presents the connect and disconnect function
code to preload the MQTT client with all the credentials it needs to connect to the cloud so
that the credentials can be reused in each cycle of measurement. Annex 3.4 presents
experimental data from 17 different scenarios.

5. Scientific and applied contributions of the thesis

The dissertation has applied character and contribution towards the study of
possibilities and algorithms for efficient operation of sensor networks in the integration of
sensor data in cloud structures.

10



The main contributions of the dissertation are mainly scientifically applied and
applied in nature and can be summarized as follows:

a) Scientifically applied contributions

* An algorithm for studying the communication efficiency of sensor networks in
different topologies has been proposed and practically implemented. The results show that in
the cluster topology received packets and delays have minimal losses.

* An algorithm for energy efficiency of sensor networks with cluster topology and
LEACH, LEACH-N and LEACH-H protocols has been proposed and studied. The results
show that LEACH-H is the most energy efficient.

* An algorithm for integrating sensor data in the Things Speak cloud through REST
based web services and the HTTPS protocol using the request-response method has been
proposed and implemented.

* An algorithm for checking the security of the transmitted sensor data with the
MQTT protocol in the ThingSpeak cloud, using the TLS protocol and a data stream
implemented with Node-RED has been proposed, experimented and verified.

* An algorithm for building and experimenting a simulation system for integration of
sensory data from biosensors in the cloud for monitoring insulin levels of patients with
diabetes through hyperglycemia, hypoglycemia and normal blood sugar levels has been
proposed, implemented and verified.

» Applicability of an algorithm for studying the efficiency of the integration of
HTTPS, MQTT and MQTT-SN protocols has been proposed, implemented and verified.

* The performance of the protocols for integration of sensor data to cloud HTTP,
HTTPS, MQTT and MQTT-SN was determined and evaluated depending on various
parameters such as number of packets, number of topics in packets and bits for each topic on
the speed (delay) of transmitted data to the cloud.

b) Applied contributions

» A model is proposed and a test information-measuring system is created to study the
integration between the sensor network and the cloud, through which an experimental study
was conducted, including 17 scenarios.

* Proposed model of sensor network for remote health care, through monitoring of
diabetic condition, based on loT technology.

* Proposed model of a simulation system for integration of sensory data from
biosensors for monitoring insulin levels.

6. Evaluation of the personal participation of the applicant in the contributions

The dissertation submitted to me for review undoubtedly contains scientifically
applied and applied contributions, as they were presented at scientific forums in Bulgaria and
abroad and in scientific journals and received the necessary publicity and were reviewed by
independent reviewers. A total of 9 co-authored publications have been made on the
dissertation, one of which is in Bulgarian, the rest in English. Five of the publications are
referenced in Scopus, Web of Science, two in NACID, two in international secondary
databases Google Scholar, EBSCO, Crossref, Publons, DOAJ. The publication under number
[Al] is in a Q3 journal with SJR 0.18. The publication under number [A4] has generated 4
citations, and the publication [A5] has one noted citation, which proves the applicability of
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the dissertation and the assessment of the international scientific community for the
contribution of the dissertation and the work of the doctoral student.

7. Evaluation of the publications on the dissertation

There is one independent publication on the dissertation. The 9 publications on the
dissertation were made in the period 2018 - 2020: 1 article in the International Journal of
Online and Biomedical Engineering, indexed in Scopus, Web of Science with SJR 0.18 and
quartile Q3; 1 article in the Multidisciplinary Journal of Science, Education and Art, indexed
in the NACID database, 1 article in the Technium: Romanian Journal of Applied Sciences
and Technology, indexed in Ebsco, Google scholar, Crossref, Publons, DOAJ . 6 articles are
in proceedings of papers presented at international or international scientific conferences. Of
these, 3 publications are indexed in the Scopus database. The indicated works by number and
place of publication fully cover the requirements for acquiring scientific and educational title
"Doctor".

8. Use of the achieved results of the thesis in the scientific and social practice
None

9. Notes and suggestions

The dissertation has reached interesting scientifically applied and applied results.
Obviously, there is a lot of room for their practical application in everyday life.

Regarding the presented final version of the dissertation | have the following notes
and questions:

a) It is advisable, especially for publications in international journals and indexed in
Scopus / Web of Science, to seek the permission of the original author to use figures and
graphics. Such information is not provided for the present dissertation.

b) In Chapter 1, point 1.8, the doctoral student draws an important conclusion: “An
important problem with sensor networks is the generation of huge amounts of sensor data,
limited computing power and limited capacity of sensor networks, and hence another
problem related to network life.” In tne same chapter the different types of wireless sensors
that generate heterogeneous signals are discussed. Have the proposed time-sensitive 10T
applications examined in Chapters 2 and 3 taken into account the influence of the
heterogeneous nature of the signals and how this would change the time parameters and the
distribution of energy resources?

¢) The formulas in Chapter 2 are not clearly explained in the text and it is not clear
who their original source is. For example (2.29) and (2.30).

d) Copying code in the dissertation is not necessary (included in the appendices) - for
example fig. 3.12. In scientific papers, if necessary, you are betting on a pseudo-code.

e) In Chapter 3, point 3.4.4, an algorithm for examining the security of the transmitted
data from the sensor network to the cloud is tested, and in step 7 the workability of the
algorithm for transmitting encrypted data is tested, the results of which are of particular
importance on trust through SSL / TLS-encrypted traffic are already common and increasing
in frequency and complexity. The low-risk nature and popularity of SSL / TLS ensures that
these trends continue, exposing organizations to the risk of system breaches, failed audits,
and unplanned downtimes. In the presented experiment no attempt is made to break the
chosen security protocol in order to prove its effectiveness. Are there any alternatives to the
TLS protocol? Because most modern cryptographic algorithms are designed for desktop /
server environments, many of these algorithms cannot be implemented in the devices used by
BSM. When current algorithms can be designed to fit into the limited resources of limited
environments, their performance is usually not acceptable. Has the idea of Lightweight

12



Cryptography been explored: Masanobu Katagi and Shiho Moriai, Lightweight Cryptography
for the Internet of Things, Sony Corporation, 2008.

The remarks made do not diminish the significance of the results.

10. Conclusion

Martin Pandurski's dissertation has a number of merits in the experimental
application. In general, the dissertation issues good competence on the set topic and after the
remarks and comments will meet the requirements of the Law on the Development of the
Academic Staff in the Republic of Bulgaria and the Regulations of South West University
"Neofit Rilski" for its implementation. Based on the above-mentioned merits and
contributions of the dissertation, | consider that they are a good reason for the assigning the
educational and scientific degree ,,Doctor” to M. Sc. Eng. Martin Pandurski. This is why, 1
propose the reputable members of the Scientific Jury to join my positive evaluation and to
vote ,,YES*.

31.03.2022 Member of scientific jury:
Sofia /assoc. prof. Agata Manolova, PhD/
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